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Overview

Program: Abstract interpretation

continue on the static analysis by abstract interpretation
using more a complex non-relational domain:
the interval domain

@ Interval abstraction

systematic design of abstract operators
soundness, optimality, exactness

@ Analyzing a more general language
more general assignments and tests
assertions
local variables

@ Convergence acceleration

@ Practical session

implement the interval domain for the project
functorize the analysis for improved modularity
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Interval abstraction




Interval abstraction

Intervals

Idea: abstract program states by the bounds of each variable

@ non-relational abstraction

(aka. attribute-independent, no relation between variables)

o sufficient to express freedom from overflow

(e.g., computations in machine integers or floats, array accesses)

Intervals:  abstraction of sets of integers P(Z)
| € {[a,b]|lacZU{-c},beZU{+o0},a< b}uU{L}

@ —00, +00o bounds are needed to abstract unbounded sets
[0, +0o0] represents Z, [0, +00] represents N, etc.
= any integer set may be over-approximated in |

(we can always resort to [—oo, +0o0], i.e., T)

@ | (uniquely) represents ()
(in [a, b], we have a < b so that non—_L intervals are never empty)
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Interval abstraction

Algebraic structure

partial order: C

e Vxel: 1L Cx
@ [a,b|C[c,d] <= a>cAb<d
(where < is extended naturally to ZU{—o00, +o0} as: Vc € Z: —oo < ¢ < 400)

lattice structure: U, I

@ least upper bound U for C
e Vxel lUx=xU1l=x
e [a,b] U [c,d] = [min(a, c), max(b, d)]
@ greatest lower bound IT:
o Vx:LlMx=xMNLl=1
o [a,b] M[c,d] =
[max(a, ¢), min(b, d)] if max(a, c) < min(b,d)
1 if max(a, c) > min(b, d)
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Interval abstraction

Algebraic structure

Notes:

@ the lattice is complete
VI CIl: U/l and M [ exist
U{[ai, bi]|i € '} = [minie; a;, max;e; bj]
M {[a;, bi]|i € '} = [max;es a;, min;e; b;] if max < min, or L otherwise
@ intervals are closed by N
[a,b] N [c,d] = [a, b] M [c, d]

—> this will be useful to define best interval approximations
@ intervals are not closed by U
[0,0] U [2,2] = {0, 2}, which is not an interval; [0,0] LI[1,1] = [0, 2]

@ LI and I are not distributive
([o,0]u[2,2]) [1,1] =[0,2] 1 [1,1] = [1,1]
but ([0,0] M [L, 1)U ([2,2]M[L,1]) =0UD =0

—> this can be a cause of precision loss
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Galois Connection (C,C) &= (A,Q)
ea:C—A (abstraction)
o v:A—=C (concretization)
eVeceC,acAun(c)Ca < cCnr(a) (duality)

C

a(c) is the best abstraction in A of c € C

a(c) is the smallest a for C that over-approximates c, i.e., such that ¢ C y(a)



Interval abstraction

Interval Galois connection

Interval Galois connection:

. {V(J—) =9

v(la,b]) £ {xeZ|la<x<b}

1 if X =
0 ()£ {0 e
[min X, max X] if X #0
Proof:
o(X) C (a,b)
<= minX >aAmaxX <b (def. o, C)
— VxeX:a<x<b (def. min, max)
— VxeXixe{yla<y<b}
<~ Vx € X:x € y([a, b]) (def. v)
<~ X C~([a, b]) (prop. €)
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Interval abstraction

Side-note: Galois Insertion

In fact: ~ is one-to-one, « is onto, o~y = id
= A is isomorphic to a subset of C: A~ ~(A) =~(a(C)) C C

. . . g
We call it a Galois Insertion, denoted: as (C, C) &= (A,E)

Otherwise, several abstract elements may represent the same concrete one
Example: alternate intervals J def {[a,b]|a,b € ZU{—00, 400} }

J has several abstractions of 0, i.e., any [a, b] when a > b;
the “best” one is a(0) = [max 0, min 0] = [+o0, —o0]
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Interval abstraction

Reminder: Sound, optimal, exact abstractions

Given F : C — C, how to construct F!: A — A?

Soundness:  core property of abstract operators

F* over-approximates F in the abstract, formally:
Va € A F(y(a)) € 7(F'(a))

= any property proved with F! is also true of F
Example property:

we want to prove F(c) C ¢/, i.e., {c} F{c'}

assuming ¢ = v(a), ¢/ = ~(a’), we only need to prove Ff(a) C a’
Proof

a) (by monotony of )
)) € ~(a') (by soundness of F*)
The converse does not hold:

we can have F(c) C ¢’ but Ff(a) Z &

—> in this case, the property cannot be proved in the abstract
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Interval abstraction

Reminder: Sound, optimal, exact abstractions

Exactness: Va € A: F(vy(a)) = v(F*(a))

@ quite rare: Va € A: F(y(a)) must be exactly representable in A
@ even if it exists, such a F¥ may be difficult to compute!

Optimality: Va € A:y(F¥(a)) = minc {7(a')| F(7(a)) € ~v(a')}

define Ffas: Fi =aoF o~
then Va € A: F¥(a) = minc {a' | F(v(a)) € v(2) }

(by definition of Galois connections)

which implies 7(F¥(a)) = minc { ()| F(+(2)) € 7(') }
(by monotony of )

Notes:
@ ming is slightly stronger than minc
@ « provides a systematic way to design F*
@ when no « exist, soundness, optimality, exactness can still be defined
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Interval abstraction

Concrete integer operations

Goal: design interval versions of core operators

building blocks to design an interval semantics

Concrete arithmetic operators:

+, —, %, /, lifted to sets (P(Z))" — P(Z)

- X def
XFvy =
X~y ¥
Xxy “
xX/y <

{—x|xe X}
{x+ylxeX,yeVY}
{x—ylxeX,yeY}
{xxylxeX,yeY}
{x/ylxeX,yeY,y#0}

where / rounds towards 0 (truncation)

Set operators:
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Interval abstraction

Interval set operators

Optimal binary operators: ~ A; of Ay & a(y(A1) 0 v(A2))

o ﬂﬁ =11
as y([a, b] M [c, d]) = ~([a, b]) N y([e, d])
o Ut =14

as a(y([a, b]) U ([c, d]))
=a{x]la<x<bvec<x<d})
=[min{x]a<x<bVec<x<d}max{x|a<x<bVc<x<d}]
{mln](a [c) n}ax(b d)]

Optimal predicates: Ay paf Ay <=5 (A1) b4 y(Az)

o ClisC
as y([a, b]) Cy([c,d]) <= a>cAb<d <= [a b] C [c,d]
o =fis=
as y([a, b]) =v([c,d]) <= a=cAb=d
Note: for soundness, A; bx® Ay == ~(A1) 1 v(A2) is actually sufficient

Course 10 Abstract Interpretation |l Antoine Miné

p. 14 / 55



Interval abstraction

Interval arithmetic: addition, subtraction

o —[ab] =[-b,—a

o [a,b] +f [c,d]=[a+c,b+d]

o [a,b] —f [c,d]=[a—d,b— (]

oVicl 4 1=1 +ti=i4+F L =...=1 (strictness)
where: + and — is extended to +o00, —00 as:
Vx € Z: (+00) + x = 400, (—00) + x = —00, —(+00) = (—00),...

Proof: optimality of +#

a(v([a, B]) + ([, d]))

—a({x]a<x<b}F{ylc<y<d})
=a{x+yla<x<bAhc<y<d})
=[min{x+yla<x<bAc<y<d}max{x+yla<x<bAc<y<d}
=la+c,b+d]

=[a,b] +* [c,d]
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Interval abstraction

Interval arithmetic: multiplication

@ [a,b] xf [c,d]=[min(axc,axd, bxc, bxd),
max(a x ¢, ax d, bxc, bxd)]

where X is extended to 400 and —oo by the rule of signs:
X (+00) = (+00) if ¢ >0, (—o0) if c <0
¢ X (—0) = (—00) if ¢ >0, (+0) if c <0

we also need the non-standard rule: 0 x (+00) =0 X (—o0) =0

Proof sketch: by decomposition into negative and positive intervals

a>1 A c>1 = [a,b] x! [c,d]=[axc,bxd]
b< -1 A c¢c>1 = [a,b] x¥ [c,d]=[axd, bx (]
a>1 A d<-1 = [a,b] x¥ [c,d]=[bx c,axd]
b<—-1 A d< -1 = [a,b] x* [c,d] =[bxd,ax (]
a=b=0 V c=d=0 = [ab] x* [c,d]=]0,0]

[a, b] xF [c, d] = ([a, b] M [1, +00]) x¥ ([c, d] M [1, +o0]) U
([a, b] T [1, +00]) x* ([¢,d] M [0,0]) L
([a, b] T [1, +00]) % ([¢,d] M [—o0, —=1]) LI---
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Interval abstraction

Interval arithmetic: division

o /% by case split:
([, 6] /* ([e,d] M1, +oc])) U ([a b] /* ([c, d] M [~o00, ~1]))
where
_JImin(a/c,a/d),max(b/c,b/d)] ifl1<c
[2.5] /% e, d] = {[min(b/c, b/d), max(a/c,a/d)] ifd < —1

where / is extended to +o0o and —oo by the rule of signs:
c/(+) = ¢/(—0) =0, including (+00)/(4+00) =0
c/0 = (400) if 0 < c <400, (—0) if —co<c<0

Examples:
[_57 5]/11[07 O] =1
[5,10]/4[—1,1] = ([5,10]/%[1, 1])u([5, 10]/4[-1, —1]) = [5, 10]L[—10, —5] = [—10, 10]
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Interval abstraction

Interval operator exactness

@ exact interval operations: ﬁﬁ, +ﬁ, _-

@ non-exact interval operations: U, x#, /#
[0,1] U* [10,11] = [0, 11] but  ~([0,1]) U~([10,11]) = {0,1,10,11}
[0,1] x#[2,2] = [0,2] but ([0, 1]) X ¥([2,2]) = {0,2}
[10,10]/4[~1,1] = [-10,10] ~but  ~([10,10]) / ~([~1,1]) = {-10,10}

Note: F* is exact if it is optimal and Va € A: F(vy(a)) € {v(x)|x € A}
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Interval abstraction

Operator composition

e if F¥ and G! are sound and F is monotonic, then Ff o G* is sound

Proof:

G(v(ah) € 7(GH(a"), so: F(G(v(a")) C F(v(G*(a"))) C +(FF(G¥(a)))

o if F! and G' are exact, then Ff o G' is exact
Proof:  F(G(y(a%))) = F(v(G#(a"))) = v(F*(G*(a)))

o if Ff and G* are optimal, then F? o G* is sound
but not necessarily optimal!

Example:

F(X) % {ox|xeX}and G(X) & {xeX|x>1}

F([a, b]) = [2a,2b] and G¥([a, b]) = [a, b] N* [1, +o0] are optimal
but G#(F%([0,1])) = [0,2] N¥ [1, +00] = [1,2]
while a(G(F(~([0,1])))) = [2,2]

= decomposing the semantics into more fined-grained operators
@ simplifies analysis design and enhances reusability
@ but can degrade the precision
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Interval abstraction

Side-note: Meet closure and optimality

Reminder: ~(ama’) =~(a)N~(a)
= {v(a)|a € A} must be closed under N

Counter-example:  invalid sign domain

/ \ A% <0,>0T)

(£ 0)Nvy(=0) = {0} & v(A)
\ / no best abstraction for {0}
— no Galois connection

possible fixes:

@ complete Aby N: A = def {L,0,<0,>0,T}

@ hollow A, removing elements: A = def {L,>0,T}

@ fix elements: A & {L <0,>0,T}
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Interval abstraction

Side-note: Complete meet closure and optimality

Reminder: ~(M X)=nN{~v(x)|xe€ X}
— {7(a)|a € A} must be closed under arbitrary N
a can be actually defined as a(c) =M {ac Alc Cvy(a)}

Counter-example:  rational intervals

1 % {[a,b]|a€ QU {—0c0}, be QU {+oo},a< b}U{L}

X = {c|c® <2} has no best abstraction
because max X = /2 ZQ

— no Galois connection

we can still define optimal U#, n#, 4%, —#, x¥, /ti
such that Vay, ax:y(a1 of a2) = minc {~(a)|v(a) C v(a1) © v(a2) }

but some operators, such as F(X) def { /x| x € X'}, have no best abstraction

= we can study abstract domains wrt. the functions they can abstract precisely
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Interval analysis




Interval analysis

Language

expr =V VeV
| ¢ ceZ
|  —expr
| exproexpr oe{+,—,x,/}
| rand(a, b) a,beZ

cond = expr i< expr X E{<, >, =,#4,<,>}
| —cond
| condocond o€ {AV}

V + expr

if cond then stat else stat
while cond do stat

stat; stat

skip

stat

Course 10 Abstract Interpretation Il Antoine Miné p. 23 / 55



Interval analysis

Concrete semantics

Classic non-deterministic concrete semantics, in denotational style:

E[expr] : € = P(2) (arithmetic expressions)

E[VI]p = {p(V)}

E[clr < {c}

E[rand(a,b)]p £ {x|a<x< b}

E[—e]p = {—vlveE[e]p}

Eleece]p £ {viow|vcE[e]p vocE[e]p o#/Vv#£0}

C[[ cond]] €= P({true,false}) (boolean conditions)
CI-clp  # {~vIveclcp}

def
C[[C1<>C2]]p = {V1<>V2|V1 S C[[Cl]]p, Vo € C[[Czﬂp}

C(Jaxe]p £ {true|In €E[e] p, v €E[e] prvixi vy } U
{false| vy € E[e1] p, » €EE[e2] prvi A w2 }

where £ & v 5z
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Interval analysis

Concrete semantics

S[stat] : P(€) — P(€)

S[skip] R &R

S[s1; %] R E S[%](S[s:] R)

S[V «e]R L {plV—]|peR, veE[e]p}
S[if cthens else ;] R £ S[s](S[c?]R)US[s:](S[~c?] R)
S[while cdo s] R 0 S[-c?] (ifp M.RUS[s](S[c?] 1))
where

S[c?]R E {peR|truec Cfc]p}

S[stat] is a U—morphism in the complete lattice (P(£), C,U,N, 0, &)
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Interval analysis

Reminder: Non-relational abstractions

Reminder: we compose two abstractions:
o P(V — Z) is abstracted as V — P(Z) (forget relationship)

@ P(Z) is abstracted as intervals | (keep only bounds)

Cartesian lattice:
0 SEEV
o point-wise order: X! T X} «= vV e V:X}(V) C X}(V)
o join: XF X! Eav. X (VyuXxi(v)
o meet: X7 11 X! EAv.XAH(V) N XE(V)

— we still have a complete lattice

Cartesian Galois connection:  (P(V — Z),CQ) % (V—1,0)

o &(E) € AV.a({p(V)|peR})
o (Xt £ {p|VV € V:p(V) € v(XE(V))}
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Interval analysis

Side-note: Coalescent |

Note: (P(V — Z),Q) % (V — I,C) is not a Galois insertion
(0%

() has several representations:

(e V(X = L Y= [0,1]) =+([X = [0,1], Y = 1]) = 0)

there is a canonical representation: L LAVev.l

(smallest for )

to obtain a Galois insertion, we coalesce all representations of (:
ELE (V= (N { L)) u{l}

Benefits:
o =" is reduced to testing physical equality

(no special case for ()

o the optimal UF is reduced to L

without coalescing, we get:
X L, Y—[0,1]]U[X —[0,1],Y — L] = [X + [0,1], Y > [0,1]]

but y([X — L, Y — [0,1]) U~(X — [0,1], Y — L]) =0
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Interval analysis

Interval expression evaluation

Effexpr] : % — 1
interval version of E[expr] : &€ — P(Z)

Definition by structural induction, very similar to E[ expr ]

Ef[ V] X*
Ef[c] X*
Ef[rand(a, b) ] X*
Ef[ —e] X*
Effe; 0 e ] XP

Course 10

def
def
def

def

E B[ e ] X! of Effe] X?

X4H(V)

[e.c]

[2, b]

_t Eﬂ[[e]] Xt
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Interval analysis

Soundness of interval expression evaluation

Soundness: U{E[e]p|p € ¥(X*)} C~y(E]e] X¥)

Proof:
by induction on the expression syntax, using the soundness of abstract operators;
the base cases Ef[ V], Ef[c], Ef[rand(a, b)] are straightforward;
for + (the same holds for —, x, /):
V(Ef[er + e2] XF)

—(Efe] X +F Ef[e2] XY) (def. E1[])
S {vi+wlv € r(E e ] XE), vo € y(EF[e2] XE) ) (sound. +7)
D{vi+w]|3p1,p2 €¥(X"):vi €E[e1] p1, o €E[ex]p2}  (induction)
D{vi+w|IpeciyXh):vi cE[er]p, v €CE[ex]p} (prop. 3)
—U{E[ertelplpe (Xt} (def. E[])

Non-optimality  except in rare cases because:

@ the composition of optimal operators is not always optimal

@ of the core non-relational abstraction: P(V — Z) % V = P(2)

eg: Ef[V - V][V~ [0,1]] = [0,1] =% [0,1] = [-1,1]
but a(U{E[V = V]plpey([V—[0,1])}) =[0,0]
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Interval analysis

Abstract interval statements

St stat] : EF — &F
interval version of S stat] : P(£) — P(€)

o S[skip] R & R

St[skip] X! & xt (identity)
o S[s;; 2] R € S[](S[s1]R)

Sty ] X & SH s, ] (S]] X?) (composition)

def

o S[V«e]R={p[V—V]|lpeR, veE[e]p}

SV o] xt & | XV o Elel X ifEe] Xi# L
A if Efe] X = L

Soundess proof: i.e., S[s] (¥(X*)) C 5(S*[s] X*)
obvious for skip; by composition of soundness for s1; s5;
for V < e we derive:

F(SHV < e] X¥)

= {p[V = V] [YW: p(W) € 4(X*(W)), v € v(EF[e] X*) } (def- 4, S'[])
2 {plV = V]| YW:p(W) € y(XH(W)), v € E[e] p} (sound. E*[])
=SV = e §(X?) (def. 4, S[1)
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Interval analysis

Interval test

conditionals and loops use the auxiliary “test” statement:
def

S[c?]R = {peR|truec C[c]p}

Abstract tests: Sf[c?]

Preprocessing: remove -, =, #, >, >, <

@ — can be removed using De Morgan's law:
—(c1 V) ~ —e A
—\(C1 A 62) ~ —c1 Ve
‘!(el Seg) ~ e > e ...

@ =, #, >, >, < can be expressed using only <, V and A:
ea<e v e <(e-1)
eg>e ~ e<e

eg>e v e < (g —1)

ee=e ~ (a<e)A(ea<e)

a#e v (a<(e-1))V(e<(a—-1)

$

Course 10 Abstract Interpretation |l Antoine Miné p. 31 / 55



Interval analysis

Interval test (cont.)

Abstract tests: S*[c?]
Boolean operators in ¢ are handled by induction:

0 Sic Va?] XY (SH[a?7] XP) UF (SH] 7] X¥)
o Sia Aa?] XF & (SH[ 7] XP) A (SH] 7] XF)

Simple interval tests: assuming X#(V) = [a, b] and X#(W) = [c, d]

R
U

if a>v
X! V > [a,min(b, d), ifa<d
o SI[V<wW?]xt¥ W +— [max(a, ¢),d] ]
1 ifa>d

(W's upper bound refines V's, V's lower bound refines W's)

For other tests, fall-back to S*[c?] X# & X?

Soundness proof for the fall-back operator
VR:S[c?] R C R, hence ¥X*:S[c?] (7(X*)) C 4(X*%) = 5(SF[ c?] X*)
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Interval analysis

Interval conditionals

Concrete semantics:

S[if c then s; else s, | R
= S[s1](S[c?]R)US[s2](S[~c?] R)

Abstract semantics: compose existing abstract operators:

Si[if c then s; else s, ] X*
St sy ] (S c?] X)) U SH 52 ] (SH[~c?] X*)
Soundness proof:

by soundness of the composition of sound operators

Example: stat % V < 2 x rand(0,1); if V > 1 then V « 0 else skip

given E¥ o [V = [—o0, +00]]
we get: St[stat] E* = [V — [0,1]]

note that S[stat]] & = {[V — 0]}
= Sf[stat] is sound but not optimal
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Interval analysis

Interval loops

Concrete semantics:
S[while c do s] R = S[—-c?] (Ifp F)
where F(I) £ RUS[s](S[c?] 1))

Reminder: Ifp F exists because F is monotonic
in fact, Ifp F = UpenF"(0) because F is a U—morphism

Abstract fixpoint computation:

given a sound abstraction F* of F, how can we abstract Ifp F?

e Ifp F¥ may not exist
—> we seek only X* such that Fﬁ(Xﬁ) C X* (post fixpoint)
o F! may be non monotonic (example presented later)

— we compute XﬁJrl o X,g U Fﬁ(X,g) (abstract iterations)
° X,g may increase infinitely (e.g., FE(X?) = Xt 4+2[1,1])
= we use convergence acceleration

Course 10 Abstract Interpretation |l Antoine Miné p. 34 / 55



Interval analysis

Convergence acceleration

Widening:  binary operator v : £f x £ — £ such that:

° ’y(Xu) U ’y( Yﬁ) - ’)/(Xu \% Yﬁ) (sound abstraction of U)

o for any sequence (XE),,GN, the sequence (Y,g),,eN
vi € X
Yi, = vivxt,

stabilizes in finite time: 3N € N: Y}, = Y/i\jl+1

Fixpoint approximation theorem:

o the sequence X, = X} v F¥(X}) stabilizes in finite time

@ when Xﬁ,ﬂ C Xﬁ,, then Xﬁ, abstracts Ifp F

Soundness proof: assume XI%IH C Xﬁ,, then

YXR) 2 7(XFia) = 7(X§ 7 FEXE)) 2 9(FHXE)) 2 F(v(XE)

*/(X,:\I,) is a post-fixpoint of F, but Ifp F is F's least post-fixpoint, so, W(Xﬁ,) DIfpF
Antoine Miné p. 35 / 55
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Interval analysis

Interval loops (cont.)

Concrete semantics:

S[while cdo s| R
= S[-c?](Ifp AM.RUS[s](S[c?] 1))

Abstract semantics

compose existing sound abstractions
employ convergence acceleration Vv

S*[ while ¢ do s] X*
S SH[ =] (lim MEIE v (XEOFSE[s] (ST c?] 19)))

(where lim F* iterates the function F* from L until Fi(X¥) C XxH)
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Interval analysis

Interval widening

Interval widening vV :I1x 1 — 1|

Viel:lvi=Iv.l=]I
[ab]v[cd]d—EF a ifa<c b if b>d
’ R —00 fa>c |+ ifb<d

@ an unstable lower bound is put to —oco
@ an unstable upper bound is put to +o0

@ once at —oo or +00, the bound becomes stable

Point-wise lifting: v : £ x £f — &F

Xty vyt Z AV e VX V)V YEHV)

extrapolate each variable independently

—> stabilization in at most 2|V| iterations
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Interval analysis

Analysis example with widening

V +1;
while V <50do V + V +2

We must compute SE[ V > 50] (lim A/E.1% v FE(1%))

where FE(18) € [1,1] U SE[V « v + 2] (SE[ V < 50 %)

iterates with widening:

=1
=1 i) = Lv[L1] =[1,1]
B =1y i) =[1,1] v ([1,1]uf[3,3) =[L,1]V[,3] =[1,+0c]

15 =159 FR(IE) = [1,400] v ([1,1] U# [3,52]) = [1, +00] ¥ [1,52] = [1, +oc] = /}
= lim M v FEIE) = [1, 400]

At the end of the program, we find S'[V > 50] If = [51, +o0]

The concrete semantics would give {51}
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Interval analysis

Intuitions behind the widening

Inductive reasoning  (philosophical logic)

@ induction = generalization from a small set of observations
e.g., if the upper bound is increasing, it is probably unbounded
major cognitive process

@ = induction in mathematics, which is deductive by nature

(apply an induction axiom)

@ in philosophy, induction is unreliable (finite observation)
but in abstract interpretation, widening is always sound!

Inductive invariants

@ Ifp F defines the most precise invariant (concrete semantics)
@ X such that Ifp F C X is a (possibly less precise) invariant
@ X such that F(X) C X is an inductive invariant

(X is an invariant, and it can be proved to be invariant without computing Ifp F)

@ X% such that F#(X¥) C X* is an abstract inductive invariant
(7(X*) can be proved to be invariant in the abstract, without computing Ifp F)
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Interval analysis

Non-monotonicity of widening

Example: Consider again stat & while V <50do V «+ V +2
we have Sf[stat] X* = SP[V > 50] (lim A/5.1% v FA(XE,I%))
where FE(XE 18) & XE P SE[V < V 4+ 2] (SE[V < 50] 1%)
V is not monotonic in its left argument:
(eg., [1,1] ¥V [1,52] = [L, 400], but [1,52] ¥ [1,52] = [1,52])
o if X! =[1,1], F¥s iterates are: L, [1,1], [1, +o0]
([1,1] v FH([L, 1], [1,1]) = [1,2] v ([1, 1] U* [3,3]) = [1,1] V [1, 3] = [1, +oc])
= S*[stat] ([1,1]) = [51, +<]
o if X! =[1,52], F*'s iterates are: L, [1,52], [1,52]
([1,52]v F¥([1,52], [1,52]) = [1,52] v ([1, 1]U[3,52]) = [1,52]v[1,52] = [1,52])
= S¥[stat] ([1,52]) = [51,52]
— S*[stat] is not monotonic

(thankfully, v can over-approximate Ifp F given a non-monotonic abstraction F# of F)
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Interval analysis

Summary of the abstract semantics

Si[skip] X* & x*
Sis;s ] XL SHs, ] (SH]s1 ] XP)

SV e] Xt & {Xﬁ[VH Ef[e] X*] if Ef[e] X* # L
i

if Effe] Xt = L
SE[if ¢ then s; else s, | X & SE[ s [ (SH[c?] X*) UF S5, ] (SE[~c?] X*)

St[while ¢ do s X! & SH[—c?] (lim AME.1E ¥ (X2 OF SE[s] (SE[c?] %))

(next slides: extending the language with assertions and local variables)
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Interval analysis

Assertions

Assertion statement: assert; cond

@ checks that the boolean condition is satisfied
o if satisfied, continue program execution
@ if not, abort the program with an error at location ¢

Semantics:  returns a value and has an effect

S[assert; c] R &

if S[—¢c?] R # 0 then print “error at £";
S[c?]R

St[assert, c] X! & .
if S¥[—c?] X* # L then print “error at £";
Sf[c?] X*

Notes:
@ due to non-determinism, p can satisfy both ¢ and —¢
@ if assert occurs within a loop, avoid printing at each iterate;
print only after the iterates stabilize!
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Interval analysis

Variable creation and destruction

In practice, the set V of variables varies during program execution

Local variables: local V in stat

Add a new variable V/, then execute stat, then remove V

—> the set of variables at each statement is uniquely defined
by the nesting of local statements

(to simplify, we assume that all variables V appearing in local statements are distinct)

S[local Vins] & S[del V] oS[s] oS[add V]
where S[add V]R £ {p[V i v]|peR, veZ}

def
and S[del V]R = { Pliomep vy | P E R}

Abstraction:
St[local Vins] & Si[del V] oS![s] oS[add V]
where Sf[add V] X! £ X!V s [—o0, +o0]]
and Si[del V] X! & X

laom(xtn £v
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Project: implementation suggestions

Project: implementation suggestions
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Project: implementation suggestions

Value domain signature

module type

VALUE_DOMAIN = sig

type t

(* constructors x)

{la,b]|lae ZU{—o0},be ZU{+x},a<b}U{Ll}

val top: t // [—o0,+o0]
val bottom: t // L

val cost: int -> t // ¢ e, c]
val rand: int -> int -> t // I'— h— [l h]
(* order *)

val subset: t -> t -> bool //

(* set-theoretic operations *)

val join: t -> t -> t /7 Ut

val meet: t >t -> t // Nt

val widen: t ->t -> t // v

(* arithmetic operations *)

val neg: t > t // unary —F
val add: t >t -> t /] +F

val sub: t -> t -> t // =t

val mul: t ->t -> t /7 xt

val div: t >t -> t /1 /¢

(* boolean test *)

val leq: t ->t >t xt // [a, b] — [c,d] — ([a, min(b, d)], [max(a, ¢), d])

end
Course 10
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Project: implementation suggestions

Interval domain implementation details

module Intervals = (struct
type bound = Int of int | PINF | MINF

type t = Itv of bound * bound | BOT

(* utilities *)

val bound_cmp: bound -> bound -> int
val bound_neg: bound -> bound

val bound_add: bound -> bound -> bound

val strict: (bound -> bound -> t) > t -> t

(* domain implementation *)
let neg = strict
(fun a b -> Itv (bound_neg b, bound_neg a))

let subset a b = match a,b with
| BOT,_ -> true | _,BOT -> false
| Itv (a,b), Itv (c,d) ->
bound_cmp a ¢ >= 0 && bound_cmp b d >= 0

end: VALUE_DOMAIN)

Course 10 Abstract Interpretation |l

// ZU {400, —c0}
// {la,b]|la< b}uU{l}

// as 0Caml’s compare
// unary —
!/l +

// maps L to L

// unary —F

/1

Antoine Miné

p. 46 / 55



Project: implementation suggestions

Environment domain signature

module type ENVIRONMENT_DOMAIN = sig

type t

(* constructors *)

val init:

t

(* variable management *)
val add_variable:
val remove_variable: t -> id -> t

t ->id > t

(* abstract operators *)

val assign:

val compare:

t -> i
t ->

d -> expr > t
expr -> expr -> t

(* set-theoretic operations *)

val join:
val meet:
val widen:

(* order *)
val subset:

end

Course 10

t

t
t

-> t -
-> t -
-> t

t >t

>t
>t
->t

-> bool

Abstract Interpretation |l

/7

//

/7
/7

//
/7

//
/7

/7

V=0

St[add id ]
St[del id ]

St[id < expr]
Stlexpr < expr?]

Qﬁ
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v

C
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Project: implementation suggestions

Environment domain implementation details

module NonRelational(V : VALUE_DOMAIN) = (struct

module Map = Mapext.Make // maps
(struct type t = id let compare = compare end)
type env = V.t Map.t /7 NV — (I1\{L})
type t = Env of env | BOT /7 €8 (v 1\ {L}))u{l}
(* utilities *)
val eval: env -> expr -> V.t // Efexpr]
val is_bot: V.t -> bool // whether ~(v#) =0
val strict: (env -> t) >t -> t // maps L to L

(* operators *)

let join a b = match a,b with /7 U
| BOT,x | x,BOT -> x

| Env m,Env n -> Env (Map.map2z (fun _ x y -> V.join x y) m n)
end: ENVIRONMENT_DOMAIN)

Generic functor to lift a VALUE_DOMAIN to an ENVIRONMENT _DOMAIN

Uses a Map as data-structure for environment (functional array)

and a binary map iterator map2z f
(optimized for idempotent functions: Vx: f k x x = x)

Course 10 Abstract Interpretation |l Antoine Miné p. 48 / 55



More on loop analysis




More on loop analysis

Widening delay

V «+0;
while --- do
if V=0then V « 1;

V is only increased once, from 0 to 1

Problem: v will set V to [0, 4+00] = loss of precision
(because [0,0] v [0, 1] = [0, +o<])

Solution: delay the widening for one (or more) iteration(s):
e | XEUPFEXE) ifn< N
Xn+1 = .
XEv FEXE) ifn>N
(eg: X[ =[0,0]Uf [1,1] =[0,1], X§ =[0,1] v [0,1] = [0, 1] = X{)
using V after a fixed number N of iterations is sufficient to ensure stabilization
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More on loop analysis

Loop unrolling

V «+1;

while --- do
if V =1then (V < 0; X < 0);
stat;
X+ X+1

X is initialized in the first loop iteration; then it is incremented
— X > 0 when stat is executed

Imprecision:
X € [—00, +00] when entering the loop

—> the most precise non-relational loop invariant is:
V e[0,1]A X € [—o0, +0o0]

at stat, we have: V =0A X € [—00,+00]  (not X € [0, +o¢])
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More on loop analysis

Loop unrolling

V «+1;

while --- do
if V =1then (V < 0; X < 0);
stat;
X+ X+1

Solution: loop unrolling
Analyze the N first loop iterations separately
Compute an abstract invariant only for the iterates > N

We compute Y? & St while ¢ do s X as:

Uti def (loop entry)

Ut "_ef sﬂ[[sﬂ(sﬂ[[c?]] (Uﬂ)) (n—th unrolling)
A= € lim ALty (wi PSHs](SH[c?]1%))  (inv. after N unrollings)
yt & S”[ﬂC?l]Aﬁ ut (U ( n<N Su[[—\c7]] Uﬂ) (loop exit)
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More on loop analysis

Decreasing iterations

V «+1;
while V <50do V + V 42

Imprecision

In this example, we found V' € [1, 4] as loop invariant
but the most precise interval invariant is V € [1,52]

Solution: decreasing iterations

after stabilizing an iteration with widening
we can continue iterating without the widening to gain precision

@ compute as before X! & lim A/%.18 v FE(/%)
we get an abstract post-fixpoint X# J F(X?), so F(y(X%)) C ~(Xx¥)

@ then compute Y} & Fin(x¥)
by soundness, ~( Y,,u) is also a post-fixpoint of F for every n

we stop after a fixed finite n, or when Y,fH = Y,?
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More on loop analysis

Decreasing iterations

V «+1;
while V <50do V + V 42

Imprecision
In this example, we found V' € [1, 4] as loop invariant
but the most precise interval invariant is V € [1,52]

Solution: decreasing iterations
here: FE(1%) & [1,1] U SE[V « V + 2] (S![V < 50] I¥)
Xt Gim MEIE Y FA(IE) = [1, + o]
v} = FH(X*) = [1,1] U* [2,52] = [1,52]
vi=Fi(Yf) =152 = {
we find the most precise loop invariant expressible using intervals!
at the loop exit, we get: S![ V > 50] ([1,52]) = [51,52]
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More on loop analysis

Widening with thresholds

V « 40;
while V#0do V «+ V —1

Imprecision

V decreases form 40 (to 0)

= iterations with widening find the loop invariant: V € [—o0, 40]
SE[V + V—1](S*[V # 0] [0, 40]) = [0, 39]

= decreasing iterations are ineffective

Note: this is caused by the # 0 test instead of > 0

with # 0, every set [a,40] \ {—1} for a <0 is a fixpoint
with > 0, we have a single fixpoint: [0,40]
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More on loop analysis

Widening with thresholds

V « 40;
while V#0do V «+ V —1

Solution  widening with thresholds T

T: fixed finite set of integers containing —oco and 400
¥V “jumps” to the next value in T
= V tests the stability of values in T

[a,b] V [c,d] &

a ifa<c b ifb>d
max{tec T|t<c} ifa>c |min{teT|t>d} ifb<d

In our example, we find as loop invariant: [max{t € T |t <0},40]
if 0 € T, we find the most precise invariant [0, 40]
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Conclusion

Conclusion

Summary:
@ systematic design of abstract operators (Galois connection)
@ optimal and non-optimal (practical) abstractions

@ fixpoint approximation by iteration with widening
— ensure termination even for infinite-height domains!

Next lecture: relational domains

(polyhedra)

Practical session: implement the interval domain
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