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Tight security

Reduction

Tight: L = "small"
e.g. L = O(λ)

Advantage = ε Advantage = ε/L
to break DDH

Security 
loss
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v

AdvAdv Algo

[Bellare, Boldyreva, Micali 00; Coron 00; Hofheinz, Jager 12]
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Overview of our construction

CCA-secure
encryption

Tag-based encryption

Collision-resistant hash function

Authenticated Symmetric Encryption

[Kurosawa Desmedt 04, Hofheinz Kiltz 07]



Tag-based encryption

Alice BobEnc pk,m, τ

pk

skBob



Tag-based encryption

Alice Bob
Dec sk, Enc pk,m, τ∗ , τ = m

when τ = τ∗ skBob

pk



Tag-based encryption

b′

Dec(sk, ct, τ)

pk

sk

m0, m1, τ
∗

b ←R {0,1}Advantage:
Pr[b = b′] − 1/2

Enc(pk,mb, τ
∗)

#dec

#ct

Dec(sk, ct, τ)

ct, τ ≠ τ∗

#dec

ct, τ ≠ τ∗

AdvAdvAdv Chal



Outline

1.Damgård El Gamal encryption (CPA-secure)

2.Cramer Shoup encryption (non-tight)

3.Our construction (tight)
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Thank you!

Questions?


