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Chosen-Plaintext Attack (CPA)

[Goldwasser, Micali 84]
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Chosen-Ciphertext Attack (CCA)

[Rackoff, Simon 91]
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Chosen-Ciphertext Attack (CCA)

[Rackoff, Simon 91]
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Tight security

[Bellare, Boldyreva, Micali 00; Coron 00; Hofheinz, Jager 12]

Algo Security

Advantage = € Advantage = s/L
to break DDH

Tight: L = "small”
e.g. L =0(A)
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Prior works: CCA-secure encryption
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Prior works: CCA-secure encryption

Signatures,
NIZK ]

Dual System
IBE ]

DV-NIZK {

ala
Cramer Shoup
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Overview of our construction

Tag-based encryption

- p +

CCA-secure
encryption

N / +

[ Authenticated Symmetric Encryption }

I [ Collision-resistant hash function }
I

[Kurosawa Desmedt 04, Hofheinz Kiltz 07]



Tag-based encryption

Enc(pk, m, 1)

sk



Tag-based encryption

Dec(sk, Enc(pk,m,t*),T) = m
whent = 1" Bob sk




Tag-based encryption

ct, T # 1
#dec Dec(sk, ct, 1)
mgy, mq, T

Ct Enc(pk mp, T°)

Advantage: b <r {0,1]

Prlb =b"] —1/2 ct, T+ T
‘#decl’ Dec(sk, ct, 1)
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Outline

1.Damgard El Gamal encryption (CPA-secure)
2.Cramer Shoup encryption (non-tight)

3.0ur construction (tight)



Damgard El Gamal encryption

[Damgard 91]
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Damgard El Gamal encryption

[Damgard 91]

G of order p, generator g.

sk = K R 135
pk =[50 = g < G, k 1 =5“"€G
ct = |l =g5rEGZ, k ar -ngﬁar-mEG

where r «g Zj



Damgard El Gamal encryption

[Damgard 91]
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Damgard El Gamal encryption

[Damgard 91]

G of order p, generator g.

sk = K R 135

independent I

Ct=<—RGZ, k .,ngﬁ.ﬁ.meﬁ




Cramer Shoup encryption

[Cramer Shoup 98]
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Cramer Shoup encryption

[Cramer Shoup 98]
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Cramer Shoup encryption

[Cramer Shoup 98]
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Cramer Shoup encryption

[Cramer Shoup 98]

~
‘—]*

CtT* —8 Al ,

-m Dec(:, T): uses K

T

fort = 1"



Cramer Shoup encryption

[Cramer Shoup 98]
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Cramer Shoup encryption

[Cramer Shoup 98]

Dec(:, Tj—1)
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Hct <Ctrf‘ — ari ’ kfik

Our approach

Dec(:, Tj—1)

Dec(:,Tj): uses kr,- > #dec
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#ct-wise independent hash function



Hct <Ctrf‘ — 31'1 ’ kfik

Our approach

Dec(:, Tj—1)
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Dec(:,Tj): uses T > #dec

CtT;6+1 ~c RF(t;) gt Dec(.’rj+1)

"randomized PRF"



Our construction
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Our construction
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Proof sketch

Dec(:, Tj—1)

Dec(:,Tj): uses
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Conclusion
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Conclusion

GCDCT 15 10

This work 3 o)
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Conclusion

CS 98
KD 04
HJ 12

LPIY15 47

Can we reduce|pk|to O(1)?

[Hofheinz 16]



Conclusion

Scheme |ct|-|m| LossL  Assumption | pk|
= % 0@Quo  DDH o)
KD 04 2
HJ 12 O(?\) 0(1) 0(1)

LPJY 15 DLIN

Tightly CPA-secure encryption
? i ‘
Can we reduce |pk|to O(1): from factoring or CDH?

[Hofheinz 16]



Conclusion

Thank youl!
Questions?



