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Prior works on FE

Construction: Functions: Assumption: Practical:
[GGHRSW 13,...] any circuit i0 %
[ABCP 15] Inner Product DDH V
Our work Quadratic functions pairings 4
Quadratic | Security: | Assumption: Private/public | Function-
FE: key: hiding:
[AS 17] SEL-IND GGM private \/
[Lin 17] SEL-IND SXDH private \ 4
Our work | SEL-IND | SXDH & 3-PDDH public -
Our work | AD-IND GGM public -




Prior works on Predicate Encryption

m = (plaintext, attribute)

f(m) = plaintext iff P(attribute) = 1

Construction: | Predicate P: Assumption:
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vid' € {0,1}": sk, - P(id) = 1 iff id = id’
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Prior works on Predicate Encryption

m = (plaintext, attribute)

f(m) = plaintext iff P(attribute) = 1

Construction: | Predicate P: Assumption:

[BW 06] Anonymous IBE pairings

[KSW 08] Inner Product pairings

Our work Bilinear pairings

attribute = (X,y) € Z} X Z3! ct size = O(n + m)
Vf € Z¥™: sk, - P(¥) = 1 iff XTf§ =0 vs

ct size = O(n - m)




Prior works on Predicate Encryption

m = (plaintext, attribute)

f(m) = plaintext iff P(attribute) = 1

Construction: | Predicate P: Assumption: Hiding:
[BW 06] Anonymous IBE pairings fully
[KSW 08] Inner Product pairings fully
Our work Bilinear pairings fully
[GVW 15] _ LWE weakly




Outline

FE f: (,9) € IR X I} — &Tf§ € I,



Outline
FE f: (,9) € IR X I} — &Tf§ € I,

* Private-Key, one-ct secure FE



Outline
FE f: (,9) € IR X I} — &Tf§ € I,

* Private-Key, one-ct secure FE

gy

msk sk, skg

[ Enc(msk, m) 9

skg = f(m) sky — g(m)




Outline
FE f: (,9) € IR X I} — &Tf§ € I,

* Private-Key, one-ct secure FE

gy

msk sk, skg

:
[ Enc(msk, mg) #

sk = f(m) skg — g(m)

[ Enc(msk, m,) # W

f(mg) = f(m,y)
g(mgy) = g(m,)




Outline
FE f: (£,9) € 18 X ZT — ZTfj € I,
* Private-Key, one-ct secure FE

* Public-Key FE



Outline
FE f: (,9) € IR X I} — &Tf§ € I,
* Private-Key, one-ct secure FE

* Public-Key FE

PE sk, - P(%,7) = 1iff#7f = 1
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PE for bilinear maps from FE

FE: f € Z3™™, (X,y) € Zy X L}
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PE for constant depth boolean formulas

PE: P:{0,1}" - {0,1}, of constant degree d < n

 [KSW 08]:

X1
X1%2 / 2 n
tefoy »i'=| .. |ezfa =) (7)~n
x1 ...xd i=0
d’ P1 ,
P = ij - Monomial; - y = ( ) € Zd
j:]_ pd’

P(®) = 1iff(¥,7) = 1



PE for constant depth boolean formulas

PE: P:{0,1}" - {0,1}, of constant degree d < n

* [This work]: X4 X4
X1X>o X1X>y d/2
= n 21 3/ a g n d/2
x €{0,1}" »x' = Y = €Zy,d" = ) ~n
i
X1 - Xd X1 - Xd i=0
2 2
d’ P11 " P
_ - : . : d'xd’
P = Z pij - Monomial;; — : - : € Zy
ij=1 Pa'1 - Pa'a

P(Z) = 1iff #Tf§ =1



PE for constant depth boolean formulas

PE: P:{0,1}" - {0,1}, of constant degree d < n

* [This work]: X4 X4
X1X>o X1X>y d/2
= n 21 3/ a g n d/2
x €{0,1}" »x' = Y = €Zy,d" = ) ~n
i
X1 - Xd X1 - Xd i=0
2 2
d’ P11 " P
_ - : . : d'xd’
P = Z pij - Monomial;; — : - : € Zy
ij=1 Pa'1 - Pa'a

P(Z) = 1iff #Tf§ =1

Ct size: [KSW 08]~ n? vs [this work]:~ n%/?2




