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Prior works on FE

Construction: Functions: Assumption: Practical:

[GGHRSW 13,…] any circuit iO

[ABCP 15] Inner Product DDH

𝑚 =  𝑥 ∈ ℤ𝑝
𝑛

𝑓 =  𝑦 ∈ ℤ𝑝
𝑛

𝑓 𝑚 =  𝑥𝑇  𝑦 ∈ ℤ𝑝

ct size = 𝑂(n)



Prior works on FE

Construction: Functions: Assumption: Practical:

[GGHRSW 13,…] any circuit iO

[ABCP 15] Inner Product DDH

Our work Quadratic functions pairings

𝑚 =  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚

𝑓 = 𝑓𝑖,𝑗 𝑖∈ 𝑛 ,𝑗∈[𝑚]
∈ ℤ𝑝
𝑛×𝑚

𝑓 𝑚 =  𝑥𝑇𝑓  𝑦 =  

𝑖∈ 𝑛 ,𝑗∈[𝑚]

𝑥𝑖 𝑓𝑖,𝑗𝑦𝑗 ∈ ℤ𝑝

ct size = 𝑂(n + m)

ct size = 𝑂(n ⋅ m)
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Prior works on FE

Construction: Functions: Assumption: Practical:

[GGHRSW 13,…] any circuit iO

[ABCP 15] Inner Product DDH

Our work Quadratic functions pairings

Quadratic
FE:

Security: Assumption: Private/public 
key:

Function-
hiding:

[AS 17] SEL-IND GGM private

[Lin 17] SEL-IND SXDH private

Our work SEL-IND SXDH & 3-PDDH public -

Our work AD-IND GGM public -



Prior works on Predicate Encryption

m = plaintext, attribute

f m = plaintext iff P attribute = 1

Construction: Predicate P: Assumption:

[BW 06] Anonymous IBE pairings

attribute = 𝑖𝑑 ∈ 0,1 𝑛

∀𝑖𝑑′ ∈ 0,1 𝑛: sk𝑖𝑑′ → P 𝑖𝑑 = 1 iff 𝑖𝑑 = 𝑖𝑑′



Prior works on Predicate Encryption

m = plaintext, attribute

f m = plaintext iff P attribute = 1

Construction: Predicate P: Assumption:

[BW 06] Anonymous IBE pairings

[KSW 08] Inner Product pairings

ct size = 𝑂(n)attribute =  𝑥 ∈ ℤ𝑝
𝑛

∀  𝑦 ∈ ℤ𝑝
𝑛: sk𝑦 → P  𝑥 = 1 iff  𝑥

𝑇  𝑦 = 0



Prior works on Predicate Encryption

m = plaintext, attribute

f m = plaintext iff P attribute = 1

Construction: Predicate P: Assumption:

[BW 06] Anonymous IBE pairings

[KSW 08] Inner Product pairings

Our work Bilinear pairings

attribute =  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚

∀𝑓 ∈ ℤ𝑝
𝑛×𝑚: sk𝑓 → P  𝑥 = 1 iff  𝑥

𝑇𝑓  𝑦 = 0

ct size = 𝑂(n + m)

ct size = 𝑂(n ⋅ m)

vs



Prior works on Predicate Encryption

m = plaintext, attribute

f m = plaintext iff P attribute = 1

Construction: Predicate P: Assumption: Hiding:

[BW 06] Anonymous IBE pairings fully

[KSW 08] Inner Product pairings fully

Our work Bilinear pairings fully

[GVW 15] Any circuit LWE weakly
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FE    𝑓:  𝑥,  𝑦 ∈ ℤ𝑝

𝑛 × ℤ𝑝
𝑚 →  𝑥𝑇𝑓  𝑦 ∈ ℤ𝑝1

PE    𝑠𝑘𝑓 → 𝑃  𝑥,  𝑦 = 1 iff  𝑥
𝑇𝑓  𝑦 = 12

• Private-Key, one-ct secure FE

• Public-Key FE



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) Enc(msk,  𝑥) Enc(msk,  𝑦)= ,

size 𝑂(𝑛) size 𝑂(𝑚)

FE    𝑓:  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚 →  𝑥𝑇𝑓  𝑦 ∈ ℤ𝑝



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) Enc(msk,  𝑥) Enc(msk,  𝑦)= ,

𝑓

Enc(sk𝑓,  𝑥
𝑇𝑓  𝑦)

size 𝑂(𝑛) size 𝑂(𝑚)

FE    𝑓:  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚 →  𝑥𝑇𝑓  𝑦 ∈ ℤ𝑝



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) Enc(msk,  𝑥) Enc(msk,  𝑦)= ,

𝑓

Enc(sk𝑓,  𝑥
𝑇𝑓  𝑦)

size 𝑂(𝑛) size 𝑂(𝑚)

𝔾1 × 𝔾2

∈ 𝔾𝑇

𝔾1, 𝔾2, 𝔾𝑇 of order 𝑝, generator 𝑃1, 𝑃2, 𝑃𝑇
∀𝑎, 𝑏 ∈ ℤ𝑝, 𝑎𝑃1 + 𝑏𝑃1 = 𝑎 + 𝑏 𝑃1

FE    𝑓:  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚 →  𝑥𝑇𝑓  𝑦 ∈ ℤ𝑝



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) Enc(msk,  𝑥) Enc(msk,  𝑦)= ,

𝑓

Enc(sk𝑓,  𝑥
𝑇𝑓  𝑦)

size 𝑂(𝑛) size 𝑂(𝑚)

𝔾1 × 𝔾2

∈ 𝔾𝑇

𝔾1, 𝔾2, 𝔾𝑇 of order 𝑝, generator 𝑃1, 𝑃2, 𝑃𝑇
∀𝑎, 𝑏 ∈ ℤ𝑝, 𝑎𝑃1 + 𝑏𝑃1 = 𝑎 + 𝑏 𝑃1

𝑒: 𝔾1 × 𝔾2 → 𝔾𝑇
∀𝑎, 𝑏 ∈ ℤ𝑝, 𝑒 𝑎𝑃1, 𝑏𝑃2 = 𝑎𝑏 𝑒 𝑃1, 𝑃2

= 𝑎𝑏 𝑃𝑇

FE    𝑓:  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚 →  𝑥𝑇𝑓  𝑦 ∈ ℤ𝑝



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) Enc(msk,  𝑥) Enc(msk,  𝑦)= ,

𝑓

Enc(sk𝑓,  𝑥
𝑇𝑓  𝑦)

size 𝑂(𝑛) size 𝑂(𝑚)

𝔾1 × 𝔾2

∈ 𝔾𝑇

𝔾1, 𝔾2, 𝔾𝑇 of order 𝑝, generator 𝑃1, 𝑃2, 𝑃𝑇
∀𝑎, 𝑏 ∈ ℤ𝑝, 𝑎𝑃1 + 𝑏𝑃1 = 𝑎 + 𝑏 𝑃1

𝑒: 𝔾1 × 𝔾2 → 𝔾𝑇
∀𝑎, 𝑏 ∈ ℤ𝑝, 𝑒 𝑎𝑃1, 𝑏𝑃2 = 𝑎𝑏 𝑒 𝑃1, 𝑃2

= 𝑎𝑏 𝑃𝑇

El Gamal El Gamal
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,

𝐸𝑛𝑐 𝑝𝑘,𝑚 ∈ ℤ𝑝 =

=  𝑎𝑃1

 𝑎𝑟

1

𝑢𝑚

1

+ for 𝑟 ←𝑅 ℤ𝑝= (  𝑎𝑟 + 𝑢𝑚)𝑃1 ∈ 𝔾1
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Correctness:  𝑎
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Private-Key, one-ct secure FE

Enc(msk,  𝑥) Enc(msk,  𝑦),

𝑓

Enc(sk𝑓,  𝑥
𝑇𝑓  𝑦) ∈ 𝔾𝑇
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𝔾1 × 𝔾2
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El Gamal El Gamal



Private-Key, one-ct secure FE
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𝔾1 × 𝔾2



Private-Key, one-ct secure FE
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Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = 𝑒
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Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = 𝑒
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Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = 𝑒

+𝑒
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Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖
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Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖
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Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖
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+
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1

𝑏𝑠𝑗

2

, + 𝑒 𝑏⊥

1

 𝑎⊥

2

,

𝑓

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

 

𝑖,𝑗

𝑓𝑖,𝑗𝑥𝑖𝑦𝑗

𝑏⊥

1

 𝑎⊥

2

𝑝𝑘 = 𝑒 ,

 𝑎𝑟𝑖

1

𝑏𝑠𝑗

2

,



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+

𝑚𝑠𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖

1

𝑏𝑠𝑗

2

,

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖

1

𝑏𝑠𝑗

2

,

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑏⊥

1

 𝑎⊥

2

𝑝𝑘 = 𝑒 ,

𝑏⊥

1

 𝑎⊥

2

,,



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖

1

𝑏𝑠𝑗

2

,

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

Adv

1. Preparatory: get rid of  𝑎⊥

2. DDH in 𝔾1
3. DDH in 𝔾2

, 𝑠𝑘𝑔…

𝑏⊥

1

 𝑎⊥

2

𝑝𝑘 = 𝑒 ,



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = 𝑒

Adv

1. Preparatory: get rid of  𝑎⊥

𝑒 , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+ − 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒 ,𝑏⊥𝑥𝑖

1

 𝑎⊥𝑦𝑗

2

𝑏⊥

1

 𝑎⊥

2

,



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

Adv

1. Preparatory: get rid of  𝑎⊥

𝑒 , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+ −  𝑥𝑇𝑓  𝑦 ⋅ 𝑝𝑘

𝑏⊥

1

 𝑎⊥

2

𝑝𝑘 = 𝑒 ,



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

Adv

1. Preparatory: get rid of  𝑎⊥

 𝑥𝑇𝑓  𝑦 → 𝑠𝑘𝑓

𝑏⊥

1

 𝑎⊥

2

𝑝𝑘 = 𝑒 ,



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

Adv

1. Preparatory: get rid of  𝑎⊥

 𝑥𝑇𝑓  𝑦 → 𝑠𝑘𝑓

𝑠𝑗 → 𝑠𝑗 + 𝑠𝑦𝑗

𝑏𝑠𝑗

2

+  𝑎⊥𝑦𝑗

2

𝑏𝑠𝑦𝑗

2

+

𝑏⊥

1

 𝑎⊥

2

𝑝𝑘 = 𝑒 ,



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

Adv

1. Preparatory: get rid of  𝑎⊥

 𝑥𝑇𝑓  𝑦 → 𝑠𝑘𝑓

𝑠𝑗 → 𝑠𝑗 + 𝑠𝑦𝑗

𝑏𝑠𝑗

2

+  𝑎⊥

2

𝑏𝑠

2

+𝑦𝑗

𝑏⊥

1

 𝑎⊥

2

𝑝𝑘 = 𝑒 ,



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

,𝑝𝑘 = 𝑒

Adv

1. Preparatory: get rid of  𝑎⊥

 𝑥𝑇𝑓  𝑦 → 𝑠𝑘𝑓

𝑏⊥ ⋅ 𝑏 = 0

𝑏𝑠𝑗

2

+  𝑎⊥

2

𝑏𝑠

2

+𝑦𝑗

 𝑎⊥𝑏𝑠

2

+

2

𝑏⊥

1



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

,𝑝𝑘 = 𝑒

Adv

1. Preparatory: get rid of  𝑎⊥

 𝑥𝑇𝑓  𝑦 → 𝑠𝑘𝑓

𝑏⊥ ⋅ 𝑏 = 0

𝑏𝑠𝑗

2

+𝑦𝑗

𝑢

2

𝑏

2

 𝑎⊥

2

, is a basis of 𝔾2
2

𝑏⊥

1

𝑢

2



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = ,

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

,𝑝𝑘 = 𝑒

Adv

1. Preparatory: get rid of  𝑎⊥

2. DDH in 𝔾1

 𝑥𝑇𝑓  𝑦 → 𝑠𝑘𝑓

𝑏𝑠𝑗

2

+𝑦𝑗

𝑢

2

𝑏⊥

1

𝑢

2

𝑣𝑖

1



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = ,

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 =

Adv

1. Preparatory: get rid of  𝑎⊥

2. DDH in 𝔾1

 𝑥𝑇𝑓  𝑦 → 𝑠𝑘𝑓

𝑏𝑠𝑗

2

+𝑦𝑗 𝑢

2

𝑣𝑖

1

$
𝑇



Private-Key, one-ct secure FE

Enc(msk,  𝑥,  𝑦 ) = ,

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 =

Adv

1. Preparatory: get rid of  𝑎⊥

2. DDH in 𝔾1
3. DDH in 𝔾2

 𝑥𝑇𝑓  𝑦 → 𝑠𝑘𝑓

𝑣𝑖

1

$
𝑇

𝑤𝑗

2



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖

1

𝑏𝑠𝑗

2

,

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖

1

𝑏𝑠𝑗

2

, 𝑏⊥

1

 𝑎⊥

2

,,



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖

1

𝑏⊥𝑥𝑖

1

+ 𝑏𝑠𝑗

2

 𝑎⊥𝑦𝑗

2

+

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖

1

𝑏𝑠𝑗

2

,

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖

1

𝑏𝑠𝑗

2

, 𝑏⊥

1

 𝑎⊥

2

,,

violates DDH

!



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖
1

𝑏⊥𝑥𝑖
1

+
𝑏𝑠𝑗
2

 𝑎⊥𝑦𝑗

2

+

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,
𝑏⊥

1

 𝑎⊥

2

,,

 𝑎

1

𝑏⊥

1

Dual bases:

, ,  𝑎∗

1

𝑏

2

 𝑎⊥

2

, , 𝑏∗

2



Public-Key FE

 𝑎

1

𝑏⊥

1

Dual bases:

, ,  𝑎∗

1

𝑏

2

 𝑎⊥

2

, , 𝑏∗

2

 𝑎𝑟

1

≈𝑐

DDH in 𝔾1

 𝑎

1

 𝑎⊥

2

, ,

for 𝑟 ←𝑅 ℤ𝑝

 𝑎𝑟

1

 𝑎

1

 𝑎⊥

2

, ,

for 𝑟, 𝑠 ←𝑅 ℤ𝑝

 𝑎∗𝑠

1

+



Public-Key FE

 𝑎

1

𝑏⊥

1

Dual bases:

, ,  𝑎∗

1

𝑏

2

 𝑎⊥

2

, , 𝑏∗

2

𝑏𝑟

2

≈𝑐

DDH in 𝔾2

𝑏

2

𝑏⊥

1

, ,

for 𝑟 ←𝑅 ℤ𝑝

𝑏𝑟

2

𝑏

2

𝑏⊥

1

, ,

for 𝑟, 𝑠 ←𝑅 ℤ𝑝

𝑏∗𝑠

2

+



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) =  𝑎𝑟𝑖
1

𝑏⊥𝑥𝑖
1

+
𝑏𝑠𝑗
2

 𝑎⊥𝑦𝑗

2

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,
𝑏⊥

1

 𝑎⊥

2

,,

!

Mix & match attacks

,

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖
1

𝑏⊥𝑥𝑖
1

+
𝑏𝑠𝑗
2

 𝑎⊥𝑦𝑗

2

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,
𝑏⊥

1

 𝑎⊥

2

,,

!

Mix & match attacks

𝑊𝑊−1

𝑊 ←𝑅 𝐺𝐿3

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖
1

𝑏⊥𝑥𝑖
1

+
𝑏𝑠𝑗
2

 𝑎⊥𝑦𝑗

2

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,
𝑏⊥

1

 𝑎⊥

2

,,

𝑊𝑊−1

𝑊 ←𝑅 𝐺𝐿3

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

, !

𝑠𝑘𝑓 can be computed from 𝑝𝑘



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖𝛾

1

𝑏𝑠𝑗

1

+
𝑏𝑠𝑗𝜎

2

 𝑎⊥𝑦𝑗

2

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,
𝑏⊥

1

 𝑎⊥

2

,,

𝑊𝑊−1

𝑊 ←𝑅 𝐺𝐿3
𝛾, 𝜎 ←𝑅 ℤ𝑝

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

, !

𝑠𝑘𝑓 can be computed from 𝑝𝑘

𝛾𝜎
2

,



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖𝛾

1

𝑏𝑠𝑗

1

+
𝑏𝑠𝑗𝜎

2

 𝑎⊥𝑦𝑗

2

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,
𝑏⊥

1

 𝑎⊥

2

,,

𝑊𝑊−1

𝑊 ←𝑅 𝐺𝐿3
𝛾, 𝜎 ←𝑅 ℤ𝑝

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 𝑒  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,

𝛾𝜎
2

,

,𝑒 𝑏⊥

1

 𝑎⊥

2

𝛾𝜎 ⋅ 𝑠𝑘𝑓 +  𝑥
𝑇𝑓  𝑦

𝑓



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖𝛾

1

𝑏𝑠𝑗

1

+
𝑏𝑠𝑗𝜎

2

 𝑎⊥𝑦𝑗

2

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,
𝑏⊥

1

 𝑎⊥

2

,,

𝑊𝑊−1

𝑊 ←𝑅 𝐺𝐿3
𝛾, 𝜎 ←𝑅 ℤ𝑝

𝛾𝜎
2

,

𝑓

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗
,𝑒 𝑏⊥

1

 𝑎⊥

2

𝑒(𝑠𝑘𝑓, ) +  𝑥𝑇𝑓  𝑦
, 𝑎𝑟𝑖 ⋅ 𝑏𝑠𝑗

1

∈ 𝔾1
𝛾𝜎
2



Public-Key FE

Enc(pk,  𝑥,  𝑦 ) = , 𝑎𝑟𝑖𝛾

1

𝑏𝑠𝑗

1

+
𝑏𝑠𝑗𝜎

2

 𝑎⊥𝑦𝑗

2

+

∀𝑖 ∈ 𝑛 : ∀𝑗 ∈ 𝑚 :

𝑝𝑘 = ∀𝑖, 𝑗:  𝑎𝑟𝑖
1

𝑏𝑠𝑗
2

,
𝑏⊥

1

 𝑎⊥

2

,,

𝑊𝑊−1

𝑊 ←𝑅 𝐺𝐿3
𝛾, 𝜎 ←𝑅 ℤ𝑝

𝛾𝜎
2

,

𝑠𝑘𝑓 = 

𝑖,𝑗

𝑓𝑖,𝑗 , 𝑎𝑟𝑖 ⋅ 𝑏𝑠𝑗

1

∈ 𝔾1 , 𝑎𝑟𝑖 ⋅ 𝑏𝑠𝑗

1

𝑚𝑠𝑘 = ∀𝑖, 𝑗: ∈ 𝔾1



PE [Boneh Waters 06;Katz, Sahai, Waters 08]
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iff P attribute = 1

skP′ → plaintext
iff P′ attribute = 1
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plaintext, attribute
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msk KeyGen

skP
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pk

Adv
P attribute = P′ attribute = 0



PE [Boneh Waters 06;Katz, Sahai, Waters 08]

Setup

Alice

plaintext, attribute

Bob

Carl

skP, skP′

msk KeyGen

skP

skP′

pk

Adv
P attribute = P′ attribute = 0



PE [Boneh Waters 06;Katz, Sahai, Waters 08]

Setup

Alice

plaintext, att0

Bob

Carl

skP, skP′

msk KeyGen

skP

skP′

pk

AdvP att0 = P att1
P′ att0 = P′ att1

plaintext, att1

≈



PE for bilinear maps from FE

Setup

Alice

𝐸𝑛𝑐𝐹𝐸  𝑥,  𝑦

Bob

Carl

pk
skf, sk𝑔

msk KeyGen

skf →  𝑥
𝑇𝑓  𝑦

sk𝑔 →  𝑥
𝑇𝑔  𝑦

FE:    𝑓 ∈ ℤ𝑝
𝑛×𝑚,  𝑥,  𝑦 ∈ ℤ𝑝

𝑛 × ℤ𝑝
𝑚

𝑓 𝑚 =  𝑥𝑇𝑓  𝑦 ∈ ℤ𝑝



PE for bilinear maps from FE

Setup

Alice

𝐸𝑛𝑐𝐹𝐸 𝑤  𝑥,  𝑦

Bob

Carl

pk sk𝑓, sk𝑔

msk KeyGen

skf → 𝑤  𝑥
𝑇𝑓  𝑦

sk𝑔 → 𝑤  𝑥
𝑇𝑔  𝑦

𝑤 ←𝑅 ℤ𝑝

plaintext + 𝑤

PE:    𝑃: ℤ𝑝
𝑛 × ℤ𝑝

𝑚 → 0,1 ,  P  𝑥,  𝑦 = 1 iff  𝑥𝑇𝑓  𝑦 = 1
For 𝑓 ∈ ℤ𝑝

𝑛×𝑚,  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚 such that  𝑥𝑇𝑓  𝑦 ∈ {0,1}



PE for bilinear maps from FE

Setup

Alice

𝐸𝑛𝑐𝐹𝐸 𝑤  𝑥,  𝑦

Bob

Carl

pk

msk KeyGen

skf → 𝑤  𝑥
𝑇𝑓  𝑦 = 0

sk𝑔 → 𝑤  𝑥
𝑇𝑔  𝑦 = 0

𝑤 ←𝑅 ℤ𝑝

plaintext + 𝑤

Adv 𝑥𝑇𝑓  𝑦 =  𝑥𝑇𝑔  𝑦 = 0

PE:    𝑃: ℤ𝑝
𝑛 × ℤ𝑝

𝑚 → 0,1 ,  P  𝑥,  𝑦 = 1 iff  𝑥𝑇𝑓  𝑦 = 1
For 𝑓 ∈ ℤ𝑝

𝑛×𝑚,  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚 such that  𝑥𝑇𝑓  𝑦 ∈ {0,1}

sk𝑓, sk𝑔



PE for bilinear maps from FE

Setup

Alice

𝐸𝑛𝑐𝐹𝐸 𝑤  𝑥,  𝑦

Bob

Carl

pk

msk KeyGen

skf → 𝑤  𝑥
𝑇𝑓  𝑦 = 0

sk𝑔 → 𝑤  𝑥
𝑇𝑔  𝑦 = 0

𝑤 ←𝑅 ℤ𝑝

$

Adv 𝑥𝑇𝑓  𝑦 =  𝑥𝑇𝑔  𝑦 = 0

sk𝑓, sk𝑔

PE:    𝑃: ℤ𝑝
𝑛 × ℤ𝑝

𝑚 → 0,1 ,  P  𝑥,  𝑦 = 1 iff  𝑥𝑇𝑓  𝑦 = 1
For 𝑓 ∈ ℤ𝑝

𝑛×𝑚,  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚 such that  𝑥𝑇𝑓  𝑦 ∈ {0,1}



PE for bilinear maps from FE

Setup

Alice

𝐸𝑛𝑐𝐹𝐸 𝑤  𝑥,  𝑦

Bob

Carl

pk

msk KeyGen

𝑤 ←𝑅 ℤ𝑝

plaintext + 𝑤

Adv 𝑥𝑇𝑓  𝑦 =  𝑥𝑇𝑔  𝑦 = 1

skf → 𝑤  𝑥
𝑇𝑓  𝑦 = 𝑤

sk𝑔 → 𝑤  𝑥
𝑇𝑔  𝑦 = 𝑤

sk𝑓, sk𝑔

PE:    𝑃: ℤ𝑝
𝑛 × ℤ𝑝

𝑚 → 0,1 ,  P  𝑥,  𝑦 = 1 iff  𝑥𝑇𝑓  𝑦 = 1
For 𝑓 ∈ ℤ𝑝

𝑛×𝑚,  𝑥,  𝑦 ∈ ℤ𝑝
𝑛 × ℤ𝑝

𝑚 such that  𝑥𝑇𝑓  𝑦 ∈ {0,1}



PE for constant depth boolean formulas

PE:    𝑃: 0,1 𝑛 → 0,1 , of constant degree 𝑑 ≪ 𝑛

• [KSW 08]:

 𝑥 ∈ 0,1 𝑛 →  𝑥′ =

𝑥1
𝑥1𝑥2
…
𝑥1…𝑥𝑑
…

∈ ℤ𝑝
𝑑′ , 𝑑′ = 

𝑖=0

𝑑
𝑛

𝑖
∼ 𝑛𝑑

𝑃 = 

𝑗=1

𝑑′

pj ⋅ Monomialj →  𝑦 =

𝑝1
…
𝑝𝑑′
∈ ℤ𝑝
𝑑′

𝑃  𝑥 = 1 iff  𝑥′,  𝑦 = 1



PE for constant depth boolean formulas

PE:    𝑃: 0,1 𝑛 → 0,1 , of constant degree 𝑑 ≪ 𝑛

• [This work]:

 𝑥 ∈ 0,1 𝑛 →  𝑥′ =

𝑥1
𝑥1𝑥2
…
𝑥1…𝑥𝑑

2…

,  𝑦′ =

𝑥1
𝑥1𝑥2
…
𝑥1…𝑥𝑑

2…

∈ ℤ𝑝
𝑑′ , 𝑑′ = 

𝑖=0

𝑑/2
𝑛

𝑖
∼ 𝑛𝑑/2

𝑃 =  

𝑖,𝑗=1

𝑑′

pi,j ⋅ Monomiali,j →

𝑝1,1 ⋯ 𝑝1,𝑑′

⋮ ⋱ ⋮
𝑝𝑑′,1 ⋯ 𝑝𝑑′,𝑑′

∈ ℤ𝑝
𝑑′×𝑑′

𝑃  𝑥 = 1 iff  𝑥′𝑇𝑓  𝑦′ = 1



PE for constant depth boolean formulas

PE:    𝑃: 0,1 𝑛 → 0,1 , of constant degree 𝑑 ≪ 𝑛

• [This work]:

 𝑥 ∈ 0,1 𝑛 →  𝑥′ =

𝑥1
𝑥1𝑥2
…
𝑥1…𝑥𝑑

2…

,  𝑦′ =

𝑥1
𝑥1𝑥2
…
𝑥1…𝑥𝑑

2…

∈ ℤ𝑝
𝑑′ , 𝑑′ = 

𝑖=0

𝑑/2
𝑛

𝑖
∼ 𝑛𝑑/2

𝑃 =  

𝑖,𝑗=1

𝑑′

pi,j ⋅ Monomiali,j →

𝑝1,1 ⋯ 𝑝1,𝑑′

⋮ ⋱ ⋮
𝑝𝑑′,1 ⋯ 𝑝𝑑′,𝑑′

∈ ℤ𝑝
𝑑′×𝑑′

𝑃  𝑥 = 1 iff  𝑥′𝑇𝑓  𝑦′ = 1

Ct size: [KSW 08]∼ 𝑛𝑑 vs [this work]:∼ 𝑛𝑑/2


