Weakly Secure
Equivalence-Class Sighatures
from Standard Assumptions

Romain Gay ..............ENS
Georg Fuchsbauer ... ENS & Inria




Motivation: Anonymous Credentials

‘
»

PK,,Sign(PK,) - >
k.. .



Motivation: Anonymous Credentials

. proves
3 PK,o0:Ver(o,PK) =1

\
IL»
B o



Motivation: Anonymous Credentials

PKA, Slgn(PKA)



Motivation: Anonymous Credentials

PKA, Slgn(PKA)

* adapt

PK,A, Slgn'(PK'A)




Motivation: Anonymous Credentials

(9,9%),Sign(g,9%)
T« Zp

ra)

g",9"),Sign(g", g




Equivalence Class Signatures

. Setup(ll, G):sk,pk
. Sign(sk,M € G*)):J
» Adapt(pk,o,r € Z;;): o

* Ver(pk,M,o):bit



Equivalence Class Signatures

. Setup(ll, G):sk,pk
. Sign(sk,M € Gf):a
» Adapt(pk,o,r € Z;): o

* Ver(pk,M,o):bit
Adaptation:

VM € GY,vr € Lo
Adapt(pk, Sign(sk, M), r) = Sign(sk,M")



Equivalence Class Signatures

Setup(ll, G): sk, pk

Sign(sk,M € G{)): o

Adapt(pk,a,7 € Z;): o

Ver(pk, M, o): bit
Adaptation:

VM € GY,vr € Lo
Adapt(pk, Sign(sk, M), r) = Sign(sk,M")

Forany M = (gl, ...,gg), M" = (LCJI» ...,g}f)



Equivalence Class Signatures

Many applications:

 Anonymous Credentials [FHS 14, DHS 15]
e Blind Signatures [FHS 15, FHKS 16]

e Access Control Encryption [FGKO 17]

e Group Signatures [DS 16]
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Our Result

Construction: | Unforgeability: Assumption:
[HS 14] Random-message GGM
[FHS 14] EUF-CMA GGM
ours Weak EUF-CMA DLIN

Many applications:

 Anonymous Credentials [FHS 14, DHS 15]
e Blind Signatures [FHS 15, FHKS 16]

e Access Control Encryption [FGKO 17]

* Group Signatures [DS 16]
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One-time MAC on Equivalence Classes
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2. MAC on Equivalence Classes:
Many-time, pairing-based
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3. Signature on Equivalence Classes
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Equivalence Class Signatures (EQS)
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Equivalence Class Signatures

. Setup(l’l, G, X Gy, = GT):Sk, pk

. Sign(sk, = glm € Gl):o
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Conclusion

Construction: | Unforgeability: Assumption: | Sign. Size:
[FHS 14] EUF-CMA GGM 2|Gq| + |G,
ours Weak EUF-CMA DLIN (4¢ + 2)|G4| + 4|G,]

Many applications:

 Anonymous Credentials [FHS 14, DHS 15]

e Blind Signatures [FHS 15, FHKS 16]
e Access Control Encryption [FGKO 17]

* Group Signatures [DS 16]
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