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Our contributions

1. New techniques for simulating composite-order groups

2. New efficient ABEs

functionality

ABE for boolean formula sk, ct 50% shorter

ABE for arithmetic formula First adaptively secure scheme
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Composite-order groups
[Boneh, Goh, Nissim’05; Lewko, Waters’10]
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Simulating composite-order groups

* [Freeman 10, MSF 10, Seo 12, HHHRR14] -> parameter hiding?
 DPVS: [OT 08, OT 09, Lewko 12, CLLWW 12] -> not compact

 [CW 13, BKP 14] -> not all predicate
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G;=<g,>,G,=<g,>,Gr oforderp,
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e([x]1, [yl2) = [xylr
Matrix assumptions [EHKRV 13, MRV15]:

[AT]; = [u]y

1
1 |
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Simulating composite-order groups

e:Gy XGy, - Gy Gy, G, of orderp

§: G '= N N
X

Glz1<+1= , o )
l

é([ih» [5’)]2) — [QT?

It



Simulating composite-order groups

e:Gy XGy, - Gy Gy, G, of orderp

§: G '= N N
X

Glz1<+1= , o )
l

e([X]4, [Y]z) — [XTY]T



Simulating composite-order groups

e:Gy XGy, - Gy Gy, G, of orderp

[Al4, [B], <R k-Lin

e : G1k+1= < [A]; > |X ?
X

G, = || < [B]1 > [% ?
l



Simulating composite-order groups

e:G1XG2—>GT

M

G1k+1

G, K+ =

G4, G, of order p

\ ?

o a —

N

N\

< [at

l2>

[A]4, [B], ¢ k-Lin
=1 RAJ_

e([A]4,[a4]2)=1



Simulating composite-order groups

e:G1XG2—>GT

M

G, K+ =

G2k+1 _

G4, G, of order p

o a —

< [A] 3% < [bi], >
X /
< [B], > 4% [34], >

[A]l, [B], <R k-Lin
RAJ_

, b_L R B_L

e([b']y, [B]2)=1



Simulating composite-order groups

e:Gy XGy, - Gy Gy, G, of orderp

[A]l, [B], <R k-Lin
RAJ_

G, <t =|[ < [A]; > [x] < [Bi]l >

M

a «—
o b'L(— B_L

G, K+ =




Simulating composite-order groups

e:Gy XGy, - Gy Gy, G, of orderp

50 6 =<l X< 5], > [A]y, [b*]; : basis of G2
X

G,*'= || < [B], > |x| <[3], > [B],, [a*], : basis of GX*1
J



Simulating composite-order groups

e:Gy XGy, - Gy Gy, G, of orderp

8. G =|[< [AlL > x| < [bY], > Subgroup membership:
X [AF]; = [AF]; - [r'b*]; = [T,
G,*'= || < [B], > |x| <[3], > k-Lin in G4
l



Simulating composite-order groups

e:Gy XGy, - Gy Gy, G, of orderp

&: G, 51 = || < [A]: > || < [b4], > Subgroup membership:
X [BS]; = [Bs]; - [s'a*]; = [V
GZ1<+1 = [< B, > [x[ <341, > k-Lin in G,
!



Simulating composite-order groups

= ][ o 1= [[<ialo P <mo
> x

G=|| G, |x| G G = < [Bl,> |x| <[&]>
. l




Simulating composite-order groups

<g,>

G=] <g;>

<g,>

G, K+1=

G k+1_




Simulating composite-order groups

r

81

<g;> |x

<g,>

<g;> |X

<g,>

m—)

G, K+1=

G, k1=

[Ar]

< [Aly > [%| <[bt];>
X

< [Bly> x| <[E1:>
l




Simulating composite-order groups

r

81

<g;> |x

<g,>

<g;> |X

<g,>

G, K+1=

G k+1_

[Ar]

< [Aly > [%| <[bt];>
X

< [Bly> x| <[E1:>




Simulating composite-order groups

W<—Rqu
G=| <gl> |x| <g¥>
G=| <glV> |x| <g¥>
l
Gt

m—)

G k+1_

G k+1_

< [AlL> |x| <[bt], >
X

< [Bly> x| <[@E4,>
l




Simulating composite-order groups

W<—Rqu
G=| <gl> |x| <g¥>
G=| <glV> |x| <g¥>
l
Gt

m—)

G k+1_

G k+1_

W <R Z§)k+1)><(k+1)

< [WTA], >

X

< [WTbt]; >

< [WB]; >

< [Wat], >




Simulating composite-order groups

Parameter hiding:
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Conclusion

New efficient ABEs for boolean formula of size n:

[Al14, W14] Composite-order |sk|, [ct| =n+ O(1) g.e.
[Lewko 12, CLL+ 12] k-Lin |sk|, |ct] = O( (k+1)(n + O(1)) ) g.e.
[our work] k-Lin |sk]| , |ct] = (k+1)(n + O(1)) g.e.

Open problem k-Lin |sk|, |ct] =n+k+ O(1) ? g.e.



Thank you!

Questions?



