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(mpk, msk) < Setup(1*)
sk, <— KeyGen(mpk, msk, y)
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m < Dec(mpk, sk, ct) iff P(z,y) = 1
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gt = 6(917 92)



Our contributions

- New framework for analyzing cryptographic constructions in the GGM

- Automated algorithm and implementation

- New ABE constructions
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Automated Analysis (Grammar)

D:=DVD|S disjunction
Su=3dkeK.§|C symbolic constraint (k € ldx)
Cu:=CAC|VYkeK.C conjunction (k € ldx)

1 E=0|E#0
Ex=E+E|EXxE|E/E expression (k € ldx)

| Eo & | diag(€)

Y El]]¢€

keK  keK
| —E|E"IM|S atom (S € Z)

K:=1I|K\{k} index set (k € ldx, I'" € Set)



Automated Analysis (Simplification rules)

com-den

mul-split
div-split

eval-var

extr-coeff

zero-prod

non-zZero-suim

idx-split

ExE =0~E=0Vv E =0
EE'=0~~E=0ANE #0

E=0~E=0 A E[v E'] =0 for variable
v and a closed (variable-free) expression &’

Exv+E =0~E=0A E =0wherev
is a variable and &, &’ do not contain v

[|&i=0~3Fjek: & =0
ieK

> Ei#0~TjeK: E#0
ieK

Jdie K.S; ~ (i e K\{j}.Si) VS;



Case studies

Scheme|Time (s)| Proof |Security
IBE 1 [64]| 0.016 v’ |Many-key
IBE 2 [27]| 0.001 v'  |One-key~
IPE 1 [46]| 0.001 V' |One-key~
IPE 2 (New)| 0.027 v’ |Many-key
KP-ABE [41] - X -
Compact KP-ABE (New) - X -
Unbounded KP-ABE (New) - X -
KP-ABE [41] - X -
(fixed-size d = £ = ¢ = 2)| 0.046 v |One-key
(fixed-size d =€ =¢ = 3)| 1.52 v |One-key
CP-ABE (New) - X -
(fixed-size d =€ =¢ = 2)| 0.212 v |One-key
(fixed-size d =€ =¢ = 3)| 5.75 v |One-key
Spatial Encryption [36]| 0.005 v'  |One-key”
Doubly Spatial Enc. [36]| 0.013 v'  |One-key”
KP-ABE [36]| 0.256 v'  |One-key~
CP-ABE [36]| 0.206 v'  |One-key”
NIPE,ZIPE [36]| 0.003 V' |One-key~
CP-ABE for negated bf. [11]| 0.084 v'  |One-key”
Unbounded KP-ABE“| 0.006 |Attack|Insecure
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Performance evaluation (IBE)

b
(o))

-
NN

b
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Time (ms)
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----------
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..............................

.......................

........................
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IBE 1
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Boneh-Franklin IBE

Gentry IBE

IBE mpk msk ct sk
IBE 1 G1 X Gt Zf, G1 Go
BonBoy [26] Gf X Gt Z?, Gf Gg
BonFra [30] | Gy X (Zp — Go) Zp G1 Go
Gentry [40] G1 X Gy x Gt Zp G1 X Gt Zp X G



Tool demonstration



sets Q[q].|

params forall 1 in Q: id, id_i, \mu_i in Zp.
vars S,A,B in Zp.

forall 1 in Q: id_i < id /\
S*(B+id)*sum(i in Q: \mu_i*A/(B+id_1i)) = A*S.

full_simplify.
substitute B by @ in 1.

go.
contradiction.

Menu ~
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sets Q[q].

params forall i in Q: id, id_i, \mu_i in Zp.
vars S,A,B in Zp.

forall 1 in Q: id_i < id /\
S*(B+id)*sum(i in Q: \mu_i*A/(B+id_1i)) = A*S.

full_simplify.
substitute B by @ in 1.

go.
contradiction.

parameters:
variables:

Ql=q
id, id;, pi; € Z,
S,A,B€Z,

Menu ~
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sets Q[q].

params forall i in Q: id, id_i, \mu_i in Zp.
vars S,A,B in Zp.

forall 1 in Q: id_.i < id /\
S*(B+id)*sum(i in Q: \mu_i*A/(B+id_i)) = A*S.|

full_simplify.
substitute B by @ in 1.

go.
contradiction.

sets: Ql=g¢
parameters: id, id;, p; € Z,
variables: S,A,B € Z,
goal 1 out of 1

(1)VieQ.id; +—id#0
(2) (B +id) (Ticq A% ) +—45 =0

Menu ~
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sets Q[q].

params forall i in Q: id, id_i, \mu_i in Zp.
vars S,A,B in Zp.

forall 1 in Q: id_.i < id /\
S*(B+id)*sum(i in Q: \mu_i*A/(B+id_i)) = A*S.

full_simplify.|
substitute B by @ in 1.

go.
contradiction.

Menu ~

sets: QI =4
parameters: id, id;, p; € Z,
variables: S,A,B € Z,
goal 1 out of 1

(1) (Sico BmA ([yequny B +ids) ) + (Sicq SidmA (Tjeqrn B +1d;) ) + (-1) (Ilicq B +ids) AS =
(2)VieQ.id; +(—1)id #0
(3) Vi € Q. B +id; # 0
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sets Q[q].

params forall i in Q: id, id_i, \mu_i in Zp.
vars S,A,B in Zp.

forall 1 in Q: id_.i < id /\

S*(B+id)*sum(i in Q: \mu_i*A/(B+id_i)) = A*S.
full_simplify.

substitute B by @ in 1.

go.

contradiction.

Menu ~

sets: QI =4
parameters: id, id;, p; € Z,
variables: S,A,B € Z,
goal 1 out of 1

(1) (Xicq SBmA (ILjeq\iiy B +id; ico SiduiA ([Licoviy B+id;)) + (1) (TLicq B +ids) AS =1
(2)V(i€6§-id;,:(—(1)idq;\e{3 ) + (Sicq SidA (Tieqn B +id;) ) +(=1) (Tlicq B +ids ) A
B)VieQ.B+id; #0

(4) (EieQ Sidp; A (HjeQ\{i} idj)) +(-1) (HieQ zd,) A5 =0
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sets Q[q].

params forall i in Q: id, id_i, \mu_i in Zp.
vars S,A,B in Zp.

forall 1 in Q: id_i < id /\
S*(B+id)*sum(i in Q: \mu_i*A/(B+id_i)) = A*S.

full_simplify.
substitute B by @ in 1.

go.
contradiction.

Menu ~

parameters: id, id;, u; € Z,
variables: S,A,B € Z,
goal 1 out of 1

e@:

(1) (Xkeq\) idri (Hjeo\{s',k} id:‘) ’d-) +idip; (ﬂjeo\{i} id:‘) +(-1) (Hjeo\{s'} id:‘) id; =0

(2) zkeQ\{t'} 4 idy i (HjeQ\{i,k} id; + idf) 'd‘) + 2 idp (HjeQ\{i} id; + id:i) +(-2) (HjeQ\{i} id; + id;
3) (Sneors its (Tiearny id7) ids) + idins (Tieqrg i5) + (Zneoris idwie (Mjerony ids) ids) -
(4) \ Xkeq\ii} 2 itk (H,-eo\{e,k} id; + idj) ‘dx) + idp; (H,-eo\{e} id; + id:') + (ZkGQ\{t‘} 2 idppir \ [Lico
(5) (Xicq\p) idik (HjeQ\{i,k} B + id:') B) + (EkGQ\{i} id; (HjeQ\{i,k} B + id:‘) ‘d') +idjtt; | [Ljeq)
E:; \ Etaeo\{f} Bi (Micoriny B +id3) B) + (Sucarig Bt (o B +1ds) i) + Bis (Mieqriy-

(8) B+id; #0
(9) Vi€ Q\{i}. B+id; #0

id — id;

(1) (Tseqv (1) id+id;) id+ (Tljeq (1) id -+ idy) ids - 0
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sets Q[q].

params forall i in Q: id, id_i, \mu_i in Zp.
vars S,A,B in Zp.

forall 1 in Q: id_.i < id /\

S*(B+id)*sum(i in Q: \mu_i*A/(B+id_i)) = A*S.
full_simplify.

substitute B by @ in 1.

go.

contradiction.

parameters:
variables:

Ql=q
id, id;, pi; € Z,
S,A,B€Z,

Menu ~



Conclusions

 New framework for proving security in the GGM

- New ABE constructions

+Jool for analyzing symbolic systems of constraints



Future work



Future work

* Prove selective security under a g-type assumption

* Improve expressivity of our grammar and heuristic

* EXplore synthesis



Future work

* Prove selective security under a g-type assumption

* Improve expressivity of our grammar and heuristic

* EXplore synthesis

1 hanks!



