Hermite’s Inequality
and the LLL Algorithm
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Gram-Schmidt '@

and
Size-Reduction




Recall Gram-Schmidt
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olLet by,...,bneR™.

o Its Gram-Schmidt Orthogonalization is
b1 ,...,.bn €R™ defined as:

Obl* = bl

o For 2¢i<n, bi = projection of b over

span(by,...,bi1)” i



Linearly Independent Veetors
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Formula
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o Let by,...,bneR™ be linearly independent.

o Then all bj #O0. B
(0i, 0%)
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o FOT‘ 15j<i$n, le'I' Mi 5 =

o Then:
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Induction Formulas
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o This gives an algorithm, but not necessarily
efficient: we want cheap operations on
reasonably-sized numbers.



Efficient Computations
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o We only deal with infegers, so assume
'l'ha‘l' b1,...,bn€Zm Clnd lef N\=maX15|5n||b|||.

o Define the following integers:
Odo:l

o di=Gram(by,...,bi) = |Iby"[12x...xlIb;"|[2
for 1<i<m. Thus: 1<dicM?

oThen i, Ibi’ll2 eQ and bj*EQm



Integral Gram-Schmidt
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o Lemma: Let by,...,bneZ™ be linearly
independent. Then for all 1<j<i<n:

o di_ibi"eL(by,...,bi)CZ™ with |ldi-1bi*||<M?2-!

od;iijeZ with |d; i lsM?



Proof
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o B= B* for some lower—frlangular matrix
with unit diagonal: B*=v B where v =" is

lower- ’rrlangular wu’rh unl’r diagonal.

—b —I—Zl/w
ZV’U ), if k<14

o Thus, Gram(b;,...,bi- 1) y, .JeZ therefore di_ib; €Z™



Alternative Proof by Duahty
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oLet L=L(by,...,bi) and denote by LX its
dual lattice. Then [L*:L]=covol(L)?=d..

o Note that: b /||bi’||2e L*

o Therefore [L*:L]bi /lIbi’ll2e L,
i.e. di.ibi eL(by,...,b)czZM.



Gram-Schmidt Al gonthm
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o Induction Formulas can be rewrn“ren with
integers, giving an efficient algorithm.

olLet Ajj=djuijeZ. S >
d; = di_1||bs]|? — L
; djd;j—1
RO T
e =ttt gz g == o Qe

P
o Could also derive b;’, but usually not needed



Recap
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o If bl,...,bnezm are llnearly independent, we

can compute efficiently all the integers
di=Gram(by,...,bi)=|lb:"12x...x]|bi 1|2 and
Aij=d;ii=d; <bi,b;">/|lb;’l|.

T j;
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Application: Lattice Membership

; : v : . Pty o LA 2 g K vy e L - . A 3~ S I e
TSRS s Tt G Prnnr S DA A Tty SO0 LT S0 IR v Y L W B ISR 22000 A it i I G y Ips ANR

o Let by,...,bneZ™ be linearly
independent: let L=L(b;,...,bn).

o Given teZ™, decide if teL, and if so,

find its infeger coefficients in the
decomposition t=Xibi+...+Xnbn.



Lattice Membership
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AT LI b ot 4, Tt A

oLet by,.. ,bneZm be llnearly mdependen’r
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o Assume that f=x1b1+...+xnbn.
o Then <1',bn*>=xn<bn,bn*>= Xn”bn*”2
O L€'|"|'Ir'lg bn+1=.|', .I-hen anu n+1,n:

o Derive X, from Gram-Schmidt over (b;,
..,bn, 1),

o Repeat with t-xnb, and L(by,...,bn-1), etc.



Lattice Membership
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olLet by,.. ,bneZm be llnearly mdependen’r

AT LI b ot 4, Tt A

o Assume that t=xibi+...+Xnbn.

o Then we can find efficiently xn, Xn-1,... X1 €Z
using Gram-Schmidft.

o By checking if t=xibi+...+Xxnbn, we can decide
if tel.

o Hence: we can decide lattice membership
efficiently.



©
Application: Size-reduction &
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oLet by,...,bdeZ™ be linearly independent.
1

o B=(by,...,ba) is size-reduced if all |y ;| < 5

o Th: There is an efficient algorithm tfo
size-reduce B, without changing the
Gram-Schmidt vectors.



Visualizing Size-reduction
o If we take an appropriate orthonormal basis,
the matrix of the lattice basis becomes
triangular.

|b* || 0 0 0
paallBi (163 H O 0
U13.1(|07 0
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Size-reduction Algorithm
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oFori=2 tod
oFor j = i-1 downto 1
o Size-reduce b; with respect to b;:
make |Mi,j| £ 1/2 by b := bi-round(ui,j)bj
o Update all (i for j'<].

o The translation does not affect the previous
i where i’ < i, or i'=i and j'>j.



L1near1y Dependent Veetors
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Reminder

mm&mm'ﬁ‘mmuﬁm e - 11 3 TR S e . aade [ PYSREIOUGRN M’M%w

olLet by,...,bneR™.

o Its Gram-Schmidt Orthogonalization is
b1 ,...,.bn €R™ defined as:

Obl* = bl

o For 2¢i<n, bi = projection of b over

span(by,...,bi1)” i



Generalization
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olLet by,...bneR™ possibly linearly dependent.
o Then not all b;"#0. e
<bi7b%>

oFor 1gj<isn, let  p;; = —— if b0,
and O otherwise. 1071

o Then we still have: 7
bt =b, b =bi— > i b
=1



Induction Formulas
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167 11° = [1bill* — Zu?,j

(i, b;) — >4
Hb;'fH2

7% (|2
bi
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oIf b;"=0, then we let (t;;=0.



Efficient Computations
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o We only deal with infegers, so assume
that by,...,bneZ™ and let ||Bl|=maxi.ilIbill.

o Define the following infegers:
0do=1
o di=Gram(b;) over 1<j<i, b;"#0 =
I1:.jinon-zero ||b; |12, Still: 1<di<||B||?

oThen ti;, lIbi’ll2€@Q and b;"e@Q™



Generalized Integral Gram-Schmidt
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o Lemma: Let by,....b,eZ™. Then for all
1<j<ign:

O di_lbi*EL(bh...,bi)QZm with ||di-ib;”|l<M2i-!

od;iijeZ with |d; i lsM?



Recap
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o If by,...,bneZ™, we can compute efficiently

(polynomial time) all the generalized
integers diand A j=d;ti;j and decide which

%
bi are zero.



A Non-Trivial
Lattice Algorithm



Euclid with Vectors
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oIf by,..bneZ™, L(by,..,bn) is a lattice: Find an
efficient algorithm to find a lattice basis.

o If n=2 and m=l, this is exactly the gcd
problem, so we are frying to generalize
Euclids algorithm.



Overview on Lattice

Algorithms



P Insi ght
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o The most classical problem is fo prove the existence
of short lattice vectors.

o All known upper bounds on Hermites constant have
an algorithmic analogue:

o Hermites inequality: the LLL algorithm.

o Mordells inequality: Blockwise generalizations of LLL.

o Mordells proof of Minkowskis inequality: worst-case
to average-case reductions for SIS and sieve
algorithms [BIN14,ADRS15]



SVP Al gorlthms
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o Poly-time approxmahon algorithms. ‘
o The LLL algorithm [1982]. “
o Block generalizations by [Schnorrl987],
[GHKNO6], [GamaNO08], [MiWalé].

o Exponential exact algorithms.

. .-~.4 ;f !..:I‘..n.

o Poly-space enumeration )
[Pohst1981,Kannanl983,ScEul994] 7

o Exp-space sieving [AKSO1,MV10,ADRS15].



Hermite’s 3
Inequality
and LLL




& Hermite’s Inequality
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o Hermite proved in 1850:

e 4 (d—1)/2
S S s— (g)

o [LLL82] finds in polynomial time a non-zero
lattice vector of norm < (4/3+ ¢ )d-D/4yo| (L)Y,

It is an algorithmic version of Hermite’
inequality.



Proof of Hermite’s Inequality
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o Induction over d: obvious for d=1.

oLet b; be a shortest vector of L, and mm the
projection over by

o Let m(bz) be a shortest vector of m(L).

o We can make sure by lifting that:
Iball2< llm(b2)l|2+]|bil|2/4 (size-reduction)

o On the other hand, ||bil|<|Ib:|| and
vol(tr(L))=vol(L)/||bll.



Hermite’s Reduction &
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o Hermite proved the existence of bases such
that: 1 Hb*Hz

i | < and
Zt) |b5 112~ 3

o Such bases approximate SVP to an exp factor:

d—1

|61 ]| < [(4/3)1/4] vol(L)!/¢ va < (4/3)(d—1)/2

d—1

Bl < |(4/3)2] n(x)



Graphlcally
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o Condition 1 is over off-diagonal coeffs: size-reduction.

o Condition 2 is over diagonal coeffs.

|b* || 0 0 0
paallBi (163 H O 0
U13.1(|07 0

H . Hd.a— 1Hb 1H||b |




Question
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oIs the proof constructive?

o Does it build a non-zero lattice vector
satisfying Hermites inequality:



An Algorlthmlc Proot
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olLet b; be a prlmlhve vector of L, and 1 the
projection over by .

o Find recursively mi(bz)emn(L) satisfying
Hermites inequality.
o Size-reduce so that ||bzl|2< |lm(b2)lI2+]1bill2/4

o If |lball < llbill, swap(by, bz) and restart,
otherwise stop.



An Algorlthmlc Proot
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o This algorithm will terminate and output a
non-zero lattice vector satisfying Hermites

inequality:
3 4\ (d=1)/4
Bil<(3) vl

o But it may not be efficient: LLL does
better by strengthening the test

lball < Ilbll.



Computing Hermite reduction
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o Hermite proved the existence of bases s.t.:

1 2 - 4
i j| < 2 and ‘l*’ | - <8
D74

o By relaxing the 4/3, [LLL1982] obtained a
provably polynomial-time algorithm.



How LII. Works
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oLLL is an elegant divide-and-conquer
based on 2-dim reduction.




[enstra-Lenstra-1.ovasz

. - . v iy " Lo & R R 5 L .. ~ r . -
mm&mm‘ﬁmmwmmp A Lt S B gy Y SR R . T el T

(i, b))
b* b — Eﬂl,]b* where p; j = ||b*H2

o A basis is LLL—reduced for € >0 if and only if

1

2
o Lovasz’ conditions are satisfied

A=Al S B Bl
R < (44 152

oit is size-reduced |u; | <



Description of the LLL Algorithm
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o While the basis is not LLL-reduced
o Size-reduce the basis

o If Lovasz’ condition does not hold
for some pair (i-1,i): swap bi.; and b;.



Recursive LLL
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o Input: (by,by,...,bs) basis of L and ¢ >0.

o LLL-reduce (11(b2),...,m(bg)) where 1 is the
projection over by .

o Size-reduce so that ||bill2< [Irt(b)lI2+||bil|2/4

o If [|Iball < (1-¢)llbill, swap(bi, bz) and

restart, otherwise stop.



Evolution of Gram-Schmidt
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o During LLL reduction:
o Min; |Ib*ill never decreases.
o Max;i |Ib*ill never increases.
o Each vol(by,...,b;) never increases.

o The only LLL operations that modify
the b*s are swaps.



Evolution of Gram-Schmidt

; : v : . Pty o LA 2 g K vy e L - . A 3~ S I e
TSRS s Tt G Prnnr S DA A Tty SO0 LT S0 IR v Y L W B ISR 22000 A it i I G y Ips ANR

o We SwWap bi_l and bi
whenever (1- ¢ ) [Ib*iall2 > |Ib*i+ wtii2b™iol]?

o What happens to b*i.; and b*?

o New(b*i_1))=b*i+ (¢ ii.1b*i.1 has norm between ||b*il| and /(1-

e ) lIb*iill, hence >/(1- € ) shorter:

o New(b*;) has norm between |Ib*||/~(1- ¢ ) and
lb*ill, hence 21//(1- € ) longer.

o [new(lIb¥ill),new(llb*i1l)] < [IIo*ill,Ilb*i4ll]



Why LLL 1s polynomlal
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o Consider the quanh’ry P = Hb’-k||2 (d—i+1)

o If the bis have integral coordinates, then P is
a positive integer.

o Size-reduction does not modify P.
o But each swap of LLL makes P decrease by

a factor <= 1-¢

o This implies that the number of swaps is
polynomially bounded.



Remarks
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o We described a simple version of LLL,
which is not optimized for
implementation.

o We did not fully prove that LLL is
polynomial time, because we did not
pay attention to the size of all
temporary variables.



Recap of LLL
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o The LLL algorithm finds in polynomial time a

basis such that: A
1 167

i <= and +5
e ERERE
o Such bases approximate SVP to an exp factor:

Bill < |(4/3+€)"] ol
< (4/3)4-1)/2

B < [(4/3 9] aw)



D ﬂl Take Away
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o Hermites inequality and LLL are based
on two key ideas:

o Projection

o Lifting projected vectors aka size-
reduction.



LL1LL. in Practice



The Maglc of LLL
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o One of the main reasons behind the
popularity of LLL is that it performs
“"much better” than what the worst-
case bounds suggest, especially in low
dimension.

o This is another example of worst-case
vs. “average-case” and the difficulty of
security estimates.



LLL: Theory vs Practice

m%‘mm&mm. A Py " Lt s g S R ve P— S 7 R -u\d;‘&“:':”“

o The approx factors (4/3+8)(d'1)/4 is tight in the
worst case and for uniformly random LLL
bases [KiVel6].

o Experimentally, 4/3+& =1.33 can be replaced by
a smaller constant =1.08, for any lattice, by
randomizing the input basis.

o No good explanation for this phenomenon, and no
known formula for the experimental constant =
1.08.



I1lustration
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Random Bases
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o There is no natural probability space over the
infinite set of bases.

o Folklore: generate a « random » unimodular
matrix and multiply by a fixed basis. But
distribution not so good.

o Better method:
o Generate say n+20 random long lattice points

o Extract a basis, e.g. using LLL.



Random LLL
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o Surprisingly, [KlVe16] showed that
most LLL bases of a random lattice
have a ||bi|| close to the worst case.
Note: in fixed dimension, the number
of LLL bases can be bounded,
independently of the lattice.

o This means that LLL biases the output
distribution: it is not the uniform
distribution.



Open problems
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o Take a random m’reger lattice L.

oLet B be the Hermite normal form of L, or a
« random » basis from the discrete
Gaussian distribution.

oIs is frue that with overwhelming
probability, affer LLL-reducing B,
Ibill<cd-tvol(L)d for some c<(4/3)1/4?

o Can we guess the distribution of ||bill and
the running time?



