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HARD LATTICE PROBLEMS

* Since 1996, lattices are very trendy in classical and quantum

complexity theory.
* Depending on the dimension d: Auprox.factor Post-Al
> exp-time algorithms and NP-hardness O(1) 1 almost+/d
» non NP-hardness (NPnco-NP) \/g
> worst-case/average-case reduction dlogd
O(1)
> cryptography d
| | oVd
> subexp-time algorithms lon oy
log d

» poly-time algorithms



WHAT HAPPENED IN AUGUST?

Chris Peikert %)
@ChrisPeikert
advances ir WOW! &
mathematics and theoré
computer science Among many jaw-dropping results, this proves NP-hardness of the
. Closest Vector and Nearest Codeword Problems for *polynomial®
~r approximation factors, for the first time ever, and via a totally new
From opanzicom approach (Reed-Solomon techniques). Amazing!
Chris Peikert 3 - m Mira & 3 -
@ChrisPeikert @ Mira__ Mira
2/ Strangely, Astra didn't optimize the polynomial approx factor! x.com/_Mira___Mira_/...
1min with GPT-5.6 suggests that n*c -CVP is hard for **any ¢ < 1/14** | got it up to 1/2. Your comment about it being completely unoptimized
(not just c=1/400), simply by tightening up the bookkeeping. Inspired me to give it a try.

(Recall that c=1/2 is a fundamental barrier, where n"“c-CVP is in NP \cap O Mira @ e
coNP.) Replying to @_Mira___Mira_

github.com/Mira-acc/cvp

"This repository contains the Lean 4 formalization of NP-hardness of integer-
target GapCVP with approximation factor N~ c for every fixed real constant O ...

m Mira€® @ Mira_ Mira - Oct 2 (o
@grok Generate an image of Mira Future World Ruler and the establishment
of Miratopia, Grand Capital City of the Miran Empire.

Mira @

@ _Mira___Mira_

(7 Inlred Fabruary 2023 >



HARD LATTICE PROBLEMS

* Input: a lattice L and an n-dim ball C.

* Qutput: decide if LnC is non-trivial, and find a point when
applicable. Easy if L=Zr.

* Two settings

» Approx: LnC has many points.
Ex: SIS and ISIS.

» Unique: only one non-trivial point.

Ex: BDD.






THE SHORTEST VECTOR PROBLEM (SVP)

* Input: a basis of a d-dim lattice L.

* Qutput: nonzero veL minimizing | vl | ie. [ |vI|=A1(L)
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THE SHORTEST VECTOR PROBLEM (SVP): DECISIONAL VARIANT

* Input: a basis of a d-dim lattice L and a rational number 1

e Qutput: is there velL such that | vl |< 1, i.e.is 4{(L) < r?



THE SHORTEST VECTOR PROBLEM (SVP): OPTIMIZATION VARIANT

* Input: a basis of a d-dim lattice L and a rational number 1

» Output: the integer A,(L)?



EXERCISE

Show that given an oracle for Decisional-SVP, one can solve
Optimization-SVP and SVP in polynomial time.

Lagrange’s algorithm shows how to solve rank-2 SVP in
polynomial time : we will see it soon.



RELAXING SVP

* Input: a basis of a d-dim lattice L.

* QOutput: nonzero veL such that:

» Approximate-SVP: | 1v | I<f(d) Ai(L) [relative]

» Hermite-SVP: | v ] I<g(d) vol(L)1/d [absolute]



GAP-SVP

* Input: a basis of a d-dim lattice L and rational number r and
8ap 7/

» Output: decide if 4,(L) < ror A;(L) > yr (we are promised to be
in either situation)



LATTICE CHALLENGES

WILMINGTON, MA (PRWEB) FEBRUARY 05, 2015

Security |atticechallenge.org/svp-challenge/halloffame.php
understa

security
users of

The ori HALL OF FAME
1€ prize

solution Euclidean Subm. Approx
choser f Position Dimension Norm Seed Contestant Solution Algorithm Date Pachor

conferen 210 3808 Jintai Ding, Ziyu Zhao vec Sieving 20012_61' 1.04497

200 3723 Ziyu Zhao, Jintai Ding vec Sieving 20032_54° 1.04865

Shi Bai, Yuanmi Chen, 2026-
192 3595 Jiangxia Ge, Yituo He, vec Sieving 09-17 1.03159
Xiangxue Li, Chao Sun, Yu Yu T

190 3613 Yao Sun and Shuai Chang vec Sieving 5(7)?;1 1.04237

Leizhang Wang, Lin Wang, 2025-
188 3582 Baocang Wang, Geng Wang, vec Sieving 03-12 1.03823
Huiwen Jia T
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THE SVP CHALLENGE

> Each SVP challenge gives an n X n lower-triangular basis

( p 0O .. 0
a 1 - :
a 0 1

U= 0 ... 0 1)

» pisa 10n-bit prime, 0 < a, < p

» What is the rank and covolume of this lattice?
n—1

5 The lattice is the set of (xy, x}, ..., x,_;) € Z" such that x;, — Z xa; =0 mod p
i=1

> The challenge asks to find a non-zero lattice vector of norm

[(n/2 + 1)
105 x 2+ D) X ' & 1.05, [——plm
\/7_[ 2me
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THE CLOSEST VECTOR PROBLEM (CVP)

* Input: a basis of a lattice L of dim d, and a target vector t.

* Qutput: veL minimizing | [v-t| |, i.e. finding a shortest vector in the coset t+L.

* BDD (bounded distance decoding): special case when t is very
close to L.



EXERCISES

» Solve CVP for rank-1 lattices.
» CVDPis NP-hard.

» SVP is not harder than CVP: if one can solve exact CVP, one can
solve exact SVP.



COVERING RADIUS

* u(L) is the largest distance dist(x,L) where x runs over span(L):

why is it reached for some x?

» Show that u(L) = A1(L)/2 and even u(L) = An(L)/2.

» Show that u(L) < X3 A(L)/2



REDUCTIONS



DECISION-CVP IS NP-COMPLETE

Subset sum: given integers a,, ..., a, and s, decide if s = Z xX;a,;
i=1
where x; € {0,1}.

a 2 0 0
, a 0 2 :
Consider L spanned by . . 0 and
" : .
a, 0 0 2

f=G 1 ... 1
» Ask if dist(7, L) < \/E



SVP IS NOT HARDER THAN CVP

» Input: a basis (I;I, e I;n) of L

5 Output: Z x;b; of minimal non-zero norm

» For any solution, one of the x's is odd: x; = 2y, + 1

ThenZ xb + 2ylbl S L(bl, ceosb;_ 1,21_9)1, Dii1s.--s l;n) (sublattice
Vial ~

of L) is a closest vector to —b,

> By calling n times a CVP-oracle, we solve SVP.



SEARCH-TO-DECISION CVP

» Input: a basis (El, e l;n) of L and a target 7
5. Output: i xl-l;l- minimizing || i xigi |
i=1 i=1
» We can compute dist(?’, L) for any (;’, L.
» Let the sublattice L, = L(El, s Zi_l,ZEi, l;i+1’ s l;n)
> Check if dist(, L)=dist(7, L,)

> Yes: There is a solution s.t. x; is even. We replace L by L.
n
5. No: all solutions have odd x;, so we want to minimize [|x;(25;) + Z xb; — (t + by)||, so we

i=2
replace (7, L) by (f + b,,L,)

» By iterating, we obtain the full x; of one solution: we know we have removed all the bits of x, if
dist(?, L)=dist(¢, L(b», ..., b,))

> Now, replace 7 by 7 — xlgl and L by L(Ez, e l;n): this decreased the rank, and we can iterate.



DIMENSION TWO




LAGRANGE'S REDUCTION (1773)

1. Lagrange reduction. ()

Let L be a two-rank lattice. A basis (%, ¥) of L is Lagrange-reduced if ||| < ||7]| and |{@, ¥)| < ||#@]|*/2.
Show that :

1. If (4,0) s reduced, then ||| = A\ (L) < (4/3)Y4vo0l(L)Y?% and ||9]| = A;(L).
2. There erisis a reduced hasis (1,7) of L.
3. There ewisis a latlice L such that A\i(L) = (4/3)*/*vol{L)*/2.

<l

/3

<




LAGRANGE'S ALGORITHM

2. Lagrange’s Algorithm. ()
In 1773, Lagrange published the following two-dimensional reduction algorithm. Lagrange's reduetion
algorithun, - —> -

Input: a basis (4, ¥) of a two-rank lattice L.
Output: a Lagrange-reduced basis of L.

1: if | d|| < ||7]| then

2 swap % and U

3 end if

4. repeat

5. r¢— u— g where g = I_I(Iglﬁ‘l and |#] denotes an integer closest Lo @

G: UE— T
v

& until [|T]| < ||7]|
6: Output (i, 7).

~

1. Consider Line 5 of Algorithm : show that this choice of ¢ € Z minimizes
[l — qu.

2. Show that Lagrange’s algorithm terminates, i.e. that the repeat/until loop is
not infinite, and that the output basis is Lagrange-reduced.

3. Consider the integer q of Step 5. Show that :
— if g — 0, then this must be the last iteration of the loop.
— if |g| = 1, then this must be either the first or last iteration of the loop.

4. Show that the number 7 of iterations of the repeat/until loop is bounded by :
7 =0(1 + log B —log A\1(L)) where B denotes the mazimal Euclidean norm
of the input basis vectors ¥ and V.

5. Show that when L C Z", the bit-complerity of Lagrange’s algorithm is poly-
nomial in log B.



KEY ARGUMENTS

> [f g=0, then the basis is reduced by definition.

> If it is not the last iteration then ||u — gv|| < ||V|| < ||«]|.

> If |ql=1, then ||u — gV|| = ||V — qu|| so ||V — qu|| < ||V|| which
means that v could be shortened by u. This can only happens at the
first iteration.

> Except maybe the first and last iteration, we always have | ql>2.

(i, V)
;

B satisfies |u| > 3/2.

5> Then p =

- - - - - 9 -
> But u¥ is the projection of i over span(¥) so ||#]|* > ||uv||* > levll2

therefore ||¥]|> < —||i||* the norms decrease geometrically!

9






RANDOM INSTANCES

* Which distributions of integer lattices (SVP and CVP) and target
(CVP/BDD)?

o A full-rank integer lattice LEZm defines a finite Abelian group Zm/L.
Two different lattices can define the same quotient.

* Can we fix a quotient, then generate a random lattice with that
quotient? Is it hard to find short vectors in such a random lattice?



* Let (G, +) be a finite Abelian group: G=(Z/gZ)"in [A {F°§
View G as a Z-module. Miklds Ajta

* Pick gi,...,gm uniformly at random from G.

* Goal: Find short (x1,...,.xm)EZm s.t. Xix; gi =0,
e.g. [|[x]] £ \/%(#G)l/m.

> This is essentially finding a short vector in a (uniform) random
lattice of Li(G) = { lattices LCZm s.t. Zm /L ~ G 1.



EX: CYCLICG

* LetG=Z/qZ
* Pick gy,...,gm uniformly at random mod q.

* Goal: Find short x=(xj,...,xm)EZm s.t. Xixi gi=0 (mod q).

> This is finding a short lattice vector for random lattices L such
that Zm/L ~Z/qZ.
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WORST-CASE TO AVERAGE-CASE REDUCTION

 [Ajtai96]: If one can efficiently solve SIS for G=(Z/qnZ)" on
the average, then one can efficiently find short vectors in
every n-dim lattice.

« [GINX16]: This can be generalized to any sequence (Gn) of
finite abelian groups, provided that # G, is sufficiently large
>nmax(n,rank(G))) and m too. Ex: (Z/2Z)" is not.

Generating Hard Instances of Lattice Problems
Extended abstract
M. Ajtai
IBM Almaden Research Center
650 Harry Road, San Jose, CA 95120
e-mall: ajtar@almaden.abm.com

ABSTRACT. We give a random class of lattices in 47 so that, if there is a
probabilistic polynomial time algorithm which finds a short vector in a random lattice
with a probability of at lcast é then there is also a probabilistic pelynomial time
algorithm which solves the following rhree lattice problems in cvery lattice in Z" with
a probability exponentially close to one (1) Find the length of a shortest nonzerc
veclor m an w-dunensional laluce, approxinately, up to a polynowmial [actor. (2] Find
Lhe shortesl nonzero veclor i an n-diunensional lattice L where the shorleslt veclor v
is unique in the sense that any other vector whose length is at most n®| || is parallel
to w, where e is a sufficiently large absolute constant. (3) Find a hasis &, ..., 6, in the
n=dimensional lattice I whose length, defined as max? | ||b;] | is the smallest possible
up to a polynomial [actor,



THE SIS ONE-WAY FUNCTION

* Let (G,+) be a finite Abelian group
* Pick gy,...,gm uniformly at random from G.

e Letf: short (x3,...,Xm)EZ™ — X X; g €.

> f1is many-to-one.

> Given h = Xyi g €G, finding a short (xi,...,xm)EZ™m s.t.
h=Y;x; g; €G is as hard as SIS.



DUALITY

« Remember the SIS lattice:
> g1,...,gmin some finite Abelian group (G,+)

> L={x=(x1,...Xm)EZm s.t. £;X; gi= 0}

* The dual lattice of L is related to the dual group Gx of (additive)
characters of G: morphisms from G to T=R/Z

> Lx={(y1,...,ym)ER™ s.t. for some s €GX, for all i yi=s(g;) (mod 1)}



» Let xEL: x=(x1,...,xm)EZ™m s.t. i X;gi=0
» For any character s in Gx, we have s(Z;xi gi)=0 in T=R/Z so X; x; s(g;i)=0
> Hence, for any (yi,...,ym)ER™s.t. for all i yi=s(g;) (mod 1), we have

m

Z x.y; € Zso (yi,...,.ym)ELX
=1

5. Reciprocally if 2 x;y; € Z whenever L;x; gi = 0, there is s in Gxs.t.
i=1
yi=s(gi) (mod 1) for all i. This defines s over the subgroup generated by

=1 =1 =1 =1

=l =1



* Let (G,+) be any finite Abelian group e.g. G=(Z/

* Pick gy,...,gm uniformly at random from G.

 Pick a random character s in Gx.

* Goal: recover s given gi,...,gm and noisy approximations of
s(g1),..., s(gm).  Ex: Gaussian noise.



GAUSSIAN NOISE OVER R




GAUSSIAN NOISE OVER R/Z

When o increases, the distribution hecomes uniform




EX: CYCLICG

* LetG=2Z/qZ
* Pick gy,...,gm uniformly at random mod q.

* Goal: recover s€Z given gj,...,gm and randomized approximations
of sgimod q,..., sgm mod q.

> This is exactly a randomized variant of Boneh-Venkatesan’s
Hidden Number Problem from CRYPTO "96.



HARDNESS OF LWE

[Regev05]: If one can efficiently solve LWE for G=(Z/gqnZ)" on
the average, then one can quantum-efficiently find short
vectors in every n-dim lattice.

» [GINX16]: This can be generalized to any sequence (Gn) of
finite abelian groups, provided that # Gy is sufficiently large.



