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New Technologies and the Risks for Privacy

Privacy
@ Privacy: “the right to be left alone”

@ Privacy protection allows individuals to have control over how their
personal information is collected and used

v

Big Data, Cloud computing
@ Easy to collect and store user data
@ Combined with powerful tools (e.g., machine learning)

— Attractive applications but Huge risk of mass surveillance, social
credit systems.
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Cryptography

Security of Data
@ Integrity with hash function
@ Confidentiality with encryption
@ Authenticity with MAC, signature

New Technologies — Advanced cryptographic primitives

@ Big Data, Cloud Computing — widespread real-life applications
@ Privacy: protect personal information.

Security
Trust on Authorities

— Security of Computation on Untrusted Machines.

Documentation:
https://www.di.ens.fr/users/phan/cryptographie.html
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Some directions for the future:
@ How to protect privacy in the Al era

@ How to protect privacy against powerful adversaries (e.g.,
anamorphic encryption)

@ How to implement the "Right to be Forgotten"

@ How to use powerful tools (e.g., quantum machines) to protect
data and privacy (e.g., key leasing)

Phan Duong Hieu (Telecom Paris) Cryptography MICAS 2021 5/59



Some directions for the future:
@ How to protect privacy in the Al era

@ How to protect privacy against powerful adversaries (e.g.,
anamorphic encryption)

@ How to implement the "Right to be Forgotten"

@ How to use powerful tools (e.g., quantum machines) to protect
data and privacy (e.g., key leasing)

This course
@ How new concepts were invented and their impact
@ How security can be proven
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Modern Cryptography

Public-key Encryption (Diffie-Helmann 1976)

@ Encryption key could be published — encryption can be publicly
computed.

@ RSA scheme

(me)(e*1 mod ¢(N)) — m  mod N, where N = pg
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Modern Cryptography

Public-key Encryption (Diffie-Helmann 1976)

@ Encryption key could be published — encryption can be publicly
computed.

@ RSA scheme
(me)(e*‘ mod 6(N)) = m  mod N, where N = pq
@ Elgamal scheme

m(g°)"
(g7

= m, where g is a generator of a prime-order cyclic group

v
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Modern Cryptography

Beyond Encryption:

@ Interactive proofs, zero-knowledge proofs, PCP

@ I|dentification, Digital Signature

@ Computation on Encrypted Data (Functional Encryption, FHE)

@ Decentralized computation/ Verifiable computation (beyond data
security)

@ Multi-party computation (for doing any cryptographic task
imaginable!)

Main Theoretical Question (Complexity)
Does Cryptography really exist?
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Centre question of Complexity: P vs. NP

@ P: Problems for which solutions can be "efficiently" found
@ NP: Problems for which solutions can be "efficiently" verified }
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Centre question of Complexity: P vs. NP

@ P: Problems for which solutions can be "efficiently" found
@ NP: Problems for which solutions can be "efficiently" verified

Efficiency
@ Formal definition of algorithm (Turing machine)
@ Church-Turing Thesis: everything that nature computes, can be
emulated on a Turing machine
@ Efficient algorithm: number of basic steps is bounded by a
polynome on the size of the input
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Centre question of Complexity: P vs. NP

@ P: Problems for which solutions can be "efficiently" found
@ NP: Problems for which solutions can be "efficiently" verified

Efficiency
@ Formal definition of algorithm (Turing machine)
@ Church-Turing Thesis: everything that nature computes, can be
emulated on a Turing machine
@ Efficient algorithm: number of basic steps is bounded by a
polynome on the size of the input
@ Example

P: multiplication, exponentiation modulo a prime number,...
NP: factorisation, discrete logarithm, 3-coloring problem, sodoku,...
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Centre question of Complexity: P vs. NP

@ P: Problems for which solutions can be "efficiently" found
@ NP: Problems for which solutions can be "efficiently" verified

Definition of an NP Language
A language £ is an NP-language if there is a polynomial-time verifier V
such that:
@ Completeness: True theorems have (short) proofs.
For all x € L, there is a polynomial(|x|))-size witness (proof)
w € {0,1}* such that V(x,w) = 1.
@ Soundness: False theorems have no short proofs.
For all x ¢ L, there is no witness.
i.e., for all polynomially long w € {0,1}*, V(x,w) = 0.
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Cryptography and the P vs. NP problem

(Trapdoor) one-way functions
A function f : {0,1}* — {0,1}* is a (trapdoor) function if it is
@ Efficiently computable: f(x) is efficiently computable for any
x €rp{0,1}"
@ Hard to invert: for a random x € {0,1}", given y = f(x), it is hard
to find a x such that y = f(x)
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Cryptography and the P vs. NP problem

(Trapdoor) one-way functions
A function f : {0,1}* — {0,1}* is a (trapdoor) function if it is
@ Efficiently computable: f(x) is efficiently computable for any
x €rp{0,1}"
@ Hard to invert: for a random x € {0,1}", given y = f(x), it is hard
to find a x such that y = f(x): for all PPT adversary A:

Pr [A(1", f(x)) = x’ et f(x) = f(x’)} is negligible.

x€er{0,1}"
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Cryptography and the P vs. NP problem
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@ Trapdoor: given a trapdoor, it is easy to invert the function f.
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Cryptography and the P vs. NP problem

(Trapdoor) one-way functions
A function f : {0,1}* — {0,1}* is a (trapdoor) function if it is
@ Efficiently computable: f(x) is efficiently computable for any
x €rp{0,1}"
@ Hard to invert: for a random x € {0,1}", given y = f(x), it is hard
to find a x such that y = f(x): for all PPT adversary A:

Pr [A(1", f(x)) = x’ et f(x) = f(x’)} is negligible.

x€er{0,1}"

@ Trapdoor: given a trapdoor, it is easy to invert the function f.

Necessary conditions for the existence of cryptography
@ One-way function for secret-key cryptography

v
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Necessary conditions for the existence of cryptography
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5 Worlds in Impagliazzo’s view

W1 -Algorithmica: P = NP

One could use the method of verifying the solution to automatically
solve the problem!

Phan Duong Hieu (Telecom Paris) Cryptography MICAS 2021 11/59



5 Worlds in Impagliazzo’s view

W1 -Algorithmica: P = NP

One could use the method of verifying the solution to automatically
solve the problem!

v

W2-Heuristica: NP problems are hard in the worst case but easy
on average.

There exist hard instances of NP problem, but to find such hard
instances is itself a hard problem.
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5 Worlds in Impagliazzo’s view

W1 -Algorithmica: P = NP
One could use the method of verifying the solution to automatically
solve the problem!

v

W2-Heuristica: NP problems are hard in the worst case but easy
on average.

There exist hard instances of NP problem, but to find such hard
instances is itself a hard problem.

W3-Pessiland: NP problems hard on average but no one-way
functions exist

It's easy to generate many hard instances of NP-problems, but no way
to generate hard instances where we know the solution.
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5 Worlds in Impagliazzo’s view (cont.)

Minicrypt: One-way functions exist but public-key cryptography
does not exist. J
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5 Worlds in Impagliazzo’s view (cont.)

Minicrypt: One-way functions exist but public-key cryptography
does not exist.

Cryptomania: Public-key cryptography is possible
It is possible for two parties to agree on a secret message using only
public accessible channels
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(Zero-knowledge) Interactive Proof: Idea

Interactive proofs [Goldwasser, Micali, Rackoff 85]
"A proof is whatever convinces me" (Shimon Even)

Zero-knowledge proofs: the verifier gets no information

@ A toy example: Distinguishing the wines of Bordeaux and Cotes
du Rhone
@ ZKP for all NP problems (Goldreich-Micali-Wigderson ’91)
Verifier is poly-time TM, Prover could be all powerful
Exemple: Graph non-isomorphism
Simulation (zero-knowledge)
@ Zero-knowledge proof of knowledge.

Verifier is poly-time TM, Prover is often poly-time TM as well
Simulation (zero-knowledge) + Extraction (proof of knowledge)
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Interactive Proofs

Public Data:
Claim/Theorem P

PROVER W VERIFIER

- T Poly-time

L is an IP-language if there is a probabilistic poly-time verifier V:
@ Completeness: If x € L,

Pr[(P, V)(x) = accept] = 1.

@ Soundness: If x ¢ L, for every P*,
Pr[(P*, V)(x) = accept] is negligible.
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Zero-knowledge Proof: Simulator

Public Data:
statement P

=

Indistinguishable

(Telecom Paris)
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Zero-knowledge Proof of Knowledge: Extractor

Public Data:
statement P

PROVER H EXTRACTOR

Poly-time

Poly size -
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Zero-knowledge Proof of Knowledge on DL

Zero-knowledge

DL Assumption: G =< g >, given h = g, itis hard to compute x.
ZKP: Given g and h = g*, | can convince you that | know x without
revealing it.

Represention problem: Find a representation
(a,b) of R = g" in the basis of (g,h): R= g° h®

h=g*
h=g*
g g
Prover’s view Verifier’s view

2 representions of R = g’ (given ) in the basis of (g, h = g*) require the knowledge of x.
1 represention of R =g’ (given r) in the basis of (g, h = g*) gives no information of x.
R

—

Random challenge b

G
b | setb=HRM)
= Check R = g° i w Digital Signature
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Zero-knowledge Proof for DDH

In a group G = (g) of prime order q, the DDH(g, h) assumption states
it is hard to distinguish

L=(u=gv="h) from G®=(u=g*,v=~H)

P knows x, such that (u = g*, v = h¥) € £ and wants to prove it to V
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Zero-Knowledge Proof for DDH

Prover knows x such that (u=g*,v=h*) e £

Chooses r € Zg Sends (U, V)
Computes Receives U, V
U=g,V=~H Chooses b € Zq
_ Sends b
Receives b
Computes a = Receives a
r— bx modq Sends a Checks
é gaub
?
V = havb
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Completeness and Soundness

Completeness
@ Definition (recall): If the prover knows the secret x such that
(u=g*,v=h) e L and follows the protocol correctly, the verifier
will always accept the proof.
@ Indeed: If P knows x, both checks will hold and the verifier will
accept the proof.
Soundness

@ Definition (recall): If the statement is false (i.e.,
(u=g*,v=h") ¢ L,x+# x'), no prover can convince the verifier
except with negligible probability.

@ Indeed: The prover can consistently compute a that satisfies both
conditions: U =g" = g2uP and V = h" = havb,
which implies r — r' = b(x — x’), for random b with probability 1/q,
which is negligible:
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Zero-knowledge Proof: Simulator

@ Definition: The verifier learns nothing beyond the validity of the
statement.
@ Simulator Construction:
@ Simulator selects a random b € Z, and a € Z,.
@ Computes U = g2uP and V = havP,
© Output (a,b, U, V).
@ Indistinguishability:
» Verifier cannot distinguish between real and simulated interactions.
» Transcripts are statistically indistinguishable.
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Extractor

@ Extractor Role: To show that the prover knows x, an extractor
can derive x from multiple valid responses.

@ Extractor Construction:
@ For fixed (U, V), two valid answers s and s’ satisfy:

gsuh — U= gs’ o’
hvh =V =hsvl"

@ If one sets y such that:
(s—8)H —h)"" modq

@ This implies:
u=g¥ and v=~H

@ Conclusion: The existence of the extractor confirms that the
prover knows x.
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Zero-Knowledge Proof for DDH: Malicious Verifier

Prover knows x such that (u=g*,v=h*) e £

Ch%)ses rt € Zq Sends (U, V) Receives U, V
omputes ’
U g,V H Chooses b’ € {0,1},
for small t
_ Sends b
Receives b
Computes a = Receives a
r— bx modq Sends a Checks
é gaub
?
V = hayb
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Zero-Knowledge Proof: Simulator

@ Definition: The verifier learns nothing beyond the validity of the
statement.
@ Simulator Construction:
@ Simulator selects a random b’ € {0, 1}! (recall that t is small so that
2" € poly(log q)) and & € Zg.
@ Computes U =g@u? and V = h? v,
@ Sends (U, V) to the verifier.
© Verifier sends back a challenge b € {0, 1}
© If b= b, simulator sets a = & and outputs (a, b, U, V)
Q@ If b+# b, simulator restarts.
@ Indistinguishability:
» Verifier cannot distinguish between real and simulated interactions.
» Transcripts are statistically indistinguishable.
@ Conclusion: The proof is zero-knowledge as the verifier learns
nothing about x.
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Minicrypt: Commitment

@ Alice commits herself to some message m by giving Bob:
¢ = Commit(m, r), for a ramdom r.

@ Bob should not learn anything about m given the commitment c.

@ Alice can open the commitment by giving (m, r) to Bob to

convince him that m was the value she committed herself to.

Two properties:
@ Hiding Commitment ¢ hides information on m
@ Binding Alice cannot open cto (m',r') # (m,r)

Example & Application
@ Pederson’s construction
@ General construction from one-way function
@ — In Minicrypt: ZKP for all NP problem (on ZKP for G3C)
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ZKP in Practice: Privacy in Blockchain

A Bitcoin transaction

°
AB350kN2 36T CHOWaEZTRANVSQGT osarc ¥ irieempfiahiqiezNsdyLsMBPKLEQNYeZL ozessaTC)

1CBKSdASDC3Z2DSLC20BASKYXIVQUSWGZ 025BTC(S)

35 CONFIRMATIONS.

ArBISOBKNEZ3 1 CHowaEZ TRNnVIaqT oserc ¥ (CBKSAASCIZZDSLC2NBAVIIRQKSWGZ oasBTC(S)

180jbg2ZkaKjvyWyBousuFUX:

02485 8TC(U)

FEE:000158TC 35 CONFIRMATIONS.

Privacy
@ What is the problem with privacy in bitcoin?
@ How we can use ZKP to solve this? — zkSNARKS. )
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Signatures/Commitment in Practice
(beyond classical examples)

C2PA and the need of Short Polynomial Commitment

An open technical standard providing publishers,
creators, and consumers the ability to trace the
origin of different types of media.

Polynomial Commitment

Given a polynomial P(x) = ,f':‘o1 aix'. We want the sender to commit
P in such a way that it can prove to the receiver that (u, v) satisfies:
P(u) = v.

@ linear-size commitment: exercice

@ constant-size commitment: KZG10, using pairings

v
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KZG10 Polynomial Commitment: Setup

@ Setup:
@ Select a prime field F,, and a generator g of a group G of prime
order p.
@ Choose a random s € Fy.
@ Compute {go=9,91 =9°,9o = g%,...,94 = g} for a polynomial
of degree d.
© Publish the setup parameters PP = {go, g1, 92, -, 94}

@ Trusted Setup Assumption: The trusted setup randomly
generates s, compute {go, 91,92, ---, 94}, then erase s.
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KZG10 Polynomial Commitment: Commitment

@ Polynomial: P(x) = ag + ayx + @x? + - - - + agx?
@ Commitment:

C = ggo.gf1.gza2.....g§d

= g° (@) (@)% (6T)
gP(S)

@ Result: The commitment C is a single group element in G.
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KZG10 Polynomial Commitment: Opening

@ Opening:
» To open the commitment at point x = u, compute the evaluation
v = P(u).
» uis aroot of P(x) — v.
» We can write thus P(x) — v = (x — u)Q(x) and can compute Q(x).
» Generate proof 7 = g¥s).

@ Send to Verifier: {u, v, 7}
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KZG10 Polynomial Commitment: Verification

@ Verification:
@ Verifier receives {u, v, 7} and the commitment C.
© IDEA: Check at the random point s if P(s) — v = (s — u)Q(S)
@ This check can only performed with a pairing e : G x G — Gt
© Compute:
e(g1g7",7) = (g, Cg™")

@ Result: If the equality holds, the proof is valid and the polynomial
evaluates to v = P(u) at point u.
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Minicrypt: Digital Signatures (Idea)

If one-way functions exist, then every NP problem has a
zero-knowledge proof. [Goldreich, Micali, Wigderson 91]

From zero-knowledge proof to digital signature (Schnorr
scheme)

Given g and y = g%, sign on the message m with the secret key x
@ | take a random r and send to you g"
@ kis setto be H(g", m) (H is modeled as a random oracle)
@ | finally send to you the signature (m, g", t = r — kx).
@ Verification: checking whether g" = gtyH(9"-m)
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Minicrypt: Digital Signatures

In Random Oracle Model
If one-way functions exist, then one can construct digital signature.

Minicrypt
@ Zero-knowledge proofs, Identification, Digital Signature inspire
from the notion of PKE.

@ However, even if PKE dies one day, the above primitives would
still be alive!
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Digital Signatures: Formal Treatment

A signature scheme S = (G, S, V):

@ Key Generation: G(1*) — (pk, sk) is a probabilistic algorithm that
takes a security parameter \ and outputs a secret signing key sk
and a public verification key pk.

@ Signing: S(sk, m) — o is a probabilistic algorithm that outputs a
signature o.

@ Verification: V(pk, m, o) outputs either accept (1) or reject (0).

We require that a signature generated by S is always accepted by V:

Pr[V(pk, m, S(sk, m)) = accept] = 1
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Digital Signatures: attack model (EUF-CMA)

Challenger C Adversary A
(pk, sk) & Gen(1%)
pk
——t
my
-—
oy & Sign(sk, m;)
o
o .
m,
PR —
a, < Sign(sk, m,)
o,
I I
(m*,a")
” —_—
Viy(pk,m*,07) = 1

Existential unforgeability under adaptive chosen message attacks
Adv(A) = Pr[Vfy(pk, m*, o) = 1]
The scheme is EUF-CMA secure si VA, Adv(A) is negligible.
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Lamport’s One-time Signatures from OWF f

e Gen(1*) — (pk, sk):

X X
sk = < 1,0 X2,0
X114 Xo

Yio Yoo
k = ’ '
P ( Vi1 Yo

where x;p € {0,1}", yi p = f(Xjp)

@ Sign(sk,m=mymy...my; € {0,1}") = o

X¢,0 )
Xe 1

V)

o =Xt,mXomy - - Xe,m,

@ Viy(pk, m,o) checkif yjm = f(oj = Xim),Vi=1...¢

Theorem

If f is one-way, then the one-time signature is EUF-CMA.
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Complete proof: OWF — Digital Signature

Complete proof: OWF — Digital Signature
@ 1-time signature — Stateful 2-time signature — Stateful poly-time
signature
@ Stateful to Stateless with PRF

@ Sign on a long message — short message by using a hash
function.

Exercice:

Given:
@ a collision resistant hash function H: {0,1}* — H: {0,1}"
@ a EUF-CMA singature on message of n bits

Construct another EUF-CMA singature that can sign on messages of
abitrary size.
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FDH - RSA

FDH - RSA
@ Gen(1*) — (sk = d,pk = (N, e)) as in RSA
@ Sign(sk,m) — o = H(m)? , where H is a random oracle.
o Verfy(pk, m, o) accept iff o€ = H(m)

Security of FDH - RSA

If RSA problem is hard then FDH - RSA is EUF-CMA secure.
Proof: reading exercice.
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Signature Schemes in Practice

Phan Duong Hieu

Key exchange Signatures
Hosts RSA DH ECDH RSA DSA ECDSA
HTTPS 39M  39% 10% 51% 99% ~0 1%
SSH 7™M ~0 52% 48% 93% % 0.3%
IKEvl 1.1IM - 9% 3% - - -
IKEv2 1.2M - 98% 2% - - -
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CRYPTOMANIA
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Provable security: sufficient conditions for security

What we discussed

If factorization or DL problems are easy, then we can attack crypto
systems (RSA, ElGamal) that based on these problems

Question

Suppose that factorization and DL problems are hard. Could we prove
the security for proposed crypto systems?
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One wayness is enough?
E'(m1[|mz) := E(m)||mz

@ If E is one-way, then E’ is also one-way

@ But the security of E’ is clearly not enough: at least half the
message leaks!

In many situation, one bit (attack or not) is important...
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Semantic security [Goldwasser-Micali '82]

Perfect Security vs. Semantic security
@ Perfect security: the distribution of the ciphertext is perfectly
independent of the plaintext
@ Semantic security (computational version of perfect security): the

distribution of the ciphertext is computationally independent of the
plaintext
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Semantic security [Goldwasser-Micali '82]

Perfect Security vs. Semantic security
@ Perfect security: the distribution of the ciphertext is perfectly
independent of the plaintext
@ Semantic security (computational version of perfect security): the

distribution of the ciphertext is computationally independent of the
plaintext

Semantic Security - IND

@ Semantic Security is equivalent to the notion of Indistinguishability
(IND): No adversary (modeled by a poly-time Turing machine) can
distinguish a ciphertext of my from a ciphertext of mj.
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IND Security Notion

@ IND:
» Security Game:

@ The adversary A receive pk and chooses two plaintexts mo and mj.
@ Arandom bit b € {0, 1} is selected, and the challenger encrypts m
to get the ciphertext ¢ = Enc(pk, mp).
© The ciphertext ¢ is given to A.
© Aoutputs aguess b’ € {0,1}.
» Advantage:

Adv'DCPA — ’Pr[b’ =b] - ;‘
» IND-CPA Security:

vpolynomial-time A, Adv'\PC™ is negligible
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Security of RSA & ElGamal PKE

Recall:
@ ke could be published — encryption can be publicly computed.
@ RSA scheme

(me)(e™" med o(M) — m mod N, where N = pg
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@ ElGamal scheme
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Exercices
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Security of RSA & ElGamal PKE

Recall:
@ kg could be published — encryption can be publicly computed.
@ RSA scheme

(me)(e™" med o(M) — m mod N, where N = pg
@ ElGamal scheme
m(g°)"
(9"
Exercices
@ Is RSA IND? Is ElIGamal IND?

@ For public-key encryption: Probabilistic encryption is required!

@ For secret-key encryption: deterministic encryption could be
semantically secure [Phan-Pointcheval '04]

= m, where g is a generator of a cyclic group
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Semantic security/IND is enough?

ElGamal Encryption

@ Elgamal encryption can be proven to be IND, based on Decisional
Diffie-Hellman assumption (given g2, g®, it is hard to distinguish
between g? and a random element g?).

@ Elgamal encryption is homomorphic: E(mymy) = E(mq)E(mp)

Private Auctions

The bids are encrypted. The authority then opens all the encrypted
bids and the highest bid wins

@ IND guarantees privacy of the bids

@ Malleability: from ¢ = E(pk, b), without knowing b, one can
generate ¢’ = E(pk, 2b): an unknown higher bid!

@ Should consider adversaries with some more information.

Phan Duong Hieu (Telecom Paris) Cryptography MICAS 2021 47/59



Adversaries with additional information

Rosetta Stone: A key element to decode Ancient Egyptian
hieroglyphs

Chosen plaintext attacks (CPA)

The adversary can have access to encryption oracle (this only makes
sense for symmetric encryption)
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Interactive Adversaries: CCA attacks

HAWAI

——
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IND-CCA Security Notion in Encryption

@ IND-CCA Security Game:
@ The adversary A is given pk and also given access to an oracle
that decrypts ciphertexts.
@ A chooses two plaintexts my and m;.
© A random bit b € {0, 1} is selected, and the challenger encrypts my,
to get the challenge ciphertext ¢* = Enc(pk, mp).
© The ciphertext ¢* is given to A.
@ A continues to have access to the decryption oracle, except for the
challenge ciphertext (i.e., cannot query c*). (*)
© Aoutputs aguess b’ € {0,1}.
@ Advantage:

Adv')PCCA = Prb/ = b] — ;‘
@ IND-CCA Security:
vpolynomial-time .4, Adv/YP-CCA is negligible

CCA1: CCA without access to the decryption oracle in the second
phase (*)
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Chosen plaintext and chosen ciphertext attacks

IND-CCA Security
@ IND-CCA also implies non-malleability (NM-CCA)
@ This is the standard notion for public-key encryption
@ Exercice: Is EIGamal IND-CCA?

Major problem in cryptography
Construction of IND-CCA encryption schemes.
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OAEP (Bellare-Rogaway94)

Random oracle model
m)|0% raléa

I
%EI—?

s t

@ It is believed that f-OAEP is IND-CCA for any trapdoor one-way
permutation.

@ In 2000, Shoup presented an attack on a very special trapdoor
one-way permutation. )
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RSA-OAEP

RSA-OAEP is proven IND-CCA secure
[Fujisaki-Okamoto-Pointcheval-Stern01]

@ If f is partially one-way, then f-OAEP is secure
@ RSA is partially one-way
Phan Duong Hieu
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3-round OAEP (among others varieties of OAEP)

m raléa

"

"

¢
o : 69 OAEP3R

OAEP3R

1

r

\

| f: ElGamal, Paillier...

E?_El— [ lﬂiSA

u t

F, G, H : fonctions aléatoires

Advantages

@ f does not need to be partially one-way

@ f could also be one-way function (such as Elgamal, Paillier

encryptions...)
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3-round OAEP (among others varieties of OAEP)

m raléa

"

"

¢
o : 69 OAEP3R

OAEP3R

[

r°

\

l f: ElGamal, Paillier...

E?_E_ 7w

u t

F, G, H : fonctions aléatoires

Advantages
@ f does not need to be partially one-way

@ f could also be one-way function (such as Elgamal, Paillier

encryptions...)

Current state

Many solutions in the standard model (without random oracle) but the

practical implementations mostly rely on RSA-OAEP.
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Security Proofs: Game Sequence technique

Proof of IND-CPA of EIGamal scheme, under DDH assumption

Let G = (g) with generator g of order |G| = q where q is a prime.
Public key pk = (g, h = g*) and secret key sk = x.
Encryption:Enc(pk, m) = (9", h" - m) where r < Zg.
@ Game 0: Real IND-CPA game, challenge ciphertextis (g", h" - my)
@ Game 1: Replace (g, h,g", h") by (g, h,g", "), for random r, r’
The adversary cannot distinguish Game 0 and Game 1, otherwise
we can solve DDH

@ In Game 1: the adversary has no information about my,.
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Security Proofs: IND-CCA

Idea: Embed a ZK proof of knowledge for a DDH tuple in the
ciphertext.

@ Let G = (g) with generator g of order |G| = g where g is a prime.
@ Verifier chooses a, X1, X2 < Zq and sets
91 =9,9, = g% ¢ = g;' g5 and sends g1, gz, C to prover.
@ Prover chooses r < Zq, sets uy = gj,Uup = gz and v = ¢’
o Verifier checks whether v = u}' uy?.

Lemma

It is hard for the prover to return uy = g1’1 ,Us = ggz and v such that
ry # r» and pass the check of the verifier:

—_ /X1, X2
V—U1 U2

Proof: exercice
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Security Proofs: IND-CCA

Idea: Embed a ZK proof of knowedge in the ciphertext.
@ Let G = (g) with generator g of order |G| = g where q is a prime.
@ Verifier chooses a, X1, Xo < Zq and sets
91 =9,9, = g% ¢ = g;' g5 and sends g1, gz, C to prover.
@ Prover chooses r < Zq, sets uy = gj,Uup = gz and v = ¢’
o Verifier checks whether v = u}' uy?.

Cramer-Shoup Lite scheme (IND-CCA1)

Public key pk = (¢ = g7 9,2, h = g%) and secret key sk = (X1, X2, Z).
Encryption: Enc(pk, m) = (u1 = g7, > = g5,€ = h" - m,v = ¢") where
r < Zgqg.

Decryption: Check if v = u}'u2?, return %, otherwise return L
1
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Security Proofs: IND-CCA1 for Cramer-Shoup Lite

Cramer-Shoup Lite scheme (IND-CCA1)

Public key pk = (¢ = g;'g52, h = g%) and secret key sk = (x1, X2, Z).
Encryption: Enc(pk, m) = (u1 = gf, o = g5,e=h"-m,v = ")
Decryption: Check if v = uj" up?, return &, otherwise return L

1

@ Game 0:
» Choose x1,Xz,z,sets: c=g,'gy?, h=g97
» For a decryption query (uy, Up, e, v):
check v = Ui, if yes m= o
» Adv chooses myg, my, generates1challenge (97,95, e=hmpv=2c)
@ Game 1:
» Choose z;, z; instead of z, sets : h = g7 g3

? .
» check v =uj'uy?, ifyes m= u%

u?
» generates challenge (gf, 95, e = u;' uz2mp, v =c")

@ Game 2: Challenge := (97, g2, € = uj'uzmp, v = uj' uy) .
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Exercice: Homomorphism of EIGamal encryption

Let G = (g) with generator g of order |G| = g where g is a prime.
Public key pk = (g, h = g*) and secret key sk = x.
Encryption: Enc(pk, m) = (g, h" - m) where r « Z,.

@ Given a public key pk and an ciphertext ¢, show how to create a

ciphertext ¢’ which encrypts the same message under pk but with
independent randomness.

@ Given a public key pk and any two independently generated
ciphertexts ¢y, ¢, encrypting some unknown messages
my, mo € G under pk, create a new ciphertext ¢* encrypting
m* = my - me under pk without needing to know sk, my, mo.
Application: Voting system.
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