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Circuit over Field VS Circuit over Ring




Circuit over Field VS Circuit over Ring

A

B " p = 254-bit prime
N



SNARK: Methodology
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Key Steps to Build SNARKSs
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Proving NP statements
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Prover solves equivalent problem instead

Polynomial Pr'oblem

X
compilation ¥
NP statement Given v(x), t(x).
f(X)=y <:> <:> Find P(x) such that
hES P(x)t(x) = v(x)
Circuit SAT

solution ’-‘
0/1

Vevi€ier Prover

NP statement
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Evaluate solution at point s
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Evaluate solution at point s
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General SNARK framework
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General SNARK framework
Enc(s) A § Enc(s? § ,4 Enc(s®
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Quadratic Arithmetic Program

{vi(2) }i, {wila) }s,
{vi(z) }i, t(x)
Find V(x), W(x),Y(z),h(x) st

Given

and t(z)h(z) =V(z)W(zx) —Y(z)




Example: Solution for equation Ax*+ C=0

[
System:

z1=A-x
Z,=2Z,"X

out=(C+z,)"1




Indexes for wires: A=(0), C=(1), x=(2), z,=(3), z,=(4), out=(5)

Left inputs

V.
i

v(r,) =1 for i=2 w(r,) =1 fori=2 y(r,) =1 for i=3,
v(r,) = 1 for i=2 w(r,) = 1 for i=3 y(r,) = 1 for i=4
v(r,) = 1 fori=1,4 w(r,) =0 foralli w(r,) = 1 for i=5

vi(rj) = 0 for the rest wi(rj) = 0 for the rest yi(rj) = 0 for the rest




Indexes for wires:

A=(0), C=(1), x=(2), z,=(3), z

Left inputs

v(r,) =1 for i=2 w(r,) =1 fori=2

=1 for i=3,

vi(r,) = 1 for i=2 w(r,) = 1 for i=3 y(r,) = 1 fori=4

v(r,) = 1 fori=1,4 w(r,) =0 foralli

( g aivi(x)> ( é a;w;(x)

w(r,) = 1 for i=5

= ( i ailYi (33))
i=0

H(ﬂf—rj)
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R1CS for vectora=(1,A, C, x, z,, Z,, out)

z,=AX
System: < z,=z "X
out=(C+ zz)-1

a=(1,x,z,z, out)’

a=(1,x,z,z, out)’

1! 21
(A,0,0,0,0)-a~(0,1,0,0,0)-a=(0,0,1,0,0)a
(0,0,1,0,0)-a°(0,1,0,0,0)-a=(0,0,0,1,0) a
(C,0,0,1,0)-a°(1,0,0,0,0)-a=(0,0,0,0,1)-a




R1CS for vectora=(1,A, C, x, z

z,=AX
\ System Z,=2Z,"X

out = (C+z,)1

a=(1,x,z,z, out)’
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R1CS for vectora=(1,A, C, x, z

.
‘f |

‘ z,=AX
System: < z,=z "X

l.
|

N

out = (C+z,)1




Schwartz-Zippel Lemma over Fields

t(r) = H(:p —r;) (iawi(a:)xiaiwi(w)) = (iazyi(m)) = p(x)

Lemma: Let f € F[X'] be a non-zero poly.

Prlf(s) = 0] < 3°8/)
s « [F | IFl
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Encodings over Fields

DLog Grou
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DLog vs General Encoding

DLog Group G
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Quadratic Root Detection - Pairings

e(g'®), g"¥)) = e(gP¥), g)
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Assumptions on Discrete Log Encoding for Fields

d-PDH
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Technical Details

Challenges

New tools







NP Representation

QRP

COMPUTATIONAL MODEL

FOR RING CiIrRcuITS
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Proving a Solution for Equation Ax*+C=0

‘ z,=AX
‘. System: < z,=z "X

out = (C+z,)1
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Polynomial Equation with Coefficients in a Ring

Necessary property over Rings for Ideals Ij = (:E == T'j)

Isomorphism for QRP soundness < Ideals 1 jare co-prime:




Polynomial Equation with Coefficients in a Ring

Works for R = [, as then

the ideals I, are co-prime?. — ) ( Z aivi(x)) ( Z aiwi(x)) = ( Z aiy,-(x))

Isomorphism fol ARP soundness ¢ Ideals Ij are co-prime:
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Exceptional Sets: to the rescue!

Def: Let R be a commutative ring. A set
A ={g,,...,8,} C Risexceptional iff:

Vi#j, (g—g)€ER"

Exceptional sets have no further algebraic structure.
Not even closure!




S0

Exceptional Sets

Def: Let R be a commutative ring. A set
A ={g,,...,8,} C Risexceptional iff:

Vi#j, (g,—g)€R"

Exceptional sets have no further algebraic structure.
Not even closure!

Given exceptional set A, the ideals Ij = (x =+ gj) are
pairwise co-prime (i.e. Vi # j, I;+ I, = R[X]).

a Proof: —(x — g,-) +(x—-g) =(g,—g) ER"
= Meaning: We can apply CRT in R[X], for big enough A C R.
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Exceptional Sets

Def: Let R be a commutative ring. A set
A ={g...,8,) C Risexceptional iff:

Vi#j, (g,—g)€ER"
Exceptional sets have no further algebraic structure.

Not even closure!

Given exceptional set A, the ideals 1 ;= (x - gj) are
pairwise co-prime (i.e. Vi # j, I, + I, = R[X]).
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Schwartz-Zippel Lemma over Rings

t(r) = H(:p —r;) (i%m(@)(imwi(w)) = (i;azyi(m)) = p(x)

Lemma: Let f € R[X] be a non-zero poly.

Prf(s) = 0] < 38V
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Assumptions on Discrete Log Encoding for Fields

d-PDH




Augmented Power Knowledge of Encoding

Il Enc(P) ' II Enc(aP)'




Ring Augmented PDH Assumption

s « [F*

Enc(s) Enc(s2) Enc(sa)
000
Enc(sa+2) Enc(s2q)
-

q-PDH
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that A* C R”.
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000
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Encoding Instantiation for Ring Z,

Problem: There’s no exceptional set A of size > 2 in Z,..
Sol: Move to GR(2k, d), the degree-d Galois extension of Z,..
_’ a=ay+aX+..+a; XY a € Z,
) (‘); A={ay+aX+...+a;, X ':q,€{0,1}} c GR?",d)

Encoding: d copies of a Z,— linearly homomorphic scheme, such as
[Joyelibert13].

E(a) = (Encpkl(ao), AFRR Encpkd(ad_l)); a; € 2y
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Encoding Instantiation for Ring R, = Z,[z]/ R(x)

Rings of the form &£, = Z [ X]/(h(X)).

Compared with [FioreNitulescuPointcheval20]:

[FVP20] Boosting Verifiable Computation on Encrypted Data

Dario Fiore, Anca Nitulescu, David Pointcheval

X Significantly better choices for RLWE parameters

X FVP20 only supports rings with g prime — very inefficient FHE
X We enable operations for plaintext packing, modulo switching
X We are only designated-verifier
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Application: Verifiable Computation on Encrypted Data

Encryption

( Apply Eval of FHE )
data — 4
—
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