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Prover

SNARKs: Proof system

π
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Verifier

y = f(x)



Properties
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Succinct Proofs       Non-Interactive Knowledge Soundness
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Verifier

Usecase: Outsourcing Computation

Prover

computes
f(x)=y

Task
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Verifier Prover

Claim

Prover claims a statement

y = f(x)



Corrupted 
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Verifier is able to check

Verify π π
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Verifier

y’ ≠ f(x)
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[PHGR13] 
Pinocchio: Nearly practical 
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J.Howell, C. Gentry, 
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Encodings Secure
under 

Knowledge Assumptions

Target Statement
R(y,w)=1

Computational Model
     (Representation)       

QSP

crs

Arithmetic Circuit SAT 
QAP / SAP 

over Field = Zp

PKE Power Knowledge of Exponent
 GGM Generic Group Model

Boolean Circuit SAT
QSP / SSP

over Field = Zp
PKE: Power Knowledge of Exponent
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• modular reduction x mod 2k
 

bit decomposition cost = m+1 ⊗ where 
m = ⌈log(xmax)⌉  

• RSA modulus are larger than p

product of ring elements = O(m1.58) ⊗ 
where ring element A = array of m words

   of 254 bits each
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Encodings Secure
under 

Knowledge Assumptions

Target Statement
R(y,w)=1

Computational Model
     (Representation)       

QRP

crs

Arithmetic Circuit SAT 
QAP / SAP 

over Field = Zp

PKE Power Knowledge of Exponent
 GGM Generic Group Model

Boolean Circuit SAT
QSP / SSP

over Field = Zp
PKE: Power Knowledge of Exponent

General Circuits over Rings QRP over Ring = R Augmented PKE: Power Knowledge of Encoding
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Contribution for short

[GNS21] 
Rinocchio
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Anonymous Credentials       Fairness in 
        Machine Learning
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Anonymous Credentials       Fairness in 
        Machine Learning
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Verifier Prover

Proving NP statements

f(x)=y
NP statement
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Verifier Prover

Prover solves equivalent problem instead
   x    y

   0/1

Circuit SAT
solution

Polynomial problem

Given v(x), t(x).
Find P(x) such that

P(x)t(x) = v(x)

f(x)=y
NP statement

f(x)=y
NP statement

compilation
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Verifier Prover

Evaluate solution at point s

P(x)

π  = P(s)

Polynomial problem

Given v(x), t(x).
Find P(x) such that

P(x)t(x) = v(x)
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Verifier Prover

Evaluate solution at point s

P(x)

 Enc(s)

cr
s

π  = P(s)

Polynomial problem

Given v(x), t(x).
Find P(x) such that

P(x)t(x) = v(x)
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Verifier Prover

General SNARK framework

= Σ pi

Enc(P(s))Enc(s) Enc(s2) Enc(sd) Enc(si) 

P(x) 
Encoding:

● linearly homomorphic
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Verifier Prover

General SNARK framework

Enc(s) Enc(s2) Enc(sd) 

P(x) 
Encoding:

● linearly homomorphic
● quadratic root detection
● image verification

P t(s) V
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Polynomial problem

QAP
Representation

for Circuit SAT

Encoding
scheme

 

Main Ingredients for SNARKs
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Quadratic Arithmetic Program
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QAP

Given

Find s.t.

    ...

and

   a1  a2         a3    a4           

a6

+ +

+



Example: Solution for equation Ax2 + C = 0

   C             x  A        

z2

+

+
+  z1 

+
1

out

System:

z1= A・x
z2= z1・x
out = (C + z2)・1
 
 



Indexes for wires: A=(0), C=(1), x=(2), z1=(3), z2=(4), out = (5)  

vi(r1) = 1 for i=2 wi(r1) = 1 for i=2 yi(r1) = 1 for i=3,

vi(r2) = 1 for i=2 wi(r2) = 1 for i=3 yi(r2) = 1 for i=4

   vi(r3) = 1 for i=1,4   wi(r3) = 0  for all i wi(r3) = 1 for i=5

vi(rj) = 0 for the rest wi(rj) = 0 for the rest yi(rj) = 0 for the rest

 Left inputs  Right inputs Outputs

+ +
+vi wi

yi

   C            x  A        

z2

+

+
+

r1

r2

 z1 

+ r3

1

out



Indexes for wires: A=(0), C=(1), x=(2), z1=(3), z2=(4), out = (5)  

vi(r1) = 1 for i=2 wi(r1) = 1 for i=2 yi(r1) = 1 for i=3,

vi(r2) = 1 for i=2 wi(r2) = 1 for i=3 yi(r2) = 1 for i=4

   vi(r3) = 1 for i=1,4   wi(r3) = 0  for all i wi(r3) = 1 for i=5

 Left inputs  Right inputs Outputs

+ +
+

   C            x  A        

z2

+

+
+

r1

r2

 z1 

vi wi

yi

+ r3

1

out
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R1CS for vector a =(1,A, C, x, z1, z2, out)

  

。 = V  

a W  

a Y  

a

a =(1, x, z1, z2, out)T

(A, 0, 0, 0, 0)⋅a  
  (0, 1, 0, 0, 0)⋅a  = (0, 0, 1, 0, 0)⋅a

(0, 0, 1, 0, 0)⋅a  
   (0, 1, 0, 0, 0)⋅a  = (0, 0, 0, 1, 0)⋅a

(C, 0, 0, 1, 0)⋅a  
   (1, 0, 0, 0, 0)⋅a  = (0, 0, 0, 0, 1)⋅a

  。

  。

  。

z1= A・x
     System:  z2= z1・x

out = (C + z2)・1
 

a =(1, x, z1, z2, out)T
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R1CS for vector a =(1,A, C, x, z1, z2, out)

  

。 = V  

a W  

a Y  

a

z1= A・x
     System:  z2= z1・x

out = (C + z2)・1
 

a =(1, x, z1, z2, out)T
= 

m

d
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R1CS for vector a =(1,A, C, x, z1, z2, out)

  

。 = V  

a W  

a Y  

a

z1= A・x
     System:  z2= z1・x

out = (C + z2)・1
 

a =(1, x, z1, z2, out)T
= 

m

d



Schwartz-Zippel Lemma over Fields

37



38

gs s2 sd g   g   

DLog Group 

Encodings over Fields



DLog     vs General Encoding 
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gs s2 sd g   g   Epk(s) Epk(s
2) Epk(s

d)

DLog Group Encode:

Decode: 



Quadratic root detection public

? 

?

Quadratic Root Detection - Pairings  



Publicly Verifiable      vs Designated Verifiable  

Encode:

Decode: 

Quadratic root detection public

? 

?

Quadratic root detection needs sk

E(p(s)) E(h(s))

?



Assumptions on Discrete Log Encoding for Fields

g 

s s2 sd g   g   

d-PKE     

gP gαP

= g gP Σ pis
i

gαs   αs2  αsd g   g   

  s     s2

      sd+2 
?

d-PDH    
  

g       g g   

      g g   
      s2d

       sd 



Technical Details
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SNARKs for Ring Arithmetics

Generic framework for (zk)-SNARK over Ring

✘ Circuit-SAT for arithmetic circuits over 

commutative rings: 

Quadratic Ring Programs (QRP)

✘ Suitable secure encodings over Rings 

Properties

✘ Fits FHE schemes arithmetics

✘ Designated Verifier only
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Polynomial problem

NP Representation
QRP

Computational Model 

for Ring Circuits
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Proving a Solution for Equation Ax2 + C = 0

  

。 = V  

a W  

a Y  

a

z1= A・x
     System:  z2= z1・x

out = (C + z2)・1
 

  a =(1, x, z1, z2, out)T
= 

m

d
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Polynomial Equation with Coefficients in a Ring

Necessary property over Rings for Ideals

Isomorphism for QRP soundness  ⇔  Ideals     are co-prime:



Necessary property over Rings for Ideals

Isomorphism for QRP soundness  ⇔  Ideals     are co-prime:
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Polynomial Equation with Coefficients in a Ring



Exceptional Sets: to the rescue!
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Exceptional Sets



Exceptional Sets
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Schwartz-Zippel Lemma over Rings
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Polynomial problem

Encodings

Properties

Assumptions 



Assumptions on Discrete Log Encoding for Fields

g 

s s2 sd g   g   

d-PKE     

gP gαP

= g gP Σ pis
i

gαs   αs2  αsd g   g   

  s     s2

      sd+2 
?

d-PDH    
  

g       g g   
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      s2d

       sd 



Augmented Power Knowledge of Encoding

Enc(αs) Enc(αs2) Enc(αsd) 

Enc(s2) Enc(sd) 

Enc(P) Enc(αP)

Enc(s) 

d-PKE     



56

Ring Augmented PDH Assumption

??
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Encoding Instantiation for Ring 
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Encoding Instantiation for Ring 

[FVP20] Boosting Verifiable Computation on Encrypted Data
Dario Fiore, Anca Nitulescu, David Pointcheval

✘ Significantly better choices for RLWE parameters

✘ FVP20 only supports rings with q prime → very inefficient FHE 

✘ We enable operations for plaintext packing, modulo switching

✘ We are only designated-verifier



Application: Verifiable Computation on Encrypted Data
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Apply Eval of FHE 

Verifiable Computation

π

Encryption

  data

  result



Conclusions

60

Option
s

Tale 1Tale 1 Tale 2Option
s

C
Option

s

SNARK
Background

Framework
for Rinocchio New tools

ConclusionChallenges



Conclusions

Rinocchio: SNARKs for Ring Arithmetics
✘ Circuit-SAT for arithmetic circuits over commutative rings: Quadratic Ring Programs (QRP)

✘ Better fits FHE schemes arithmetics even for q not prime

✘ Supports sub-circuits for special operations in FHE: modulo switching 

✘ Designated Verifier only

✘ Can be turned Zero-Knowledge using Context Hiding techniques

Quadratic Programs and SNARKs over fields 
✘ Lots of implementations, but they fall short in one aspect

✘ Emulating ring arithmetic on SNARKs is expensive and unfriendly to applications

✘ Today’s cost: Compilation to circuits over fields, costly preprocessing



Conclusions

Rinocchio: SNARKs for Ring Arithmetics
✘ Circuit-SAT for arithmetic circuits over commutative rings: Quadratic Ring Programs (QRP)

✘ Better fits FHE schemes arithmetics even for q not prime

✘ Supports sub-circuits for special operations in FHE: modulo switching 

✘ Designated Verifier only

✘ Can be turned Zero-Knowledge using Context Hiding techniques

Quadratic Programs and SNARKs over fields 
✘ Lots of implementations, but they fall short in one aspect

✘ Emulating ring arithmetic on SNARKs is expensive and unfriendly to applications

✘ Today’s cost: Compilation to circuits over fields, costly prepocessing

Open Questions
✘ Other Encodings over rings → publicly verifiable

✘ More efficient instantiations: Security assumptions over rings:  L-O extractable vs PKE
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