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is also in 

Position-hiding linkability for two VC schemes
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ROOTS OF UNITY

1.

2.

Sparse Lagrange and vanishing polynomials

Any u such that uN=1 is an Nth root of unity

 zH (X)=XN -1               λi(X)= (⍵i-1  (XN-1)) ((X-⍵i-1)N)-1            

H={1, ⍵, ⍵2, …,⍵N-1},       ⍵N=1

If uN=1                u=⍵something 
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Prover depends 
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Blind Qi(X), QI(X)

 Blind , (X-⍵i-1), ΠiƐ I (X-⍵i-1) 
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proofi=([a], [z], [Qi])         
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New set of roots of unity! V
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Construct f(X) of degree log(N)+6,
f(X)=Σj fj µj(X)

 Well formation

Should be ⍵i-1

f5+j  is the 2j
 th power 

of  ⍵
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 Well formation
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(b/a)N=1 !!!

Prove [z]=[ax+b]         (b=a⍵i-1)

m=1

Prove f5=b/a,    and for j = 6,...,log(N)+5       fj=fj-1 fj-1 



m>1
proofI=([CI(x)], [r1ΠiƐ I (x-⍵i-1)], [QI])



m>1
proofI=([ΠiƐ Iviτi(x)], [r1ΠiƐ I (x-⍵i-1)], [QI])



m>1
proofI=([ΠiƐ Iviτi(x)], [r1ΠiƐ I (x-⍵i-1)], [QI])

HI={⍵i-1}iƐ I 



m>1

HI={⍵i-1}iƐ I “I” unknown to the verifier!

proofI=([ΠiƐ Iviτi(x)], [r1ΠiƐ I (x-⍵i-1)], [QI])



m>1
proofI=([ΠiƐ Iviτi(x)], [r1ΠiƐ I (x-⍵i-1)], [QI])

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
aj=vi for some i, for all j

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]

proofI=([ΠiƐ Iviτi(x)], [r1ΠiƐ I (x-⍵i-1)], [QI])



m>1
proofI=([CI], [zI], [QI])

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]
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1. Set u=(⍵i-1)iƐ I but with repetitions
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The roots used in zI with 
repetitions
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2. Compute us=us-1us-1
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1. Set u(X)=Σ ⍵
i-1 µj,i(x)=Σ uj µj(x)

2. Compute us(X)=us-1(X)us-1(X) mod zV(X)

The coeficients in us(X) are the 2s power of the ujs

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]
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1. Set u(X)=Σ ⍵
i-1 µj,i(x)=Σ uj µj(x)

2. Compute us(X)=us-1(X)us-1(X) mod zV(X)

The coeficients in us(X) are the 2s power of the ujs

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

1. Set u(X)=Σ ⍵
i-1 µj,i(x)=Σ uj µj(x)

2. Compute us(X)=us-1(X)us-1(X) mod zV(X)
3. Prove ulog(N)=(1, 1, …, 1)

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
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04

1. Set u(X)=Σ ⍵
i-1 µj,i(x)=Σ uj µj(x)

2. Compute us(X)=us-1(X)us-1(X) mod zV(X)
3. Prove ulog(N)(X)=Σ 1µj(x)

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]
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proofI=([CI], [zI], [QI])
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02
03
04

1. Set u(X)=Σ ⍵
i-1 µj,i(x)=Σ uj µj(x)

2. Compute us(X)=us-1(X)us-1(X) mod zV(X)
3. Prove ulog(N)(X)=Σ 1µj(x)

All the 2log(N) th powers of the ujs are 1!

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])
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04

[zI]=[r1ΠiƐ I (x-⍵i-1)]

1. Set u(X)=Σ ⍵
i-1 µj,i(x)=Σ uj µj(x)

2. Compute us(X)=us-1(X)us-1(X) mod zV(X)
3. Prove ulog(N)(X)=Σ 1µj(x)

All the Nth powers of the ujs are 1!

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

e([zI(u(x))], [1])= e([zV], [Q2])

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

e([zI(⍵
something)], [1])= e([0], [Q2])

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

e([zI(⍵
something)], [1])= e([0], [Q2])

[zI] is well formed

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

e([C(x)]-[CI])= e([QI], [zI])

e([zI(u(x))], [1])= e([zV], [Q2])

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

e([C(⍵something)]-[CIsomething])= e([QI], [0])

e([zI(u(x))], [1])= e([zV], [Q2])

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

e([vsomething]-[CIsomething])= e([QI], [0])

e([zI(u(x))], [1])= e([zV], [Q2])

[CI] contains a subvector of v

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

e([C(x)]-[CI])= e([QI], [zI])

e([zI(u(x))], [1])= e([zV], [Q2])

e([CI(u(x))]-  [ϕ(x)], [1])= e([zV], [Q3])

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04

e([C(x)]-[CI])= e([QI], [zI])

e([zI(u(x))], [1])= e([zV], [Q2])

e([CI(⍵
something)]-  [aj], [1])= e([0], [Q3])

[u(x)] with Nth roots of unity as coefficients in {µj(X)}[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04 e([vsomething)]-  [aj], [1])= [0]

[u(x)] with Nth roots of unity as coefficients in {µj(X)}

e([C(x)]-[CI])= e([QI], [zI])

e([zI(u(x))], [1])= e([zV], [Q2])

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04 e([vsomething)]-  [aj], [1])= [0]

Everyting in a is also in v

[u(x)] with Nth roots of unity as coefficients in {µj(X)}

e([C(x)]-[CI])= e([QI], [zI])

e([zI(u(x))], [1])= e([zV], [Q2])

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]



m>1
proofI=([CI], [zI], [QI])

       01
02
03
04 e([vsomething)]-  [aj], [1])= [0]

Position-hiding linkability!!!

[u(x)] with Nth roots of unity as coefficients in {µj(X)}

e([C(x)]-[CI])= e([QI], [zI])

e([zI(u(x))], [1])= e([zV], [Q2])

[zI]=[r1ΠiƐ I (x-⍵i-1)]

[C(x)=Σi vi λi(x) ], [ϕ(x)=Σj aj µj(x)]
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