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Overview

Starting Point 

● Protocols with SNARKs 
● Security proofs: settings where extraction is problematic
● Need of new security notion: O-SNARK

Study of O-SNARKs

● Impossibility result
● Some “restrictive” instantiations from classical SNARKs
● Applications where O-SNARK is useful 
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KeyGen(λ): (sk, vk)

Sign(sk, m): σ 

Vfy(vk, m, σ): 0 / 1

Gen(λ): crs

Prove(crs, y, (m, σ)):  π

Ver(vk, y, π): 0 / 1
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PROTOCOLS:

Tool to prove knowledge -> SNARK

Main problem -> Security proofs with ORACLEs

 Our Contributions 
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SOLUTION:

New security notion -> O-SNARK 
Proof of knowledge -> Extraction 

  with ORACLEs

 Our Contributions 
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STUDY:

Impossibility -> Extraction is
     NOT feasible for 

     all ORACLEs

 Our Contributions 



   -SNARK 

Σp 

Good news:

O-SNARKs exist!
-> constructions 
-> applications

 Our Contributions 
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KeyGen(λ): (sk, vk)

Sign(sk, m): σ =Σ(m)

Vfy(vk, m, σ): 0 / 1

Gen(λ): crs

Prove(crs, (h, x), w):  π

Ver(vk, (h, x), π): 0 / 1

Signature Scheme Σ
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m = Prove( crs, ⋅ , ⋅ ) 

σ* = (σ, h, x, π) 

π = Prove( crs, (h, x), w )

query

answer

Π

Non-Existence of Extractors 

for OΣp



m = Prove( crs, ⋅ , ⋅ ) 

σ* = (σ, h, x, π) 

π = Prove( crs, (h, x), w )

query

answer

Π

((h, x), π)

O-SNARK Adversary



m
Π

query

answer

Target Collision Resistance Adversary



π = Prove( crs, (h, x), w )

((h, x), π)
Π

Target Collision Resistance 

Adversary



Non-Existence of Extractors for OΣp

Target Collision on h 



● Overcome the impossibility?

● O-SNARKs do not exist for all Oracles 

Σp 

● “Break” the adaptive power of the adversary 

Existence of O-SNARK 



Existence of O-SNARK 

Random Oracle Model
● Micali’s CS proofs are O-SNARKs in ROM

● Hash & Sign Oracles allow O-SNARKs

Standard Model
● Signing oracles with polynomial message space

● Non-Adaptive O-SNARKs: queries declared in advance



● Succinct Functional Signatures [BGI14]

● Homomorphic Signatures [BF11]

● SNARKs on Authenticated Data [BBFR15]

Applications of O-SNARK 



● Artificial counterexamples: Find “more natural” ones?

● For what classes of signature oracles O-SNARKs exist?

● Find other “benign” Oracles that allow O-SNARKs?

Open Questions



Starting Point 

● Protocols with SNARKs 
● Security proofs: settings where NO extraction
● New security notion: O-SNARK

Study of O-SNARKs

● Impossibility result for Σp

● Some “restrictive” instantiations from SNARKs
● Applications where O-SNARK is useful 
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