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SECVURITY: PROOF OF KNOWLEDGE
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OVERVIEW

STARTING POINT

e Protocols with SNARKs

e Security proofs: settings where extraction is problematic
e Need of new security notion: O-SNARK

STUDY 6F O-SNARKS

e |[mpossibility result

e Some ‘restrictive” instantiations from classical SNARKSs
e Applications where O-SNARK is useful
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EXTRACTION WITH ORACLES ?

STANDARD PROOF OF KNOWLEDGE
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OuUR CONTRIBUTIONS

PROTOCOLS:
Too\ to pvove ‘ﬁnow\eo\le -> SNARK

Main groblem -» Security proos with ORACLES



OUR CONTRIBUTIONS

SOLVTION:
New secuvity notion -> O-SWARK
Proo< o€ \ﬁnow\eo\%e -> Extvaction
with ORACLES



OUR CONTRIBUTIONS

STUDY:
Timeossibility -> Extraction 6
NOT €easible €ov
all ORACLES
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O-SNARK DEriNITION
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IMPOSSIBILITY
THEOREM

Vp(-) 3X, secure signature scheme
V O-SNARK II for NP, such that |7| < p(-),

does not satisty prootf of knowledge for oracle Oy j

Assumption: One-Way Functions (UOWHF)
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regular signing
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{ Zp COVNTEREXAMPLE SIGNATURE SCHEME

iInterpreting m as a program
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NON-EXISTENCE OF EXTRACTORS

’ For O=r
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O-SNARK ADVERSARY
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TARGET COLLISION RESISTANCE ADVERSARY

w < {0,1}* crs < Gen(1%)
hE y (sk, vk) < KeyGen(1*)

AVERY m = Prove(crs, -, -)
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EXISTENCE OF O-SNARK

o O-SNARKS do not exist €ov all Ovacles
o Ovevcome the imgossibility?

o "Oreak” the adagtive gower o€ the advevsavy




-?ﬂ EXISTENCE 6F O-SNARK

Random Ovacle Model
e Micali’s CS proofs are O-SNARKSs in ROM

e Hash & Sign Oracles allow O-SNARKSs

Standavd Model

e Signing oracles with polynomial message space

e Non-Adaptive O-SNARKS: queries declared in advance




APPLICATIONS OF O-SNARK

e Succinct Functional Signatures [BGI14]

e Homomorphic Signatures [BF11]

e SNARKS on Authenticated Data [BBFR195]




OPEN AVESTIONS

?

e Artificial counterexamples: Find “more natural” ones?

e For what classes of signature oracles O-SNARKSs exist?

e Find other “benign” Oracles that allow O-SNARKs?




SUMMARY

STARTING POINT
e Protocols with SNARKS

e Security proofs: settings where NO extraction
e New security notion: O-SNARK

STUDY oF O-SNARKS

e Impossibility result for 2-p

e Some “restrictive” instantiations from SNARKs

e Applications where O-SNARK is useful
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