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"For the Snark's a
peculiar creature, that won't

Be caught in a commonplace way.

Do all that you know,
and try all that you don't:

Not a chance must be wasted
to-day!”
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Abstract

The existence of succinct non-interactive arguments for NP (i.e., non-interactive computationally-
sound proofs where the verifier’s work is essentially independent of the complexity of the NP nonde-
terministic verifier) has been an intriguing question for the past two decades. Other than CS proofs in
the random oracle model [Micali, FOCS "94], the only existing candidate construction is based on an
elaborate assumption that is tailored to a specific protocol [Di Crescenzo and Lipmaa, CiE "08].
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15



16

Correctness and Soundness
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Extra Properties for the Proof
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SNARK with Preprocessing

\\g Gen(13, R) — (crs, vk)

\ Prove(crs,y,w) — 7 : (y,w) € R

, Verify(vk,y, ) — 0/1
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Zero-Knowledge SNARK

Succinctness
proof size independent

Zero-Knowledge
of NP witness size

does not leak anything
about the witness

Non-Interactivity
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a witness can be efficiently
extracted from the prover

Argument
soundness holds only
against computationally
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Zero-Knowledge: verifier learns nothing about witness




Zero-Knowledge

(crs, vk)

trapdoor

Simulator

/ traRdoori Y
I g
N

R
=
"

30



31

SNARKs in Confidential Transactions

Key Properties for usage in
Distributed Protocols

zero knowledge
proof of knowledge
non-interactivity
publicly verifiable
succinctness
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SNARKs in Confidential Transactions
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Drawback Preprocessing: Trusted Setup
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SNARK: Methodology
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Computation: Circuit SAT
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NP witness: Too long!
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Solve equivalent problem instead
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Solve equivalent problem instead
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Solution as big as witness for Circuit SAT
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Evaluate polynomial in one point s
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Evaluate polynomial in one point s
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The evaluation point should be hidden
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The evaluation point should be hidden
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The evaluation point should be hidden
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Encoding of evaluation point s - not enough!
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Encoding Properties
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Not Knowledge Sound
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Extraction from the proof
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Verification

Vevi€ier

Polynomial Problem

Given v(x), t(x).
Find P(x) such that
P(x)t(x) = v(x)
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Security of our SNARK

Construction

Security




Representations
COMPUTATIONAL MODELS
For SNARK
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Quadratic Arithmetic Programs

QAP
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{yi(z)}s, t()




57

Build a table to interpolate polynomials




Division property: Common Rootsr, r,

Left inputs




Quadratic Arithmetic Program
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Square Span Programs
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Step 1: Linearization of logic gates
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Step 2. Square constraint
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Step 3. Polynomial Interpolation
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Span B {xh(x)=p(x)
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Step 4. Polynomial Problem SSP
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Polynomial Problem SSP

Square
Span

Program
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Polynomial Problem SSP
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Quadratic Root Detection - Pairings
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Assumption on Discrete Log Encoding
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SNARK from SSP
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Evaluate solutionins
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Enforce Linear Span

y, o( X)), vl( x)...vm( X)

+Hx)

V(s), h(s)
Evaluate
in a point 0




Extractability?

V(s) {
Evaluate . inc(ﬁvi(sl }
in a point
| i =0,m
“ Enc(V(s))w . Enc(h(s))' ﬁnc(ﬁws)"
— VY 9 o8 9 2



Setup and Proof

| ssé-. +(x)77:“
‘\ Vv O(x),vl(x)u.vm(xT

)
|
|
:
TR
J
|
Enc(Bv,(s \
ST )
{ }=O,m [ y
Evaluate -
in a point 0 ’
\
|
}
l
|
'
|
i

C
V(s), h(s)

HH- - Enc(V(s)) Enc(h(s))
[ X X} J2A & nC(BV(S)
i nc(aV(s)' “inc(ah(s)'

’s-_—---—-,-'--—--'——'---------__. - -
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Review of the Protocol (Algorithms) 1 \\{\L
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Assumption POH: Power Diffie-Hellman
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Reduction to d-PDH
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Reduction to d-PDH
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Reduction to d-PDH
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Conclusions

SNARK Framework Construction
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