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Succinct Non-interactive ARgument of Knowledge




SNARK: Definitions and Properties

SNARK

Background
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SNARKS: Proof system

Vevi€iev Prover



Properties

Succinct Proofs Non-Interactive Knowledge Soundness




Knowledge Soundness




Knowledge Soundness
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Zero-Knowledge: verifier learns nothing about witness




Zero-Knowledge
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Zero-Knowledge SNARK

Succinctness
proof size independent

Zero-Knowledge
of NP witness size

does not leak anything
about the witness

Non-Interactivity
no exchange between

Knowledge prover and verifier

Soundness
a witness can be efficiently
extracted from the prover

Argument
soundness holds only
against computationally
bounded provers
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Usecase: Outsourcing Computation

Vevi€iev

Prover

computes
f(x)=y
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Prover claims a statement

Claim

g =1(x)

Vevi€iev
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Verifier is able to check

Vevi€iev

Covvupted
Pvover
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SNARK: Methodology

QAP
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AT T S R over Field = Zp GGM Generic Group Model
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SNARK: Methodology

QAP
{vi (%) }ito
t ( ;l")

QAP /| SAP PKE Power Knowledge of Exponent

AT T S R over Field = Zp GGM Generic Group Model

Boolean Circuit SAT




19

SNARK: Methodology
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. e QAP / SAP PKE Power Knowledge of Exponent
A 07 over Field = Zp GGM Generic Group Model
QSP / SSP

Boolean Circuit SAT PKE: Power Knowledge of Exponent

over Field = Zp
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SNARK: Methodology

QRP
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. e QAP / SAP PKE Power Knowledge of Exponent
A 07 over Field = Zp GGM Generic Group Model
Boolean Circuit SAT QSP.I SS_P PKE: Power Knowledge of Exponent
over Field = Zp
General Circuits over Rings QRP over Ring =R Augmented PKE: Power Knowledge of Encoding
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Key Steps to Build SNARKSs
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Proving NP statements

Vevi€iev

Prover
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Prover solves equivalent problem instead

Polyhomial Pr'oblem

X
compilation ¥
NP statement Given v(x), t(x).
f(X)=y <:> <:> Find P(x) such that
hES P(x)t(x) = v(x)
Circuit SAT

solution ’-‘
0/1

Vevi€ier Prover

NP statement



24

Evaluate solution at point s

Vevi€ier

Polynomial Pr'oblem

Given v(x), t(x).
Find P(x) such that
P(x)t(x) = v(x)

Prover
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Evaluate solution at point s

Vevi€ier

Polynomial Pr'oblem

Given v(x), t(x).
Find P(x) such that
P(x)t(x) = v(x)

Prover




General SNARK framework

Enc(s) A ) Enc(s? ( w Enc(s® (
e - e -

Encoding:

Vevi€ier Prover
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General SNARK framework
Enc(s) A § Enc(s? § ,4 Enc(s®
lll’ll' 'II|‘|| o0 lllil'

Encoding:

Vevi€ier

Prover
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Quadratic Arithmetic Program

{vi(2) }i, {wila) }s,
{vi(z) }i, t(x)
Find V(x), W(x),Y(z),h(x) st

Given

and t(z)h(z) =V(z)W(zx) —Y(z)




Example: Solution for equation Ax*+ C=0

[
System:

z1=A-x
Z,=2Z,"X

out=(C+z,)"1




Indexes for wires: A=(0), C=(1), x=(2), z,=(3), z,=(4), out=(5)

Left inputs

V.
i

v(r,) =1 for i=2 w(r,) =1 fori=2 y(r,) =1 for i=3,
v(r,) = 1 for i=2 w(r,) = 1 for i=3 y(r,) = 1 for i=4
v(r,) = 1 fori=1,4 w(r,) =0 foralli w(r,) = 1 for i=5

vi(rj) = 0 for the rest wi(rj) = 0 for the rest yi(rj) = 0 for the rest




Indexes for wires:

A=(0), C=(1), x=(2), z,=(3), z

Left inputs

v(r,) =1 for i=2 w(r,) =1 fori=2

=1 for i=3,

vi(r,) = 1 for i=2 w(r,) = 1 for i=3 y(r,) = 1 fori=4

v(r,) = 1 fori=1,4 w(r,) =0 foralli

( g aivi(x)> ( é a;w;(x)

w(r,) = 1 for i=5

= ( i ailYi (33))
i=0

H(ﬂf—rj)



33

R1CS for vectora=(1,A, C, x, z,, Z,, out)

z,=AX
System: < z,=z "X
out=(C+ zz)-1

a=(1,x,z,z, out)’

a=(1,x,z,z, out)’

1! 21
(A,0,0,0,0)-a~(0,1,0,0,0)-a=(0,0,1,0,0)a
(0,0,1,0,0)-a°(0,1,0,0,0)-a=(0,0,0,1,0) a
(C,0,0,1,0)-a°(1,0,0,0,0)-a=(0,0,0,0,1)-a




R1CS for vectora=(1,A, C, x, z

z,=AX
\ System Z,=2Z,"X

out = (C+z,)1

a=(1,x,z,z, out)’
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R1CS for vectora=(1,A, C, x, z

.
‘f |

‘ z,=AX
System: < z,=z "X

l.
|

N

out = (C+z,)1




Schwartz-Zippel Lemma over Fields

t(r) = H(:p —r;) (iawi(a:)xiaiwi(w)) = (iazyi(m)) = p(x)

Lemma: Let f € F[X'] be a non-zero poly.

Prlf(s) = 0] < 3°8/)
s « [F | IFl
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Encodings over Fields

DLog Grou

Enc(p(s)) = g™
P § (P
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DLog vs General Encoding

DLog Group G

. 2

Q00

g - EJ

Enc(p(s)) - gp(s). Enc p(S Epk p
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Quadratic Root Detection - Pairings

e(g'®), g"¥)) = e(gP¥), g)
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Assumptions on Discrete Log Encoding for Fields

d-PDH
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Technical Details

Challenges







Assumptions on Discrete Log Encoding for Fields

d-PDH




Review of the Protocol (Algorithms) 861 &




Security Analysis
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Reduction to PDH: Power Diffie-Hellman
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p(z) = t(x)h(z)

Enc(s?)
00

—V(z)* +1#0, but p(s)

. Enc(szd'

=0



Conclusions
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