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Prover

SNARKs: Proof system

π
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Verifier

y = f(x)



Properties

6

Succinct Proofs       Non-Interactive Knowledge Soundness



Knowledge Soundness
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Knowledge Soundness
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extractor
crs crs

Adversary
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Zero-Knowledge: Verifier learns nothing about witness



Zero-Knowledge
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Prover

≃

Simulator



Zero-Knowledge SNARK
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zk-SNARK

Succinctness 
proof size independent 
of NP witness size

Non-Interactivity 
no exchange between 
prover and verifier 

Argument
soundness holds only 
against computationally 
bounded provers 

Knowledge
Soundness

a witness can be efficiently 
extracted from the prover

Zero-Knowledge 
does not leak anything 

about the witness
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Verifier

Usecase: Outsourcing Computation

Prover

computes
f(x)=y

Task
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Verifier Prover

Claim

Prover claims a statement

y = f(x)



Corrupted 
Prover

Verifier is able to check

Verify π π
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Verifier

y’ ≠ f(x)



Publicly vs. Designated-Verifier 
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Encodings Secure
under 

Knowledge Assumptions

Target Statement
R(y,w)=1

Computational Model
     (Representation)       

QSP

crs

Arithmetic Circuit SAT 
QAP / SAP 

over Field = Zp

PKE Power Knowledge of Exponent
 GGM Generic Group Model

Boolean Circuit SAT
QSP / SSP

over Field = Zp
PKE: Power Knowledge of Exponent
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Encodings Secure
under 

Knowledge Assumptions

Target Statement
R(y,w)=1

Computational Model
     (Representation)       

QRP

crs

Arithmetic Circuit SAT 
QAP / SAP 

over Field = Zp

PKE Power Knowledge of Exponent
 GGM Generic Group Model

Boolean Circuit SAT
QSP / SSP

over Field = Zp
PKE: Power Knowledge of Exponent

General Circuits over Rings QRP over Ring = R Augmented PKE: Power Knowledge of Encoding
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Verifier Prover

Proving NP statements

f(x)=y
NP statement
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Verifier Prover

Prover solves equivalent problem instead
   x    y

   0/1

Circuit SAT
solution

Polynomial problem

Given v(x), t(x).
Find P(x) such that

P(x)t(x) = v(x)

f(x)=y
NP statement

f(x)=y
NP statement

compilation



24
Verifier Prover

Evaluate solution at point s

P(x)

π  = P(s)

Polynomial problem

Given v(x), t(x).
Find P(x) such that

P(x)t(x) = v(x)
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Verifier Prover

Evaluate solution at point s

P(x)

 Enc(s)

cr
s

π  = P(s)

Polynomial problem

Given v(x), t(x).
Find P(x) such that

P(x)t(x) = v(x)
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Verifier Prover

General SNARK framework

= Σ pi

Enc(P(s))Enc(s) Enc(s2) Enc(sd) Enc(si) 

P(x) 
Encoding:

● linearly homomorphic
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Verifier Prover

General SNARK framework

Enc(s) Enc(s2) Enc(sd) 

P(x) 
Encoding:

● linearly homomorphic
● quadratic root detection
● image verification

P t(s) V
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Polynomial problem

QAP
Representation

for Circuit SAT

Encoding
scheme

 

Main Ingredients for SNARKs
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Quadratic Arithmetic Program
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QAP

Given

Find s.t.

    ...

and

   a1  a2         a3    a4           

a6

+ +

+



Example: Solution for equation Ax2 + C = 0

   C             x  A        

z2

+

+
+  z1 

+
1

out

System:

z1= A・x
z2= z1・x
out = (C + z2)・1
 
 



Indexes for wires: A=(0), C=(1), x=(2), z1=(3), z2=(4), out = (5)  

vi(r1) = 1 for i=2 wi(r1) = 1 for i=2 yi(r1) = 1 for i=3,

vi(r2) = 1 for i=2 wi(r2) = 1 for i=3 yi(r2) = 1 for i=4

   vi(r3) = 1 for i=1,4   wi(r3) = 0  for all i wi(r3) = 1 for i=5

vi(rj) = 0 for the rest wi(rj) = 0 for the rest yi(rj) = 0 for the rest

 Left inputs  Right inputs Outputs

+ +
+vi wi

yi

   C            x  A        

z2

+

+
+

r1

r2

 z1 

+ r3

1

out



Indexes for wires: A=(0), C=(1), x=(2), z1=(3), z2=(4), out = (5)  

vi(r1) = 1 for i=2 wi(r1) = 1 for i=2 yi(r1) = 1 for i=3,

vi(r2) = 1 for i=2 wi(r2) = 1 for i=3 yi(r2) = 1 for i=4

   vi(r3) = 1 for i=1,4   wi(r3) = 0  for all i wi(r3) = 1 for i=5

 Left inputs  Right inputs Outputs

+ +
+

   C            x  A        

z2

+

+
+

r1

r2

 z1 

vi wi

yi

+ r3

1

out
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R1CS for vector a =(1,A, C, x, z1, z2, out)

  

。 = V  

a W  

a Y  

a

a =(1, x, z1, z2, out)T

(A, 0, 0, 0, 0)⋅a  
  (0, 1, 0, 0, 0)⋅a  = (0, 0, 1, 0, 0)⋅a

(0, 0, 1, 0, 0)⋅a  
   (0, 1, 0, 0, 0)⋅a  = (0, 0, 0, 1, 0)⋅a

(C, 0, 0, 1, 0)⋅a  
   (1, 0, 0, 0, 0)⋅a  = (0, 0, 0, 0, 1)⋅a

  。

  。

  。

z1= A・x
     System:  z2= z1・x

out = (C + z2)・1
 

a =(1, x, z1, z2, out)T
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R1CS for vector a =(1,A, C, x, z1, z2, out)

  

。 = V  

a W  

a Y  

a

z1= A・x
     System:  z2= z1・x

out = (C + z2)・1
 

a =(1, x, z1, z2, out)T
= 

m

d
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R1CS for vector a =(1,A, C, x, z1, z2, out)

  

。 = V  

a W  

a Y  

a

z1= A・x
     System:  z2= z1・x

out = (C + z2)・1
 

a =(1, x, z1, z2, out)T
= 

m

d



Schwartz-Zippel Lemma over Fields
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gs s2 sd g   g   

DLog Group 

Encodings over Fields



DLog     vs General Encoding 
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gs s2 sd g   g   Epk(s) Epk(s
2) Epk(s

d)

DLog Group Encode:

Decode: 



Quadratic root detection public

? 

?

Quadratic Root Detection - Pairings  



Publicly Verifiable      vs Designated Verifiable  

Encode:

Decode: 

Quadratic root detection public

? 

?

Quadratic root detection needs sk

E(p(s)) E(h(s))

?



Assumptions on Discrete Log Encoding for Fields

g 

s s2 sd g   g   

d-PKE     

gP gαP

= g gP Σ pis
i

gαs   αs2  αsd g   g   

  s     s2

      sd+2 
?

d-PDH    
  

g       g g   

      g g   
      s2d

       sd 



Technical Details

42

Option
s

Tale 1Tale 1 Tale 2Option
s

C
Option

s

SNARK
Background

Framework ConclusionChallenges
from QAP 



43

Polynomial problem

Encodings

Assumptions 



Assumptions on Discrete Log Encoding for Fields

g 

s s2 sd g   g   

d-PKE     

gP gαP

= g gP Σ pis
i

gαs   αs2  αsd g   g   

  s     s2

      sd+2 
?

d-PDH    
  

g       g g   

      g g   
      s2d

       sd 



Review of the Protocol (Algorithms)

SSP

crs

B 
ĤŴ

W H
π  =

 

α

α
β

t(s)

HĤ

Ŵ W
B W

H W W  – 1
45
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Security Analysis
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d-PDH     

Enc(s2) Enc(sd ) Enc(s2d) Enc(sd+2) 

Enc(sd+1)

Reduction to PDH: Power Diffie-Hellman

Enc(s) 
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Security Reduction: Cheating Strategy Solve 
d-PDH

Cheating
Proof

π

H
B 

Ŵ Ĥ
 =
 

W

h1 h2 hd 

V1 V2 Vd V(x)

h(x)
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Security Reduction: Cheating Strategy Solve 
d-PDH

Cheating
Proof

π

H
B 

Ŵ Ĥ
 =
 

W

V(x) h(x)
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Polynomial Division does not Hold

Cheating
Proof

H
B 

Ŵ Ĥ

W

V(x) h(x)

 – 1
H W2Enc(t(s))

π  =
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Not in the Proper Span

Cheating
Proof

H
B 

Ŵ Ĥ

W

V(x) h(x)

B
β

W

π  =
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

crs

d-PDH    
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

crs

d-PDH    
  

x α
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

crs

d-PDH    
  

SSP
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

crs

d-PDH    
  

SSP

Enc(βvi(s)) 
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

crs

d-PDH    
  

SSP
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

d-PDH    
  

B 
ĤŴ

W H

crs
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

d-PDH    
  

B 
ĤŴ

W H

V(x) h(x)

crs
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

d-PDH    
  

B 
ĤŴ

W H
V(x)

h(x)crs
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Enc(s) Enc(s2) Enc(sd) 

Enc(s2d) Enc(sd+2) 
?

d-PDH    
  

B 
ĤŴ

W H
V(x)

h(x)crs
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Enc(s2) Enc(sd) Enc(s2d) Enc(sd+2) 

Enc(sd+1) 

Enc(s) 

d-PDH    
  



Conclusions
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Conclusions

crs
Pre-Processing: 
(crs: common reference string)

✘ Secret coins

✘ Expensive

✘ Subversion 

Subversion-Resistant
Protocols

✘ Updatable crs
✘ Verifiable crs



TîAĎK ÿõĕ 



Credits

65

Special thanks to all those who made and released these resources 
for free:

✘ Presentation template by SlidesCarnival
✘ Illustrations by Disneyclips, Iconfinder and Flaticon

http://www.slidescarnival.com/
http://www.disneyclips.com
http://www.iconfinder.com
https://www.flaticon.com/

