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The Bare Necessities o a Cloud User

(In times of Pandemics)
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Motivational Tale:
The Bare Necessities of a Cloud User

(In times of Pandemics)
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Client User delegates its personal data
to a symptom tracking app




User delegates its symptoms
Server computes diagnosis
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So many benefits!

Client User receives diagnosis
Happy to hear he is healthy
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Untrusted Server
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What can go wrong? Data can be stolen

—

Client Confidential data is exposed
symptoms
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What can go wrong? Results can be modified

f(data)?y

Client Results are not guaranteed to be correct Server
diagnosis
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Solution for Privacy of Inputs

[ Data Privacy ]

data —

Encryption
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(Fully) Homomorphic Encryption

Data Privacy

o — >

Homomorphic Encryption

X Privacy of inputs

X Malleability of data

X Privacy of output

Server

[Gen09,BV11,BGV12, GSW13,CGGI16, CKKS17...]
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Proof Systems for lazy clients

SNARKSs
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[ Data Privacy ]




Outline

Private VC Building Blocks Technical

Goals Polynomial Commitments Challe Nnges
Strategy CaP zk-SNARKSs










|dea: Exploit the specificity of FHE ciphertexts
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FHE: Ciphertexts = Polynomials (ring-LWE, [8v11))




Circuit over ciphertexts / over plaintexts

PP, P, P, 3




Arithmetic Circuit over Polynomials

F(x) G(x) P(x) Q(x) Po 9o Py Gy Py O

O(d) scalar
additions

i
RE gl
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Arithmetic Circuit over Polynomials

F(x) G(x) P(x) Q(x) ~ d? scalar multiplications

& reductions modulo R(x)of deg d
Ry = Zq[x]/ R(x)




Arithmetic Circuit over Polynomials

F(x) G(x) Px) Qx)

O(d) scalar
additions

4

O(d?) scalar multiplications

~ O(dlogd) for large d
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Challenge: Circuit over Polynomials

n inputs
A

Fx) G(X)  P(x) Q(x)

e O(n -d)
scalar additions
) &
m
X gates @ O(m-d-log d)

scalar multiplications

*for polynomials of degree d 7

T(x)
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F(x) G(x) P(x) Q(x)

F(x),G(x),
P(x),Q(x)

CRq \k
T(x)
‘

[ Encrypt the Data] —




Compress Circuit over Polynomials

n inputs
A

Fx) GX) P(x) Q(x) F(k) Gk) P(K) Q(K)

r

C]Rq = CZq
m < H(Xx) S(x) —)
X gates
evaluate
in k

T(k
T(x) (k)
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Prove Circuit over Scalars & Evaluation in k

n inputs
A

Fx) G(X)  P(x) Q(x)

CRq = C(Zq

S(x) +

evaluate
in k

H(x)

T(x)




30

Commit & Prove Evaluation

O B O WO

F) G P(X) Q(x)

H(x ! gs(x) |Z(xy | V(y) ; ;

T(x)
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Our Techniques

Building Blocks

Polynomial Commitments
CaP zk-SNARKs
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Polynomial Commitments

F(x) G(x) Px) Qx)

S(x)

H(x)

T(x)

Input

= -

P(x)

Commit(P)
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Polynomial Commitments - hiding inputs

F(x) G(x) Px) Qx)

Input

T(x)

Commit(P)




Multi-Polynomial Commitments

F(x) G(x) Px) Qx)

Commitments Single bi-variate
Comm

T(x)
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Multi-Polynomial Commitments

F(x) G(x) Px) Qx)

Commitments Single bi-variate
Comm

- Z(x,y)

Z(x,y) = F(x) + G(x)y + T(x)y* + P(x)y> + Q(x)y*

T(x)
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Commit & Prove Evaluation

F(x) G(x) Px) Q(x)

S(x)

—>

H(x)

T(x)
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Commit & Prove Evaluation

O B O WO

F) G P(X) Q(x)

H(x ! gs(x) |Z(xy | V(y) ; ;

T(x)
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Many Evaluations = Partial Evaluation

F(x) G(x) Px) Q(x)

Z(x,y) = F(x) + G(x)y + P(x)y* + Q(x)y*

T(x) V(y)=f+gy+py?+qy?
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Many Evaluations = Partial Evaluation

F(x) G(x) Px) Q(x)

Z(x,y) = F(x) + G(x)y + P(x)y* + Q(x)y*
Z(k,y) = F(k) + G(k)y + P(k)y? + Q(k)y*

T(x) =V(y)=f+gy+py?>+qy?



Proof of Many Evaluations

F(x) G(x) Px) Q(x) f
m

|
S(x) Z(x,y) -+ I Vi(y) H
ﬂ Z(k.y) = V(y)

T(x) t

H(x)
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Proof of Many Evaluations

F(x) G(x) Px) Q(x)

) S(x)

CaP SNARK

"
I V(y),
h

H(x

”
| Z(x.y)

T(x)
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Reuse the same commitment

[CFQ19] Modular
Commit-and-Prove
(LegoSNARK)




> - Protocols & Fiat-Shamir Heuristic

Z(k)y) = V(y)
P: Commits to polynomials P: Commits to polynomials X based on the SDH and PKE assumptions
V: Sends random point P: Queries point to RO X non-interactive and zero-knowledge
P: Prove the evaluation P: Prove the evaluation X evaluations are committed (never opened)

| i S S S S S S S S S S S S S S S S S S S S S S S i — -
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Reuse the same commitment

[CFQ19] Modular
Commit-and-Prove
(LegoSNARK)




CaP zk-SNARK for Arithmetic Circuits

CaP SNARK
[CFQ19]
CRS for QAP
et i Quaderatic Arithmetic Programs LegoGro16
UAC - GKMMM 18 Universal, circuit-independent, LegoUAC

updatable CRS
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Review of Contributions

Technical
Challenges
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F(k) G(k) P(k) Q(k

F(x),G(x),
P(x),Q(x)
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Review of contributions

Verifiable
Computation

with
Privacy
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Thank you!

eprint.iacr.org/2020/132
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