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Inner Product VC

Inner Product of a committed vector with a public vector
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Distributed Ledger
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| Contributions

e Framework to add Properties from Homomorphic LVCs

e Unbounded Aggregation & Updatability with static keys

e New simple constructions for Inner-Product Vector Commitments
e Special Subset Openings and Subset opening with Efficient Verifier
e Maintainable Tree-based construction from any LVC

e Trade-offs for the prover with flexible Space and Time savings

e All this with reusable Setup “powers of tau”

.......................................................................................................



LVC Algorithms

\\g KeyGen(A, n) — (ck, vk)




KeyGen(A, n) — (ck, vk)

Commit(ck, v) — (C, aux)
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Inner Product of a committed vector with a public vector
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Inner Product of a committed vector with a public vector
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Inner Product of a committed vector with a public vector
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Q Verify(vk, C, b,y, n). [A(X) B(X) =y X" + H(X) X" + R(X) ] [Q(X) - XR(X)]
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Range Subset

[a =a,a,a, ... an] —— AX)=art a2X+a3X2+ ..a X"
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+ H(X) Xmm + R(X)

:0pen a, — A, ] 7 [[H(T)]l' R, ]

deg(R(X)) < n-1
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LVC comparison

fiF* > F

[LRY16] n X X X v

2
(LM19] SVC n key X v X
LVC né key X v v
Pointproofs n key cross & one-hop v X
[CFG+20] 1 hint same & incremental v X
Our Monomial n key-less cross & unbounded v v
Our Lagrange n key cross & unbounded v v
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- Pairing-based VC

(airing-Based VC _ - (ree-based solutions

[KZG10], [CF13],[LM19],/[GRWZ20],[TAB+20] , [Merkle Trees, Hyperproofs, Verkle Trees]

Advantages:
- constant-size openings
- constant-time verification
- aggregatable

Downsides:
- log-size openings
- log-time verification
- non-aggregatable
Downsides:

- linear prover: no tradeoffs
- trusted setup

Advantages:
- linear prover: tradeoffs
- transparent setup

- linear parameters = pou!wd on vector size - independent parameters
- updates: hard to maintain proofs \ maintainability for proofs




Tree-based

Ideas:
tree with maintainability for proofs
generic for any VC m
any arity k vs. binary

o tunethe tradeoff

o dimension n=mk: /_'{ ][ ][ ]}'x
- store melements

- paylog minsize/prove time
- updateallinlogm

- reusable trusted setup (Groth16)

- from multivariate polynomial to univariate




Hyperproofs Trees

[SCP+22] Hyperproofs: Aggregating and Maintaining Proofs in Vector Commitments
Srinivasan, Chepurnoy, Papamanthou, Tomescu, Zhang, USENIX22

e Using Multi-Linear Trees
[PST13] Signatures of Correct Computation, Papamanthou, Shi, Tamassia, TCC13
+ Homomorphic

+ Efficient updates
+ |IPA-friendly

[BMM+] Proofs for Inner Pairing Products and Applications, Biinz, Maller, Mishra, Tyagi, Vesely
o Subvector proofs

o Proof aggregation
- Trusted setup
- Linear size public parameters
- Subvector proofs are 54 KiB

Operation Cost

Commit nG,
Compute all

proofs nlog(logn) G,
Update digest 1G,

Update all

proofs logn G,
Verify 1 proof lognP
Aggregate b blogn

proofs / Verify (G,+G,+P)




Trade-off
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What's next? *

e Transparent Setup Vector Commitments

e Functional Vector Commitments for larger classes of functions
e Post-Quantum Vector Commitments with same properties

e Argument of Knowledge of Openings - in progress

e Structure-Preserving Vector Commitments

e Recursivity for the tree-based construction
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Vector Commitments Project
cryptonet.org



https://cryptonet.org/projects/vector-commitment-research
https://cryptonet.org/about
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