& |

R1CS instances efficiently

Joint work with
Nikitas Paslis, Carla Rafols






Succinctness

- proof size independent
(sublinear) of NP witness size
- fast verification

Zero-Knowledge
does not leak anything
about the witness

Non-Interactivity
no exchange between
prover and verifier

Argument
soundness holds only
against computationally
bounded provers

Knowledge Soundness
a witness can be efficiently
extracted from the prover



Recent zk-SNARK research
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) Practical Universal setu : [Nova
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- pairings
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Applications



Blockchain scaling

ZK Roll-ups

- instead of posting all transaction data on-chain

- execute tx using off-chain computation

- asummary of the state changes is published to
the chain and verified

Transactions
A — B, 5 Coins
C — D, 10 Coins

.
-------------------------------------------------------------------------------------------------------



Blockchain

ZK Roll-ups

.
.
.
.
.
.
.
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.
.
.
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.
.
.

- instead of posting all transaction data on-chain

- execute tx using off-chain computation

- asummary of the state changes is published to
the chain and verified

SNARK 7 proves the correctness of the changes
Statement: state changes proposed by the layer
2 are correct,
i.e. are the result of the execution of the given
batch of transactions
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.

Blockchain scaling |

ZK Roll-ups )

Prove multiple instances:
- correctness of the execution of batch of tx
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ZK Roll-ups

Example 100 Tx

Naively: generate state transition proof once all 100 Tx
are submitted — long delay

Proving is
slow

e
ﬁfﬂ ﬁ
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ZK Roll-ups ~N
Periodically provide proofs for valid transaction batches tx1

tx2

tx3

txn

Blockchain scaling | %
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ZK Roll-ups ~N
Periodically provide proofs for valid transaction batches tx1

tx2

tx3

Verify is ‘ txn
slow

Blockchain scaling | %

11



Side Chain
Layer 2

tx1, tx2, tx3 ... tx_n

g
Main Chain ‘  ——
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Different Strategies

Multiple instances to prove



Naively

Prove

Prove

Prove

Prove

Prove
- >

Multiple instances to prove

Tﬂ I |




. I;r-ove )
e —~ ﬁc\

Multiple instances to prove



Verify

Prove

Prove

Prove

Prove

- Prove
- -
o

Multiple instances to prove

Tﬂ I |



Aggregation

Prove

>
Prove

)

s

>
Prove

—l
>

Aggregate
Prove
Prove /
-

Multiple instances to prove

I
,

I




Aggregation

Prove

>
Prove

)

s

A

Aggregate
Prove J9re9 \
N . Fast Verify
Prove
==

Multiple instances to prove

>
Prove

I
,

I




 Recursion

Prove one
=
Prove on top

>

recurse

R

Multiple instances to prove



Recursion

recurse

i;' ) N
Prove one ﬂ_\\
- . _%‘e
Prove on top ﬂ

Multiple instances to prove

Prove on top




Recursion

Prove one
—

)

Prove on top

—>

Prove on top

[

Multiple instances to prove







4
— SNARK

Fold ___g~ Proveone
e

J— T no proof

Multiple instances to prove

A

=) |




SNARK



Aggregation

Prove

>
Prove

)

s

>
Prove

—l
>

Aggregate
Prove
Prove /
-

Multiple instances to prove

I
,

I




Distributed storagq

Storage Providers

Proof of Storage

- onboard storage capacity g Block n
- earn block rewards
- regularly prove the storage
= Provers
Nodes in network
Block n+1

- ensure datais being stored,
maintained, and secured
- need to check proofs of space

= Verifiers




storage

ﬁ Proves 32GB V submit on chain
= -

unit1

!

Proves 32GB

Block




Snark Pack |

SnarkPack: Practical SNARK Aggregation Nicolas Gailly, Mary Maller, Anca Nitulescu

e Size is logarithmic as well as verification time
e Prover overhead Block n

p
Unit 32 GB
\(10 SNARKS)

Aggregated Proof

p
Unit 32 GB
\(10 SNARKS)

Block n+1

p
Unit 32 GB
\(10 SNARKS)

.
-------------------------------------------------------------------------------------------------------



Snark Pack

y— @
/7
7

Grothi6: \Verifier-only algebraic checks (pairings)

proofs for same relation — extension to different
relations

Extension to other SNARKS:

Main blocker: Random Oracle in Universal SNARKS
aFlonK - Requires ahead coordination between
provers!

Transparent Aggregation: \X¥/hat about
Aggregating SNARKSs without a trusted setup?


https://eprint.iacr.org/2022/1352.pdf

SNARK Recursion



Recursion

Prove one
—

)

Prove on top

—>

Prove on top

[

Multiple instances to prove




______ |VC ___________________________________________________________________________ %

Incremental Verifiable Computation




...... |VC ___________________________________________________________________________ %

Incremental Verifiable Computation

.......................................................................................................



Recursion

Inner SNARK Outer SNARK
WITNESS
PROVER " PROVER
CIRCUIT “\1\"35
PROOF TT 4 PROOF Tt
’oqp\’ T

VERIFIER VERIFIER

34



Proof Recursion

-

\_

[ Verify(x, m,)

4 (x,w)

Y

\

\

\

k SNARK T, )

\_

SNARK T,

v

SNARK T
n

/

IC

Verify1|

?

Verification Runtime

|Verify| = 2|C

= 2|C

SNARK|

SNARK|



Proof Recursion

-

\_

[ Verify(x, m,)

4 (x,w)

Y

\

\

\

k SNARK T, )

\_

SNARK T,

v

SNARK T
n

/

IC

IC

Verify2

Verify1

?

Verification Runtime
|Verify| = 2|C

SNARK|

| - 2|CSNARK|

- _ 2
| = 2|CVerify1| =2 |CSNARK|



|_|nearverﬁcat|gnl 0o %

|C | = 2|C

Verify1 SNARKI

= Y-
lCVerifyzl - 2|CVerify1| =2 |CSNARK|

= =23
D ICVerify3| B 2|CVerify2| =2 |C5NARK|

.......................................................................................................
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;""'Sublinear Verfication
: Groth16
{1 o i)




Proof Recursion %

Verification Arithmetization
Verify = curve operations Outer snark

4 A 4 )

" o4
C F, > .
E(F,) Verify(x, m,)
Prover #E(Fp) =q Operations in F,,
\_ EF) 7—’

INnner snark

Groth 16



Proof Recursion %

\

INnner snark (

- N Outer snark
. m, . Verify(x, m,) d
o o
" E(F,) Operations in [,
EF,) =
Prover #B(Fp) =g Prover works on Circuits over [F

\_EE) )
\_ J




Proof Recursion

INnner snark

Ty
>
E(Fy)
#E(Fp) =q
P=q

Dlog is easy to solve (

-

Outer snark

\

[

Verify(x, m,)

Operations in [,

<

\_

Prover works on Circuits over IFq

J

?



E'(Fg)

Outer

curve

#E,(Fq) =p

Verify in I,

Verify in ),

T T
. . .0
Circuits over Circuits over 'y,



E'(Fg)

N? Outer
efficient curve

pairings

#E,(Fq) =p

Verify in I,

Verify in ),

s - T
Circuits over Circuits over 'y,



Atomic Accumulation

Back to Linear Verfication



Atomic Accumulation




Atomlc Accumulation

- E S o S S S o . .y,

Accumulator
Defer Hard Verification ]
\

———————————

=
H118




Atomlc Accumulation

- E S o S S S o . .y,

x;=C(x;,)
>

(g
H115

———————————



Atomlc Accumulation

- E S o S S S o . .y,

|
e t%?\
x.1|
II } C
I
I
I
I
I
I
I
[

x;=C(x;,)
>

4

acc,_, Accumulator acc,
\Iﬁ >
\ Defer Hard Verification ]
\

———————————




Atomic Accumulation

g o s o e e e e e .

7 RN
,/ SNARK Prover \|
| 4 ) l
x. | |
-1
1 > C |
| |
l"  Lr_____Y____ I
' |
. .
1 »| Verify < : |
: \__ \ !
' |
' |
acc,_! Accumulator |
uﬁ . . I
\ Defer Hard Verification ]
\ /

IVC Verifier

G I I S S S S s s .

Decider




Atomlc Accumulation

- E S o S S S o . .y,

(g
H115
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Split Accumulation




Split Accumulation

NARK:
[m'ens] = O(|cl)



Split Accumulation

NARK Prover

Accumulator
e
Defer Hard Verification




Spllt Accumulatlon

/ NARK Prover \

4 h

Accumulator

Defer Hard Verification
& Reading long proof /

A
2|*E
Q 3
(V
3
-
2
Rl




Spllt Accumulatlon

/ NARK Prover \

4 h

Accumulator

Defer Hard Verification
& Reading long proof /

A
SN
Q 3
(V
3
-
2
Rl A\

IVC Verifier

Decider




Recursion overview

Recursion

. Overhead Examples
technique
Naive Read whole proof, run full verifier Plonky2, recursive STARK,
recursion Defer nothing Fractal
Atomic Read whole proof, run partial verifier, Halo/Halo2, IBCMS20]

Accumulation

Defer hard verification

Split
Accumulation”

Read partial proof, run partial verifier,
Defer hard verification and reading whole proof

[BCLMS21] Proof-Carrying
Data without Succinct
Arguments

*also called folding




Folding Schemes

NARK Prover

4 )
C
g Why do we need a Prover if

> | proof| = |witness|?
Verify
\_ \/




Folding Schemes

NARK Prover

4 )
C
g Why do we need a Prover if

> | proof| = |witness|?
Verify d
\_ \/
|dea: Fold

directly the
witness!




Recursion overview

Recursion

. Overhead Examples
technique
Naive Read whole proof, run full verifier Plonky2, recursive STARK,
recursion Defer nothing Fractal
Atomic Read whole proof, run partial verifier, Halo/Halo2, IBCMS20]

Accumulation

Defer hard verification

Split Read partial proof, run partial verifier, [BCLMS21] Proof-Carrying

Accumulation” Defer hard verification and reading whole proof Data without Succinct
Arguments

Folding Schemes | Read unproven instances-witness, compress them Nova

Defer proving

*also called folding







ﬁ Prove one q
o

no proof

Multiple instances to prove






What are they?
- characterization of NP: it can represent the
verification algorithm of arbitrary NP languages
- widely used for SNARKs
- capture arithmetic programs

How to define R1CS?
- A-zoB:-z=C-z where z=(x, w)

- any arithmetic circuit has a R1CS: each constraint
corresponds to one logic gate




" R1CS Instances

Example: Solution for equation 2x>-8 =0

z=(1,x, w,, w,, out)’

(21 Ol 0! Ol 0)z° (011101 OI 0)Z=(0, 0! 1lol O)Z
(0,0,1,0,0) -z (0,1,0,0,0):2=(0,0,0,1,0) 2

(-8l Ol 01110).z° (1'01 Ol 0' 0)z=(0, 0’ Ol 011)2

Az |c|Bz |=C-Zz




~Multiple Instances

e



..............................................................................................

~Multiple Instances

e

. | ¢(R1CS +r-R1CS )
re [A-zz]o[B-zz]=C-z2 '
E .

g not R1CS



..............................................................................................

Multiple Instances

e

\ +(R1CS +r-R1CS )

re [A-zz]o[B-zz] =C-z,
B\ ’

) ;
not R1CS
AZOBZIA(Zl+T"ZQ)OB(Z1+’I"Z2) R

= AZ1 OBZ1 +7r- (AZl 0.BZz +AZQ OBZI) +7"2 $ (AZzOBZQ)

£CZ.




Relaxed RaCS

Nova: Recursive Zero-Knowledge Arguments from Folding Schemes - Kothapalli, Setty, Tzialla

z=(1,x,w) s.t.
[A-z]o [B-z] =C-.z

R1CS




Relaxed RaCS

Nova: Recursive Zero-Knowledge Arguments from Folding Schemes - Kothapalli, Setty,Tzialla

R1CS

relaxed R1CS




Relaxed RaCS

Nova: Recursive Zero-Knowledge Arguments from Folding Schemes - Kothapalli, Setty,Tzialla

R1CS

relaxed R1CS




.
.
.
.
0

Relaxed Ra1CS




Relaxed RaCS

.
.
.
.
0




Relaxed RaCS

2w G R

[A (z+rz%)] [B (z+rzz)]

Z

=(utru,)C-(z,+rz,) +e

AZoBZ =AZ oBZ,+r -(AZy0BZy+ AZyo BZ)) + 1> - (AZy 0 BZ>)

= (u1CZ1 + E)) +r-(AZy0oBZy + AZy 0 BZ1) + 12 - (usCZy + Ey)
) =(up+r-u) -C(Z1+rZ3)+E E
e, — uCZ_|_E_ ............ .



Committed Relaxed RiaCS

Nova: Recursive Zero-Knowledge Arguments from Folding Schemes - Kothapalli, Setty, Tzialla

instance = (u, x, [e], [w]) [e] = Com_,(e)
witness = (e, w) s.t. [w]=Com_(w)

and for z = (U, X, e, W)

(A-z]o[B.z|=uC-zve

.......................................................................................................
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Prover @

= xzauz, [ez]la [wz]l)) w; = (W'uez

z; = (X4, Ui, [€s]1, [wi]1)

= (ui,x; ,w; )"
t =Az 0Bzy + Azy 0 Bz,

— ’U,1CZ2 — ’U,2CZ1

[t]: = Comck(pp, t) [t]1

e=-ei+xt +x’ez

W = Wi + XW2

x < F

lel1 = [ea]s + x[t] + x*[e2]s
[w] = [wi]1 + x[w2]s
U = U1 + XUu2

X = X1 + XX2

z = (u,x, [e]1, [w]1)



of Folding



FFFFFFF

(W)
(W)

> Prover Verlﬁer

x,w) satisfies -R1CS

.......................................................................................................




(x,w) satisfies -R1CS




Spartan for CR-R1CS

transparent setup

sumcheck — very efficient prover
logarithmic proof size
adaptation to commit-and-prove




R1CS

- only arithmetic gates
- one constraint per multiplication gate
- addition gates come for free

Plonkish

- arithmetic circuits + custom gates
- constraints for addition and multiplication

- permutation constraints (copy constraints)
- lookup tables

- generalization of the two




Nova Generalizations

Sangria - Nova for Plonk arithmetization
- verifier's work is constant in the depth of the circuit other
- constants are worse than in Nova constraint

SuperNova - generalized Nova systems

- different functions at every step
- the cost of proving a step is proportional only to the

circuit size for that step

HyperNova - folding with sum-checks ProtoStar - Improves HyperNova
- customizable constraint systems (CCS) - supports lookups with smaller
- supports lookups overhead
- sum-check protocol for high-degree - sum-check protocolis not

constraints polynomial required.



FLIP &



FLIP & Prove

e Size is logarithmic as well as verification time
e Reduced Prover time: no FFTs, no cycles of curves

\@ .

Prove

—
H



https://eprint.iacr.org/2024/1364.pdf
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Back ground




Vector Commltment ............ E

-------------------------------------------------------------------------------------------------------



vector Commltment ............ E

Target-Group Commitment
bt et —

-------------------------------------------------------------------------------------------------------




..............................................................................................

Commitment

KeyGen( A n) —cki 1], [<],, [#*],, ... [="],

Target-Group Commitment

|>\/<| —> C=e([A], I, )e(A, ], [2,). . eA L[,)

.......................................................................................................
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Prover ﬁ Verifier

X«L, Us, [61,]17 [wz]l)) w; = (w’uez Ty = (Xi,’U/i, [ei]h [wz]l)

Z; = (ui,x;r,w;r)T
=Az; 0Bz, + Az, /2 0 Bz;
— Uiczi+u/2 - ui-{-u/ZCZi
Compute:

[t = 66?"(&» ti;re,), Ty — ]FE;

v/2-1 v/2—1
[Tilr = ) e(til, [yil2); [Trlr = Y e(ftu/asilt, Wv/2+il2)
i=0 i=0
v/2—-1 v/2—1
[ELR]T = Z e([e‘i]17[yr//2+i]2); [ERL]T = Z e([e,,/2+i]1,[y,-]2)
i=0 i=0
v/2—1 v/2—1
(Werlr = Z e([wil1, [qv/2+i)2); [WrL]T = Z e([wy 244)1, [qi]2)

C= {[TL) Tr,ELR, ErL, WLR, WRL]T}




Prover ﬁ

xza Us, [61,]17 [wz]l), w; = (Wuez (X“ul, [ez]la wz]l

Compute: Compute:
[E'lr = [Blr + o *[BELg|r + o[TL]r + o '[Tr|r + o’ [ERrL]
W]t = [W]r + a ' [Wik]|r + o[WrL]r
X; = X; + OXity /2, u; = u; + Uiy /2
w; = w; + OWity /2, Ty = FPw; + 0w, /o
e; =e; +at; + a2e,—+u/2,re§ =Tre; +ary + a2rei+V/2
leilr = [es]r + afti]i + &®[eirn/2)1
[wil1 = [wil1 + a[wity)2)
[ilz = [wil2 + a_2[yi+u/2—1]2
[gi)2 = [@i]2 + & [Giyuy2—1]2

Set: Set:
& = ([W'lr, [E'r, {(ui, %) Y257 ? = ((W'lr, [E]r
War = {(([e,']l’ [’w:]l) (w:s eg7rw’. s re'))} {(u:’x:)}:43_1

pk, /o = (Ck NAPXS G"/Q, [d]2 € G"/Z)



Linear Verifier

g W =(W1, W2, ... Wh) - Wi
- S (o >

Linear verification




Solution: Structured Setup

> Logarithmic verification for
; 0eo folding commitment key ck

W =(Wi1, W2, ... Wh)

.......................................................................................................




Solution: Structured Setup

é Logarithmic verification for
cee folding commitment key ck

- > - ---»u

.......................................................................................................

W =(Wi1, W2, ... Wh)



Final Instance



“roving FLIP

W"
Ck"

E”

Ck"

[e] = Com , (e)
[w] = Com_, (W)

Committed Relaxed RaiCS

/for z=(u,x,e, w)

[A-z ]O[B.z ] —uC-z+e

.......................................................................................................




“roving FLIP

W"
Ck"

E”

Ck"

[e] = Com_, (e

[w] = Com_(

Committed Relaxed RiCS

/for z=(u,x,e, w)

[A-z ]O[B.z ] —uC-z+e

/

N

w)

Generic SNARK:
linear overhead
PoK for [e],[w]

Tailored SNARK for;
CRR1CS

.......................................................................................................
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" Relaxed Groth16

for Committed Relaxed R1CS |
TR T

X { ()
kY I
;]




/ Groth.Setup(1*, R) \
6 a,B,7,80 <$Z;,, s<S$Zp,
1 crs = (QAP, (e, B, 0]1,2, {[Si]l,z}gz_ola { [w] ) };:0’ { [#] L };:;,

{[ij(5)+aw3'(3)+yj(3):| } )
0 1>t

Groth.Prove(crs, u, w) Groth.Verify(vk, u, )
uz(ala"'aat)v ap =1 7T=(A7B)C)
w = (at+1,- -, am) ve(®) = Di_gaswi(z)
v(z) =37, a;v5() Wio(T) = Yot_y aswi()
vmid (m) = Zj>t ajUj (m) yio(w) — 2::0 alyz(x)
w(z) = 37, ajw;(2) foo = Buio(8) + awio(s) + Yio(s)
Wy (T) = Ej>t a;jw;(z) e o'
y(z) = 2272, a;y5(2) Check
Yia (T) = 2551 0595 (2) e(A, B) = e([a]x, [Bl2) - e([fio]1, [7]2) - €(C, [d]2)
h(z) = (v(w)wt((w))—y(w))
. ﬂ’umid (8) + awmid (s) + ymid (8)
Jia = 5 Groth.Sim(td, u) td = (S,Ol,ﬁy’)’, 5)
T7U(_$Z; a,b<—$Z;
A=la+o(s)+rd, ab — af — Buio(s) + awio(s) + Yio(S)
B = [B+ w(s) + ud], ¢= 5
O [t 220 4 uasrpmurs]  rotoen (= (o b )

\retum (r = (4,8,0) 2 /
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Commit-and-Prove Groth16 for
Pedersen-like commitments

Small proof size : CaP LL.egoGroth16
has 2 additional group elements and
3 verification parings

Security Proof with auxiliar inputs:
Strong security model that takes into
account the setup for FLIP and the
intermediate values available from
the Trusted Setup Ceremony

Can be used with Nova as last step

/ ek, e, 8,6, )23, {0 1= (@8 + vy (@)a + wy (@)}, g \

7

e _ u(@)B +vi(@)a+ w; @)+l (2) |
i | (@0} {os: : 3 m]

[6a 51 [(Pp]g ) [1/’]2, {mi}?;ol]% [QIB]T

where

stsv = ({03})o 112, el » [W]zs [0l ) -
ck = ({e+1(@)/phs, -, lem(@)/ph1, [8/6h) € G,
&k = (lo(@) W, - b1(2) /1, [6/81) € G+,

Prove, 7 < Prove(srsp, ¢ = (z[y}, u, [¢], , [w],), W
2o = 1, it acts as follows,
1. Let Af(z) < im0 Ziui (@), Bf(z) <« > im0 2vi(), Ct(z) +«
Z;‘n=0 zjw;(),
2. Let ef(z) = Y070 eils(x). Set h(z) = Y17 hizt + (
@) - @ Dft@).
Set [b(@)!(2)/3], Y17 hs [2°4(2)/3] .
Set rq ¢ Zp. Set [A]} < u™! 3T 2; [u;(2)]; + [a]; + 14 [8];-
Set 7y < Zyp. Set [B), < [uB]2 + E;-nzg zj [vj(x)]y + 76 [0]5-
Set [C]; <« m[A]l; + ro[Bl; — rars[0]y +Twlelt —uTlre[1]1 +
Y i % ol + [h(@)E() /0],
7. Return 7 := ([4,C],, [B],)-
Verify, {1,0} « Verify(srsy, ¢, 7 = l([A ,Cl;,[Bly)): assuming 2z, = 1, checks:

sz o1, [1],) — e(u™" [e]; , [¥]2)

j=

= (2[1,),€,Tw,Te)): assuming

u=tAl(z) B (z) —

I S

e([A], [Bly) — e([Cy , [0],)

+e([wly s [erly) = bl




Approach Proof Size FFTs Cyeleor r_Rl.CS ZK
curves | native

Aggreg SnarkPack O(log(m))Gr + O(1)G1,2 | yes no no no
Nova mO(1) + O(log(n))G no yes yes | no
Nova with Groth16 mO(1) + O(1)G1 2 no yes no no

LVe Nova with |
Relaxed Grothl6 mO(1) + O(1)G1,z Ho yes yes | Yo

FLIP FLIP with

& Prove| Relaxed Grothl16 O(log(m))Gr + O(1)G1,2| o 1o YO8 | Y8




Multiple instances to prove

FLIP Groth16

Fold via IPP Prove once




R R “""

= \
- Conclusions

FLIP & Prove aggregation:

s

e massive reduction in prover time compared to Snark Pack
avoids MSM and FFT for generating n independent SNARKsS

e Dbetter than recursion in some scenarios: no need for
expensive arithmetization of verifier circuit inside the prover

e no need for (half) cycles of elliptic curves as in Nova folding

e Relaxed Groth16 can be used as an alternative to Spartan
for proving the last step of Nova



Open Questions *

e Improvements: Lower memory usage for the Prover in FLIP

o Extensions: Aggregate instances for different relations

o Other NP representations: Sangria for Pl arithmetization
o Instances for different R1CS relations: SuperNova

e Nova-friendly IVC last step proving via Relaxed Groth16: Nova works
on a cycle of curves without pairings, we need a 1-chain to apply
Groth16


https://github.com/geometryxyz/technical_notes/blob/main/sangria_folding_plonk.pdf
https://eprint.iacr.org/2022/1758.pdf

eprintiacrorg/2024/1364
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