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Threshold Ring Signatures (TRS)
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Extendable Threshold Ring Signatures (ExTRS)
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Our Contribution

JExtendabiIity (enlarge the set of potential signers of a given signature)

/\
Ring Signa+ures RS)
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Threshold Rir\g 6igr\ct+ur‘es

J Formal Syntax & Security Models

ERS from Signa+ures of Knowledge (SaK)
SMLERS Black-box from ERS and SoK
ETRS black-box from SMLERS and from dlLog

J Constructions & Implementations J




Threshold Ring Signatures (Syntax)

sSetup(sec.par) — pp
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Sign(m, {pk i} {i€R}, sk) — s
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. V.. were used to generate
Verify(t, m, s, {pk_i} {i€R}) — 0/1 < 4. signature s for m
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Extendable Threshold Ring Signatures (Syntax)

Setup(sec.par) — pp KeyGen(pp) — (pk, sk)
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Visualizing Extendibility (Ladders)
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ETRS: Security Model

UNFORGEABILITY
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Our Construction: ETRS From dLog (and PKE)

interpolation in the exponent: polynomial of degree 3 on {H,gtdl,gtd2,gtd3}
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Our Construction: ETRS From dLog (and PKE)

interpolation in the exponent: polynomial of degree 3 on {H,gtdl,gtd2,gtd3}

GT [Extend} 7t < SoK: | know a witness for either pk’ OR gﬁi
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threshold = #P - #T + 3
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Our Construction

Hc = {(¢,w) = (h,pk,x) € G x G X Z,:
: 9" =hVg" = pk}

KeyGen() — (pk, sk)

1: (pk,,sks) < ERS.KeyGen()
2: (pk,_,ske) < PKE.KeyGen()
3: return (pk = (pk_,pk, ), sk = (sks, ske))

Sign(p, sk) — o

X <R (125’) // pick n’ distinct evaluation points

T:=9; P:=0

for x € X
td <—Rr Zp // generate trapdoors for poly. values
T+ TU{(x,td)} // populate trapdoor set

¢ < Enc(pk_, L) // no info to pass on

& <R Z, \ X // pick a new evaluation point

(y, ) < PolySign(P, T, &, w = sk, pk, )

P = {(2,y,pk,, 7, c)}

return o = (T, P)
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Join(u, {pkj }jER) sk, U) — o’

// check if current signer’s pk, is in P
1: if 3 (z,y,pk, 7, c) € P s.t. pk = pk,
// remove simulated proof for the signer who wants to join
2: P < P\ {(z,y,pk,,m,c)}
// retrieve trapdoor value
3: td < Dec(ske,c)
// add eval. point and td to the set of available trapdoors
4 : T+ TU{(z,td)}
/
O : C < Er'IC(pke7 _L) // no info to pass on
6 : T <R Z;; \ X // pick a new evaluation point
// interpolate a unique representation of the polynomial
/ / . ~
7: (y,7m) « PolySign(P, T, Z,w := sk, pk, )
A~ / / /
8: P+ PU{(z,y,pk,,7,c)}
9: Randomly permute P
10: return o := (T, P)

EXtend(Ma {pkj }jERa g, pk) o’

1: if pk € {pk;}jer: return L

2: (&,td) «r T // Pick eval-point and trapdoor
3: ¢ « Enc(pk,,td) // enable future endorsing
// interpolate a unique representation of the polynomial
4: (y',7") « PolySign(P, T, &, w = &, pk, it)
5: T+ T\{(&,td)} // erase used trapdoor

// Add simulated signature to the set of proofs

6: P+ PU{(%,v, pk,7,c)}

7 : Randomly permute P

8: return ¢ = (T,P)

Verify(t, pi, {pk; } jer,0) > accept/reject

1: if {pk;}jer # {Pk;}(, px;,-)ep

2: return reject

// check y’s are consistent with a degree n’ polynomial
3: Z:={(0,H)}U{(z,9")}rer
4: Z4+ ZU{(2,Y)}(a,ypre,m)eP

5: Pick ZC Z st |Zl=n"+1

6 X = {x}(m,y)ez;/\? = {x}(x,y)ez
7: for (z,y) € Z:

8

if y # H(@,g)ez QL(/‘;’i)(m) : return reject

// Interpolation over the standard set {1,..., n’ }

9: foricn]: V<« H(w ez yLx,a) (@)
10 : /:2 = (/’L, {‘/z}ze[n'])

11 : for (l’, y’pks’ T, C) - P // check proofs individually

12 : ¢ = (y,pk,)

13 : if SoK.Verify(ii, Zg, ¢, m) = reject
14 : return reject

15: if |T|+|P| >t +n' return accept

16 : else return reject




ETRS From dLog

ETRS Signing & Verification (Edwards25519)
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