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f
Using heuristic assumptions (counting equations, linear independence), we were able to define a function

s ≥ f(n) ⟹

such that
*

the degree 2 attack succeeds with high probability

*We thank Henri Gilbert and Guénaël Renault for helpful insights with this approach

𝒩eq(n, s) ≈ 𝒩var(n)When can be recovered

Conjectured degree 2 linearization (experimentally checked for small n)
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Other contribution

Our guess and determine attack can be generalized to other predicates:
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Our guess and determine attack can be generalized to other predicates:

XORlMAJk(x) = XOR(x1, . . . , xl) + MAJ(xl+1, . . . , xk)

XorMaj predicate

Applebaum, Lovett STOC 2016

O(nω2n
1− s − 1

⌈ k
2 ⌉ + 1)Total complexity

Another approach:  The set of guesses is not fixed, and all the guesses are assigned to 
(0,0,…0) or (1,1,…1)
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Can we improve the security bounds for P5?

Concrete security of Goldreich PRG with predicate P5 and XorMaj predicates
St

re
tc

h

1,1

1,2

1,3

1,4

1,5

n
2^9 2^10 2^11 2^12 2^13 2^14
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Conclusion and open questions

Can we improve the security bounds for P5?

Concrete security of Goldreich PRG with predicate P5 and XorMaj predicates
St

re
tc

h

1,1

1,2

1,3

1,4

1,5

n
2^9 2^10 2^11 2^12 2^13 2^14

OK ?
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Conclusion and open questions

Can we improve the security bounds for P5?

Concrete security of Goldreich PRG with predicate P5 and XorMaj predicates

x0 + x1x2x3x4

On other predicates, the inequivalence between the guesses must be taken into 
account

x1 = 0

x1 = 1

Linear equation

Degree 3 equation

for other predicates ?
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Conclusion and open questions

Eprint:  https://eprint.iacr.org/2018/1162

Codes: https://github.com/LuMopY/SecurityGoldreichPRG
 

https://eprint.iacr.org/2018/1162
https://github.com/LuMopY/SecurityGoldreichPRG
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Conclusion and open questions

Thank you for your attention

Eprint:  https://eprint.iacr.org/2018/1162

Codes: https://github.com/LuMopY/SecurityGoldreichPRG
 

https://eprint.iacr.org/2018/1162
https://github.com/LuMopY/SecurityGoldreichPRG

