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#RSAC

Outline

e NewHope
e Key caching and attack model
e An attack on the CPA version

e The attack can be extended to the CCA version with a
stronger model
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NewHope is a Key Encapsulation Mechanism (KEM)
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#RSAC

NewHope is a Key Encapsulation Mechanism (KEM)

1. Key Generation
A pair (pk,sk) Is drawn
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#RSAC

NewHope is a Key Encapsulation Mechanism (KEM)

1. Key Generation pk
A pair (pk.sk) is drawn g 2. Encapsulation

A random key is drawn and
encapsulated with Alice’s public
key
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#RSAC

NewHope is a Key Encapsulation Mechanism (KEM)

1. Key Generation pk
A pair (pk,sk) IS drawn g 2- EncapSU|atiOn
A random key is drawn and
encapsulated with Alice’s public
. K

2. Decapsulation . oY
Alice recovers Bob’s random Encapsulated key

Key using her secret key

\\7\1",

b
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#RSAC

NewHope iIs lattice based KEM

The elements are polynomials in Zq|x]
N +1
g= 12289 N = 1024
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NewHope iIs lattice based KEM

THALES

The elements are polynomials in Zq|x]

N +1
g=12280 N = 1024

Based on the hardness of RLWE problem

A < uniformly random

S, E < small coefficients (binomial distribution)
B <+ AS+ E

Hard to distinguish from uniform

#RSAC
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NewHope CPA

1. Key Generation

A < uniform
S, E « small
B+ AS+ E

THALES

#RSAC
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NewHope CPA

1. Key Generation

A < uniform
S, E « small
B+ AS+ E

THALES

A. B

#RSAC

2. Encapsulation
S’ E’, E” < small
U<+ AS’+ E’

vp < 256 random bits
k < Encode(vp)
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#RSAC

NewHope CPA

1. Key Generation ’ 2. Encapsulation
A < uniform A.B S’ E’,E” + small
S,E < small U <« AS’ 1+ E’
B+~ AS+E

vp < 256 random bits
k < Encode(vp)

Encoding vg 101 1 0 ...

ko 0 0 0

A t t
250 012 763
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#RSAC

NewHope CPA

1. Key Generation ’ 2. Encapsulation
A < uniform A.B S’ E’,E” + small
S,E < small U <« AS’ 1+ E’
B+~ AS+E

vp < 256 random bits
k < Encode(vp)

Encoding v 100110 ...

ko 0 0 0

A t t
250 012 763
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#RSAC

NewHope CPA

1. Key Generation ’ 2. Encapsulation
A < uniform A.B S’ E’,E” + small
S,E < small U <« AS’ 1+ E’
B+~ AS+E

vp < 256 random bits
k < Encode(vp)

Encoding vg 101 1 0 ...
ko a2 0 4/2 0 4/2 0 4/2
t t t
200 512 763
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#RSAC

NewHope CPA

1. Key Generation ’ 2. Encapsulation
A < uniform A.B S’ E’,E” + small
S,E < small U <« AS’ 1+ E’
B+~ AS+E

vp < 256 random bits
k < Encode(vp)

Encoding vg 1011 0 ...
ko a2 0 4/2 0 4/2 0 4/2
t t t
200 512 763
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#RSAC

NewHope CPA

1. Key Generation ’ 2. Encapsulation
A < uniform A.B S’ E’,E” + small
S,E < small U <« AS’ 1+ E’
B+~ AS+E

vp < 256 random bits
k < Encode(vp)

Encoding vg 1011 0 ...
kio a2 a/2 0 /2 q/2 0 ¢/2 q/2 0 ¢/2 q/2
t t t
200 512 763
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NewHope CPA

1. Key Generation

A < uniform
S, E + small
B+ AS+ E

THALES

A. B

#RSAC
2. Encapsulation

S’ E’,E” < small
U<+ AS + F’

vp < 256 random bits
k < Encode(vp)
C+~BS"+E”+k

c < compress(C)
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NewHope CPA

1. Key Generation

A < uniform
S, E + small
B+ AS+ E

THALES

A. B

C-US

. p ‘- '7 l e . s'
) M ‘\' > )
e $ e - Y
. — <
-y qd . ¥
.{‘ l.' v
o g .
8 .‘:; = Pas -, ~ mn.. . - é_-'_, ‘.o > - B

B mall

R

#RSAC
2. Encapsulation

S’ E’,E” < small
U<+ AS + F’

vp < 256 random bits
k < Encode(vp)
C+~BS"+E”+k

c < compress(C)
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#RSAC

NewHope CPA

2. Encapsulation

1. Key Generation AR S’ E’,E” + small
A < uniform | U<+ AS + E’
S, E < small vp < 256 random bits
B+« AS+E k < Encode(vp)
Y 29
C. U C+~BS+E”+k

3. Decapsulation c < compress(C)

C < decompress(c)
k’ < C — US
V4 < Decode(k’)

B mall

R

C-US

P A" - S e,
. v-"" AN
b o N
. — o
.8 SN
N - R
-’ ‘» . 77>
o ) AR . -~
. ‘ o » 7-.;' e .

THALES e RSAConference2019



#RSAC

NewHope CPA

2. Encapsulation

1. Key Generation AR S’ E’,E” + small
A < uniform | U+ AS + F’
S, E <+ small vp < 256 random bits
B+~ AS+E k <+ Encode(vp)
Y, %9
C. U C+—BS +E”+k

3. Decapsulation c < compress(C)

C < decompress(c)
k’ < C—-US
v < Decode(k’)

Decoding

-2 61406144 1 61466143 2 61476151 -1 61506144

t t 4
250 012 763
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#RSAC

NewHope CPA

2. Encapsulation

1. Key Generation AR S’ E’,E” + small
A < uniform | U+ AS + F’
S, E <+ small vp < 256 random bits
B+~ AS+E k <+ Encode(vp)
Y, %9
C. U C+—BS +E”+k

3. Decapsulation c < compress(C)

C < decompress(c)
k’ < C—-US
v < Decode(k’)

Decoding

-2 61406144 1 61466143 2 61476151 -1 61506144

t t A
250 012 763
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NewHope CPA

1. Key Generation

A < uniform
S, E + small
B+ AS+ E

3. Decapsulation

A. B

c, U

C < decompress(c)
k’ < C—-US
v < Decode(k’)

#RSAC
2. Encapsulation

S’ E’, E” < small
U<+ AS + FE’

vp < 256 random bits
k < Encode(vp)

C+ BS"+E” +k

c < compress(C)

Decoding
-2 61406144 1 61466143 2 61476151 -1 61506144
t ¢ t
256 512 768 q
2
THALES 8 RSAConferenceZ019



NewHope CPA

1. Key Generation

A < uniform
S, E + small
B+ AS+ E

3. Decapsulation

A. B

c, U

C < decompress(c)
k’ < C—-US
v < Decode(k’)

#RSAC

2. Encapsulation

S’ E’, E” < small
U<+ AS + FE’

vp < 256 random bits
k < Encode(vp)

C+ BS"+E” +k

c < compress(C)

Decoding
-2 61406144 1 61466143 2 61476151 -1 61506144
t ¢ t
256 512 768 q
2
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NewHope CPA

1. Key Generation

A < uniform
S, E + small
B+ AS+ E

3. Decapsulation

A. B

c, U

C < decompress(c)
k’ < C—-US
v < Decode(k’)

#RSAC

2. Encapsulation

S’ E’, E” < small
U<+ AS + E’

vp < 256 random bits
k < Encode(vp)

C+~ BS'+E” +k

c < compress(C)

Decoding
-2 61406144 1 61466143 2 6147 6151 -1 61506144
t ¢ t
256 512 768 q
2
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NewHope CPA

1. Key Generation

A < uniform
S, E + small
B+ AS+ E

3. Decapsulation

A. B

c, U

C < decompress(c)
k’ < C—-US
v < Decode(k’)

#RSAC

2. Encapsulation

S’ E’, E” < small
U<+ AS + E’

vp < 256 random bits
k < Encode(vp)

C+~ BS'+E” +k

c < compress(C)

Decoding 0
-2 61406144 1 61466143 2 6147 6151 -1 61506144
t ¢ t
256 512 768 q
2
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NewHope CPA

1. Key Generation

A < uniform
S, E + small
B+ AS+ E

3. Decapsulation

A. B

c, U

C < decompress(c)
k’ < C—-US
v < Decode(k’)

#RSAC

2. Encapsulation

S’ E’, E” < small
U<+ AS + FE’

vp < 256 random bits
k < Encode(vp)

C+ BS"+E” +k

c < compress(C)

Decoding 0
-2 61406144 1 61466143 2 61476151 -1 61506144
t ¢ t
256 512 768 q
2
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NewHope CPA

1. Key Generation

A < uniform
S, E + small
B+ AS+ E

3. Decapsulation

A. B

c, U

C < decompress(c)
k’ < C—-US
v < Decode(k’)

#RSAC

2. Encapsulation

S’ E’, E” < small
U<+ AS + FE’

vp < 256 random bits
k < Encode(vp)

C+ BS"+E” +k

c < compress(C)

Decoding 0
-2 61406144 1 61466143 2 61476151 -1 61506144
t ¢ t
256 512 768 q
2
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#RSAC

NewHope CPA

2. Encapsulation

1. Key Generation AR S’ E’,E” + small
A < uniform | U<+ AS’+ FE’
S, E + small v < 256 random bits
B+ AS+E k < Encode(vp)
Y, %9
C. U C+—BS +E”+k

3. Decapsulation c < compress(C)

C < decompress(c)
k’ < C—-US
v < Decode(k’)

2 Symmetric key encryption

A\t
‘ m = Senc, . (" HelloAlice”)

<

4
~  Sdec,, (m)
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#RSAC

NewHope CPA

2. Encapsulation

1. Key Generation AR S’ E’,E” + small
A < uniform | U<+ AS’+ FE’
S, E + small v < 256 random bits
B+ AS+E k < Encode(vp)
Y, %9
C. U C+—BS +E”+k

3. Decapsulation c < compress(C)

C < decompress(c)
k’ < C—-US
v < Decode(k’)

2 Symmetric key encryption

A\t
‘ m = Senc, . (" HelloAlice”)

<

4
~  Sdec,, (m)
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#RSAC

NewHope CPA

1. Key Generation

2. Encapsulation

A B
A < uniform vg,c, U «— #‘
S,E + small #
B+~ AS+ E
c, U
3. Decapsulation <
C < decompress(c)
k>« C—-US
V4 < Decode(k’) -
“a Symmetric key encryption
,\\”’ﬁﬂ \
m = Senc,, (" HelloAlice”

THALES
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#RSAC

NewHope CPA

1. Key Generation

3
A < uniform VB, C, U # #

S, E + small
B+ AS+ E

2. Encapsulation

c, U

3. Decapsulation <
C < decompress(c) .
k’ < C - US @
va ¢ Decode(k’) m = Senc, . (" HelloAlice”) |

7 )
N¥1 Sdec,, (m)

o
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#RSAC

NewHope CPA

1. Key Generation

4
A < uniform Vg, c, U < # #

S, E + small
B+ AS+ E

2. Encapsulation

c, U

3. Decapsulation <
C < decompress(c) .
k’ <+ C —US @
va < Decode(k’) m = Senc,, (" HelloAlice”) |

7 )
N¥1 Sdec,, (m)

| e
\Kx @ Possible key mismatch
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#RSAC

Key caching and attack model

Key caching : the secret key is fixed for several queries

c,U m = Senc,, (" HelloAlice” )

XV

c,U m = Senc,,, (" HelloAlice”)

XV

c,U m = Senc,, (" HelloAlice” )

XV
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#RSAC

Key mismatch oracle

Key caching hypothesis —» The attack has access to the following oracle

C,U,VB .

C < decompress(c)
k’ < C — US
V4 < Decode(k’)

Return 1 if vy = vp

Return 0 otherwise
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#RSAC

Key mismatch oracle

2016 : Concrete attack introduced by Fluhrer on the LWE scheme
2017: Improvements by Ding et al.

2017 : Similar approach on HILA5 by Bernstein et al.

k’ < C—-US
v < HelpRec(k’)
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#RSAC

Key mismatch oracle

2016 : Concrete attack introduced by Fluhrer on the LWE scheme
2017: Improvements by Ding et al.

2017 : Similar approach on HILA5 by Bernstein et al.

C « decompress(c) New difficulties for NewHope

k’ < C — US
V4 < Decode(k’)

Return 1 if vy = vp

Return 0 otherwise
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#RSAC

Key mismatch oracle

2016 : Concrete attack introduced by Fluhrer on the LWE scheme
2017: Improvements by Ding et al.

2017 : Similar approach on HILA5 by Bernstein et al.

C «+ decompress(c) « New difficulties for NewHope

k’ < C —US |
] ~ The decompress function keeps
va ¢ Decode(k’) only the 3 most significant bits

Return 1 if vy = vp

Return 0 otherwise

THALES 16 RSAConference2019



#RSAC

Key mismatch oracle

2016 : Concrete attack introduced by Fluhrer on the LWE scheme
2017: Improvements by Ding et al.

2017 : Similar approach on HILA5 by Bernstein et al.

New difficulties for NewHope

C < decompress(c) <«
K C—US ~ The decompress function keeps
va < Decode(k’) - only the 3 most significant bits
Return 1 if vy = vp
Return 0 otherwise ~ The decode function takes the

coefficients four by four
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#RSAC

How realistic is the key caching hypothesis ?

Key caching is a misuse case
Designers strongly recommends to draw
fresh keys at each exchange
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#RSAC

How realistic is the key caching hypothesis ?

Key caching is a misuse case | | |
Designers strongly recommends to draw IS It possmle for a practical
fresh keys at each exchange implementation ?
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How realistic is the key caching hypothesis ?

Key caching is a misuse case

Designers strongly recommends to draw Is it possible for a practical
fresh keys at each exchange implementation ?

It depends on the constraints

Expensive randomness Many queries per second

i
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#RSAC

Our purpose

This vulnerability is intrinsic to the scheme

Assessing the power of the attacker is necessary
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#RSAC

Our purpose

This vulnerability is intrinsic to the scheme

Assessing the power of the attacker is necessary

How many queries are necessary to recover the secret key S ?

C < decompress(c)
k’ < C—-US
V4 < Decode(k’)

A A 4 4 4
|

Return 1 if vq = vp

Return 0 otherwise

THALES 18 RSAConference?019
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The idea

>

R 7 5 T
' . A 6 > :

p C,U,VB

C < decompress(c)

? _
k' C—US Find specific queries that induce an
V4 < Decode(k’) information in the output

Return 1 if v4 = vp
Return 0 otherwise S B S, Ss Sy
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The idea

.y __\\‘

p C,U,VB

C < decompress(c)

? _
k' C—US Find specific queries that induce an
V4 < Decode(k’) information in the output

Return 1 if v4 = vp

o).

S So Ss Sy

Return 0 otherwise

®.

¢4 0 0 0 0 0f/ypo0 0OOTOf300O0TO0TO0OFL O0O0O0O0O

U >
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The idea
S S So S S4

(:Zlooo0052000002300000&100000

U >

—4
H6-8, |-

q

2
Decode(C — US)
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The idea
S 5 S, S, S,

C610000052000002300000&100000
U>

—4
=114, -8, —8>

|

q Can be chosen Unknown

2
Decode(C — US)
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Sketch of the attack

S 5 S, S, S,

(:5100000520000053000002400000

U >

~j=4
Jj_2

Sign (Z;:le i —S; —8> = Sign ( 41— S1| + )

THALES

#RSAC
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Sketch of the attack

S Sl SQ Sg S4

(:6100000520000063000002400000

U >

Sign ( ST —S; | -8 ) = Sign ( 0 — S|+ 32055 | 4 — S, —8>
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Sketch of the attack

(:6100000620000063000005400000

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

Oﬁ 2 If 2 changes of Sign
=5 | — S, is found (symmetry)
?1 Else go back to step 1
0_4 3 2 -1 0 1 2
t

THALES 23 RSAConference?019



Sketch of the attack

#RSAC

(:8100000620000063000005400000

41 — 5]

THALES

Sign ( >:;:11 l; —8S,;

8 — Const

23

—8) = Sign ( 2 —Sl|—|—C0nst—8>

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

If 2 changes of Sign

— 5S4 is found (symmetry)

Else go back to step 1
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Sketch of the attack

(:8100000620000063000005400000

#RSAC

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

N
|2 If 2 changes of Sign
_ 8 — Const
hd — S, is found (symmetry)
1
Else go back to step 1
0
-4 3 2 -1 0 1 2
él . - - -+ + + +
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Sketch of the attack

(:8100000620000063000005400000

#RSAC

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

N
|2 If 2 changes of Sign
_ 8 — Const
hd — S, is found (symmetry)
1
Else go back to step 1
0
-4 3 2 -1 0 1 2
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Sketch of the attack

(:8100000620000063000005400000

#RSAC

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

N
|2 If 2 changes of Sign
_ 8 — Const
hd — S, is found (symmetry)
1
Else go back to step 1
0
-4 3 2 -1 0 1 2
él + - I. -+ + + +
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Sketch of the attack

(:8100000620000063000005400000

#RSAC

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

N
|2 If 2 changes of Sign
_ 8 — Const
hd — S, is found (symmetry)
1
Else go back to step 1
0
-4 3 2 -1 0 1 2
él + - - I. + + + +
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Sketch of the attack

(:8100000620000063000005400000

#RSAC

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

N
|2 If 2 changes of Sign
_ 8 — Const
hd — S, is found (symmetry)
1
Else go back to step 1
0
-4 3 2 -1 0 1 2
él + = - - I-l + + +
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Sketch of the attack

(:8100000620000063000005400000

#RSAC

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

N
|2 —p It 2 changes of Sign
_ 8 — Const
> — Sq is found (symmetry)
1
Else go back to step 1
0
-4 3 2 -1 0 1 2
él + - - - I-l + o+ o+
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Sketch of the attack

(:6100000620000063000005400000

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

Oﬁ 2 If 2 changes of Sign
=5 | — S, is found (symmetry)
?1 Else go back to step 1
0_4 3 2 -1 0 1 2
t
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Sketch of the attack

#RSAC

C

¢ 0 0 0 00 fy0 0 00 O0fao0 o000 O0f 00 0 0 O

. ~j=4
Sign ( >4j_1 l; —S,
4
3 8 —=CConst
=
A
I 2
—
Dl
1 S1
v
0
-4 3 2 1 0 1 2

THALES 24

—8) = Sign ( 2 —Sl|—|—C0nst—8>

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

If 2 changes of Sign

— 5S4 is found (symmetry)

Else go back to step 1
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Sketch of the attack

(:8100000620000063000005400000

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

— 3 5~ Const 2. Query for successive £;
Oﬁ 2 If 2 changes of Sign
=5 | — S, is found (symmetry)
?1 Else go back to step 1
0_4 3 2 -1 0 1 2

él .----+++
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Sketch of the attack

(:8100000620000063000005400000

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

— 3 5~ Const 2. Query for successive £;
Oﬁ 2 If 2 changes of Sign
=5 | — S, is found (symmetry)
?1 Else go back to step 1
0_4 3 2 -1 0 1 2

él ]---+++
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Sketch of the attack

(:8100000620000063000005400000

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

— 3 5~ Const 2. Query for successive £;
Oﬁ 2 If 2 changes of Sign
=5 | — S, is found (symmetry)
?1 Else go back to step 1
0_4 3 2 -1 0 1 2

él --I.--+++

THALES 24 RSAConference2019




Sketch of the attack

(:8100000620000063000005400000

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

3 8—=Const ,
2. Query for successive £;

2 If 2 changes of Sign

41 — 5]

— 5S4 is found (symmetry)

Else go back to step 1

él ---I.-+++

THALES 24 RSAConference2019




Sketch of the attack

(:8100000620000063000005400000

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

— 3 5~ Const 2. Query for successive £;
Oﬁ 2 If 2 changes of Sign
=5 | — S, is found (symmetry)
?1 Else go back to step 1
0_4 3 2 -1 0 1 2

él ----|.+++
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Sketch of the attack

#RSAC

C

¢ 0 0 0 00 fy0 0 00 O0fao0 o000 O0f 00 0 0 O

. ~j=4
Sign ( >4j_1 l; —S,
4
3 8 —=CConst
=
A
I 2
—
Dl
1 S1
v
0
-4 3 2 1 0 1 2

—8) = Sign ( 2 —Sl|—|—C0nst—8>

1. Draw ¢5, £3 and ¢4 at random

2. Query for successive £;

If 2 changes of Sign

— 5S4 is found (symmetry)

Else go back to step 1

THALES 24
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Sketch of the attack

(:8100000620000063000005400000

Sign (}:?j li —S; —8) = Sign ( 01 — S1| + Const — 8 )

1. Draw ¢5, £3 and ¢4 at random

— 3 5~ Const 2. Query for successive £;
Oﬁ 2 If 2 changes of Sign
=5 | — S, is found (symmetry)
?1 —p Lilse go back to step 1
0_4 3 2 -1 0 1 2
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#RSAC

Results

Success probability

16 700 95 %
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Results

THALES

#RSAC

Success probability

16 700 95 %

Sometimes the secret has large
coefficients the induce errors outside of
the target

(:510000022000005300000541

S S1 * So Ss3 Sy
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The attack can be extended to the CCA
version with a stronger model




#RSAC

NewHope CCA version

Fujisaki-Okamoto transform (variant): Alice checks Eve’s computation with her seed
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#RSAC

NewHope CCA version

Fujisaki-Okamoto transform (variant): Alice checks Eve’s computation with her seed

—

2

Key caching is still insecure with side channels

Single fault attack
Differential power analysis
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—— Average consumption when d # d’

Average consumption when d = d’

Power consumption

H+ e

Samples (105M S/ s)
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Take away message

Be careful with key caching when

m implementing lattice based schemes
./

Refresh the sk/pk pair as often as
possible
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Thank you for you attention

Full version of the paper
https://eprint.iacr.ora/2019/075
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