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Outline
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NewHope
Key caching and attack model
An attack on the CPA version
The attack can be extended to the CCA version with a 
stronger model
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NewHope is a Key Encapsulation Mechanism (KEM)

�5

A pair (pk,sk) is drawn
A random key is drawn and 

encapsulated with Alice’s public 
key

pk

Encapsulated keyAlice recovers Bob’s random 
key using her secret key

1. Key Generation
2. Encapsulation

2. Decapsulation
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NewHope is lattice based KEM
Zq [x]
xN+1

<latexit sha1_base64="4bj5mpJ3ADqoyJpoCM73M8Cr+cU="></latexit><latexit sha1_base64="4bj5mpJ3ADqoyJpoCM73M8Cr+cU="></latexit><latexit sha1_base64="4bj5mpJ3ADqoyJpoCM73M8Cr+cU="></latexit><latexit sha1_base64="4bj5mpJ3ADqoyJpoCM73M8Cr+cU="></latexit>

The elements are polynomials in

N = 1024
<latexit sha1_base64="NbiOyJcKvAcZrUWpkQpuxk1a/ms="></latexit><latexit sha1_base64="NbiOyJcKvAcZrUWpkQpuxk1a/ms="></latexit><latexit sha1_base64="NbiOyJcKvAcZrUWpkQpuxk1a/ms="></latexit><latexit sha1_base64="NbiOyJcKvAcZrUWpkQpuxk1a/ms="></latexit>

q = 12289
<latexit sha1_base64="I75hXLnw8Dz39JyZmiGW0ub+6Tw="></latexit><latexit sha1_base64="I75hXLnw8Dz39JyZmiGW0ub+6Tw="></latexit><latexit sha1_base64="I75hXLnw8Dz39JyZmiGW0ub+6Tw="></latexit><latexit sha1_base64="I75hXLnw8Dz39JyZmiGW0ub+6Tw="></latexit>
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NewHope is lattice based KEM
Zq [x]
xN+1
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The elements are polynomials in

N = 1024
<latexit sha1_base64="NbiOyJcKvAcZrUWpkQpuxk1a/ms="></latexit><latexit sha1_base64="NbiOyJcKvAcZrUWpkQpuxk1a/ms="></latexit><latexit sha1_base64="NbiOyJcKvAcZrUWpkQpuxk1a/ms="></latexit><latexit sha1_base64="NbiOyJcKvAcZrUWpkQpuxk1a/ms="></latexit>

q = 12289
<latexit sha1_base64="I75hXLnw8Dz39JyZmiGW0ub+6Tw="></latexit><latexit sha1_base64="I75hXLnw8Dz39JyZmiGW0ub+6Tw="></latexit><latexit sha1_base64="I75hXLnw8Dz39JyZmiGW0ub+6Tw="></latexit><latexit sha1_base64="I75hXLnw8Dz39JyZmiGW0ub+6Tw="></latexit>

Based on the hardness of RLWE problem

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

small coefficients (binomial distribution)

uniformly random

Hard to distinguish from uniform
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NewHope CPA
1. Key Generation

<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>
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2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

0 1 1 0 …

0 0 0 0

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Encoding
<latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit>
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NewHope CPA
1. Key Generation
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S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>
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2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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0 0 0 0
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A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>



#RSAC

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

0 1 1 0 …

0 0 0 0

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Encoding
<latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>



#RSAC

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

0 1 1 0 …

0 0 0 0

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Encoding
<latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>



#RSAC

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

0 1 1 0 …

0 0 0 0

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Encoding
<latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit><latexit sha1_base64="+kvOhTRwY8KfwA2Bq/JGt56Pmlk="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

q/2
<latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit><latexit sha1_base64="4lQlVIcaFeFfPFnPLgAyVUCfKvg="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>



#RSAC

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>



#RSAC

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

�8
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

�8

NewHope CPA
1. Key Generation

<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Decoding
<latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit>

-2 6140 6144 1 6146 6143 2 6147 6151 -1 6150 6144



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>

�8
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Decoding
<latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit>

-2 6140 6144 1 6146 6143 2 6147 6151 -1 6150 6144



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Decoding
<latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit> 0

<latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit>

q
2

<latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit>

-2 6140 6144 1 6146 6143 2 6147 6151 -1 6150 6144



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Decoding
<latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit> 0

<latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit>

q
2

<latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit>

0

-2 6140 6144 1 6146 6143 2 6147 6151 -1 6150 6144



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Decoding
<latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit> 0

-2 6140 6144 1 6146 6143 2 6147 6151 -1 6150 6144

0
<latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit>
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<latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Decoding
<latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit> 0 1

-2 6140 6144 1 6146 6143 2 6147 6151 -1 6150 6144

0
<latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit>
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<latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Decoding
<latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit> 0 1

-2 6140 6144 1 6146 6143 2 6147 6151 -1 6150 6144

0
<latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit>

q
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<latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

C-US = ES’+E”-E’S+ k.
<latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit><latexit sha1_base64="6PNsn8pmF6BK08czi9J3NiNrYwU="></latexit>

small
<latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit><latexit sha1_base64="5iTwtgHNxZXvM/qbnN3hxi7aPVs="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

256
<latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit><latexit sha1_base64="90ib1Gs+Qdq3swqovSs9BdnkPik="></latexit>

512
<latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit><latexit sha1_base64="pgFgCgcQ0lNtrJgpwYCbL5ds2f4="></latexit>

768
<latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit><latexit sha1_base64="zSkwbZZS89ymorSPTpH9pJtGW28="></latexit>

Decoding
<latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit><latexit sha1_base64="3Zk2lvA3S455ChNgMnT7aR6xmsg="></latexit> 0 1 1

-2 6140 6144 1 6146 6143 2 6147 6151 -1 6150 6144

0
<latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit>

q
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<latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

Symmetric key encryption

Sdec⌫A(m)
<latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit>

m = Senc⌫B (”HelloAlice”)
<latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit>
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3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

S’,E’,E” small
<latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit><latexit sha1_base64="1vrrNykUyGm7tEnqObtl9jPgy2M="></latexit>

U AS’+E’
<latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit><latexit sha1_base64="OqgIzQKBWNhKTm5WoTnt3AI82jE="></latexit>

k Encode(⌫B)
<latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit><latexit sha1_base64="3SG0+qQFNN7bpG4zu7IqIlz/wxk="></latexit>

⌫B  256 random bits
<latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit><latexit sha1_base64="uEtCUgqPWrvmWU3Tb2ZjFDi8ZFQ="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

C BS’+E”+ k
<latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit><latexit sha1_base64="lqGVRYehkTop9LNqziFBhnAuHQY="></latexit>

c compress(C)
<latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit><latexit sha1_base64="KlKxmstDQL7swA8ABJmHX2jou6E="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

Symmetric key encryption

Sdec⌫A(m)
<latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit>

m = Senc⌫B (”HelloAlice”)
<latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

Symmetric key encryption

Sdec⌫A(m)
<latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit>

m = Senc⌫B (”HelloAlice”)
<latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

⌫B , c,U 
<latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

k’ C�US
<latexit sha1_base64="SLSxXnCD5uFAq4xnVqiI0sfuDG0="></latexit><latexit sha1_base64="SLSxXnCD5uFAq4xnVqiI0sfuDG0="></latexit><latexit sha1_base64="SLSxXnCD5uFAq4xnVqiI0sfuDG0="></latexit><latexit sha1_base64="SLSxXnCD5uFAq4xnVqiI0sfuDG0="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

Sdec⌫A(m)
<latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit>

m = Senc⌫B (”HelloAlice”)
<latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

⌫B , c,U 
<latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit>



#RSAC

3. Decapsulation
<latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit><latexit sha1_base64="dAPUQRPA2s3MlPrwYUWw5fiAwV4="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

k’ C�US
<latexit sha1_base64="SLSxXnCD5uFAq4xnVqiI0sfuDG0="></latexit><latexit sha1_base64="SLSxXnCD5uFAq4xnVqiI0sfuDG0="></latexit><latexit sha1_base64="SLSxXnCD5uFAq4xnVqiI0sfuDG0="></latexit><latexit sha1_base64="SLSxXnCD5uFAq4xnVqiI0sfuDG0="></latexit>
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<latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit><latexit sha1_base64="62fx0VLYLOduHoN9R2tNr51vlkQ="></latexit>

A uniform
<latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit><latexit sha1_base64="7fy1Wjw/BPSRTi65YBeZzj3DZpI="></latexit>

S,E small
<latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit><latexit sha1_base64="DcUj8dk91srt7vpbFhN6wNPbiWo="></latexit>

B AS+E
<latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit><latexit sha1_base64="QifRTxGMoSI01csl+vb1LKyvxus="></latexit>

A,B
<latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit><latexit sha1_base64="Hn4TnpEXNHNbmma59Y5rFmwnE0o="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

Sdec⌫A(m)
<latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit><latexit sha1_base64="KNEn1oVtPn/p5zwT3tPG3DhcwmU="></latexit>

m = Senc⌫B (”HelloAlice”)
<latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit>

2. Encapsulation
<latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit><latexit sha1_base64="UwY9y/UbJJf6iATUFzYHXcghXVY="></latexit>

⌫B , c,U 
<latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit><latexit sha1_base64="BhYRe308MGtITfols8Ic/qDe2vA="></latexit>

Possible key mismatch



#RSACKey caching and attack model

�13

Key caching : the secret key is fixed for several queries

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

m = Senc⌫B (”HelloAlice”)
<latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

m = Senc⌫B (”HelloAlice”)
<latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit>

c,U
<latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit><latexit sha1_base64="xRNi0pQCyi6rMYZakKhHw4YN8ik="></latexit>

m = Senc⌫B (”HelloAlice”)
<latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit><latexit sha1_base64="4dkfgljHfR2JEx6TYzqNjI0uXZ4="></latexit>
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Key caching hypothesis The attack has access to the following oracle

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

Return 1 if ⌫A = ⌫B
<latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit>

Return 0 otherwise
<latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit>

c,U,⌫B
<latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit>
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2016 : Concrete attack introduced by Fluhrer on the LWE scheme 

2017: Improvements by Ding et al. 

2017 : Similar approach on HILA5 by Bernstein et al.

k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  HelpRec(k’)
<latexit sha1_base64="2YCDfIcFooDcxrHN6oVulEyK85I="></latexit><latexit sha1_base64="2YCDfIcFooDcxrHN6oVulEyK85I="></latexit><latexit sha1_base64="2YCDfIcFooDcxrHN6oVulEyK85I="></latexit><latexit sha1_base64="2YCDfIcFooDcxrHN6oVulEyK85I="></latexit>
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k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

Return 1 if ⌫A = ⌫B
<latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit>

Return 0 otherwise
<latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit>

Key mismatch oracle
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k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

Return 1 if ⌫A = ⌫B
<latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit>

Return 0 otherwise
<latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit>

Key mismatch oracle

�16

2016 : Concrete attack introduced by Fluhrer on the LWE scheme 

2017: Improvements by Ding et al. 

2017 : Similar approach on HILA5 by Bernstein et al.

New difficulties for NewHope

The decompress function keeps 
only the 3 most significant bits
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k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

Return 1 if ⌫A = ⌫B
<latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit>

Return 0 otherwise
<latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit>

Key mismatch oracle

�16

2016 : Concrete attack introduced by Fluhrer on the LWE scheme 

2017: Improvements by Ding et al. 

2017 : Similar approach on HILA5 by Bernstein et al.

New difficulties for NewHope

The decompress function keeps 
only the 3 most significant bits

The decode function takes the 
coefficients four by four
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Key caching is a misuse case :
 Designers strongly recommends to draw 

fresh keys at each exchange
Is it possible for a practical 

implementation ?

It depends on the constraints

Expensive randomness Many queries per second
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k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

Return 1 if ⌫A = ⌫B
<latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit>

Return 0 otherwise
<latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit>

How many queries are necessary to recover the secret key S ?

This vulnerability is intrinsic to the scheme

Assessing the power of the attacker is necessary



An attack on the CPA version
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k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

Return 1 if ⌫A = ⌫B
<latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit>

Return 0 otherwise
<latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit>

c,U,⌫B
<latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit>

Find specific queries that induce an 
information in the output

S
<latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit>

S1
<latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit>

S2
<latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit>

S3
<latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit>

S4
<latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit>
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k’ C�US
<latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit><latexit sha1_base64="C673M+9qO4n3CtttHUiCHyYyykA="></latexit>

⌫A  Decode(k’)
<latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit><latexit sha1_base64="//TwDdBgp1fOUTAHxt9svwvZdmo="></latexit>

C decompress(c)
<latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit><latexit sha1_base64="MQMHNYYw2tl6Vj1YZtmRggP2TAE="></latexit>

Return 1 if ⌫A = ⌫B
<latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit><latexit sha1_base64="GrOF1pK/Q7Gj4MmE8FTtt/WRpMQ="></latexit>

Return 0 otherwise
<latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit><latexit sha1_base64="kdUPW50vl1uw0hzCI2UZlz6K1Ys="></latexit>

c,U,⌫B
<latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit><latexit sha1_base64="W8XF4fLjrbtE2KiGmv7FK6r/jYM="></latexit>

Find specific queries that induce an 
information in the output

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C
<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

0 0 0 0 …⌫B
<latexit sha1_base64="Bs8XHPWfQ7gjTHoxZyxYQlKxbYw="></latexit><latexit sha1_base64="Bs8XHPWfQ7gjTHoxZyxYQlKxbYw="></latexit><latexit sha1_base64="Bs8XHPWfQ7gjTHoxZyxYQlKxbYw="></latexit><latexit sha1_base64="Bs8XHPWfQ7gjTHoxZyxYQlKxbYw="></latexit>

U �
<latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit>

S
<latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit>

S1
<latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit>

S2
<latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit>

S3
<latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit>

S4
<latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit>



#RSACThe idea

�21

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

0
<latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit>

q
2

<latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit>

S
<latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit>

S1
<latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit>

S2
<latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit>

S3
<latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit>

S4
<latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit>

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C
<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

Decode(C�US)
<latexit sha1_base64="OFxURddXKOqUd189eRezbFW56uw="></latexit><latexit sha1_base64="OFxURddXKOqUd189eRezbFW56uw="></latexit><latexit sha1_base64="OFxURddXKOqUd189eRezbFW56uw="></latexit><latexit sha1_base64="OFxURddXKOqUd189eRezbFW56uw="></latexit>

U �
<latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit>



#RSACThe idea

�21

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

0
<latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit><latexit sha1_base64="6m8OqinjdjsmTCWhQc0eDcL0GlM="></latexit>

q
2

<latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit><latexit sha1_base64="+COLs2xImeau3U/ocCTSlHhRhJ0="></latexit>

S
<latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit>

S1
<latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit>

S2
<latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit>

S3
<latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit>

S4
<latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit>

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C
<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

Decode(C�US)
<latexit sha1_base64="OFxURddXKOqUd189eRezbFW56uw="></latexit><latexit sha1_base64="OFxURddXKOqUd189eRezbFW56uw="></latexit><latexit sha1_base64="OFxURddXKOqUd189eRezbFW56uw="></latexit><latexit sha1_base64="OFxURddXKOqUd189eRezbFW56uw="></latexit>

U �
<latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit>

Can be chosen Unknown

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit>



#RSACSketch of the attack

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit>

= Sign

✓
|`1 � S1|+

Pj=4
j=2

���� `j � Sj

���� �8

◆

<latexit sha1_base64="l1Iwj1cQzHMXDkaXyPZ27CAMnfM="></latexit><latexit sha1_base64="l1Iwj1cQzHMXDkaXyPZ27CAMnfM="></latexit><latexit sha1_base64="l1Iwj1cQzHMXDkaXyPZ27CAMnfM="></latexit><latexit sha1_base64="l1Iwj1cQzHMXDkaXyPZ27CAMnfM="></latexit>

S
<latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit>

S1
<latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit>

S2
<latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit>

S3
<latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit>

S4
<latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit>

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C
<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

U �
<latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit>



#RSACSketch of the attack
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit><latexit sha1_base64="YYlrjaRuHjUiTvdst64B+AFoehc="></latexit>

= Sign

✓
|`1 � S1|+

Pj=4
j=2

���� `j � Sj

���� �8

◆

<latexit sha1_base64="l1Iwj1cQzHMXDkaXyPZ27CAMnfM="></latexit><latexit sha1_base64="l1Iwj1cQzHMXDkaXyPZ27CAMnfM="></latexit><latexit sha1_base64="l1Iwj1cQzHMXDkaXyPZ27CAMnfM="></latexit><latexit sha1_base64="l1Iwj1cQzHMXDkaXyPZ27CAMnfM="></latexit>

S
<latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit>

S1
<latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit>

S2
<latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit>

S3
<latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit>

S4
<latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit>

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C
<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

U �
<latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit><latexit sha1_base64="hvbChwxG+SizUIPZh/AQRoYIDEY="></latexit>



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

�23



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�23



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

+ - - - + + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�23



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

+ - - - + + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�23



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

+ - - - + + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�23



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

+ - - - + + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�23



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

+ - - - + + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�23



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

+ - - - + + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�23



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>
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#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�24



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

- - - - - + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�24



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>

0

1

2

3

4

-4 -3 -2 -1 0 1 2

|`
1
�
S
1
|

<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

- - - - - + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�24



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

- - - - - + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�24



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

- - - - - + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�24



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

- - - - - + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�24



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

- - - - - + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>

�24



#RSACSketch of the attack
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C

<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>

= Sign

✓
|`1 � S1|+ Const� 8

◆

<latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit><latexit sha1_base64="NyTY3fEhH4n1rkLYYZiGQn8e404="></latexit>
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<latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit><latexit sha1_base64="c2rnPjvAD0Bqh/nCy2mPPiLBnUQ="></latexit>

`1
<latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit><latexit sha1_base64="xTKhPmznQfWXk5V6w5RlliHHddU="></latexit>

S1
<latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit><latexit sha1_base64="dC2EqcnRKeoysX1mgBlFv1ynfEQ="></latexit>

If 2 changes of Sign
<latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit><latexit sha1_base64="pGVGtQMXR5Q1hZYoF82WNorsnBQ="></latexit>

Else go back to step 1
<latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit><latexit sha1_base64="PobfI4gKdAMYEel4ElruywCP1JE="></latexit>

2. Query for successive `1
<latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit><latexit sha1_base64="4hYJA9C/k9JczQRufMmcrn+miHg="></latexit>

! S1 is found (symmetry)
<latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit><latexit sha1_base64="PQma7p9R/kQJ503aLXar6XRLpt0="></latexit>

1. Draw `2, `3 and `4 at random
<latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="G30nvnJkyKBlKcCymNnrqTxJgV4=">AAACtXicjVLLSgMxFD0dX7VWrWs3g0VwVTJudCnowmUF+4BaZCZNa+y8TDJCKf6AWz9O/AP9C2/iCGoRzTAzJ+fec5KbmyiPpTaMvVS8peWV1bXqem2jXtvc2m7UuzorFBcdnsWZ6kehFrFMRcdIE4t+rkSYRLHoRdNTG+/dC6Vlll6aWS6GSThJ5Vjy0BDVvm40WYu54S+CoARNlCNrPOMKI2TgKJBAIIUhHCOEpmeAAAw5cUPMiVOEpIsLPKBG2oKyBGWExE7pO6HZoGRTmltP7dScVonpVaT0sU+ajPIUYbua7+KFc7bsb95z52n3NqN/VHolxBrcEPuX7jPzvzpbi8EYx64GSTXljrHV8dKlcKdid+5/qcqQQ06cxSOKK8LcKT/P2Xca7Wq3Zxu6+KvLtKyd8zK3wJvdJfU3+NnNRdA9bAWsFVwwVLGLPRxQG49wgnO00SHLER7x5J15t97dxz3wKuWF2MG34el34YWM3A==</latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="4FhQOl5p52KUORIoMR6QY9CYcF0="></latexit><latexit sha1_base64="KnZf3yNBs5Ev1vwqeS1bQDq9tHI="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit><latexit sha1_base64="Ncm25/NNDueHtzmXyOgP4ns5c58="></latexit>

Sign

✓ Pj=4
j=1

���� `j � Sj

���� �8

◆

<latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit><latexit sha1_base64="YnQaq8YXC+7/Qm+p3T0gXnl0T40="></latexit>

- - - - - + + +

8� Const
<latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit><latexit sha1_base64="cVdWaHf3PpTMWpOnXgdsaoWpxOw="></latexit>
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Results
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Average queries Success probability

16 700 95 %



#RSAC

Results

�26

Average queries Success probability

16 700 95 %

Sometimes the secret has large 
coefficients the induce errors outside of 

the target

S
<latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit><latexit sha1_base64="+3N+9sidWLLbiAEMx9sjl3+G3As="></latexit>

S1
<latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit><latexit sha1_base64="6dP+U/5YVkDu0DiIb+8wr1IE+XQ="></latexit>

S2
<latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit><latexit sha1_base64="ZrFDJUpNE4qDObORjIfYbUP9a40="></latexit>

S3
<latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit><latexit sha1_base64="03T0er7ukZziYYCvNtAHsNDruuM="></latexit>

S4
<latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit><latexit sha1_base64="LmOhdJyw8ilsgN9ZF1IOgvTqqo0="></latexit>

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0C
<latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit><latexit sha1_base64="WNYnpPLYZtOzSfPMCK1rhSNqGp8="></latexit>

`1
<latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit><latexit sha1_base64="MFlnWa382NxJCrA5RyByMKRInBk="></latexit>

`2
<latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit><latexit sha1_base64="bCGFYFCmDV+2jDEoWKI6GYxXRyI="></latexit>

`3
<latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit><latexit sha1_base64="hMAy7HEAi/6zoMbne+CK1rZNgtw="></latexit>

`4
<latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit><latexit sha1_base64="V7RPyLted7bRxtarKFH3OrcpvNE="></latexit>



The attack can be extended to the CCA 
version with a stronger model
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NewHope CCA version
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Fujisaki-Okamoto transform (variant): Alice checks Eve’s computation with her seed
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NewHope CCA version
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Fujisaki-Okamoto transform (variant): Alice checks Eve’s computation with her seed

Key caching is still insecure with side channels

Single fault attack
Differential power analysis 



#RSAC
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Take away message

�30

Be careful with key caching when 
implementing lattice based schemes

Refresh the sk/pk pair as often as 
possible 



Full version of the paper 
https://eprint.iacr.org/2019/075

Thank you for you attention

https://eprint.iacr.org/2019/075

