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e Bellare, F, Scafuro (Asiacrypt'16):

Subv.-ZK scheme
using knowledge assumption



SNARKs

Succinct Non-interactive
ARgument of Knowledge

® succinct:

7| independent of |x| and |w]

e proves knowledge of w
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This work

Subversion zero knowledge of SNARKSs

e Analysis of 5 important zk-SNARKSs from literature
— are they subversion-ZK?

— if not, can they be made subversion-ZK?
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underies -— @CASH

zk-SNARK 3

— /K contingent payments

o CRS verfiable? x
= add 4 group elements \/

% e Simulate proofs? \/

L

)

—> subversion zero knowledge of modified scheme
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Is Zcash anonymous if parameters set up maliciously?

e uses SNARK without verifiable CRS

e parameters set up using MPC

— uses ROM proofs to prove correctness

= CRS verifiable | = —> proofs simulatable @
i

v

Zcash is subversion-anonymous in the ROM

ia.cr/2017/602
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