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Layered Models
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IP Header
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TCP Header
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TCP 3-way Handshake
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TCP 3-way Handshake (Wireshark)
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Sniffing Passwords

Many protocols use clear text authentication.

By eavesdropping traffic on a network section, we can obtain
usernames and passwords.

A password gives access to a remote machine from which we can
sniff and further obtain new passwords.
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FTP Session Sniffed with Wireshark
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Apache Authentication Sniffed with Wireshark

In Basic authentication mode, password is sent in the clear.

The Digest mode is does not reveal the password.
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Cookies

Cookie: information sent by a web server and stored by the user.

Only the cookie owner (server domain) can get access to it.

Cookies allow web servers to simulate http sessions.

Users can potentially be tracked.
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Browser Fingerprinting

Browsers leak information about the user’s environment.

Users can potentially be tracked. See www.amiunique.org.
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Hub

A hub is used to connect segments of a LAN.

When a packet arrives at a port of the hub, it is broadcasted to
the other ports so that all devices on any segment of the LAN
can see that packet.

The network bandwith is shared by all the devices on the LAN.
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Switch

A switch is used to connect segments of a LAN.

A switch filters and forwards packets between LAN segments.

A switch operates at the data link layer (layer 2) and sometimes
the network layer (layer 3).

It keeps a record of the MAC addresses of the connected devices:
when a frame is received, it knows which port to send it to.
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Router

A router is typically used to connect 2 LANs or a LAN with ISP.

Routers are located at gateways.

Routers use forwarding tables to determine the best path for
forwarding the packets.

They communicate with each other using procotocols as ICMP.

A router is typically connected to a DSL modem for broadband
Internet service.

A router commonly integrates a switch.
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Hubs, Switches, and Routers through the Layers
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Network Example 1/4

www.practicallynetworked.com
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Network Example 2/4

f.tqn.com
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Network Example 3/4

iwatchsystems.com
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Network Example 4/4

www.cisco.com

Gildas Avoine Chapter 1: Network Sniffing 23



Behind the Switch... (1/2)

www.sopratel.ma
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Behind the Switch... (2/2)

www.outofuse.com
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Switched Networks

Switched networks limit sniffing possibilities.

Gildas Avoine Chapter 1: Network Sniffing 26



Wireless Networks
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Conclusion

Sniffing a network is easy and hardly detectable.

Sniffing an arbitrary network is not allowed.

Encrypting the channel is highly recommended.

Using Wireshark is a convenient way to see what is going on.

Gildas Avoine Chapter 1: Network Sniffing 29



References

Computer Networks, Andrew S. Tanenbaum, Prentice Hall, 5th
edition, October 2010, 960 pages, ISBN 978-0132126953.

Wireshark 101: Essential Skills for Network Analysis, Laura
Chappell, February 2013, 370 pages, 978-1893939721.

https://www.wireshark.org/

Gildas Avoine Chapter 1: Network Sniffing 30


	Network Sniffing
	TCP/IP Basics
	Sniffing Data on the Network
	Hub, Switch, and Router
	Conclusion and References


