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Introduction

• Encryption function ensures confidentiality but not integrity
• The first block of a CBC encryption can be changed without being

remarked by the receiver
• The CBC padding oracle is a devasting attack against CBC in particular

in TLS … 
• For stream cipher, it is even easier to modify the message 
• Encryption provides confidentiality but its goal is not to provide

integrity
• MAC (Message Authentication Code) can be used for this task



Message Authentication Code (MAC)



Security Game



Constructions of MAC 

• Let FK:{0,1}* to {0,1}t a random function
• M=M1…Mm split M into m blocks 

• MAC1(M) =FK(M1)⊕… ⊕ FK(Mm) 
• Is it a secure MAC1 ? 

• MAC2(M) = FK(<1>||M1)⊕… ⊕ FK(<m>||Mm)
• Is it a secure MAC2 ? 



Attack against MAC2

• MAC2(M) = FK(<1>||M1)⊕… ⊕ FK(<m>||Mm)
• MAC2(M1,M2) = t1

• MAC2(M1,M3) = t2

• MAC2(M2,M2) = t3

• MAC2(M2,M3) = t1 ⊕t2 ⊕t3 = FK(<1>||M2) ⊕ FK(<2>||M3)  



Keyed-hash Message Authentication Code

• Is H(K||m) a secure MAC if H is based on Merkle-Damgard ?
• Is H(m||K) a secure MAC if H is based on Merkle-Damgard ?
• The envelop technique H(k1||m||k2)



Extension attack on MAC(m)=H(K||m) 
• H(M)=H(M1||M2)=h(h(IV,M1),M2) is Merkle-Damgard construction with a 2-

block message 

• Assume we know the MAC of message m: MAC(m)= H(K||m)=t
• We can compute the MAC of message m||N from t, without knowing the 

key K, MAC(m||N)=h(t,N) 

• For MAC(m)= H(m||K) if we can compute a collusion for H: m ≠m’ s.t. 
H(m)=H(m’), then we can forge MAC(m’||K) once we have a MAC for 
MAC(m||K)

• For SHA-3 hash function, SHA3(K||m) is a valid MAC since MD is not used



Block-cipher based MAC

• Unencrypted CBC-MAC
• There is no IV (initialization vector)
• Secure only for message M of the same

length



No IV in CBC-MAC



Security against messages of different lengths



Security



Better solution : Encrypted CBC-MAC


