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Overview

1. Mobile systems:� intuitions,� the �-calculus;2. Non-standard semantics:� marker allocation,� operational semantics;3. Abstract semantics:� the abstract interpretation framework,� generic abstract transition system,� several analyses.
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Mobile systems
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Mobile system

A pool of processes which interact and communicate:

Interactions� synchronize process computation;� change process structure (communication, migration);� change communication links;� create new processes.

Topology of interaction may be unbounded !

Jérôme Feret, LIENS 4 April, 2002



Dynamic linkage of agents
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A network
Client

Resource Server
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Motivation

We want to compute a sound approximation of the relations between the namescommunicated to the variables of agents:Are the variables x and y of an instance of the agent P� always linked to the same name ?� always linked to distinct names ?� always linked to names created by the same recursive instance of an agent ?� never linked to names created by the same recursive instance of an agent ?(We will use a wider class of properties to infere them.)
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�-calculus: syntax

Let Name be an in�nite set of channel names, and Label an in�nite set of labels,

P ::= action.P| (P j P )| (P+P )| ;

action ::= c!i[x1; :::; xn]| c?i[x1; :::; xn]| �c?i[x1; :::; xn]| (� x)| [x �i y]

where n > 0, c, x1, ..., xn, x, 2 Name ,i 2 Label, � 2 f=; 6=g;� and ? are the only name binders.We denote by fn(P ) the set of free names in P , and by bn(P ) the set of boundnames in P .Jérôme Feret, LIENS 8 April, 2002



Transition semantics

A reduction relation and a congruence relation give the semantics of the �-calculus:� the reduction relation speci�es the result of process computations:c?i[y]Q j c!j[x]P i;j! Q[y  x] j P�c?i[y]Q j c!j[x]P i;j! Q[y  x] j �c?i[y]Q j PP+Q "! PP+Q "! Q[x �i y]:P "! P when x � y; � 2 f=; 6=g� the congruence relation reveals redexes:-- solves con�icts between names (�-conversion, extrusion,...);-- allows structural modi�cations (commutativity and associativity of j).Jérôme Feret, LIENS 9 April, 2002



Example: syntax

S := (� port)(� gen)(Server j Customer j gen!0[])

where
Server := �port?1[info,add ](add !2[info])

Customer := �gen?3[] ((� data) (� email)(port!4[data; email] j gen!5[]))
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Example: computation

(� port)(� gen)(Server j Customer j gen!0[])3;0! (� port)(� gen)(� data1)(� email1)(Server j Customer j gen!5[] j port!4[data1,email1])1;4! (� port)(� gen)(� data1)(� email1)(Server j Customer j gen!5[] j email1!2[data1])3;5! (� port)(� gen)(� data1)(� email1)(� data2)(� email2)(Server j Customer j gen!5[] j email1!2[data1] j port!4[data2,email2])1;4! (� port)(� gen)(� data1)(� email1)(� data2)(� email2)(Server j Customer j gen!5[] j email1!2[data1] j email2!2[data2])
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Non-standard Semantics
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Example: non-standard con�guration

(Server1 j Customer3 j gen!5[] j email1!2[data1] j email2!2[data2])

8>>>>>>>>>><>>>>>>>>>>:
�1; ";�port 7! (port; ")��3; ";�gen 7! (gen; ")port 7! (port; ")��2; id01;�add 7! (email; id1)info 7! (data; id1) ��2; id02;�add 7! (email; id2)info 7! (data; id2) ��5; id2;�gen 7! (gen; ")�
9>>>>>>>>>>=>>>>>>>>>>;
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Marker properties

1. Marker allocation must be consistent:

two instances of the same process cannot be associated with the same markerduring a computation sequence.

2. Marker allocation should be robust:

Marker allocation should not depend on the interleaving.
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Marker allocation

Markers describe the history of the replications which have led to the creation of thethreads.They are binary trees:� leaves are not labeled;� nodes are labeled with a pair (i; j) 2 Label 2.They are recursively calculated when fetching resources as follows:

id!

id� : (i,j)
id?

Jérôme Feret, LIENS 15 April, 2002



Extraction function

An extraction function calculates the set of all choices for the set of the thread in-stances spawned at the beginning of the system execution or after a communication.

�((� n)P; id; E) = �(P; id; (E[n 7! (n; id)]))�(;; id; E) = f;g�(P+Q; id; E) = �(P; id; E) [ �(Q; id; E)�(P j Q; id; E) = fA [B jA 2 �(P; id; E); B 2 �(Q; id; E)g�(y?i[y]:P; id; E) = ff(y?i[y]:P; id; Ejfn(y?i[y]:P ))gg�(�y?i[y]:P; id; E) = ff(�y?i[y]:P; id; Ejfn(�y?i[y]:P ))gg�(x!j[x]:P; id; E) = ff(x!j[x]:P; id; Ejfn(x!j [x]P ))gg�([x �i y]:P; id; E) = ff([x �i y]:P; id; Ejfn([x �i y]:P ))gg
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Transition system

C0(S) = �(S; "; ;)

� 2 f=; 6=g; E(y) � E(x); Cont2�(P; id; E)C [ f([x �i y]:P; id; E)g "! (C [ Cont)E?(y) = E!(x); ContP2�(P; id?; E?[yi 7! E!(xi)]);ContQ2�(Q; id!; E!)C [ f(y?i[y]P; id?; E?); (x!j[x]Q; id!; E!)g(i;j)! (C [ ContP [ ContQ)E�(y) = E!(x); ContP2�(P;N((i; j); id�; id!); E�[yi 7! E!(xi)]);ContQ2�(Q; id!; E!)C [� (�y?i[y]P; id�; E�);(x!j[x]Q; id!; E!) � (i;j)! �C [ f(�y?i[y]P; id�; E�)g [ ContP [ ContQ�
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Abstraction
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Collecting semantics

(C; C0;!) is a transition system.We restrict our study to its collecting semantics:this is the set of the states which are reachable within a �nite transition sequence.

S = fC j 9i 2 C0; i!� CgIt is also given by the least �x-point of the following [-complete endomorphism F :

F = �}(C) ! }(C)X 7! C0 [ fC 0 j 9C 2 X; C ! C 0gThe calculus of this �x point is not usually decidable.Jérôme Feret, LIENS 19 April, 2002



Abstract domain

We introduce an abstract domain of properties:� properties of interest;� more complex properties used in calculating them.

The domain is often a binary lattice: (D];v;t;?;u;>) and is related to the con-crete domain }(C) by a monotonic concretization function 
.

8A 2 D], 
(A) is the set of the elements which satisfy the property A.Jérôme Feret, LIENS 20 April, 2002



Abstract transition system

Let C]0 be an abstraction of the initial states and  be an abstract relation oftransition, which satisfy C0 � 
(C]0) and the following diagram:

C]
C �! C

� C]




Then, S � Sn2N
(F ]n(C]0)) where F ](C]) = C]0 t �F �nitefC] j C]  C]g�.Jérôme Feret, LIENS 21 April, 2002



Generic environment analysisFor each �nite subset V of variables, we introduce a generic abstract domain GV todescribe the markers and the environments which may be associated to a syntacticcomponent the free name of which is V :}(Id� (V ! (Name� Id))) 
V � GV :The abstract domain C] is then the set:
C] =Yp2PGfn(p)related to }(C) by the concretization 
:
(f) = fC j (p; id; E) 2 C =) (id; E) 2 
fn(p)(f(p))g:
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Abstract communication

?

y?�y�:��p�P x![x]:��q�Q
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Extending environments

y?�y�:��p�P x![x]:��q�Q
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Synchronizing environments

y?�y�:��p�P x![x]:��q�Q
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Propagating information

y?�y�:��p�P x![x]:(�q)Q
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A centered-relationnal abstractionWe capture the relations between the marker of an agent and the markers of thenames linked to its variables:� we abstract the shape of the markers by using a regular domain for describingsets of markers: GV = (fAgg + (V � Name))! Reg�;
V (f) = �(id; E) ���� �id 2 
Reg�(f(Ag))E(y) = (x; idx) =) idx 2 
Reg�(f(y; x)) �;

� we abstract relations between markers by using a numerical domain:GV = (V � Name)! N�
(f) = f(id; E) j E(y) = (x; idx) =) (id; idy) 2 
N�g:
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Non-uniform result
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Limitations

Two main drawbacks:1. we only prove equalities between Parrikh's vectors, some more work is neededin order to prove equalities of words;2. we only capture properties involving comparison between name and agentmarkers:(� make)(� edge)(� �rst)(�make?1[last ](�next)(edge!2[last ,next ]| make!3[next ])| �make?6[last ](edge!7[last,�rst])| make!8[�rst])| edge?[x,y][x=9y][x 6=10�rst]Ok!11[]we cannot infer that 11 is unreachable.Jérôme Feret, LIENS 29 April, 2002



Abstracting equivalence relation

We introduce a compact abstract domain to describe sets of equivalence relationsover a set of variables V :
TV = �(A;R) ���� A is a partition of VR is a symetric anti-re�exive relation on A �:For any set I , TV is related to the powerset }(V ! I) via the following concretizationfunction:


IV((A;R)) = �f ���� 8X 2 A; fx; yg � X =) f(x) = f(y)(X ;Y) 2 R =) 8x 2 X ; y 2 Y; f(x) 6= f(y) �=) implicit closure of relations and implicit information propagation.Jérôme Feret, LIENS 30 April, 2002



Dependency analysis

We abstract the relation between the names linked to the variables of an agent:GV = TV ;
V = f(id; E) j E 2 
Name�IdV g;

and the relation between the markers of an agent and its names:

GV = TfAgg[V ;
V = �(id; E) �� [Ag 7! id; y 7! snd(E(x))] 2 
IdfAgg[V 	:
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Global numerical analysis

We abstract relations between all the name markers and all the names linked tovariables, and the thread markers:For each V � Name, we introduce the setXV = fp� j � 2 �g [ fc(�;v) j � 2 � [ Name; v 2 V g:The domain GV is then the set of the a�ne relations among XV , related to theconcrete domain by the following concretization:


V (K) =((id; E) �����  p� ! jidj�x(y;v)! (x = �rst(E(v)))x(�;v)! jsnd(E(v))j�
! satis�es K):
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Pair-wise numerical analysis

We compare pair-wisely markers, having partitioned in accordance with the namecreations having created the names.Let � be a linear form de�ned on R �, for each V � Name, the domain GV is a pairof function (f; g): f : V � Name! f a�ne subspace of R 2g;g : (V � Name)2! f a�ne subspace of R 2g;the concretization 
V (f; g) is given by:8<:(id; E) ������ E(x) = (y; idy) =) (�((jidj�)�2�);�((jidyj�)�2�)) 2 f(x; y)�E(x) = (y; idy)E(x0) = (y0; id 0y) =) (�((jidyj�)�2�);�((jid 0y)j�)�2�) 2 g((x; y); (x0; y0))
9=;
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Example

(� make)(� edge)(� �rst)(�make?1[last ](�next) (edge!2[last ,next ] | make!3[next ])| �make?6[last ](edge!7[last,�rst])| make!8[�rst])| edge?[x,y][x=9y][x 6=10�rst]Ok!11[]we �rst discover in global abstraction domain that:

f(2) satis�es �c(1;3);next = c(1;3);last + cnext;lastc�rst;last + cnext;last = 1

f(7) satis�es �cnext;last + c�rst;last = 1c�rst;�rst = 1
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Example (continued)

We then prove in the pair-wise relation domain that in process 9, x and y arerespectively linked to names created by some instance of the restrictions :1. (� �rst) and (� �rst),2. or (� �rst) and (� next),3. or (� next) and (� next) but distinct instances,4. or (� next) and (� �rst);so, the matching pattern [x = y] is satis�able only in the �rst case !!!
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Conclusion

We have proposed a generic framework for analyzing the invariants of mobile systems:� it can be applied to many formalisms such as the �-calculus, mobile ambients,the join-calculus, (etc),� it can be used in designing several analyzes, such as 0�CFA and non-uniformCFA.
Future Works

Design a behavioral analysis which dinstinguishes between several instances of thesame agent.
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