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Abstract We present an Abstract Interpretation-based framework for
automatically analyzing programs containing digital filters. Our frame-
work allows refining existing analyses so that they can handle given
classes of digital filters. We only have to design a class of symbolic prop-
erties that describe the invariants throughout filter iterations, and to
describe how these properties are transformed by filter iterations. Then,
the analysis allows both inference and proofs of the properties about the
program variables that are tied to any such filter.

1 Introduction

Digital filters are widely used in real-time embedded systems (as found in auto-
motive, aeronautic, and aerospace applications) since they allow modeling into
software behaviors previously ensured by analogical filters. A filter transforms
an input stream of floating-point values into an output stream. Existing analyses
are very imprecise in bounding the range of the output stream, because of the
lack of precise linear properties that would entail that the output is bounded.
The lack of precise domains when analyzing digital filters was indeed the cause
of almost all the remaining warnings (potential floating-point overflows) in the
certification of a critical software family with the analyzer described in [IJ2].

In this paper, we propose an Abstract Interpretation-based framework for
designing new abstract domains which handle filter classes. Human intervention
is required for discovering the general shape of the properties that are required
in proving the stability of such a filter. Roughly speaking, filter properties are
mainly an abstraction of the input stream, from which we deduce bounds on
the output stream. Our framework can then be used to build the corresponding
abstract domain. This domain propagates all these properties throughout the
abstract computations of programs. Our approach is not syntactic, so that loop
unrolling, filter reset, boolean control, and trace (or state) partitioning are dealt
with for free and any filter of the class (for any setting) is analyzed precisely.

Moreover, in case of linear filters, we propose a general approach to build the
corresponding class of properties. We first design a rough abstraction, in which
at each filter iteration, we do not distinguish between the contributions of each
input. Then, we design a precise abstraction: using linearity, we split the output
between the global contribution of floating-point errors, and the contribution of
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the ideal filter behavior. Global floating-point error contribution is then bounded
using the rough abstraction, while ideal filter output is precisely described by
formally expanding it, so that the contribution of each input is exactly described
in the real field, and then approximated in floating-point arithmetics.

We have instantiated our framework for two kinds of widely used linear filters:
the high bandpass and second order filters. The framework was fully implemented
in OCAML [8] and plugged into an existing analyzer. We have obtained bounds
that are very close to sample experimental results, which has allowed solving
nearly all of our remaining warnings [2].

Previous works. To our knowledge, this is the first analysis that abstracts
filter output invariants. Nevertheless, some work has been done in filter optimiza-
tion. In [7], affine equality relationships [6] among variables at the beginning and
at the end of loop iterations are used to factorize filters at compile time. In our
case, because of floating-point rounding errors, there are no such affine equal-
ity relationships, so a more complex domain such as polyhedra [5] is required to
perform the same task. Moreover, our programs involve complex boolean control
flows. Thus, filter factorization cannot be performed without a highly expensive
partitioning. Furthermore, our goal is just to prove the absence of error at run-
time, and not to describe precisely the global behavior of filters.

Outline. In Sect.[2] we present the syntax and semantics of our language. In
Sect.[3] we describe a generic abstraction for this language. In Sect.[4] we define a
generic extension for refining existing abstractions. In Sect. [5} we give numerical
abstract domains for describing sets of real numbers. In Sect. [6] we describe,
on our examples, the general approach to building such generic extensions. In
Sect. [7} we describe the impact of these extensions on the analysis results.

2 Language

We analyze a subset of C without dynamic memory allocation nor side-effect.
Moreover, the use of pointer operations is restricted to call-by reference. For
the sake of simplicity, we introduce an intermediate language to describe pro-
grams interpreted, between the concrete and an abstract level. We suppose that
lvalue resolution has been partially solved (see [2], Sect. 6.1.3]). Furthermore, as-
signments (which use floating-point arithmetics at the concrete level) have been
conservatively abstracted into non-deterministic assignments in the real field,
i.e., floating-point expressions have been approximated by linear forms with real
interval coefficients. These linear forms include both the rounding errors and
some expression approximations (see [I0]). We also suppose that runtime errors
(such as floating-point overflows) can be described by interval constraints on the
memory state after program computations.

Let V be a finite set of variables. We denote by Z the set of all real number
intervals (including R itself). We define inductively the syntax of programs in
Fig. [I} We denote by £ the set of expressions E. We describe the semantics of
these programs in a denotational way. An environment (p € ¥V — R) denotes a
memory state. It maps each variable to a real number. We denote by Env the set



VevIlel
E=1|V|(-V)+E|V+E|IxV+E
P:=V =F|skip|if (V >0) {P} else {P} | while (V >0) {P}| P;P

Figure 1. Syntax.

[e(p) = 1, [VIe(p) = {p(V)}

[(=V)+Elz(p) = {a=p(V) |a € [E]e(p)}, [V+Ele(p) = {p(V) +a|ac[E]s(p)}
[IxV+E]s(p) ={bxp(V)+al|ac[E]s(p)bel}

[V = Elr(p) = {plV — 2] | € [E](p)}

[skip]p(p) = {p}
: o _ J[Pdr(p) ifp(V) >0
[if (V >0) {1} else {P}]p(p) = {[[ Plp(p) otherwise
[while (V > 0) {P}]r(p) = {p' € Iv| p'(V) < 0}
where Inv=1fp (X — {p} U (U{[P]r(¢) | o' € X,p'(V) > 0}))
[Pr; Po]p(p) = UL[P2Dp(¢') | 0" € [P1]P(p)}

Figure 2. Concrete semantics.

of all environments. The semantics of a program P is a function ([P]p € Env —
©(Env)) mapping each environment p to the set of the environments that can
be reached when applying the program P starting from the environment p. The
function [_] p is defined by induction on the syntax of programs in Fig. 2l Loop
semantics requires the computation of a loop invariant, which is the set of all
environments that can be reached just before the guard of this loop is tested.
This invariant is well-defined as the least fixpoint of a U-complete endomorphism
in the powerset p(Env). Nevertheless, such a fixpoint is usually not computable,
so we give a decidable approximate semantics in the next section.
We describe two filter examples, that we will use throughout the paper.

Example 1. A high bandpass filter can be encoded by the following program:

V =R; By = [0;0]; § = [0; 0];
while (V > 0) {
V=R;T=R,; Ey=1;
if (T'>0){S=10;0]}
else {S=Ax S+ Ey+ (—E)+ F};
Ey = Ey;
}

Roughly speaking, the interval I denotes the range of filter entries. Floating-
point rounding errors are captured by the range of both intervals A and F. The
interval A describes the filter coefficient and satisfies A C [4; 1[. Variables V and
T allow control flow enforcement. At each loop iteration, the variable S denotes
the value of the current filter output, the variable Ey denotes the value of the
current filter input, and the variable E; denotes the value of the previous filter
input. Depending on the value of T', the filter is either reset (i.e., the output is
set to 0), or iterated (i.e., the value of the next output is calculated from the
last output value and the two last input values). The analysis described in [2]



only discovers inaccurate bounds for the variable S. It works as if the expression
A X S+ Ey— E; + F were approximated by A X S + (2 x I + F). The analysis
discovers the first widening threshold I (see [, Sect. 2.1.2]) such that [ is greater
than 2ﬁtf7 for any (7, f,a) € I x F x A. It proves that [ is stable, and then
successive narrowing iterations refine the value (. O

Example 2. A second order digital filter can be encoded as follows:

V =R; By = [0;0]; E2 = [0;0; So = [0;0]; S1 = [0;0]; S2 = [0;0];
while (V > 0) {
V=R;T=R; Ey=1;
else {Sy =AXxS1+BxSo+CxEy+DxEy+EXEy+F};
Ey = Ey; By = Ey; So = S1; 51 =5
}

Roughly speaking, the interval I denotes the range of filter entries. Intervals A,
B, C, D and F denote filter coefficients and satisfy A C [0;00[, B C] — 1;0[ and
V(a,b) € A x B, a?> +4 x b < 0. Floating-point rounding errors are captured by
the range of intervals A, B, C, D, E and F. Variables V and T allow control flow
enforcement. At each loop iteration, the variable Sy denotes the value of current
filter output, variables S; and S denote the last two values of filter output, the
variable Ey denotes the value of the current filter input, and variables E; and
FE5 denote the last two values of filter input. Depending on the value of T', either
the filter is reset (i.e., both the current and the previous outputs are set to the
same value), or iterated (i.e., the value of the next output is calculated from the
last two output values and the last three input values). The analysis described
in [2] fails to discover any bound for the variables Sy, S1, Sa. O

3 Underlying Domain

We use the Abstract Interpretation framework [34] to derive a generic approxi-
mate semantics. An abstract domain Ent is a set of properties about memory
states. Each abstract property is related to the set of the environments which
satisfy it via a concretization map . An operator U allows the gathering of infor-
mation about different control flow paths. Some primitives ASSIGN and GUARD
are sound counterparts to concrete assignments and guards. To effectively com-
pute an approximation of concrete fixpoints, we introduce an iteration basis L,
a widening operator V and a narrowing operator A. Several abstract domains
collaborate, and refine each others using very simple constraints: variable ranges
and equality relations. These constraints are related to the concrete domains
via two concretization functions vz and - that respectively map each function
p* €V — T to the set of the environments p such that VX € V, p(X) € p*(X),
and each relation R C V? to the set of environments p such that for any vari-
ables X and Y, (X,Y) € R implies that p(X) = p(Y). The primitives RANGE
and EQU capture simple constraints about the filter input stream, and about



[V = E]*(a) = assiGN(V = E, a)

[skip]*(a) = a ﬁ
. B . ay = [P1]*(GUARD(V, [0; +o0[, a))
[if (V >0){P1} else {Pz}]]ﬁ(a) = a1 U a2, with {az _ [[PQ]]u(GUARD(V,]—OO;O[, )
[while (V > 0) {P}]*(a) = GuarD(V,] — o0; 0], Inv*)

where Inv® = Ifp (X — a U [P]*(cuarD(V, [0; +oo], X)))

[Pr; P2]*(p%) = [P2]H([PA]F (p%))

Figure 3. Abstract semantics.

the initialization state, to be passed to the filter domains. Conversely, a primi-
tive REDUCE receives the constraints about the filter output range to refine the
underlying domain.

Definition 1 (Generic abstraction). An abstraction is defined by a tuple
(E'm;ﬁ, v, L, ASSIGN, GUARD, L, V, A, RANGE, EQU, REDUCE) such that:

. Entf is a set of properties;

. v € Emf — p(Env) is a concretization map;

. Ya,b € Env*,y(a) U~(b) C y(allb);

. Ya € Ent#, pt € (V — T), v(a) Nyz(p?) C v(REDUCE(pF, a));

. V is a widening operator such that: Ya,b € Env*, v(a) U~(b) C v(aVb); and
VE €N, p1,.npr € (V = TI), (a;) € (Entf)N, the sequence (a;) defined by
ay = plag) and a, | = p(ay Vay+1) with p = [X + REDUCE(py, X)] o ... 0
[X — REDUCE(p1, X)], is ultimately stationary;

6. A is a narrowing operator such that: Ya,b € Ent*, y(a) N~y (b) C v(anb);
andVk €N, py,....pr € (V = I), (a;) € (Ent*)N, the sequence (a;) defined
by ag = plao) and al,, = p(a’ Aayi1), with p = [X — REDUCE(pg, X)] o
... 0 [X +— REDUCE(p1, X)], is ultimately stationary;

. VYae Ent*,X eV,Ec& pen(a), [X =E]r(p) Cr(assicN(X = E, a));

.Nae Emf, X eV, 1T, {perla)|p(X)ecI}C~(GUARD(X,T,a));

. Va € Ent*, v(a) C y7(RANGE(a)) and v(a) C v—(EQU(a)).

Grds Lo o~

© o

Least fixpoint approximation is performed in two steps [3]: we first com-
pute an approximation using the widening operator; then we refine it using
the narrowing operator. More formally, let f be a U-complete endomorphism
of p(Env), and (f* € Ent* — En*) be an abstract counterpart of f satisfying
Ya € Ent?, (fov)(a) C (yo f#)(a). The abstract upward iteration (CV) of f¥ is
defined by Cyj = L and C,,, = CYV f4(CY). The sequence (Cy) is ultimately
stationary and its limit CV satisfies Ifp(f) € v(CY). Then the abstract down-
ward iteration (D2 ) of f* is defined by D§ = Cy and D}, = D5 A f*(D5). The
sequence (D2) is ultimately stationary and its limit D2 satisfies Ifp(f) C v(DZ).
So we define 1fpﬁ( f%) by the limit of the abstract downward iteration of f¥.

The abstract semantics of a program is given by a function ([_]* € Env® —
Envﬁ) in Fig. |3l Its soundness can be proved by induction on the syntax:

Theorem 1. For any program P, environment p, abstract element a, we have:

p€r(a) = [Plr(p) 7 ([PI(a)). O



4 Generic Extension

We now show how an analysis can be extended to take into account a given class
of digital filters. We first introduce all the primitives that we need to build such
a domain. Then we define a single domain. At last, we build an approximate
reduced product between such a domain and an underlying domain.

4.1 Primitives

A filter domain collects constraints that relate some variables that will be used
again at the next filter iteration with some filter parameters and a dynamic
information. This provides approximation of both filter input and output. For
instance, the variables may be the last outputs, the parameters some directing
coefficients, and the dynamic information a radius inferred during the analysis.
Let m be the numbers of variables to be used and n that of the filter param-
eters. The abstract domain maps tuples in 7 = V" x R™ to elements of the
set B of dynamic information. The set of the environments that satisfies a con-
straint ¢ € 7 x B is given by its concretization yz(c). An operator Ug is used
to merge constraints related to the same tuple, but coming from distinct flows.
For each assignment X = FE interpreted in an environment satisfying the range
constraints described by p! € V — Z, the set RLVT(X = E) denotes the set
of tuples corresponding to the constraints that are modified by this assignment
(usually the tuples containing some variables that occurs in the expression E).
For each of these tuples t associated with the dynamic information a, the pair
PT(X = E,t,p*) = (¥, info) is such that ¢’ is the tuple that is tied, after the
assignment (obtained by shifting the variables), by the new constraintﬂ and info
contains all the parameters about both the filter and the input stream that are
required to infer the dynamical information. This information is itself updated
by d(info,a). The element 1z provides the basis of iterations. Extrapolation op-
erators Vg and Ag allow the concrete post-fixpoint approximation. A primitive
BUILD receives some range and equality constraints from the underlying domain
to build filter constraints when the filter is reset. Conversely, the function TO
extracts information about the range of the output stream to be passed to the
underlying domain.

Definition 2 (Generic extension). An abstract extension is given by a tuple
(7,B,75,Us, RLVT, INFO, PT, §, 13, V5, A, BUILD, TO) which satisfies:

T=V™ x R", where m,n € N; B is a set of dynamical information;

v8 € T x B — p(Env) is a concretization map;

Va,be Bt e T yg(t,a) Uyp(t,b) Cyp(t,alpbd);

assignments: RIVT maps an expression E € & to a subset T of T; INFO
is a set of filter parameters; VX € V,E € £,p* € V — I, we have PT(X =
E,t, p*) € T x INFO, the map [t — fst(PT(X = E,t,p*))] is injective, and

T o o =

! p’i may be used to interpret some variables that occur in E. It also infers a bound
to the filter input.



vt € RIVT(E), a € B, such that p € v5(t, a)Nyz(p*), we have [X = E]p(p) C
v5(t', 8(info,a)), with (t',info) = PT(X = E,t,p*);

5. Vg is a widening operator such that: Va,b € B, Vt € T, y5(t,a) Uvs(t,b) C
v8(t, (aVgb)); and V (a;) € BY, the sequence (a;) defined by aj = ao and
Ay 1 =y VBay41 s ultimately stationary;

6. N is a narrowing operator such that: Va,b € B, ¥Vt € T,v5(t,a) Ny5(t,b) C
v8(t, aspb); V(a;) € BY, the sequence (a) defined by af = ag and a,,, =
ab Agan11, 18 ultimately stationary;

7. filter constraint synthesis from the underlying domain:

Vot €V = I,R € p(V?),t €T, yz(p") N1=(R) C 75(t, BUILD(t, p*, R));

8. interval constraint synthesis:

TO € (TxB)— (V—=1I)and ¥Vt € T,a € B, y5(t,a) C vz(TO(t, a)).

4.2 Abstract Domain

We now build an abstraction from a generic extension. We first enrich the set B
with an extra element Tp & B. That element will denote the fact that a tuple is
tied to no constraint. We set yz(t, Tg) = Ent* and TO(t, T) = En*. We also
lift other primitives of the domain so that they return Tz as soon as one of their
arguments is Tp. The abstract domain Em}% = (7 — B) is related to p(Fnv) by
the concretization function v which maps f € Em;g, to the set of environments
(ﬂteT'yB(t,f(t))) that satisfy all the constraints encoded by f. The operator
Up applies componentwise the operator Lig. The abstract assignment may re-
quire information about variable ranges in order to extract filter parameters (in

f
particular the input values). The abstract assignment ASSIGN,. (X = E, f) of an
abstract element f under the interval constraints pf € V — T, is given by the
abstract element f’ where:

1. if F is a variable Y, each constraint containing Y gives a constraint for X:
we take f'(t) = f(ot), where o substitutes each occurrence of X by Y;

2. otherwise, we remove each constraint involving X, and add each constraint
corresponding to some filter iteration, f’(¢) is given by:

S(info, f(t_y)) if 3t_y € RIVT(E), (t, info) = PT(X = E,t_1,p%),
ft) ifte (V\{X}H™ xR",
T8 otherwise;

We also set ASSIGNp(X = E, f) = assiaN ") (x = E, f). Since filter
invariants do not rely on guards, we set GUARDg (X, I, f) = f. The function
RANGEp (f) maps each variable X to the interval ((,c7TOp(t, f(t))(X)); since
filters do not generate syntactic equality constraints, we take EQUr = 0. We
also ignore the constraints that are passed by the other domains, this way we
take REDUCEF (p?,a) = a. The L element maps each tuple to the element Tj.
The operators (Vg, Ar) are defined componentwise. We define the tuple Ap by
(EnvﬁF,'yF7I_IF,ASSIGNF,GUARDF,J_F, VF, Ap,RANGEF, EQUp, REDUCEFR).

Theorem 2. The tuple Ar is an abstraction. O



4.3 Product and Approximate Reduced Product

Unfortunately the abstraction Apr cannot compute any constraint, mainly be-
cause of inaccurate assignments and guards, and abstract iterations always re-
turn the top element. Hence we use a reduced product between this abstraction
and an existing underlying abstraction to refine and improve the analysis.

Let Ay = (Envg,'yo,uo,ASSIGNO,GUARDO,J_O,vo,AO,RANGEO,EQUO,REDUCEO)
be an abstraction. We first introduce the product of the two abstractions. The
abstract domain Ent is the Cartesian product Em)g X Em;gy. The operator LI,
the transfer functions (ASSIGN, GUARD), the function REDUCE and the extrap-
olation operators (L, V,A) are all defined pairwise. The concretization and the
remaining refinement primitives are defined as follows:

Y(a, ) =v0(a) N ye(f),
EQU(a, f)(X,Y) < EQUy(a)(X,Y) or EQU(f)(X,Y),
RANGE(X)(a, f) = RANGE((X)(a) N RANGER(X)(f),
which corresponds to taking the meet of collected information.
We refine abstract assignments and binary operators:

— before assignments, we synthesize the filter constraints that are relevant for
the assignment; during assignments, we use the underlying constraints to
interpret the expression; and after assignments, we use the filter constraints
to refine the properties in the underlying domain. That is to say, we define
ASSIGN’(X = E, (a, f)) by (REDUCEq(RANGEE(f"),a"), f"") where:

o (a”, f") = (ASSIGNo (X = E,a), AsSIGN'= ™ (X = B, 1))
) BUILD(%, RANGEo(a), EQUqy(a)) if ¢t € RLVT(E) and f(t) = Tgs,

AU {f(t) otherwise.

— before applying a binary operator, we refine the filter constraints so that both
arguments constrain the same set of tuples; after applying a binary operator,
we use the filter constraints to refine the underlying domain properties. That
is to say, for any operator ® € {U,A,V}, we define (a1, f1) ® (a2, f2) by
(REDUCE((RANGEr(f"),a"), f") where:

e (a”, ") = (a1 ®o a2, fi ®F f3),
, BUILD (¢, RANGE(a;), EQUg(a;)) if fi(t) = Tg and fo_;(t) # Tg,
o fi(t)= { .
fi(t) otherwise.

We set A = (Env*,~, ', ASSIGN’, GUARD, L, V/, A’ RANGE, EQU, REDUCE).

Theorem 3. The tuple A is an abstraction. O

5 Numerical Abstract Domains

Until now, we have only used real numbers. In order to implement numerical
abstract domains, we use a finite subset F of real numbers (such as the floating-
point numbers), that is closed under negation. The set F is obtained by enriching
the set F with two extra elements +o0co and —oo that respectively describe the



reals that are greater (resp. smaller) than the greatest (resp. smallest) element of
FF. Since the result of a computation on elements of F may be not in I, we suppose
we are given a function [_], that provides an upper bound in F to real numbers.
The set F is also endowed with a finite widening ramp L [2, Sect. 7.1.2]. For any
two elements a and b in F we set aVzb = min{l € L U {a; +oo} | maz(a,b) < 1}.
We now design two families of abstract domains parametrized by the integers ¢
and 7 that allow tuning the extrapolation strategy.

— The domain F, , is the set F x Z. It is related to p(RR) via the concretization
Y7, that maps any pair (e, k) into the set of the reals r such that |r| < e.
The bottom element Lz, = is (—o0,0). The binary operators Ug, ,, V#, .,
and Ay, . are defined as follows:

° (ahkl) Ug, . (a2, k2) = (maz(ay,az),0);

(al, kl) if ay Z ag

(ag, k1 +1) ifas >a; and k1 < ¢

(a1VgFag,0) otherwise;

(a1,k1) if a; <agor ky < (—7)

(ag, min(k1,0) — 1) if az < ay and k1 > (—7);

A constraint is only widened if it has been unstable g times since its last

widening. On the other side, narrowing stops after r iterations.

o (a1,k1)Vr, (a2, k) =

o (a1, k1)Arx, (a2, k) =

— The domain F; . is the Cartesian product between Fy . and Fg o. It is related
to p(IR) via a concretization map vz that maps elements (a, b) to vz, . (a)N
VF,0(b). The element Lz is the pair (L, , L, ,). Binary operators are
deﬁned pairwise, except the widening, that is deﬁned as follows:

((a1, k1), (01, 11)) V2 ((az, k2), (b2, 12)) = ((min(as, bs),0), (bs, 13)),
where (a3, k‘g) = (al, kl)vfo,r (CLQ, k‘g) and (bg7 lg) (bl, ll)V]: O(bg, lg)
The elements a and b in the pair (a,b) are intended to describe the same
set of reals. Nevertheless, they will be iterated using distinct extrapolation
strategies and distinct transfer functions. The element a will be computed
via a transfer function f € F — F, whereas b will be computed via a relaxed
transfer function that try to guess the fixpoint of f. The element b is used
to refine the element a after widening, in case it becomes more precise. This
allows computing arbitrary thresholds during iterations. To ensure termina-
tion, it is necessary also to widen b, but this is not done at each iteration.

6 Applications

We propose a general approach to build accurate instantiations for generic ex-
tensions in case of linear filtering. We first design a rough abstraction ignoring
the historical properties of the input. That way, filters will be considered as if
the output only depends on the previous outputs and on only the last global
contributions of the last inputs. Then, we formally expand filter equations, so
that the overall contribution of each input is exactly described. We use the rough
abstraction to approximate the contribution of the floating-point rounding errors



during filter iterations. In the whole section, we use a function EVAL! that maps
each pair (E, p!), where E is an expression and pf is an abstract environment in

V — T, to m € F such that Vp € vz(p*), [E]r(p) C [—m;m]. We also use two

natural number parameters ¢ and r, and a real number parameter € > 0.

6.1 Rough Abstraction

To get the rough abstraction, we forget any historical information about the
inputs during the filter iterations, so that each output is computed as an affine
combination of the previous outputs. The constant term is an approximation of
the contributions of both the previous inputs and the floating-point rounding
errors. Human intervention is only required during the design of the domain to
discover the form of the properties that are relevant, and the way these properties
are propagated throughout a filter iteration.

6.1.1 Simplified High Passband Filter

A simplified high passband filter relates an input stream FE,, to an output stream
defined by S,4+1 = aS, + Ey,.

Theorem 4. Lete, >0, D >0, m >0, a, X and Z be real numbers such that
| X| <D and aX — (m+¢,|X|) £ Z <aX + (m+e,]X]).

Then we have:

— |2l < (lal + €a) D +m;

—[|a|+5a<1andD2m] — |Z| < D. O
1-(Jal+¢a)

We define two maps ¢; € F?2 x F? — F and ¢ € F?2 x F — T by:
¢1(a7€aamv D) = ’7(|a| + ‘5a‘)D+m] )
m(lJrC) -‘ lf |a| + |5a| < 1

¢2(a78a7m) = ’71(|a|+|€a|)
400 otherwise.

We derive the following extension:
— 7,, = (V x F?) and info = F? x F;
= (Brys Lr,Us,, s VB, 88,) = (Fars Lz JUrz V2 A );
= 8, ((X,0,24),€) ={p € Env| p(X) € vr2 (e)};
— RLVT,, maps each expression F to the set of the tuples (X, a,&,), such that
E matches [ x X + E' with I C [L;1[and I = [a — 4;a + &4);
— P (Z =1 X X + B, (X,a,24), pF) = (Z,0,20), (a, €0, m))
where m = EVAL!(E’, p*) 2
- 67“1 ((av €as m)v ((Dl, kl)a (D27 kQ))) = ((Tlv O)a (TQa O)) where
L= ¢1 (av €a, M, Dl) and ro = max(qSl (av Ea, M, D2)7 ¢2(CL, €as m))7
— BUILD,, (X, a,4), p%, R) = ((m,0), (m,0)), with m = BVAL#(X, p*);
Y — fyfgr(e) ifX=Y

- TOT X7 r<a)s =
1((X,a.2a),€) Y —R otherwise.



6.1.2 Simplified Second Order Filter

A simplified second order filter relates an input

stream FE,, to an output stream defined by:
Snt2 = aSp41 +bS, + Epyo.

Thus we experimentally observe, in Fig. 4| that starting
with Sy = S1 = 0 and provided that the input stream
is bounded, the pair (Sp42,Sn+1) lies in an ellipsoid.
Moreover, this ellipsoid is attractive, which means that
an orbit starting out of this ellipsoid, will get closer of
it. This behavior is explained by Thm. Figure4: Orbit.

Theorem 5. Leta, b, e, > 0,5, >0, K >0, m >0, X, Y be real numbers,

such that a®> +4b < 0, and X% —aXY —bY?2 < K. Let Z be a real number such

that: aX +0Y — (m+ .| X| +&p|Y|) € Z < aX +bY + (m + &,|X| + &|Y)).
epteav—b

Let 0 be 27, we have:

1. |1X] <2 and|Y|<2

2-s-4b

72 _aZX —bX2 < (\/ +5f+m g

vV-b+d<1
3. m 2 — 7?2 _aZX -bX?2<K.

K> —

(1_¢fb_5) O

We define two maps 1; € F x F2 — F and ¢» € F* x F — F by:
2
[((\/bJr §(a,eq,b,0)) VD + m) —‘ if a2 +4b<0

400 otherwise

1/)1(a,€a7 bagbvma D) =

( (149 >2 o [a2+ab<0
i
Ya(a,eq,b,ep,m) = 1—v=b—5(a,ea,b,e0) V=b+0d(a,eq,bep) <1
400 otherwise.
lev|+leal V=0
v/ —(a?+4b)
We derive the following abstract extension:
— T,, = (V? x F*) and info = F* x F;
= (Bry, Lrs,UB,,, VB,,, ABTQ) (FirLlre Ur Ve OF: )
- VB, ((X,Y,a,e4,b,ep), €) is given by the set of environments p that satisfies:
(p(X))? = ap(X)p(Y) = b(p(Y))* < maz(vzz (e));
— RLVT,, maps each expression E to the set of tuples (X,Y,a,e,,b,¢p), such
that E matches [a —eq;a+e,] X X +[b—ep;b+ep] X Y + E' with a? +4b < 0;
— PT(Z =[a—cg;a+eq) x X +[b—cp;b+ep) x Y +E'(X,Y,a,eq,b, ), p*))
is giverﬂ by ((Z,X,a,c4,b,¢p), (a,€q,b,€p,m)), where m = EVALF(E’, p*);

where §(a,e,,b,6p) =2

2 If [t — fst(pT,, (Z = E,t,p"))] is not injective, we take a subset of RIVT,., (F).



— 0r,((a,€a,b,85,m), (D1,k1), (D2,k2))) = ((r1,0), (r2,0)) where r =
P1(a,eq,b,€p,m, D1) and 19 = maz(y1(a,q,b,m, Da),2(a,eq,b, 4, m));
— BUILD,, ((X, Y, a,4,b,6), p*, R)(X) = ((m,0), (m,0))
[[1—a—blz?] if (X,Y)eR
where m = { [22 + |a|zy + |b|y?] otherwise
with 2 = BVAL}(X, pf) and y = EVALF (Y, pf);
Vs [-m;m] if X =V and a® +4b < 0

— TOT2 (X, Y; a,&q, b, Eb)(e) = {V — R otherwise

maz(yz2 (e))xb
where m = _ar
a2+4b

6.2 Formal Expansion

We design a more accurate abstraction by formally expanding the definition of
the output in the real field. The overall contribution of rounding errors is then
over-approximated using the rough abstraction, while the contribution of each
input is exactly described. The obtained domain is history-aware: concretization
uses an existential quantification over past inputs, which forbids precise abstract
intersection and narrowing.

6.2.1 High Passband Filter

Theorem 6. Let o € [1;1], i and m > 0 be real numbers. Let E, be a real
number sequence, such that Vk € N, Ey € [—m;m]. Let S, be the following

sequence:

So =1
SnJrl = aSn + EnJrl - E,.
We have:

1. S, =a"+ E, —a"Ey+ Zlnz_ll (a—1)a"1E,
2. |Su] < la|™i] + (1 + |a|* + |1 — o™ )m;
3. |Sn| < 2m + i O

We derive the following abstract extension:

— T, = V2 XF, By, = Fyp X Fyr X F2,, and INFO4, = F x F x F;

— (Lay,Us,, VB, ) are defined componentwise;

— 84, (5", E', ), (a,b,c)) is given by

Je € vz, (¢), IS € 77, (a),

In € N,3(E;)o<i<n € (v, (b))""" such that _
p(E") = E, and '
p(S") =e+a"Sy+ E, —a"Ey+ 57 (a — 1)t E,

p € Env



— RLVTg, maps each expression E to the set of the tuples (X,, X_,a), such

that E matches

[@—ca;atea] x Xo+[1—ep;lder ] x Xy +[-14+e_je_ —1]x X_+[—e,€]
where g4, > 0,64 >0,6- >0, e >0 and [a — e4;a + €4] C [3;1[; the pair
PT,. (Z = E,(Xa, X_,a),p%) is given by ((Z, X4, ), (o, my,m')), where
my = EVAL} (X, p*) and m’ = EVALH(E + {—a} x X + (=X, ) + X_, pP);
§d1((a7mﬂ5)a (avba C)) = (aabl—lfq,r (m,O),(;rl((oz,O,s),c));

BUILDg, ((Xa, X, a), p*, R) = ((Mma, 0), (m4,0), ((0,0),(0,0))) where

me = EVAL} (X, p*) and my = EVALH (X, pb);

Y = [-m;m] if X =Y and o € [1;1]

104, ((Xa, X4, @), (a,b,¢)) = Y —R otherwise

where m = [mas(yz,, (a)) + 2maa(z, . (b)) + mas(yzz ()]

— Va,b € By, aABdlb: a.

6.2.2 Second Order Filter

Theorem 7. Leta, b, ¢, d, e, ig, and i1 be real numbers, such that —1 < b < 0
and a®+4b < 0. Let (E,,) be a sequence of real numbers. We assume there exists
m € F such that Vk € N, we have E; € [—-m;m], and VkE € {1;2}, we have
i € [-m;m]. We define the sequence (Cy,) as follows:

So = ig, S1 =11,
Sn+2 = G/Sn_t,_]_ + bSn + CETL_;,_Q + dEn_;,_]_ + eEn

Let (A;)ien, (Bi)ien, and (C’f)i’jeN be real coefficient families such that:

Vn € N, Sn = AnZO + Bnll + Z:L:OCZLEl

For any pair (n,N) € N such that N > 3 and n > N, we define the residue RY
by S — X7, N1 CP Ei. We have:

1.

YN >3n>N+2 RN =aR)N | +bRN , + eV
where e = aCZ:}VEan + bCZ:lziNEn,lfN + bCTTLL:?vEn,N;
VN > 3,n €N, |S,| < (max(SY (iy = ia), SN (i1 = i2))).m
where

— SY¥(B) = maz{(Z}_o|CF|) + init(p, B) | p € [0; N + 2]}

. —0maxt N
— SV (B) = <2ﬁ61|05+2| +2\/Z’(Kﬁw>

a2+4b

|An| + |Bn| if (not(B))

— Vn > 2, init(n,B) =
- (n,B) {An + B,|  otherwise,

2
WCLHN N 1+N
K£<| Cy T 4bCy" [+]bC, |> andK(I)V(B):X2+|a|XY*bY2,

1—v/—b
X = (init(N +2,B)) + D5 |CN 2|
where o N1 | N1
Y = (init(N + 1,B)) + DX |CN O

3 We omit the explicit recursive definition of these coefficients, for conciseness.



We set N € N and define the map 1, that maps each tuple (B,a,b,c,d,e) €
B x F% into [maz(SY, S (8))| where SY and S are defined as in Thm.
We derive the following abstract extension:

— Tg, = V* X F5, By, = Bx Fyp x F7,, and INFOq, = F x F;

— (Lay,Un,,, Vs,,) are defined componentwise.

= VBa, ((S",S’,E?’,E’,a,b,c7 d,e), (B,m, K.)) is given by:

Jex, ey, such that €3 — aexey — bed < max(vrz, (Ke))
In € N,3(E;)_2<i<nt1 € (v£,, (m))" ™ such that

p € Env p(S//) =ex + An+1E72 + By E_1+ Ezn:t)lcszﬂEl
p(S/) =ey + AnE72 + BnEfl + EZn:QC:lE'L
P(E") = Bnir, pE') = By, [B —> By = B_y)

— RILVTq, (E) is the set of tuples t = (X, Xp, X4, Xe, a, b, ¢, d, €), such that there
exists X, € V such that E matches X;cqpiciaie} [0 — €630 + €5] X Xi + [—¢, ]
where Vi € {a;b;c;d;e},e; >0, >0, a®+4b < 0, and —1 < b < 0, then the
pair PT,, (Z = E,t, p*) is given by (¢, (EVAL#(X,, p*), EVAL}(E', p*))) where
t'=(Z,Xa, Xe, Xq,a,b,c,d,e) and E' = E 4 Yictapiciaze} i —1} X Xi;

- 6112 ((ma E)a (A, iE, Zs)) - (A> ig I—'fq,r (m7 O)a 6T2 ((av 0, ba 0, 5)7 is));

— BUILDg, (X4, X3, X4, Xe,a,b,¢,d, €), p*, R) = (B, (m,0), ((0,0), (0,0))) with
B = ((Xq4, Xp) € R) and m = maz{EVAL} (X, p?) | VX € {X,, Xy, Xg, X} };

X=Y
o Y — [-m;m] if ¢ »
- T0d2((Xa>XbaXd;Xeva7bvca d, e)a(Aa'LEvls)): af<_b
Y —R otherwise

_ maz(yz2 (ic))b
where m = | max(vr, . (ig))Ve (A, a,b,¢,d, ) + 2 #
: e

— Va,b € Bg,, alg,,b=a.

7 Benchmarks

We tested our framework with the same program as in [2]. This program is
132,000 lines of C long with macros (75 kLOC after preprocessing) and has
about 10,000 global variables. The underlying domain is the same as in [2] (i.e.,
we use intervals [3], octagons [9], decision trees, except the ellipsoid domain which
corresponds to the rough abstraction of second order digital filters). We perform
three analyses with several levels of accuracy for filter abstraction. First, we use
no filter abstraction; then we only use the rough abstraction; finally we use the
most accurate abstraction. For each of these analyses, we report in Fig. [5] the
analysis time, the number of iterations for the main loop, and the number of
warnings (in polyvariant function calls). These results have been obtained on a
2.8 GHz, 4 Gb RAM PC.

8 Conclusion

We have proposed a highly generic framework to analyze programs with digital
filtering. We have also given a general approach to instantiate this framework in



no filter |rough filter|accurate filter
abstraction|abstraction| abstraction
iteration number 69 120 72
average time by iteration| 48.0 s. 58.4 s. 61.7 s.
analysis time 3313 s. 7002 s. 4444 s.
warnings 639 10 6

Figure 5. Some statistics.

the case of linear filtering. We have enriched an existing analyzer, and obtained
results that were far beyond our expectations. As a result, we solved nearly all
remaining warnings when analyzing an industrial program of 132,000 lines of C:
we obtain a sufficiently small number of warnings to allow manual inspection,
and we discovered they could be eliminated without altering the functionality of
the application by changing only three lines of code.

Linear filtering is widely used in the context of critical embedded software,

so we believe that this framework is crucial to achieve full certification of the
absence of runtime error in such programs.
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