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IND-CPA security

Adversary Challenger
(~x0,~x1)

ct~xβ

KeyGen(msk,·)
~y

sk~y

Decrypt(KeyGen(msk,·), ·)

(~y ,ct~x)

〈~x , ~y〉 or ⊥

Adversary wins if b′ = b ∧ ∀~y , 〈~x0, ~y〉 = 〈~x1, ~y〉
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Example: DDH, fix (g , h) ∈ G2
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~hk

〈 ~hk, ~y〉 ~h

〈~h, ~y〉

〈·, ~y〉

〈·, ~y〉

Hash(·,b)

Hash(·,b)
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CCA-Security: Issues to fix

issue: Decryption oracle might leak information about ~hk

solution: Add 2nd Hash to prove that b ∈ L
why: If b ∈ L, ~h can be computed using ~hp so it contains

no more information about ~hk than ~hp

issue: Scheme is Malleable

solution: Sign ct using OTS. Use vk as tag for PHF

why: Same tag =⇒ cannot sign
Signature =⇒ no parts from other ciphertexts
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Encrypt
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sign sign sign sign
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Nope!

This is not enough!

He who can check the proof, can fake it!
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Thank you!

Thanks for you attention! Question?
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