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The role of software and the cost of bugs

Ariane 5.01 maiden flight failure
@ reuse of Ariane 4 software

o different environment

o direct cost: 500,000,000 $
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Aircraft functions transferred from hardware to software
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Software inside civil aircraft

Avionics software

@ critical components of embedded systems
o e.g. flight-by-wire control systems

@ major impact on safety

o widely used inside modern aircraft

Certification

@ by third parties on behalf of Authorities (FAA, EASA)
@ stringent rules on development and verification processes
e DO-178/ED-12 international standard
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Traditional process-based assurance informal verification
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Traditional process-based assurance informal verification

Large verification effort
o intellectual reviews

@ unit and integration tests
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Automated process leveraging formal verification

@ a bsence Of run—time error System =3 Development activity
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Reading
Formal Low-level
Requirements
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Principle of formal verification by abstract interpretation

Define the concrete semantics of your program

concrete semantics = mathematical model of the set
of all its possible behaviours in all possible environments
can be constructed from semantics of commands
of the programming language
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Principle of formal verification by abstract interpretation

Define the concrete semantics of your program

concrete semantics = mathematical model of the set
of all its possible behaviours in all possible environments
can be constructed from semantics of commands
of the programming language

Define a specification

specification = subset of possible behaviours

that the concrete semantics meets the specification

use computers to automate the proof
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Concrete semantics of program P © Cousot and Cousot [2010]
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Specification of P (e.g. safety property) © Cousot and Cousot [2010]

Forbiden zone

Specification] P
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Formal proof of P © Cousot and Cousot [2010]

z(t)
Forbidden zone
Possible

‘ trajectories
.

Semantics|[ P | C Specification[ P
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Abstract semantics for P © Cousot and Cousot [2010]

Semantics[ P] is uncomputable

Abstraction of the trajectories

Abstraction(Semantics[ P )
N ip § ARBUS



Proof by abstract interpretation © Cousot and Cousot [2010]

Forbidden zone

Abstraction of the trajectories

Abstraction(Semantics[ P ) C Specification[ P |
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Soundness of abstract interpretation © Cousot and Cousot [2010]

Forbidden zone

Abstraction of the trajectories

Semantics[ P ]| C Abstraction(Semantics| P]) C Specification] P ]
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Static analyis by abstract interpretation © Cousot and Cousot [2010]

Alarms

Forbidden zone

Error or false alarm ?
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Static analyis by abstract interpretation © Cousot and Cousot [2010]

True error

Forbidden zone Alarm Il
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Static analyis by abstract interpretation © Cousot and Cousot [2010]

Incompleteness = false alarms

Forbidden zone

False alarm

ip § ARBus
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Static analyis by abstract interpretation

Numerical abstract domains Bertrane et al. [2010]

X X
X X x
X
X
Concrete values Intervals Polyhedra Octagons
x,y € [a, b] AX;aixi <b NExty<c
uncomputable linear cost exponential cost
Abstract domains
@ sound approximations of the concrete semantics
o trade-off between cost and precision
. ip § ARBUs



Goal of the thesis

Apply static analysis to two program equivalence problems

Regression verification

Objective program change does not add undesirable behaviors

Patch analysis inferring that two syntactically close versions of a program
compute equal outputs when run on equal inputs in the
same environment.

Portability verification

Objective environment change does not add undesirable behaviors.

Portability analysis inferring that two syntactically close versions of a
program compute equal outputs when run on equal inputs in
their respective environments.
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Agenda

@ Introduction
© Patch analysis for numerical programs
© Patch analysis for C and structure layout portability

@ Endian portability analysis for C programs

© Conclusion
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Running example
Original program P;

21

a = input(0,10);

b = input(0,10);
c=1;
i=0;

while (i<a) {
c=c+b;
i=i+1;

}

r = c;
output (r);

Unchloop from Trostanetski et al. [2017]
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a = input(0,10);

b = input(0,10);
c=1;
i=0;

while (i<a) {
c=c+b;
i=i+1;

}

r = c;
output (r);

Unchloop from Trostanetski et al. [2017]
Original and patched program versions P; and P,

a = input(0,10);
input (0,10);
c = 0;

o
I

i=0;

while (i<a) {
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i=i+1;

}

r = ct+l;
output (r) ;



Running example Unchloop from Trostanetski et al. [2017]

Original and patched program versions P; and P,

assume: ag=a Ab =b (equal inputs)

a = input(0,10); a = input(0,10);
= input(0,10); b = input(0,10);

c=1 c=0;

i=0; i=0;

while (i<a) { while (i<a) {
c=c+b; c=c+b;
i=i+1; i=i+1;

} }

r = c; r = ct+l;

output (r); output (r) ;
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i=0; i=0;
while (i<a) { while (i<a) {
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i=1+1; i=i+1;
} }
r =c; r = c+l;
output (r); output (r) ;
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Running example Unchloop from Trostanetski et al. [2017]

Invariants of program versions P; and P»

assume: ag=a Aby = b (equal inputs)
a = input(0,10); a1 € [0,10] a = input(0,10); @€ [0, 10]
= input(0,10); b1 € [0,10] b = input(0,10); b2 € [0, 10]
c=1 c = 0;
i=0; i=0;
while (i<a) { ca=b xip+1 while (i<a) { = by X Ip
c=c+b; c=c+b;
i=1+1; i=i+1;
} }
cg=a1 X b +1 G =a X by
r =c; r1:31><b1+1 r = c+l; r2:a2><b2+1
output (r); output (r) ;
,, prove: n=rn (equal outputs)



Running example Unchloop from Trostanetski et al. [2017]

Invariants of program versions P; and P»

assume: ag=a Aby = b (equal inputs)
a = input(0,10); a1 € [0,10] a = input(0,10); @€ [0, 10]
= input(0,10); b1 € [0,10] b = input(0,10); b2 € [0, 10]
c=1 c = 0;
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while (i<a) { ca=b xip+1 while (i<a) { = by X Ip
c=c+b; c=c+b;
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prove: n=rn (equal outputs)
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Running example Unchloop from Trostanetski et al. [2017]

Proving the equivalence of program versions P; and P,

assume: ag=aANb =b (equal inputs)
output(r); n=a X b +1 output(r); rh=a, X by+1
prove: n=rnm (equal outputs)

Proof of equivalence

from separate analyses of P; and P
requires inferring expressive relational invariants  (non linear)

— costly numerical abstraction (beyond polyhedra)

21



Our approach

Joint analysis of program versions P; and P»

from the AST of P; and P>

using edit distance algorithms

with dynamic programming

22

= input(0,10);
input (0,10);
= 1;
i=0;
while (i<a) {
c=c+b;
i=i+1;
}
r = c;
output (r);

0o o p
]

= input(0,10);
input(0,10);
= 0;
i=0;
while (i<a) {
c=c+b;
i=i+1;
}
r = ct+l; R

output(r); [IP
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Our approach

Joint analysis of program versions P; and P»

from the AST of P; and P>

using edit distance algorithms

with dynamic programming

22

a = input(0,10);
b = input(0,10);
c =1;

i=0;

while (i<a) {
c=c+b;
i=i+1;

}

r = C;

output (r);

a = input(0,10);
b = input(0,10);
c

= 1] 0;
i=0;
while (i<a) {
c=c+b;
i=i+1;
}
T = c| c+l;
output (r);

S

= input(0,10);
input(0,10);
= 0;
i=0;
while (i<a) {
c=c+b;
i=i+1;
}
r = ct+l; R

output(r); [IP
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Our approach

Joint analysis of program versions P; and P»

Left version: Py = m1(P)

from the AST of P; and P» m (st || s2) N
using edit distance algorithms mi(c=1]0) =c=1
with dynamic programming m(r=cllc+l) =r=c
a = input(0,10); a = input(0,10);
b = input(0,10); b = input(0,10);
c =1; c=1 || 0;
i=0; i=0;
while (i<a) { while (i<a) {
c=c+b; c=c+b;
i=i+1; i=i+1;
} }
T =c; T = c| c+l;

. output(r);

S

output (r);
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Our approach

Joint analysis of program versions P; and P»

Right version: P, = m2(P)

from the AST of P; and P» ma(s1 || s2) E,
using edit distance algorithms m(c=1]0) =c=0
with dynamic programming m(r=cllct+l) =r=c+l
a = input(0,10); a = input(0,10);
b = input(0,10); b = input(0,10);
c=1]0; c = 0;
i=0; i=0;
while (i<a) { while (i<a) {
c=c+b; c=c+b;
i=i+1; i=i+1;
} }
T = c| c+l; T = c+l; .
” output (r); output(r); [IP S AIRBUS
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Our approach

Joint analysis of program versions P; and P»

Then analyze the double program P

from the AST of P; and P,

using double program semantics

using edit distance algorithms relating variables of P; and P

with dynamic programming

with less expressive invariants (linear)

22

input (0,10);
input (0,10);
= 10;
i=0;
while (i<a) {
c=c+t+b;
i=i+1;
}
r = c| c+l;
output (r) ;
e

o o wp
]

ay=a € [0,10]
b1 = b € [0,10]
a=1Ne=0

a=o-+1

n=n
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Lifting simple program semantics to double programs

Concrete domain of simple programs

Simple programs = and

Simple states in £E£V — 7
Semantics S[s] € P(£) — P(€)

ip § ARBus
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Lifting simple program semantics to double programs

Concrete domain of simple programs and double programs

Simple programs = and

Simple states in E £V — 7 Double states in D £ £ x £
Semantics S[s] € P(£) — P(€) Semantics D[s] € P(D) — P(D)

ip § ARBus
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Lifting simple program semantics to double programs

Patch, input, output, assignment and bloc statements

Simple programs = and

Simple states in E £V — 7 Double states in D £ £ x £
Semantics S[s] € P(£) — P(€) Semantics D[s] € P(D) — P(D)
Dls || 21X 2 Uprpmext (P 05) [ oy € SIsil{pr} A ph € S[s2[{p2}}
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Lifting simple program semantics to double programs

Patch, input, output, assignment and bloc statements

Simple programs = and

Simple states in E £V — 7 Double states in D £ £ x £
Semantics S[s] € P(£) — P(€) Semantics D[s] € P(D) — P(D)
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Lifting simple program semantics to double programs

Patch, input, output, assignment and bloc statements

Simple programs = and

Simple states in E £V — 7 Double states in D £ £ x £
Semantics S[s] € P(£) — P(€) Semantics D[s] € P(D) — P(D)

Dsi || 21X S omex{ (01, 5) o € SIsiI{ i} Aph € Sl l{p2}}

DIV < e | e] é|]Zl1[[V<—el|]V<—eg]]
DLV « €] ED[V el V+e]

D[V < input(a, b) [X £ { (p1[V = V], p2[V = V]) | v € [a, B] A (p1, p2) € X }
D[ output(V)]X ={(p1,p2) € X|p1(V) = p2(V) }

ip § ARBus
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Lifting simple program semantics to double programs

Patch, input, output, assignment and bloc statements

Simple programs = and

Simple states in E £V — 7 Double states in D £ £ x £
Semantics S[s] € P(£) — P(€) Semantics D[s] € P(D) — P(D)

D[s | s2]X SUpmext (P m) 1o e SIsil{pmy Aph e S[2]{p2}}
DIV < e | e] ED[V e |V + ]

DLV « €] ED[V el V+e]

DIV « input(a, b) [X = { (p1[V = v], po[V = V]) | v € [a,b] A (p1,p2) € X }

D[ output(V)[X 2{(p1,p2) € X[ (V) = p2(V) }

D[[Sl; 52]] é[D)[[Sg]]oﬂj)[[sl]]

N ip § ARBUS
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Lifting simple program semantics to double programs

if statement

Simple programs = and

Simple states inE£V — 7 Double states in D2 € x £
Semantics S[s] € P(£) — P(£) Semantics D[s] € P(D) — P(D)
Conditions C[c] € P(€) = P(E) Conditions F[c1 || e2] € P(D) — P(D)

ip § ARBus
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Lifting simple program semantics to double programs

if statement

Simple programs = and

Simple states inE£V — 7 Double states in D £ € x &
Semantics S[s] € P(£) — P(£) Semantics D[s] € P(D) — P(D)
Conditions C[c] € P(€) = P(E) Conditions F[c1 || e2] € P(D) — P(D)

Fle | 21X 2 {(p1,02) e X|Clal{m} #0#Cl[c2]{p2}}
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Lifting simple program semantics to double programs

if statement

Simple programs = and

Simple states in £ £V — Z Double states in D £ & x £
Semantics S[s] € P(£) — P(E) Semantics D[s] € P(D) — P(D)
Conditions C[c] € P(€) — P(€) Conditions F[c1 || e2] € P(D) — P(D)

Fle | 21X 2 {(p1,02) e X|Clal{m} #0#Cl[c2]{p2}}

D[if c; || co thenselse t] 2 D [ oFlalle]
U D[ ] o F[-a || —c]
O Df o Flall—
U D[ [ o F[-a | e]
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Lifting simple program semantics to double programs

if statement

Simple programs = and

Simple states in £ £V — Z Double states in D £ & x £
Semantics S[s] € P(£) — P(E) Semantics D[s] € P(D) — P(D)
Conditions C[c] € P(€) — P(€) Conditions F[c1 || e2] € P(D) — P(D)

Fle | 21X 2 {(p1,02) e X|Clal{m} #0#Cl[c2]{p2}}

D[if c; || co thenselse t] = D[s] o Fla || e]
U D[t] o F[—c || ]
U D[ [ oFla | —c]
U D[ [ o F[-a | e]
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Lifting simple program semantics to double programs

if statement

Simple programs = and

Simple states in £ £V — Z Double states in D £ & x £
Semantics S[s] € P(£) — P(E) Semantics D[s] € P(D) — P(D)
Conditions C[c] € P(€) — P(€) Conditions F[c1 || e2] € P(D) — P(D)

Fle | 21X 2 {(p1,02) e X|Clal{m} #0#Cl[c2]{p2}}

D[if c; || co then selse t] = D[s] o F[a | ]

0 D[ t] o F[-cr ||~ ]
U D[mi(s) [ m2(t)] o Fler || ~e2]
U D[mi(t) | m2(s)] o Fl-a [l e]
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Lifting simple program semantics to double programs

while statement

25

Double states in D2 € x &

Semantics D[s] € P(D) — P(D)
Conditions F[c || @] € P(D) — P(D)
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Lifting simple program semantics to double programs

while statement

Double states in D2 &€ x €

Semantics D[s] € P(D) — P(D)
Conditions F[c || @] € P(D) — P(D)

D[while ¢c; || o do s]X £ F[-c || ~c ](Ifp HX)

ip § ARBus
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Lifting simple program semantics to double programs

while statement

Double states in D2 &€ x €

Semantics D[s] € P(D) — P(D)
Conditions F[c || @] € P(D) — P(D)

D[while ¢c; || o do s]X £ F[-c || ~c ](Ifp HX)

HX(Y) £ D71(s) || skip] oF[ e || ~e2]Y U

D[[S]] O[F[[Cl H C2]]Y ]
X U ( )
Dfskip || m2(s)[oF[-a | 2]Y

ip § ARBus
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first « input(0, 100);
last < input(0, 100);
break <+ false;

i<+ 0;

while (—break) {
X <+ first + i X 2;
if (/ast < x)
then break < true
else r < x;

i+—i+1

}

output(r)

Construct a double program from a pair of program versions

First merge identical statements

first + input(0, 100);
last < input(0, 100);
break + false;
out < (last < first);
if (—out) {
X < first;
i< 1;
while (—break) {
r+ x;
if (out)
then break < true
else { x < first + i x 2; out < (last < x);
if (out A —more) then break + true };
i+ i+1
}
}
output(r) ip § ARBUs
Dty



Construct a double program from a pair of program versions
Then align similar control structures
first « input(0, 100);

last + input(0, 100);
break + false;

out < (last < first);
if (—out) {
x < first;
i<+ 0; i<+ 1;
while (—break) { while (—break) {
X + first + i X 2; r < X;
if (Jast < x) if (out)
then break < true then break < true
else r + x; else { x < first + i x 2; out < (last < x);
if (out A —more) then break < true };
i+—i+1 i+—i+1
} }
} (]
. output(r) ip § ARBUS



Construct a double program from a pair of program versions

Then align similar control structures

first « input(0, 100);

last + input(0, 100);

break < false;

i< 0; || out < (last < first);

if (—out) {
X < first;
i<+ 1;
while (—break) { while (—break) {
X < first +i x 2; r < x;
if (/ast < x) if (out)
then break < true then break < true
else r < x; else { x < first + i x 2; out < (last < x);
if (out A ~more) then break < true };
i—i+1 i—i+1
} }
) -
s output(r) Ip S AIRBUS



Construct a double program from a pair of program versions

Then align similar control structures using simple program transformations

first + input(0, 100);

last + input(0, 100);

break < false;

i< 0;] out < (last < first);

if (true) { if (—out) {
X < first;
i<+ 1;
while (—break) { while (—break) {
X < first +i X 2; r < x;
if (Jast < x) if (out)
then break < true then break < true
else r < x; else { x < first + i x 2; out < (last < x);
if (out A —more) then break < true };
i+—i+1 i—i+1
} }
) ) o
output(r) ip S AIRBUS
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Construct a double program from a pair of program versions

The double program obtained allows for successful patch analysis with linear invariants

first + input(0, 100);

last + input(0, 100);

break < false;

i< 0 | out < (last < first);

if (true || —out) {
X < first;
i<+ 1;
while (—break) {
X first+ix2 || r+x;
if (Jast < x || out)
then break < true
else x < first + i x 2; out < (last < x);
if (out A\ —more) then break < true

skip

r < X

i+—i+1
}

}
, output(r) ip S AIRBUS
Dty
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© Patch analysis for C and structure layout portability
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Low-level C programs

struct { ul6é a; ul6 b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1;

p += sizeof (ul6);

output (*p) ;

° ip § ARBUS
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Low-level C programs

struct { ul6é a; ul6 b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1;

p += sizeof (ul6);

output (*p) ;

° ip § ARBUS
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Low-level C programs
Patching a C data structure

struct { ul6é a; ulé b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1;

p += sizeof (ul6);

output (*p) ;

32

Removing unused field a

struct { ul6—-a; ul6 b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1;

p += sizeof (ul6);

output (*p) ;

ip § ARBUS



Low-level C programs

Patching a C data structure Removing unused field a
struct { ul6é a; ulé b; } s; struct { ul6—-a; ul6 b; } s;
s.b = input(0,1000); ¢ s.b = input(0,1000); e
u8 *p = (u8 *) &s + 1; u8 *p = (u8 *) &s + 1;

p += sizeof (ul6); p += sizeof (ul6);
output (*p) ; output (*p) ;
0 1 0 1
S1 S2

ip § ARBUS
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Low-level C programs
Patching a C data structure

struct { ul6é a; ulé b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1; ¢

p += sizeof (ul6);

output (*p) ;

<— "o

S1
32

Removing unused field a

struct { ul6—-a; ul6 b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1; @

p += sizeof (ul6);

output (*p) ;

<— "o
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Low-level C programs

Patching a C data structure Removing unused field a
struct { ul6é a; ulé b; } s; struct { ul6—-a; ul6 b; } s;
s.b = input(0,1000); s.b = input(0,1000);
u8 *p = (u8 *) &s + 1; u8 *p = (u8 *) &s + 1;

p += sizeof(ul6); e p += sizeof(ul6); e
output (*p) ; output (*p) ;
p p
0 1 0 1
S1 S2

ip § ARBUS
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Low-level C programs
Patching a C data structure

struct { ul6é a; ulé b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1;

p += sizeof(ul6); e

output (*p) ;

<— "o

S1
32

Removing unused field a

struct { ul6—-a; ul6 b; } s;
s.b = input(0,1000);
u8 *p = (u8 *) &s + 1;

output (*p) ;

<— "o
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Low-level C programs
Patching a C data structure

struct { ul6é a; ulé b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1;

p += sizeof (ul6);

output (*p) ; @

.(*"U

S1
32

Removing unused field a

struct { ul6—-a; ul6 b; } s;
s.b = input(0,1000);
u8 *p = (u8 *) &s + 1;

output (*xp) ; @

P
1
0 L

S2
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Low-level C programs
The Cell memory model

struct { ul6 a; ul6é b; } s;
s.b = input(0,1000);

u8 *p = (u8 *) &s + 1;

p *+= sizeof (ul6);

output (*p) ;

N ip § ARBUS
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Low-level C programs
The Cell memory model

struct { ul6 a; ul6 b; } s; Memory model

s.b = input(0,1000); @ Concrete level -
the program holds values for individual bytes

u8 *p = (u8 *) &s + 1; @ Low-level C programs
multi-byte access to memory
numerical invariants
byte-level access to encoding

. . } = cells may overlap
output (*p) ; abuse unions and pointers
v

%

!

+ . £(ul6) } = need for scalar cells
p *+= sizeof(u ;

3 ip § ARBus
g



Low-level C programs
The Cell memory model

struct { ul6 a; ul6 b; } s; Memory model

s.b = input(0,1000); @ Concrete level
the program holds values for individual bytes

u8 *p = (u8 *) &s + 1; o Low-level C programs
multi-byte access to memory
. S . } = need for scalar cells
p += sizeof(ul6); numerical invariants

byte-level access to encoding

. . = cells may overla
output (*p) ; abuse unions and pointers } v 3
v

@ Memory as a dynamic collection of cells
- synthetic scalar variables (V,0,7) € Cell CV x N x scalar-type
- holding values for memory dereferences discovered during analysis

@ Analysis with numerical domain (1 dimension / cell) S AIRBUS

33
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Low-level C programs
The Cell memory model

struct { ul6 a; ul6 b; } s; (s,2,ul6)
s.b = input(0,1000); (s,3,u8)
s
u8 *p = (u8 *) &s + 1; . .
[ pt = (p, 0, ptr) ]
p += sizeof(ul6); : :
p

output (*p) ;

@ Memory as a dynamic collection of cells
- synthetic scalar variables (V,0,7) € Cell CV x N x scalar-type
- holding values for memory dereferences discovered during analysis

@ Analysis with numerical domain (1 dimension / cell) S AIRBUS

33
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Low-level C programs

The Cell memory model byte(n, k) = |n/2%| mod 2°
struct { ul6 a; ulé b; } s; (s,2, ul6) [ € [0,1000]
s.b = input(0,1000); (8.3,98) | = byte(,1)
u8 *p = (u8 *) &s + 1; . S
[ pt = (p, 0, ptr) ]
p += sizeof (ul6); ' '
p

output (*p) ;

@ Memory as a dynamic collection of cells
- synthetic scalar variables (V,0,7) € Cell CV x N X scalar-type
- holding values for memory dereferences discovered during analysis

@ Analysis with numerical domain (1 dimension / cell) S AIRBUS

33
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Patch analysis for low-level C programs
Lifting the Cell memory model

34

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000);
u8 *p = (u8 *) &s + 1;
p+=sizeof (u16) | skip;

output (*xp) ;

P
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Patch analysis for low-level C programs

Lifting the Cell memory model

struct { ul6 a; ul6 b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000);
u8 *p = (u8 *) &s + 1;
p+=sizeof (u16) | skip;

output (*p) ;

(s1,2,ul6) \

34

S1

—

S

(s2,0,ul6)

<SQ, 1,u8>

S2
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Patch analysis for low-level C programs
Lifting the Cell memory model

struct { ul6 a; ul6 b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000);
u8 *p = (u8 *) &s + 1;
p+=sizeof (u16) | skip;

output (*p) ;

S — Y —
N p
c | @ |
! !
<1 €
S1 S2

ip § ARBUS
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Patch analysis for low-level C programs
Lifting the Cell memory model byte(n, k) = |n/2%| mod 2°

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

) Program invariants and cell constraints
s.b = input(0,1000);

¢ = € [0,1000]

c; = byte(cy, 1)
ch = byte(c, 1)

u8 *p = (u8 *) &s + 1;

pt=sizeof (ul6) || skip;

output (*p) ; a=6 )
CI1 l'—'I2
< %
S1 So * &
N ip § ARBUS



Optimizing the memory model for the common case

Complex invariants expressive numerical domain?

@ Program invariants and cell constraints

¢, = |c1/28] mod 28

ch = |c2/28| mod 28

o Common case: most multi-byte cells hold equal values
in the memories of P; and P>

} N aa=c = € =¢

N ip § ARBUS



Optimizing the memory model for the common case

Complex invariants expressive numerical domain?

@ Program invariants and cell constraints

¢, = |c1/28] mod 28

ch = |c2/28| mod 28

o Common case: most multi-byte cells hold equal values
in the memories of P; and P>

/
} N aa=c = € =¢

@ Single representation for two cells

- from different program versions
- holding equal values

o A bi-cell is Bicell £ Cell U (Cell x Cell)
either a single cell Cell 2 Cell; w Cell,
or a pair of cells holding equal values (shared bi—ceII)J
35
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Patch analysis for low-level C programs

From cells to bi-cells

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000);
u8 *p = (u8 *) &s + 1;
pt+=sizeof (ul6) | skip;

output (*p) ;

St 52 ip § AIRBUS
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Patch analysis for low-level C programs

From cells to bi-cells

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000);
u8 *p = (u8 *) &s + 1;
pt+=sizeof (ul6) || skip;

output (*p) ;

S2

S1

36
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Patch analysis for low-level C programs

From

36

cells to bi-cells

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000);

-~

u8 *p = (u8 *) &s + 1; G =2

Program invariants and bi-cell constraints

pt+=sizeof (ul6) || skip;

output (*p) ;

S1

p S ARBuUs



Patch analysis for low-level C programs

From cells to bi-cells

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000); Program invariants and bi-cell constraints

u8 *p = (u8 *) &s + 1; (c1, ) € [0,1000]

pt+=sizeof (ul6) || skip;

output (*p) ;

> ip § ARBUS
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Patch analysis for low-level C programs

From cells to bi-cells

struct { ul6 a; ul6 b; } s; |
struct { ulé b; } s;

Program invariants and bi-cell constraints

(c1, c2) € [0,1000]

s.b = input(0,1000);

u8 *p = (u8 *) &s + 1;

p+=sizeof (ul6) | skip;

output (*p) ;

S1 ip § ARBUS
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Patch analysis for low-level C programs

From cells to bi-cells

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000); Program invariants and bi-cell constraints

1
ug *p = (u8 %) &s + 1; (c1, @) € [0,1000]

;
€ = 6
pt+=sizeof (ul6) | skip;

cutput (el e Shared bi-cell synthesis

S1
36




Patch analysis for low-level C programs

From cells to bi-cells

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000); Program invariants and bi-cell constraints

1
ug *p = (u8 %) &s + 1; (c1, @) € [0,1000]

?
€ = 6

pt+=sizeof (ul6) | skip;

cutput (el e Shared bi-cell synthesis

S1
36




Patch analysis for low-level C programs
From cells to bi-cells byte(n, k) = |n/2%| mod 2°

struct { ul6 a; ul6 b; } s; |
struct { ulé b; } s;

s.b = input(0,1000); Program invariants and bi-cell constraints

1
u8 *p = (u8 *) &s + 1; (c1,c2) € [0,1000]

p+=sizeof (ul6) | skip;

PuePECR)i ¢ Shared bi-cell synthesis

et &) [
(c1, ) o Vp: p(ci) = p(ch)? $ > polyhedra
S €2 Ci = byte(Cl, 1)
., ¢ = byte(cp, 1) S
36 ’




Patch analysis for low-level C programs

From cells to bi-cells

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000); Program invariants and bi-cell constraints

1
ug *p = (u8 %) &s + 1; (c1, @) € [0,1000]

pt+=sizeof (ul6) | skip;

o Shasdbicell omihess

31, &) 7 X
e @) S5 Vo : p(c1) = p(ch) 7 $ > polyhedra
] A(xa,x,0): x1 =x A, J {xi=q
sS4 ¢/ at offset o inside x; | ° o=1 S
36 y
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Patch analysis for low-level C programs

From cells to bi-cells

struct { ul6 a; ulé b; } s; ||
struct { ulé b; } s;

s.b = input(0,1000); Program invariants and bi-cell constraints

ug *p = (u8 *) &s + 1; (c1,e2) € [0,1000]

pt+=sizeof (ul6) | skip;

o Shasdbicelomhess

(1, c2)

S2 (1, c}) synthesized by pattern-matching

(et )

S1
36




Patch analysis for low-level C programs

From cells to bi-cells byte(n, k) = |n/2%| mod 2°
struct { ul6 a; ul6 b; } s; |
struct { ulé b; } s;
s.b = input(0,1000); Program invariants and bi-cell constraints

(c1, ) € [0,1000]
<Ci’ Cé> = byte((cl, C2>7 1)

u8 *p = (u8 *) &s + 1;

p+=sizeof (ul6) | skip;

output ey e Shared bi-cell synthesis

(1, @2)

(cl, )

S S

36 V.




Implementation
on top of MOPSA

MopsA platform

[[:_[»_4]3]] @ Modular development

# @ Precise static analyses
gnn%?;%\r @ Multiple languages
http://mopsa.lip6.fr/ o Multiple properties

The MoPsA leverage effect

~ 50,000 lines of MOPSA leveraged

~ 6,700 lines of OCaml source code 38% parsers and utilities
50% bi-cell based memory abstraction 27% common framework
33% double program construction iterators and numeric domains
17% double program iterators and utilities 24% specific for the C language

11% generic for of all languages

37 -—
D™
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Implementation

Analysis of C programs with cells

[C.program] Clnterproc

Clntraproc . [U mtraproc]
U.interproc . C.libraries C.Aggregates

C.cells

C.machineNum C.pointers

0

° U.linearRel
7

U.intervals U.congruences

38

Sequence

@ Reduced product
@ Cartesian product

@ Composition

O Universal
(O C specific

O Double C

p S ARBuUs



Implementation

Analysis of C programs with cells

[C.pvogram] [C.interproc]
[C,intraproc] [U.intraprocj
U.interproc Clibraries C.Aggregates

C.machineNum C.pointers

?

° U.linearRel
/

U.intervals U.congruences

38

Analysis of C patches with cells
(D.program) (Corogram) (Dbuitins)
(Diinterproc) (Ciinterproc) (Ulinterproc)
[D.intraprocj [C.intraprocj [U.intraproc]
(5) Sequence (Clibraries) (CAggregates)

@ Reduced product

@ Cartesian product

@ Composition
O Universal
C specific
OcCsr C.machineNum C.pointers
ODouble C

©
(x)
0

s

U.intervals U.congruences
D™
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Implementation
Analysis of C patches with cells
(D.program) (Corogram)
(Diinterproc) (Ciinterproc) (Uiinterproc)
(Duintraproc) (Cintraproc) (U.intraproc)
(Cllibraries) C.Aggregates

C.cells

C.machineNum C.pointers

©
(x)
0
(O (el

38 U.intervals U.congruences

Sequence

@ Reduced product
@ Cartesian product
@ Composition

O Universal
OC specific

ODouble C
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Implementation
Analysis of C patches with cells
(D.program) (Corogram)
(Diinterproc) (Ciinterproc) (Uiinterproc)
[D,intraproc] [C.intraproc] [U.intraprocj
(Cllibraries) C.Aggregates

C.cells

C.machineNum C.pointers

©
(x)
0
(O (el

38 U.intervals U.congruences

Analysis of C patches with bi-cells

(D-program) (C-program) (D.builtins)

(D.interproc) (Cinterproc) (Uiinterproc)

(Diintraproc) (Ciintraproc) (Uiintraproc)
o = lolc——

@ Cartesian product

@ Composition

OUniversal (CmachineNum ) (__ Cipointers )
OC specific

ODouble C

U.linearRel
7

U.intervals U.congruences

P S AIRBUS
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Related works

Semantic patch analysis

Related work Tool Characteristics Our approach
Symbolic execution
Full path enumeration | Approximate fixpoint computation
Trostanetski et al. [2017] MOoDDIFF
Deductive methods
SMT solvers Abstract domains
Godlin and Strichman [2009] RVT
Lahiri et al. [2012] SYMDIFF
and Klebanov et al. [2018] REVE
Abstract interpretation
Program transformation Concrete collecting semantics
Partush and Yahav [2013] Dizy — correlating program for double programs
Partush and Yahav [2014] SCORE speculative correlation double program construction

39
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Evaluation

Synthetic or simplified benchmarks from the related works

Benchmark LOC #P Related Cell based abstraction Bi-cell based abstraction
time | polyhedra octagon polyhedra octagon interval

Comp 13 2 539ms| 48ms V/ X |107ms v 209ms V X
% | Const 9 3 54lms| 28ms V X | 38ms v 49ms / X
5 Fig. 2 14 1 - 31ms vV 39ms Vv 40ms A47ms v 25ms V/
S | LoopMult 14 2 49s | 166 ms X |367ms v X X
= | LoopSub 15 2 12s| 60ms v X | 74ms / X X

UnchLoop 13 2 28st| 69ms v X 1ms V X X

loop 11 3 50ms| 43ms V/ X 52 ms X X

while-if 11 3 8ms| 66ms v 156ms V| 66ms v 97ms / X
E digits10 24 19 112s | 312ms vV X 1207ms ¢ 313ms v 47Tms /
o | barthe 13 2 120ms | 93 ms X 69ms vV X X

barthe2 11 2 150ms | 81l ms X 79ms V X X
% | sign 12 2 -| 29ms V/ X | 33ms vV X X
A | sum 14 4 4s| 71lms X |1162ms v 349 ms V X
E copy? 37 1 2s|132ms v 373ms v |156ms v 18 ms v 30ms
S seq? 41 13 115|293 ms X [ 326ms v X X
@ | pr? 111 8 1149s|2686s v 11.672s v |4410s < 3487s vV 87 ms V

40

Lonlv 5 loop iterations

% Coreutils (simblified code)
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Evaluation

Real patches from Coreutils and Linux

41 2gimplified Coreutils benchmarks from SCORE/DI1zY

Bench. LOC #P Cell based abstraction Bi-cell based abstraction
polyhedra octagon polyhedra octagon interval
v | copy 95 1 157ms v 482 ms V 113 ms / 156ms v 41ms V
g seq 46 16| 570ms v X 442 ms X X
S| pr 114 8 1421s «/ 6.469s V 4642s 3723s v/ 88 ms V/
< test 352 10 9.188s Vv X 440 ms 1.163s v 9% ms V
kvm 248  1/11 2707s v 4214s / 1426s 1568s v 96 ms
sched 194 7/12 65 ms vV X 63 ms vV 104ms v 38ms V
5 | dma 270 5/23 | 285ms ~ 1235s /| 216ms <  584ms / T6ms
5 | block 324 22/6 80ms v X 67 ms 121ms v 3lms V/
iucv 179  10/9 403ms v 1.757s / 7.721s 14423s v 426 ms V
io_uring 1569 10/14 | 868.701s X | 594.48ls v 4170.295s v 288 ms
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Evaluation

Real patches from Coreutils and Linux

41

Bench. LOC #P Cell based abstraction Bi-cell based abstraction
polyhedra octagon polyhedra octagon interval
2 | copy 95 1 157ms v 482 ms V/ 113 ms v 156 ms v 41ms
copy? 37 1 132ms « 373 ms / 156 ms 189 ms « 30ms /
5 | seq 46 16 570 ms X 42 ms / X X
seq? 41 13 293 ms X 326 ms / X X
2 pr 114 8 1421s v 6.469s 4642s 3723s v 8 ms V/
pr? 111 8 2686s « 11.672s / 4410s 3487s v 8Tms V
S| test 352 10| 0185 / X | 40ms v  1163s / 96ms
kvm 248 1/11 2707s v 42l4s / 1426s 1.568s v 9% ms
sched 194  7/12 65ms v/ X 63 ms 10dms v 38ms V/
3 | dma 270 5/23| 285ms ~ 1.235s | 216ms /  584ms / 76ms
I | block 324 22/6 80ms X 67 ms / 121ms v 31ms V/
iucv 179 10/9 403 ms vV 1.757s 7.721s / 14423s v 426 ms /
io_uring 1569 10/14 | 868.701s X | 594.481s « 4170.295s v 288 ms

2simplified Coreutils benchmarks from SCORE/D1zy
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Agenda

@ Endian portability analysis for C programs
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Endianness

Representation of multi-byte scalar values in memory
o Little-endian systems
- least-significant byte at lowest address
- Intel processors
@ Big-endian systems

- least-significant byte at highest address
- internet protocols, legacy or embedded processors
(e.g. SPARC, PowerPC)

ip § ARBUS
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Which bit should travel first? The bit from the big end or the bit from the
little end? Can a war between Big Endians and
Little Endians be avoided?

PR AR
Gy

Cohen
Information Sciences Institute

This article was written in an attempt t0 stop a war. I
hope it is not (0o late for peace to prevail again. Many
believe that the central question of this war is, Whatis the
57 More specifically, the
questionis, Which bit should travel first—the bit from the
litle end of the word or the bit from the big end of the
word?

Followers of the former approach are called Little En-
dians, or Lilliputians; followers of the atter are called Big
Endians, or Blefuscuians. I employ these Swiftian terms

ly

war described in Gullivers Travels.

Approaches to serialization

process performed on messages to allow them (o be sent
through communication media. If the unit of communi-
cation is a message, this question has no meaning. If the
units are computer words, one must determine their size
and the order in which they are sent.

determine the order of the elements of these words.

about
of

ot.

If the units of communication are bits, the atoms
(quarks?) of computation, the only meaningful question
concerns the order in which the bits are sent. Most

odern communication is based on a single stream of in-
formation, the bitstream. Hence, bits, rather than bytes
or words, are the nits of information that are actually

)S



Endianness

Representation of multi-byte scalar values in memory
o Little-endian systems
- least-significant byte at lowest address
- Intel processors
@ Big-endian systems

- least-significant byte at highest address
- internet protocols, legacy or embedded processors
(e.g. SPARC, PowerPC)
v

Endianness versus portability

Low-level C programs
@ typically rely on assumptions on endianness.

= Porting to platform with opposite endianness is challenging.

s Ip
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Reading multi-byte input in network byte-order

Big-endian version

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

// read y

XB B
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Reading multi-byte input in network byte-order

Big-endian version

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

// read y

XB B
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Reading multi-byte input in network byte-order

Big-endian version

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

// read y
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Reading multi-byte input in network byte-order

Big-endian version

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

// read y

XB B
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Reading multi-byte input in network byte-order

Big-endian version

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

<
]
»

// read y

XB B

1=0x284+1=yp

lip § ARBUS
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Reading multi-byte input in network byte-order

Big-endian version on little-endian machine

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

y =%
// read y
0 1 0 1 0 1 0 1
XC yr XB yB
yr =0+1 x 28 =256 1=0x284+1=yp

lip § ARBUS
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Reading multi-byte input in network byte-order

Big-endian version on little-endian machine

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

y =X
// read y
0 1 0 1 0 1 0 1
Xc yr XB yB
ye=0+1x28 =256 # 1=0x224+1=yp

lip § ARBUS
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Reading multi-byte input in network byte-order

Porting to little-endian

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

u8 *px = (u8 *)&x, *py = (u8 *)&y;
for (int i=0; i<sizeof(x); i++) pyl[i] = px[sizeof (x)-i-1];

// read y

Xc yc

44

ip

S ARBuUS



Reading multi-byte input in network byte-order

Porting to little-endian

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

u8 *px = (u8 *)&x, *py = (u8 *)&y;
for (int i=0; i<sizeof(x); i++) pyl[i] = px[sizeof (x)-i-1];

// read y

Xc yc
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Reading multi-byte input in network byte-order

Porting to little-endian

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

u8 *px = (u8 *)&x, *py = (u8 *)&y;
for (int i=0; i<sizeof(x); i++) pyl[i] = px[sizeof (x)-i-1];

// read y

Xc yc
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Reading multi-byte input in network byte-order

Porting to little-endian

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

u8 *px = (u8 *)&x, *py = (u8 *)&y;
for (int i=0; i<sizeof(x); i++) pyl[i] = px[sizeof (x)-i-1];

// read y

Xc yc
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Reading multi-byte input in network byte-order

Porting to little-endian

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

u8 *px = (u8 *)&x, *py = (u8 *)&y;
for (int i=0; i<sizeof(x); i++) pyl[i] = px[sizeof (x)-i-1];

// read y

Xc yc
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Reading multi-byte input in network byte-order

Porting to little-endian

ulé x, y; // or u32, or ub4
read_from_network((u8 *)&x, sizeof(x));

u8 *px = (u8 *)&x, *py = (u8 *)&y;
for (int i=0; i<sizeof(x); i++) pyl[i] = px[sizeof (x)-i-1];

// read y

Xc yc

ye=14+0x28=1

44
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Reading multi-byte input in network byte-order

Both versions, with conditional inclusion

ulé x, y; // or u32, or ubj

read_from_network((u8 *)&x, sizeof(x));
# if __BYTE_ORDER == __LITTLE_ENDIAN

u8 *px = (u8 *)&x, *py = (u8 *)&y;

for (int i=0; i<sizeof(x); i++) pyl[i] = px[sizeof (x)-i-1];
# else

v = x;
# endif

)
// read y: yr = yB

0 1 1 0 0 1 0 1
XL yc XB yB
ye=1+0x28=1 1=0x224+1=yp
» lip § ARBUS



Reading multi-byte input in network byte-order

Both versions, with conditional inclusion

ulé x, y; // or u32, or ubj

read_from_network((u8 *)&x, sizeof(x));
# if __BYTE_ORDER == __LITTLE_ENDIAN

u8 *px = (u8 *)&x, *py = (u8 *)&y;

for (int i=0; i<sizeof(x); i++) pyl[i] = px[sizeof (x)-i-1];
# else

v = x;
# endif

)
// read y: yr = yB

0 1 1 0 0 1 0 1
XL yc XB yB
ye=1+0x28=1 = 1=0x224+1=yp
» lip § ARBUS



Reading multi-byte input in network byte-order
Both versions, with bitwise arithmetics
ulé x, y; // or u32, or ubj
read_from_network((u8 *)&x, sizeof(x));

# if _ BYTE_ORDER == __LITTLE_ENDIAN
y = (((x > 8) & 0xff) | ((x & Oxff) << 8)); // bitwise arithmetic

# else
y =%
# endif

)
// read y: yr = ys

XL Yc XB yB

ye=1+0x28=1 = 1=0x224+1=yp

lip § ARBUS
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Endian portability analysis

Endian portability

A program is called endian portable
if two endian-specific versions thereof

@ compute equal outputs
@ when run on equal inputs

@ on their respective platforms.

We present

a static analysis by abstract interpretation
to infer the endian portability

of large real-world low-level C programs. .
“ ip § ARBUS




Semantics of simple endian-aware low-level C programs

Parameterizing the semantics with endianness

Memory model

The semantics of memory reads and writes

depends on the endianness of the platform.

(2l e fl2af2] [ s]=][5][x
XL Yc XB yB
ye=yp+ypx2° yB=yg x 2+ yg

Ny ip § ARBUS
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Semantics of simple endian-aware low-level C programs

Parameterizing the semantics with endianness

46

Memory model

The semantics of memory reads and writes

depends on the endianness of the platform.

xp Xz e YE X3 X B 17
XL yc XB yB
_,,0 1 8 .0 8 1
yo=yr+yrx2 yB =y x2°+yg

Cells with endianness encoding &
(V,o0,7,2) € Cell CV x N x scalar-type x { L, 3 }
Do

S ARBUS




Semantics

Lifting (endian-aware) simple program semantics to (endian-diverse) double programs

Simple programs P,

Simple states in &, (environments over cells)
Statements Sy[s] € P(&x) = P(Eq)
Expressions Ey[e] € En — P(V)

47
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Semantics

Lifting (endian-aware) simple program semantics to (endian-diverse) double programs

Simple programs P,

Simple states in &, (environments over cells)| Double states in D 2 &, x Eg (w.l.o.g.)

Statements Sy[s] € P(&x) = P(Eq) Statements D[s] € P(D) — P(D)
Expressions Ey[e] € En — P(V) Conditions F[cz || ] € P(D) — P(D)
. ip § ARBUS
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Semantics

Lifting (endian-aware) simple program semantics to (endian-diverse) double programs

Simple programs P,

Simple states in &, (environments over cells)
Statements Sy[s] € P(&x) = P(Ea)
Expressions E,[e] € £, — P(V)

Double states in D= &, x &g (w.lo.g.)
Statements D[s] € P(D) — P(D)
Conditions F[cz || ] € P(D) — P(D)

Transfer functions

Dsc || ss]X

D[if ez >0 || eg <1 0 then s else ¢ ]

2 Uppppmrex(Sclscl{pc } x Sslss]{ps})

£ D[s] oF[es 0| egx0]
U D[t] oFfes 40| est40]
U Drs(s) || ma(t) ] oFlec >0 eg 4 0]
U D[7e(t) || 7a(s)]oFlez 40 || eg 0]

47



Analyzing the motivating example with cells

. Invariants and cell constraints
ulé x, y;

read_from_network((u8 *)&x, sizeof(x));
# if _ BYTE_ORDER == __LITTLE_ENDIAN
((u8 *)&y) [0] = ((u8 *)&x)[1];
((u8 *)&y) [1] = ((u8 *)&x) [0];
# else
y = x;
# endif

output(y); // yr < B

w“ ip § ARBUs
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Analyzing the motivating example with cells

Invariants and cell constraints
ulé x, y;

read_from_network((u8 *)&x, sizeof(x)); Xg ::Xg A x% ::Xé

# if __BYTE_ORDER == __LITTLE_ENDIAN
((u8 *)&y) [0] ((u8 *)&x) [1];
((u8 *)&y) [1] ((u8 *)&x) [0];

# else
y = x5

# endif

output(y); // yr ;=y6

né y Iy 87£ M &
X2 2 (x,n,u8, L) Q:p S ARBuUS



Analyzing the motivating example with cells

Invariants and cell constraints
ulé x, y;

read_from_network((u8 *)&x, sizeof(x)); Xg ::Xg A x% ::Xé
# if _ BYTE_ORDER == __LITTLE_ENDIAN
((u8 *)&y) [0] = ((u8 *)&x) [1]; y2 = x}

((u8 *)&y) [1]
# else

y =%
# endif

((u8 *)&x) [0];

output(y); // yr < B

o]
<
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Analyzing the motivating example with cells

Invariants and cell constraints
ulé x, y;

read_from_network((u8 *)&x, sizeof(x)); Xg ::Xg A x% ::Xé
# if _ BYTE_ORDER == __LITTLE_ENDIAN

((u8 x)&y) [0] = ((u8 *)&x) [1]; y2 =x}

((u8 ®)&y) [1] = ((u8 *)&x) [0]; ve=x2
# else

v =%
# endif

output(y); // yr < B

o]
<

né y Iy 87£ M &
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Analyzing the motivating example with cells

Invariants and cell constraints
ulé x, y;

read_from_network((u8 *)&x, sizeof(x)); T W
# if __BYTE_ORDER == __LITTLE_ENDIAN

((u8 *)&y) [0] = ((u8 *)&x)[1]; y2 =x}

((u8 ®x)&y) [1] = ((u8 *)&x) [0]; ve=x2
# else

y = X; xg = 28 x x3 + xi;
# endif

output(y); // yr ;:yB

0 1 x% Xk
a— e R
% % o .
b'd L ; y
y X
A xp = (x,n,u8, B) ‘
)fé = (x,n,u8, L) x5 2 (x,0,ul6, B) ip 8 AIRBUS
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Analyzing the motivating example with cells

Invariants and cell constraints
ulé x, y;

read_from_network((u8 *)&x, sizeof(x)); T W
# if __BYTE_ORDER == __LITTLE_ENDIAN

((u8 *)&y) [0] = ((u8 *)&x)[1]; yg = xé

((u8 ®&y) [1] = (w8 »)&x) [0]; YE=x¢
# else

y = X; xg = 28 x Xg +—xé N yB = XB
# endif

output(y); // yr ;:yB

0 1 x2 x%
2 [2)]| <= ‘ < ° 2 vs
5 3 x5 ;
- . ' y
y X
R xp = (x,n,u8, B)
n £ (]
)i% - <Xa n, U8,£> XB = <X,0, U16, B> lp

Dy
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Analyzing the motivating example with cells

ulé x, y;
read_from_network((u8 *)&x, sizeof(x));
# if __BYTE_ORDER == __LITTLE_ENDIAN

((u8 *)&y) [0] = ((u8 *)&x) [11;
((u8 ®x)&y) [1] = ((u8 *)&x) [0];
# else
y = %5
# endif
output (y); ® // yr = ys

XZ‘ £ <Xa n7UB7£> yc £ <y703 U]'67£>

48

Invariants and cell constraints

xg ::xg A xé ::xé
1
5=
Yo =Xc
xg = 28 x Xg +—xé N yB = XB
1
ye=y2+2 %y}
<3 x5 ;
yB
XB L
' y
X
xft £ (x,n,u8, B) .
xg = (x,0,ul6, B) ip

Dy
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Optimizing the memory model for the common case

Complex invariants = expressive numerical domain?
@ Program invariants and cell constraints
0 _ 0 _ 1 1 _,1 _ .0 _ £
Xe =X =Yr X =Xg=Yo YB=XB Yc =yB

xe=xp+ 2 ye=yp+2%; xe=2xg+x5 ys=2"yg +yp
o Common case: most multi-byte cells hold equal values
in the little- and big-endian memories

ip § ARBUS
D™
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Optimizing the memory model for the common case
Complex invariants = expressive numerical domain?

@ Program invariants and cell constraints
?
Xp=xg=yr Xp=xg=yl ys=xs Yo = ¥s
xe=xp+ 2 ye=yp+2%; xe=2xg+x5 ys=2"yg +yp
o Common case: most multi-byte cells hold equal values
in the little- and big-endian memories

v

@ Single representation for two cells

- from different program versions
- holding equal values
- representing equalities, or equalities modulo byte-swapping

o A bi-cell is Bicell £ Cell U (Cell x Cell)
either a single cell Cell 2 Cell . W Cell s
or a pair of cells holding equal values (shared bi-cell)
w“ p § ARBus
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Analyzing the motivating example: from cells to bi-cells

. Invariants and cell constraints
ulé x, y;

read_from_network((u8 *)&x, sizeof(x)); T W
# if __BYTE_ORDER == __LITTLE_ENDIAN

((u8 ®)&y) [0] = ((u8 *)&x) [11; Y2 = xg

((u8 ®x)&y) [1] = ((u8 *)&x) [0]; ve=x2
# else

y = X; XB:28><xg+x}g/\y5:xB
# endif

output (y) ; //ygi}/B ye=yz +2*xy;

0 1 X3 xg
xg [ Xz ] L = X] yF
ye B
N : y
y X
o R xft £ (x,n,u8, B) ‘
xE 2 (xnu8, L) ye £ (y,0,u16,L) x5 2 (x,0,ul6, B) ip § AIRBUS
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Analyzing the motivating example: from cells to bi-cells

ulé x, y;

read_from_network((u8 *)&x, sizeof(x));

# if __BYTE_ORDER == __LITTLE_ENDIAN
((u8 *)&y) [0] = ((u8 =*)&x)[1];
((u8 *)&y) [1] = ((u8 *)&x) [0];

# else
y = x5

# endif

output (y);  // yr = ys

51

Invariants and bi-cell constraints

}/% = <X€1J17X%§>
Yz = (X2:Xg)

YB=xB N Xg=...

n

£ (x,n,u8,L, L)
é<xnu8l§v’l§v’>
X33<X0u1685’>
(
=y

2 (y,0,ul6, L, L)
,0,ul6, B, B)

ip
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Analyzing the motivating example: from cells to bi-cells

ulé x, y;
read_from_network((u8 *)&x, sizeof(x)); - - -
# if _ BYTE_ORDER == __ LITTLE_ENDIAN Invariants and bi-cell constraints
((u8 *)&y) [0] = ((u8 *)&x) [1]; y2 = (x}, xE)
((u8 *)&y) [1] = ((u8 *)&x) [0]; yE = (x2,x2)
# else
y = x5 YB=xB N Xg=...
# endif

output (y); @ // yr = ys

(XE,XB (Xévxllg>

o ip § AIRBUs
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Analyzing the motivating example: from cells to bi-cells

ulé x, y;
read_from_network((u8 *)&x, sizeof(x)); - - -
# if _ BYTE_ORDER == __ LITTLE_ENDIAN Invariants and bi-cell constraints
((u8 *)&y) [0] = ((u8 *)&x) [1]; y2 = (x}, xE)
((u8 *)&y) [1] = ((u8 *)&x) [0]; yE = (x2,x2)
# else
y = x5 YB=xB N Xg=...
# endif

output(y); @ // yr Z yB

Yr Ye dc: yr =c=yn? xp candidate
02, x0) [ (k) Y ¢

N ip § AIRBUs
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Analyzing the motivating example: from cells to bi-cells

ulé x, y;
read_from_network((u8 *)&x, sizeof(x)); - - -
# if _ BYTE_ORDER == __ LITTLE_ENDIAN Invariants and bi-cell constraints
((u8 *)&y) [0] = ((u8 *)&x) [1]; y2 = (x}, xE)
((u8 *)&y) [1] = ((u8 *)&x) [0]; yE = (x2,x2)
# else
y = x5 YB=xB N Xg=...
# endif

output(y); @ // yr Z yB

Yr Ye dc: yr =c=yn? xp candidate
02, x0) [ (k) ' ¢

¥B Y = X5 ?
C = ]
y (]

N ip § AIRBUs

¥



Analyzing the motivating example: from cells to bi-cells

ulé x, y;
read_from_network((u8 *)&x, sizeof(x)); - - -
# if _ BYTE_ORDER == __ LITTLE_ENDIAN Invariants and bi-cell constraints
((u8 *)&y) [0] = ((u8 *)&x) [1]; y2 = (x}, xE)
((u8 *)&y) [1] = ((u8 *)&x) [0]; yE = (x2,x2)
# else
y = x5 YB=xB N Xg=...
# endif

output(y); @ // yr Z yB

Y Yr Jc:yr=c=yp? xp candidate
(x5 xg) ||| (xE,x5)

¥B Y = X5 ?
C = ] v =7/
y

YL_XB?‘/

“p AIRBUS
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Analyzing the motivating example: from cells to bi-cells

ulé x, y;
read_from_network((u8 *)&x, sizeof(x)); - - -
# if _ BYTE_ORDER == __ LITTLE_ENDIAN Invariants and bi-cell constraints
((u8 *)&y) [0] = ((u8 *)&x) [1]; y2 = (x}, xE)
((u8 *)&y) [1] = ((u8 *)&x) [0]; yE = (x2,x2)
# else
y = x5 YB=xB N Xg=...
# endif

output(y); @ // yr Z yB

Y Yr Jc: yr =c=yp? xp candidate
(x5 xg) ||| (xE,x5)

¥B yr = X5 (X%
XB
y (]

N ip § AIRBUS
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Analyzing the motivating example: from cells to bi-cells

ulé x, y;
read_from_network((u8 *)&x, sizeof(x)); - - -
# if _ BYTE_ORDER == __ LITTLE_ENDIAN Invariants and bi-cell constraints
((u8 *)&y) [0] = ((u8 *)&x) [1]; y2 = (x}, xE)
((u8 *)&y) [1] = ((u8 *)&x) [0]; yE = (x2,x2)
# else
y = x5 YB=xB N Xg=...
# endif

output (y); @ // yr = ys

Y Y dec:yr=c=yg?v c=xp
(0, x9) ||| (=L, x4 Y Y

o ip § AIRBUs

¥



Analyzing the motivating example: from

ulé x, y;

read_from_network((u8 *)&x, sizeof(x));
# if _ BYTE_ORDER == __LITTLE_ENDIAN
((u8 *)&x) [1]1;

((u8 *)&y) [0]
((u8 *)&y) [1]

# else
y = x5
# endif

((u8 *)&x)[0];

output(y); e // yr Z yB

(X2 x5

51

cells to bi-cells

Invariants and bi-cell constraints

}/% = <Xéaxl(1)3>
yi = (xz:Xg)

YB=xB N Xg=...

(yc,yB) synthesized by

pattern-matching
+ simple equalities
(symbolic propagation)
[ip S AIRBUS
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The bit-slice numerical domain

Motivating example

ulé x; u8 *p = (u8 *)&x;
u8 y = input(0,255);
# if _ BYTE ORDER == __LITTLE_ENDIAN
=y | 0xff00;
# else
x = (y << 8) | 0xff;
# endif
output (p[0]);
output (p[1]);

— - (vc,yB)
)

52 X

Program invariants

xc ={yc,ys) + 65280

xg =256 x (yc, yg) + 255

0
Xp =
1
Xp =

?

?

0
XB

1
X

Bi-cell constraints

x% = byte(x,,0)
xL = byte(xc, 1)

x% = byte(xg, 1)
xj; = byte(xc,0)

ip S
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The bit-slice numerical domain
Symbolic predicates (inspired by Miné [2006b], Miné [2012])

ulé x; u8 *p = (u8 *)&x;
u8 y = input(0,255);

" Zl;ey | 0x££00; byte(xz,0)= (yr,ys) byte(xc,1) =255
x = (y << 8) | 0xff; byte(xg, 0) =255 byte(xg,1) = (vr, ys5)
# endif
output (p[01); x% = x§
output (p[11); xk = xj; )
xc

|
xB (vz,yB)

(62,x3) |

x% = byte(x,,0)
xL = byte(xc,1) x5 = byte(xc,0)

(xz, x5) y

X

o ip S* AIRBUS



Implementation

Compared to the previous version (6,700 lines of OCaml)

300 lines updated in the bi-cell memory domain (8%)
1,000 lines added for the bit-slice predicate domain

o ip § ARBUS
Sy



Implementation
Patch analysis (bi-cells) Endian portability analysis (bi-cells and bit-slices)

BT [D.programj [C.program] D.builtins
[U 'nterproc] [D.interproc] [C.interproc] [U.interprocj
-l
[U intraprocj (D.intraproc] [C.intraproc] (U.intvapvoc]
Sequence
C.libraries C.Aggregates @Reduced product [Mj [M

@ Cartesian product c

@ Composition
®
-
C.pointers O Universal

OC specific

[D.program] [C.progvam]
[D.interprocj [C.interproc]
[D.intraproc] [C.intraprocj

C.machineNum

[C.machineNumj [ C.bitSlices j

8y ©

ODouble C QJP
U.linearRel
@/ ° U linearRel
7

U.intervals U.congruences
U.intervals U.congruences

o P > AIRBUS
D™




Benchmarks

55

Origin Name LOC Time | Revision | Result
2014-1 19
2014-2 v
GENEVE 218 ls 2016 e
2017 v
Open Source 2017 13
MLX5 125 | 155 ms | 2020-1 13
2020-2 v
2020-1 13
Squashfs 110 150 ms 2020-2 v
Module S | 300 K 9.7 h | 2020 v
Industrial 2020 e
Module A 1M 20.4 h 2021 v
Disclaimer:

@ Modules A and S are part of an early prototype, not in production yet.

@ All findings have been incorporated into the development cycle.

ip
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@ Introduction
© Patch analysis for numerical programs
© Patch analysis for C and structure layout portability

@ Endian portability analysis for C programs

© Conclusion

’ lip S ARBUS




Contributions

. . Bi-cell memory domain
@ concrete semantics for two versions

o ) ] ) @ symbolic relations between memories
@ joint analysis by induction on syntax
) ) @ scalable patch analyses
@ double program construction algorithm .
] @ scalable portability analyses
@ support for unbounded input streams

Numerical domains Implementation and experimentation

@ bit-slice domain @ prototype analyzer on MoOPSA
@ Delta domain @ small slices of open source software
@ near-linear cost @ large real-world avionics software
ip S
. lip S ARBUS

g



Future work

Portability analysis

@ 32-bit versus 64-bit

different 64-bit data models

porting from x86 or PowerPC to ARM
changes in OS data types

Year 2038 problem

different ranges of inputs (Ariane 5.01)J

@ endian portability for simulation

@ non regression for product-lines

Semantic differencing

Hyperproperties and information flow

@ characterize semantic differences -
_ o @ 2-safety properties
o infer a semantic distance .
@ prove secrecy and noninterference
@ evaluate the cost of a patch )
_ ., @ experiment on more complex programs
@ infer an “improvement” property

oo}




Summary

@ patch analysis
@ structure layout portability analysis

@ endian portability analysis

Contributions

Industrialization

Double program semantics
Bi-cell memory domain Portability analysis

Numerical domains Semantic differencing

Implementation and experimentation Hyperproperties and information flow

Thank you for your attention
Questions?

ip § ARBus
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Backup slides
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