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Abstract Interpretation

® A mathematical framework for reasoning on program
behaviors (useful in program semantics, transformation/
compilation, static analysis, verification, etc)

® The theory aims at being general (neither depending on
specific languages, properties, specification methods,
etc)

® The theory aims at being applicable to real-life
software, hardware, and computer systems (must scale
up: precise analysis is very easy in the small and
extremely difficult in the large)
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Part |

Industrial applications
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Astrée

® Commercially available: www.absint.com/astree/
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o Effectively used in production to qualify truly large and complex
software in transportation, communications, medicine, etc

Bruno Blanchet, Patrick Cousot, Radhia Cousot, Jérome Feret, Laurent Mauborgne, Antoine Miné, David Monniaux, Xavier Rival: A static
analyzer for large safety-critical software. PLDI 2003: 196-207
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Code Contract Static Checker (cccheck)

® Available within MS Visual Studio

pg Example - Microsoft Visual Studio (Administrator)
FLE EDT VW PROECT BULD DEBUG TEAM TOOLS TEST ARCHITECTURE ANALYZE WINDOW  HELP
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while (inf <= sup) il e
Secur
int index = (inf + sup) / 2; // spot int overflow, report fix ey
int mid = array[index]; Publish
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return index; // prove postcondition
if (mid < value)
inf = index + 1;
else
sup = index - 1;
return -1; // prove postcondition
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Manuel Fihndrich, Francesco Logozzo: Static Contract Checking with Abstract Interpretation. FoVeOOS 2010: 10-30
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® A screenshot from Clousot/cccheck on the classic binary search.
® The screenshot shows from left to right and top to bottom
|. C# code + CodeContracts with a buggy BinarySearch
2. cccheck integration inVS (right pane with all the options integrated in the VS project system)
3. cccheck messages in the VS error list
® The features of cccheck that it shows are:
|. basic abstract interpretation:
a. the loop invariant to prove the array access correct and that the arithmetic operation may
overflow is inferred fully automatically
b. different from deductive methods as e.g. ESC/Java or Boogie where the loop invariant must
be provided by the end-user
2. inference of necessary preconditions:
a. Clousot finds that array may be null (message 3)
b. Clousot suggests and propagates a necessary precondition invariant (message 1)
3. array analysis (+ disjunctive reasoning):
a. to prove the postcondition should infer property of the content of the array
b. please note that the postcondition is true even if there is no precondition requiring the
array to be sorted.
4. verified code repairs:
a. from the inferred loop invariant does not follow that index computation does not
overflow
b. suggest a code fix for it (message 2)
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Part Il

A short introduction
to abstract interpretation

Patrick Cousot, Radhia Cousot: Abstract Interpretation: A Unified Lattice Model for Static Analysis of Programs by Construction or Approximation of

Fixpoints. POPL 1977: 238-252

Patrick Cousot, Radhia Cousot: Systematic Design of Program Analysis Frameworks. POPL 1979: 269-282
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Properties and their Abstractions
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Concrete properties

® A concrete property is represented by the set of
elements which have that property:

e universe (set of elements) I (e.g. a semantic domain)
e properties of these elements: P € §(9)
e x has property Pis x € P

o (9(D),C,U,N,...) is acomplete lattice for inclusion C

POPL 2014, SIGPLAN Achievement Award 2013, A Galois Connection Calculus for Abstract Interpretation 10 ©FP. &R.Cousot

Abstract properties

Abstract properties: P€ of

Abstract domain & : encodes a subset of the concrete

properties (e.g. a program logic, type terms, linear
algebra, etc)

Poset: (</,C,U,MM,...)

e Partial order:C is abstract implication
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Concretization
e Concretization YyE A — 9(D)
e y(P) is the semantics (concrete meaning) of P

® v is increasing (so C abstracts C)
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Best abstraction

® A concrete property P € ¢(9) has a best abstraction
Pe d iff
® it is sound (over-approximation):

P Cy(P)

Galois connection

o Any Pe (D) has a (unique) best abstraction o(P) in
o if and only if

VPe @(P):VO € A: a(P)EQ < P Cy(Q)

=: over-approximation
< : best abstraction

® and more precise than any sound abstraction: written
= — = Y
PCy(P) = PLCP ($(2),C) = (4,E)
® The best abstraction is unique (by antisymmetry)
® Under-approximation is order-dual
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Simple example Equivalent mathematical structures
. . , P (0,1}
® Needness/strictness analysis (80’s) ot 01 p 2
i mA .IU {0} ‘ {1}
unknown {0,1 } Y T h Q)
Join morphism Meet morphism Upper closure
Y {0,1} {0,1} {0,1}
non-termination {() } {1} termination {0} {1} {0} @{1} {0} {1}
‘ 0 ) 0
Moore family Topology Downset family
%) 1 :
unreachable * {0 1} 4 A:{l} y
{0,1} SIS Rxy)[ 01
- . . o} REEED X NI
® Similar abstraction for scalable harware symbolic > {0} 1 v
traleCtorY evaluation STE (90) Congruence Soundness relation Relation postimage
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Abstraction of the Semantics
of Programming Languages
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Sound semantics abstraction

® program Pel programming language

e standard semantics S[P]| € 9 semantic domain
e collecting semantics {S[IP]|} € (&) semantic property
S[P] € &/

e abstract semantics abstract domain

® concretization YyE€ A — (D)
{SIPI} S ¥(STP)

P has abstract property S[P]

® soundness

ie. SIP] € y(S[P]),
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Best abstract semantics

Y
o If (9(92),C) = (9, C) then the best abstract
semantics is the abstraction of the collecting semantics

SIP] £ o({SIPD})
It is sound:

It is the most precise:

POPL 2014, SIGPLAN Achievement Award 2013,A Galois Connection Calculus for Abstract Interpretation 19 ©FP. &R.Cousot

Calculational design of the abstract semantics

® The (standard hence collecting) semantics are defined by
composition of mathematical structures (such as set
unions, products, functions, fixpoints, etc)

® If you know the best abstraction of properties, you also
know best abstractions of these mathematical structures

® So, by composition, you also know the best abstraction
of the collecting semantics . calculational design of the
abstract semantics

® Orthogonally, there are many styles of
® semantics (traces, relations, transformers,...)
e induction (transitional, structural, segmentation)
e presentations (fixpoints, equations, constraints, rules [CAV 1995])
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Example: functional connector

Y
o If 0 =(%,C) = (A,C) then

o

(@ @ C Al_:.yoﬁooc of 2o

gt:’g_ < - ’—> AF.(XOF"'Y < - ’—>
o F_ o

€ » €

(= is a called a Galois connector)

Fixpoint abstraction

® Best abstraction (completeness case)

if tcocF=Foa then F=aoF.y and o(lfp F) =Ifp F

e.g. semantics, proof methods, static analysis of finite

state systems

® Best approximation (incompleteness case)

if F=aoFoy but e FCFoa then a(fp F)C Ifp F

e.g. static analysis of infinite state systems

® idem for equations, constraints, rule-based deductive

systems, etc
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Duality
(LJa_}a“') (ﬂ,",*’r)
(n,=, 4
(u,>,4)
(U’#:\&) (n,«s\l’)
A Inducti
(U,est) (n, e, 1) bstract Induction
. PR
e Order duality: join (U) or meet (N)
® Inversion duality: forward (—) or backward (<= = (—)1)
. . .
® Fixpoint duality: least (1) or greatest (T)
Patrick Cousot, Radhia Cousot: Abstract Interpretation: A Unified Lattice Model for Static Analysis of Programs by Construction or Approximation of
Fixpoints. POPL 1977: 238-252
POPL 2014, SIGPLAN Achievement Award 2013,A Galois Connection Calculus for Abstract Interpretation 23 ©P &R.Cousot POPL 2014, SIGPLAN Achievement Award 2013,A Galois Connection Calculus for Abstract Interpretation 24 ©P &R.Cousot




Convergence acceleration

Ifp F

Infinite iteration

POPL 2014, SIGPLAN Achievement Award 2013, A Galois Connection Calculus for Ab:

stract Interpretation 25 ©P &R.Cousot

Convergence acceleration

Ifp F Ifp F'

> o >

Infinite iteration Accelerated iteration with widening

(e.g. with a widening based on the
derivative as in Newton-Raphson method)
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[Semi-]dual abstract induction methods

e.g.: interpolation

X EZ2AF(X)

XEFX)
co-in-
duction
induct-
tion
(separate from termination conditions)
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Examples of widening/narrowing
® Abstract induction for intervals:

® a widening [

(xVy)=casxeV > ¥ €V, dans

i D:>x;

[n m][n smyl =>
<nl alors -» sinon n, fsi ;

1
> my alors += sinon m, fsil ;

fincas ; if b, > b, then +» else b, f£il
® 2 narrowing [2

[al’_ b,1¥ [a,, byl =

[if a; < a; then -» else a, fi,.

[a1:b1] A [azabzl =
[if a, = = then a, else MIN [a,l.azl.

if b1='+~ then tgz else MAX (b,,b,)]

[1] Patrick Cousot, Radhia Cousot: Véri statique de la

i des Rapport du contrat IRIA-SESORI No 75-032, 23 septembre 1975.
[2] Patrick Cousot, Radhia Cousot: Abstract Interpretation: A Unified Lattice Model for Static Analysis of Programs by Construction or Approximation of Fixpoints. POPL 1977: 238-252
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On widening/narrowing/and their duals

® Because the abstract domain is non-Noetherian, any
widening/narrowing/duals can be strictly improved
infinitely many times (i.e. no best widening)

E.g. widening with thresholds ']
Vxe L, 1L V(Dx=xV(j) L=x
U1, 2] V(D [F, 5]
=[f0< L <, thenO elsif I, < I, then —b — 1 else I, fi,
if u, < u, <0 then 0 elsif u, < u, then b else u, fi]
® Any terminating widening is not increasing (in its |*
parameter)
® Any abstraction done with Galois connections can be
done with widenings (i.e. 2 widening calculus)

[1] Patrick Cousot, Semantic foundations of program analysis, Ch. 10 of Program flow analysis: theory and practice, N. Jones & S. Muchnich (eds), Prentice Hall, 1981.
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Summary

® The specification of abstract semantics/proof methods/
transformers/verifiers/static analyzers reduces to the choice of:

® The standard semantics domain &
® The concrete fixpoint transformers F € ¢(2)) —< ¢2(9)
¥
The abstracti 9),C) = (d,C
e The abstraction (§(9), C) 0c< ) =2y
e The abstract induction (7 /, v A)

® Maybe dualities and fixpoint combinations

® (Calculational design of the verifier/analyzer by sound
abstraction of the collecting semantics preferred to empirical
design with a posteriory soundness checks, if any
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Part |l

A Galois connection calculus
for abstract interpretation

Y
How to specify (§(9), C) = (A, C)?
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Specifying posets

Y
(p(2).C) = (d.C)
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Specifying the concrete/abstract domains

s€5

s=B|Z|X|L|{e} | e el
I(s,0) | s | sUs| s s|
sxXs|p(s)]...

o€ O

oi==|el<|cle|=|
otlorxoa o] ...

® Sets:

® Partial orders:
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Specifying the concrete/abstract domains (cont’d)

p P
p = (s, o)

® Posets:

® Trivial set-theoretic semantics (with errors)
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Example: semantic properties
of a simple imperative language
® values: (V, <) (e.g. (Z, <) or ([minint,maxint], <)
® environments: M £ X — V
® states: ¥ = L x M
® finite or infinite sequences of states: X*°
e semantic domain &: S £ p(X%)

plp((L x (X — V))™))

® concrete domain: (p(p((L x (X — V))*)), ©)

® semantic properties: ©(S)
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Specifying abstractions
(i.e. Galois connections)

Y
(9(2).C) = (d.E)
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Specifying the abstraction

® A collection of basic Galois connections

® (alois connectors: to built new Galois connections out

of existing ones (e.g. — )
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Specifying the abstraction (cont’d)

® Basic Galois connections g € G :

identity top interval right image join
abstraction abstraction abstraction abstraction abstraction

g == 1[p] | Tlp,e] | T[p, e,e] | ~[s,s] | Uls] |

—[s] | ools] [ ~[s,s] | —[s, 8] | x[s,s] | ...

complement  sequences  relation to function cartesian
to elements transformer abstraction abstraction

POPL 2014, SIGPLAN Achievement Award 2013, A Galois Connection Calculus for Abstract Interpretation 38 ©FP &R.C

Examples of basic GCs

® Join abstraction U[C] :

[ N r
o—o—o—o—o— SO0 —o—o—0o—o—
—o—0—o0—o— *—o—o—o o —o—o0—0—o0—
— oo
- —— Oégo
—o—o—0—o— ] *—o—o oo ) — —o—o—0—o—
—o—o—o—o— o —o—o—o—o—
o—o—o—o—o—
—o—o—o—o—
Lo Lo
see J oo

S[UIC]] = {p(p(C)), C) = (p(C)

a(P)2UP  17(Q) = 0(Q)

POPL 2014, SIGPLAN Achievement Award 2013, A Galois Connection Calculus for Abstract Interpretation

Examples of basic GCs (cont’d)

® Sequence abstraction (oo[C] :

r ~——0—0—0— N r ® 06 0 0 0 o
*~——0—0—0—0 *—o—o oo a_o.; o 6 0 0 0 O ® o 0 0 o o
. J -
S[o[C] 2 (p(C™), C) == (p(C), C)

a®(P) £ {o; | 0 € PAi € dom(0)}
72(Q) £ {0 € C* | Vi € dom(o) : 0; € Q}
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Examples of basic GCs (cont’d) Examples of basic GCs (cont’d)
® Right-image abstraction (isomorphism) A[L, 4] : e Cartesian abstraction [X[sy, 3] :
~ ~
[ (a, 1) (b, x) (a, ...) 8 1,5 .. : [ o 1) b, %) @ )
B, ) (a, 2) - T - (a,2) )
é’ YO 0 —. &y
S[~IL, M]] 2 {p(Lx M), C)

Y

! q D 12 ..
<b’ > <C, B) _)< ¢ ) XY
(c, ...)

—

(¢, h)

® Galois connectors:

o ﬁ
T (L p(M), €) S .
- S (o(S[s1] — Sls2]), ©) s (STsi] = p(Ssal), &)
~(p é Ve {1 ) m P N «@
Q ( ) A)\_f {TTI ’ <[ 771> 6‘ } aX(X) AL )\7265[8]}}'{.73 c 8[[82]] | 3}0 c 8[[8'1]] s
T(Q) = {{¢, m) | m € Q(O)} S[s2] : fli < z] € X}
Examples of basic GCs (cont’d) Specifying the abstraction (cont’d)
e Interval abstraction [I[(s, 0), e, €3] :
—{;»—o—o—il— o

S[1[(s, o),e1,e2]] =

g e G

g = |Rlgl|s—>9gl939|g9%kglg=g]...
pointwise composition pairwise functional

A,U reduction extension connector connector connector

(o(STsD), ©) = (S(STSNUSTer], Sleal}, Sol), )
«

3(S, <) = {[v1,v2] | v1,v2 € S} set of intervals

[v1,v2] 2 {v € S |vi <vAv < v} interval

a'(X) £ [ming[e) X, maxso) X]
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Examples of Galois connectors

e Reduction [R[g] of Galois connection g :

wE@

i i
S[[R[g]]] = ([8[[9]] = <Ca E> == <~Aa <> ? <Ca E> ~a =
{a(P) [ PeC}, <2 (Slol=w 2 ws )]
dynamic error static error
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Examples of Galois connectors (cont’d)

e Composition connector g1 § g2 :

N "2 Y1072

(65} (6%} a20Q]

- 92 91592
Slg1592] = (Slor] = ps h/:]>p2 A Slg2] = ps h') pa %
[[Pz fps ? m %m owD 8 errorD

where error is static (2) when S[g:] or S[g2]
returns a static error, else dynamic (w)

POPL 2014, SIGPLAN Achievement Award 2013, A Galois Connection Calculus for Abstract Interpretation 46 ©FP. &R.Cousot

Examples of Galois connectors (cont’d)

e Componentwise/pointwise connector S —+ @ :

Y
C A
(6%
g
s —> g
Sls — gl = (S[s] = X ¢ {w, Y ASlg) = € C
) =5 (A QT (X = L) s (X - A
« peaop

§> 8 errorD

POPL 2014, SIGPLAN Achievement Award 2u13,A GaloIS LONNECUON LAICUIUS TOF ADSTrAct INter| pretauon s wr. & R.Cousot

Examples of abstractions
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Reachability abstraction

® Reachability abstraction:

G* 2 U] § ool] § LM

properties traces to global to
to trace properties  global invariant  to local invariant

® Applying abstract interpretation theory, you get by
calculational design:

® A proof method (Floyd/Hoare)

e A fixpoint reachability-checking algorithm (X finite)

Patrick Cousot, Radhia Cousot: Abstract Interpretation: A Unified Lattice Model for Static Analysis of Programs by Construction or Approximation of
Fixpoints. POPL 1977: 238-252

Patrick Cousot, Radhia Cousot: Systematic Design of Program Analysis Frameworks. POPL 1979: 269-282
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Interval abstraction

® |nterval abstraction :

G 2 RG* 3 (L — (x[X,V]3 (X —
/7 T‘]IKV? §>7_OO’OO])))]

/ | |
/
/ for each for each
/ program point | variable
hability: si ‘
reachability: cartesian interval
properties abstraction abstraction
to local invariants on variables
b
® Exactly the example of POPL77, page 247
Patrick Cousot, Radhia Cousot: Abstract Interpretation: A Unified Lattice Model for Static Analysis of Programs by Construction or Approximation of
Fixpoints. POPL 1977: 238-252
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Typing
the Galois connection calculus

POPL subject areas

Com Qilers Correctness proofs Data types and

structures Formal Definitions and Theory Functional constructs
Lambda calculus and related
SgStemS Language Constructs and Features
Operational semantics 09t|m|zat|0n Program
analysis Sema ntICS Software/Program Verification
Specifying and Verifying and
Reasoning about Programs

Type structure
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Types as abstract interpretations, POPL97

® The Galois connection calculus is a syntax which
semantics has domain

&c = {(C, C) % (A, )| C, Aaresets AC €
P(C xC) A< € p(Ax A} U{Qw}

® Design a type system to check statically that Galois
connection expressions “cannot go wrong” (i.e. have
the property €c\{Q})

® Typing is an abstract interpretation
T
(p(80), ) == (T/a, <)

(0%

where TLQT £ 45T) CAYT)
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Types

® Element types: Ec €&
E ::=var | 1ab | bool | int | err
® Set types: Se6

S:=PE|PS|seqS|S+>S|S*S|err

® Partial order types:

0eo
Ou==|&|<|C|[=]0""|0x0|
O|...|err
® Poset types: Pep

P:=S®O0 | err
® Galois connection types:

I pyrp— —
co— P = P | err
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Semantics of types

7% (bool) = B

the semantics of
a type is the set
of elements
with that type
(never o / Q)

® 1°(seqS) = {X* | X € v°(S)}
o 72(0)£{<|<€~°(0)}
e ¥ (S®0)=~°(S) x v°(0)

o 1"(P=P)2{P =P |Pecqy¥*(P)AP cy*(P)}
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Type equivalence

T, < T2 2 ~%(T1) C A%(To)
T 2T, 2T dT2AT2 T,

® Definition:

{

: [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
. |
J
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Soundness of types

® The calculational design of the type inference algorithm
7 (9] is by approximation of the collecting semantics

® As usual in abstract interpretation o, we know the type
system will be sound before designing the inference rules

Typable Galois connection expressions (# err) cannot

go wrong (be Q)
(919l # ex= 7 Slg] € v*(Tg]) U {w}]

® Typing rules are an equivalent rule-based presentation

) Patrick Cousot: Types as Abstract Interpretations. POPL 1997: 316-331
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Type inference algorithm

8[[81 U 82]] £ ([err #+ 8[[81]] = 8[[82]] # err ? 8[[81]] g eer

same type (like alternatives in conditionals), correct
expressions may be rejected

‘37[[91 892]] £ ([‘37[[91]] =P;isP3; A 97[[92]] = P3=P4s APy &
Ps ? Pi1=P43 eer

same type (does not exclude dynamic errors, same type
%> same set)
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Typing rules

® true b bool (zFTis Izl =T)

e B F Pbool

skS
Uls]FP (PS)® C = PS®C

skES
O[s]FP (seqS)® C = PS® C

g1 FP1 = P2, go2FP3 = Py, P2=Pg

g1392 =P1 = Py

s, =S, samFESm

A [s1,s ] FP (S, *Sa) ® C = Sp, s> P Sy ® C
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Type of interval analysis

® JIU[(L x (X+—7Z))T]soo[ x (X +— 7Z)] s ~[L, X —
7] 5L — (x[X,Z] 5 (X = T[{Z, <), —00,0]))]
= P (P (seq (P lab * (P var *— P int)))) ® g:(P lab *—
Pvar +> PP int ® C)

(intervals / interval inclusion are abstracted by sets / set
inclusion in the type system)
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Typing the type system of the

Galois connection calculus
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Types of types i~
yp yp ¢ 6 9 P T
® Sorts of types: 72{¢,&,9,8,%} el

® Domain of all types: T = U7 \{err}

® Properties of types: P = ¢(Z

® Types of types: T::=0 | € |G| O|P|%|ezz

® Abstraction of properties of types to types of types
= B — I
a*(P)2(P=03C|PCT,TcT?3Tserz)

® Typable types cannot go wrong ezz (e.g. an element
cannot be typed as a set)
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Conclusion
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Abstract interpretation

® Any human or automated reasoning (on programs)
involves abstractions

® Abstract interpretation aims at formalizing abstractions
in the abstract

® Hopefully useful to grasp the literature

® Provides a methodology to design sound abstract
semantics/transformers/proof methods/verifiers/
analyzers/etc
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Perspectives

® A Galois connection calculus for specifying abstractions

® can be implemented in programming languages or
better in mathematical higher-level languages (to
include formal soundness proofs)

® can be extended to specify abstract domains (with
transformers, widenings, etc.)

® The calculus should be useful for

® the certification of abstract semantics/transformers/
proof methods/verifiers/static analysers

® advance towards unrestricted automatic static
analyser generation
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Perceval le Gallois’ Wondrous Grail Quest ®
® To design a programming language:
® specify its syntax and semantics
® specify abstractions to automatically get:
® abstract semantics and proof methods

® interpreters and compilers (for known machines
with well-specified semantics)

® types systems
® verifiers

® static analyzers

(*) Perceval, le Conte du Graal, novel by Chrétien de Troyes, 12% century & Perceval le Gallois, movie by

Eric Rohmer (1978)
65

The End, Thank You
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