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Abstract We introduce a Galois connection calculus for language independent
specification of abstract interpretations used in programming language semantics,
formal verification, and static analysis. This Galois connection calculus and its type
system are typed by abstract interpretation.

Categories and Subject Descriptors D.2.4 [Software/Program Verification]

General Terms Algorithms, Languages, Reliability, Security, Theory, Verification.
Keywords  Abstract Interpretation, Galois connection, Static Analysis, Verification.
1. Galois connections in Abstract Interpretation In Abstract
interpretation [3, 4, 6, 7] concrete properties (for example (e.g.)
of computations) are related to abstract properties (e.g. types). The
abstract properties are always sound approximations of the con-
crete properties (abstract proofs/static analyzes are always correct
in the concrete) and are sometimes complete (proofs/analyzes of
abstract properties can all be done in the abstract only). E.g. types
are sound but incomplete [2] while abstract semantics are usually
complete [9]. The concrete domain (C, C) and abstract domain
(A, <) of properties are posets (partial orders being interpreted as
implication). When concrete properties all have a <-most precise
abstraction, the correspondence is a Galois connection (GC) (C,
) ‘% (A, <) with abstraction « € C — A and concretiza-
tiony € A C satisfyingVP € C:VQ € A: a(z) S y <
z C v(y) (= expresses soundness and <= best abstraction). Each
adjoint o/~ uniquely determines the other v/«. A Galois retrac-
tion (or insertion) has a onto, so -y is one-to-one, and « o ~y is the
identity. E.g. the interval abstraction [3, 4] of the power set p(C')
of complete <-totally orderedﬂsets C U {—00,00} is S[I[(C, <
), =00, 0] £ (p(C), C) === (I(CU{~00, 00}, <), &) with

[e%

o' (X) £ [min X, max X], min ) £ oo, max® £ —o0, v"([a, b])
2{zx € C|a <z <b},intervals S[I(C U {—oc0, 0}, <)] £
{la,b] | a € CU{—00} Ab e CU{oo}Aa < b}U{[oo, —c0]},
and inclusion [a,b] € [c,d] £ ¢ < a A b < d. A Galois isomor-
phism (C, C) «—= (A, <) has both o and ~y bijective. E.g. global
and local invariants are isomorphic by the right image abstraction

S[~L, M]] & {(p(Lx M), C) «:» (L — p(M), C) with

o™ (P) 2 Alefm | (6, m) € PLA™(Q) 2 {(t m) | m €
Q(£)}, and C is the pointwise extension of inclusion C.

2. Equivalent formallzatlons of GC-based Abstract Interpre-
tation GCs (C, C) —= (A, <) are Galois retracts of/Galois iso-
morphic to numerous equlvalent mathematical structures [6] such
as join-preserving maps (o), meet-preserving maps (), upper-
closures (v o «), Moore families {v(Q) | Q € A}), Sierpiriski
topologies [5]1 {—v(Q) | Q € A} where — is unique complemen-
tation in the concrete domain C, if any), principal downset families
{I=1(Q) | Q € A} where |5 £ {y € C | y C a}), maximal
convex congruences ({{P € C | a(P) = a(v(Q))} | Q € A},
soundness relations (also called abstraction relation, logical rela-
tion, or tensor product, a § < = {(P, Q) | «(P) < Q} = {{(P,
Q) | P C Q) = Civ7" where f = {{a, /@) | =
dom(F)}, 757 = {(a, 2) | 3y : (@, y) € T Ay, 2) € '},
and, for powersets C = (C) A = p(A), polarities of rela-
tions (y(Q) = {z € C | Yy € Q : R(z,y)} where R = {{(z,
v |z €r({yhh.
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3. Basic GC semantics Basic GCs are primitive abstractions of
properties. Classical examples are the identity abstraction S[1[(C,

O] 2 (c, ©) «%—.i» (C, C), the top abstraction S[T[(C,
o), T]l 2 (¢, ) ilf: (C, T). the join abstraction S[U[C]]
¥

= {p(p(0)), C) == (p(C), S) witha*(P) = U P,7"(Q) =

=

9(Q). the complement abstraction S[-[C]] £ (p(C), C) ==
(p(C), D), the finite/infinite sequence abstraction S[oo[C]] =
(9(C), C) £ (9(C), C) witha™(P) 2 {o: |0 € PAi €
dom(o)} and v>*(Q) 2 {0 € C™ | Vi € dom(o) : 0; € @}, the
transformer abstraction S[~[C1, C2]] £ (p(C1 x Cs), C) :l_—:__,
(p(C1) % p(C2), C) mapping relations to join-preserving
transformers with o™ (R) 2 XX +{y | 3z € X : (z, y) € R},
“(9) =2 {{z, v) | v € g{z}))}. the function abstraction
S[=[C1, Cal] £ {p(C1 = C2), ) === (p(C1) = p(Ca),
C) witha™(P) £ XX «{f(z) | f€ PAz € X},77(g9) 2
{feC— Cy | VX € p(C1) : Vz € X : f(z) € g(XX)},
the cartesian abstraction S[x[I,C]] £ (p(I — C), C) ——
aX
(I p(C), ) witha*(X) 2 Xicl{zcC|3felw
C:fli—aleXhy (Y)2{f|Viel: f(i)€Y(i)} and
the pointwise extension C of C to I, efc.
4. Galois connector semantics Galois connectors build a GC
from GCs provided as parameters. Unary Galois connectors in-
clude the reduclion connector S[R[(C, C) ‘% (A, 11 =

(€, C) == ({a(P) \ P € C}, <) and the pointwise connec-

tor S[X — (C, ©) <25 (4, Q] 2 (X = C, E) e—ip—“L
p*aop

(X — A, <) for the p01ntw1se orderings C and <. Binary Ga-

. . " v
lois connectors include the composition connector S[[(C, C) <a_—1,
1

(A1, €)5(A2, T) === (As, )] 2 (A1, €) = (42, 0) (€,
<) S (A3, <) 8 Q) (where Q is a static error), the prod-
agoq
uct connector S[(C1, C) == (A1, C) % (C2, €) ;:Z’ (A2,
2 (€1 x G2y € x €) = (i x Ao, £ x <) (gen-
a1 Xag
eralizing to tuples), the higher-order functional connector S[{C1,
C) =5 (A, C) = (G, <) = (Ar, Q]2 (G125 0,
<) Pl e L L (A1 L= A, <) for increasing maps and

_
A feagofoyr .
pointwise orderings T and <

5. Galois connection calculus The GC calculus G (to specify
verifiers/analyzers compositionally) is x,... € X for program
variables, ¢,... € L for labels, e € [E for elements e ::= true |
1|oo|x\€|fe\...,s€$f0rsetss:::IB|Z|X|]L|
{e}l[eye}IH(&OHS‘”|5US|SHSISX5|@()| .
o € O for partial orders 0 1= = | & | < | C | € | = |
ot o xo0s|06|6]...,p € P forposets p ::= (s, 0), and
g €GforGCsg = 1[p] | Tlp,e] | Ilp,ee] | ~lss] | Uls] |
=[s] | ools] | ~[s,s] | =[s,s] | x[s;s] [ ... [ Rlg]|s —g |
959 |9%kg| g g ... The semantics of interval sets is
S[IC, )] 2 [ CCxC?{[abl<]|abe C}ew) wherew
is a dynamic error (maybe not detectable by typing).


http://cmacs.cs.cmu.edu/
http://www.nsf.gov/

6. Abstraction Papers in semantics, verification, and static
analysis can be understood by extracting the semantic domain
and GC which are used. For the interval example [3, 4, p. 247],
the semantic domain S £ (X°) is that of (nonempty) sets of
nonempty finite or infinite sequences of states in ¥ £ L x M
made of a control state in I and a memory state in M £ X — V
mapping variables X to a complete total order (V, <) (e.g. (Z
<) or ([minint,maxint], <)). The static (or collecting) seman-
tics is the reachability abstraction of program properties in ©(S)
that is G* £ U[S*] § oo[X] § ~[IL, M] with abstract domain
(L + (M), C). The reduced interval cartesian reachabil-
ity abstraction is GS~ 2 R[G* 3 (L (x[X, V] 5 (X —
I[(V, <), —00,00])))] that is the abstraction (p(p((L x (X —
V)™)), C) == (L — X — I(V U {—00,00}), &) where
a(P) £ Xlesmash(Axea'(a((a™ (™ (a”(P))))(0))(x))
and smash(A x € X « [ax, bx]) reduces to A x € X « [co, —oo] when

some [ax, by| is the empty interval [co, —oo] else to A x€X « [ay, bx].

7. Typing As usual with syntactic definitions, GC expression
semantics may be undefined (i.e. €2 or w). This can be fixed for 2
by a type system that is an Abstract Interpretation of the properties
p(&c) of the semantics S[g] € Gﬁc of expressions g € G belong-
ing to the class B¢ = {{C, C) == (A, <) | C, Aaresets A\C €

pP(C xC) A< € p(A X A)J U {Q,w}. Typing is formalized
by a GC [2] (p(®&¢), C) V_<—T, (¥,., <) where the preorder

@

ontypesis T < T £ ~%(T) C 4*(T’) so that types T/ ar
con51dered up to the equivalence =2 for this preorder d(=is =
when 77 is injective). In absence of a <J-most precise i.e. principal
type, hence of a best abstraction ¥, as e.g. in [15] for the poly-
hedral abstraction, only one of a or « is used [7]. A GC expres-
sion g € G has sound types T € ¥ such that {S[g]} C +*(T)
ie. S[g] € *(T) or p®(S[g],T[g]) for the soundness rela-
tion p®<(S,T) £ S € +*(T). For GCs, this is equivalent to
a*({S[g]}) < T, where {S[g]} is the strongest property (col-
lecting semantics) of g and «® ({S[g]}) is the best abstraction of
g. The type soundness proof is by induction on the structure of the
GC expressions as in [2] (instead of operational subject reduction
i.e. induction on program computation steps).

8. Types Forelements E € €, E ::= var | 1ab | bool | int |
err with v*(int) EYAS {—OO, oo}, 7€ (erz) £ S(E)u{Q,w}.

Forsets S € 6,5 == PE
S*S|errw1th’y (PE)é )
1 (s025) £ (X | X € 45(8)}.1(
XE’yb(Sl)/\YG’y(S) Sy *

6 —

Y (S1) AY €9(S2)} v ( (%) U{Q,w}.

For partial orders O € 9,0 i== | & | < | C | = | o™ |
0«0 | o) o] errWlth’y (0) = {0}LOe{=,<,<,C, =},
= 2 {(false, false), (true, true)} etc.

For posets P € B, P ::= S ® O | err with componentwise

S

concretization y* (S ® O) é
For GCs, T €¢ €, T = P =
VP =P)2{P = P |
and 75 (S #» T) £ {(X»—>C L) =
YA, B) == (A x) €7° (T)}
9. Type inference The type inference algorithm is €[true] =
bool, ..., €[—¢] £ [I%[[e]] = boolV €[e] = int 7 €[e] 3 eer.
For sets S[B] £P bool, ..., S[{e}] £ ([%[[e]] #err T PE[e] 8
eer, o, S[[Sl U 82]] £ ([err #+ SIIS1]] = S[[Sg]] # err 7 S[Sl]] 3

eer (note the approximation that s; and s2 must have equivalent
types as for alternatives of conditionals in functional languages).

(X— A )| X e

Ignoring error propagation, S[s>®] £ seq S[s], S[s1 + s2] =

S[51] *= S[s2] » S[s1 x s2] 2 S[s1] * S[s2], S[(s)] £ P S[s].
For orders and posets, (:5[[0]] 2 0,0 € {=,,5,C,=},

6lE] £ C. ... 0]a] £ ((0fo])). and F(s, o)] 2 S[s] O[],

For GCs, T1[p]] £ P[p] = P[], GJ[[m[s]L?sMH] P(S[sL]*

S[sm]) ® C=8[s1] + P S[sm] ® S, T[U[s]] £ B (B S[s]) @
C=PS[s]®C, I[-[s]] 2PS[s] ® C = PS[s] & C ',
F[ools]] £ P (seqS[s]) ® C = P S[s] ® G, T[~[s1,82]] =
P (8[[81]] * 8[[82]])®Q =P S[[51]] *— P 8[[82}]@2, f,jT[[»—>[S1, 82]1] £
(S[[sl]] = Ss2]) ® C=P §[[s1] += P S[s2] ® C, T[x[s1, 52]]
£ p (S[s1] #~ 8[[82]) ® C=38[s1] #= P §[s2] ® C, T[R[g]]
Tlgl. Tls — g] = S[s] = Tg]. ..

Examples of type errors are T[T [p, €]] £ ([%’[e]] #err NS €
G,0cD:Pp]=S®0A%E[e] €S 7 Pp]=2P[r] Seer or
E’T[[]I[(S, O>,b, t]]] £ ([err #* %[[b]] € 8[[8]] # err N\ err # %[[t]] €

S[s] 2 (P S[s] ® C) = (P S[s] ® C) 3 err) where € abstracts
set membership € of top/botton elements to the abstracted set.

This functional presentation is equivalent to a rule-based sys-

L7P1 T P2, 927 Ps T Pa, Pa™Ps (where err is not deriv-

teme. g
& 91892 P1 = Py

able), Y131 ©01 52902, 9275905 54904y gy
9192 S1%>53 ® O3 = S24=54 ® Oy
For example T[G°] = P (P (seq(P 1ab * (P var #— P int))))
® C = (P 1ab % P var #+— PP int ® C) i.e. sets of sets of se-
quences of states are abstracted to a map of labels to variables to
sets of integers (which includes intervals), ordered pointwise.

10. Type soundness Typable expressions g € G (for which
I[g] # exr) cannot go wrong since then S[g] € v*(T[g]) U{w}
and Q € v*(J[g]). However, dynamic errors (S[g] = w) cannot
be excluded (e.g. int does not prevent overflows).

11. Principal type Arbitrary concrete properties in p(®c¢) may

have no best abstraction (e.g. () so we add the empty type @). Yet,

by considering only semantic properties P = {S[¢;] | i € A} of

GC expressions, the principal type is o~ () £ @, o™ (P) £ [T].

when Vi € A # 0 : J[g:] = T else a™(P) £ err so
T

(p({S[gl | g € G}), ©) == ((TU{2}),=, Q) (@ onto).
12. Types of types Types 7 2 {¢, &, 9, P, T} have properties

P £ o(lJT) can be abstracted to types of types T:=3 | €| & | O |
FB|T|ezzbya*(P)2 (P=02F|PC T, T€T7?Tserz)
13. Static analyzers In static analyzers [1, 12, 14] GCs specify
abstract domains modules and Galois connectors their combina-
tions by functors. For scalability, rapid convergence acceleration of
infinite fixpoint computations by widening/narrowing abstracting
induction and/or their duals for co-induction [3-5] is effective and
more precise than finite abstractions [8].
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