Automated Software Engineering, 6, 1–28 (1999) c ◯ 1999 Kluwer Academic Publishers, Boston. Manufactured in The Netherlands.

Refining Model Checking by Abstract Interpretation P A TRICK COUSOT AND RADHIA COUSOT

cousot@dmi.ens.fr, rcousot@lix.polytechnique.fr

´

Ecole Normale Supérieure,DMI,45,rued’Ulm,7E57FPariscedex05,France CNRS ´ Ecole Polytechnique, LIX, 912D0 Palaiseau cedex, France

Received August 8, 1997; Revised March 9, 1998

Editor: Bashar Nuseibeh

Abstract. Formal methods combining abstract interpretation and model-checking have been considered for automated analysis of softwIn abstract model-checking, the semantics of an infinite transition system is abstracted to get a

finite approximation on which temporal-logic/μ-calculus model-checking can be directly applied.

The paper proposes two improvements of abstract model-checking which can be applied infinite abstract transition – A new combination of forwards and backwards abstract fixed-point model-checking computa-

tions for universal safety. Itcomputesamorepreciseresultthanthatcomputedbyconjunction of the forward and backward analyses alone, without needing to refine the – When abstraction is unsound (as can happen in minimum/maximum path-length it is proposed to use the partial results of a classical combination of forward and backward

abstract interpretation analyses for universal safety in order to reduce, on-the-fly, the concrete state space to be searched by model-checking.

Keywords: model-checking, abstract interpretation, static analysis, transition system, universal safety.

1. Introduction

In the design and development of software using model-based automatic analysis { such as model-checking or state space exploration { one is confronted with high complexity for very large systems and undecidability as soon as one has to consider in˛nite sets of Consequently, all properties of all systems cannot be automatically veri˛ed in ˛nite or reasonable time. Some form of approximation has to be considered. For example syntax-driven proof techniques ultimately rely on form of assistance from the user. Although one can prove very precise withaninteractiveautomatictheoremprover,thetechniqueisnecessarilyapproimateinthesensethattheoutputofthetheorem-provermaynotbeablebytheuserand/ortheuser’sanswersmaymisleadthetheorem-proverinto

dead-ends.Model checking [8] places no restriction on veri˛able properties (CTL

⋆ —-calculus and the like) but consider only ˛nite state systems (or ˛nite tion of in˛nite systems).Program analysis by abstract interpretation [17, 18; 16]

places no restriction on systems/programming languages (which can be imperative,

2 PATRICK COUSOT AND RADHIA COUSOT

functional, logic, object-oriented, parallel) but places restrictions on veri˛able erties since abstract properties are necessarily approximate. Both model-checking

and abstract interpretation have bene˛ted from mutual cross-fertilization. In particular model-checking can now consider in˛nite-state systems whereas in abstract interpretation it is common to consider properties signi˛cantly more complex than safety/invariance (see e.g. 25; 27; 28; 31 and 42). We would like to consider further combinations of abstract interpretation and universal safety model-checking.

Reduction by abstraction consists in approximating in˛nite or very large ˛nite transition systems by ˛nite ones, on which existing algorithms designed for ˛nite automata are directly applicable. This semi-veri˛cation idea was ˛rst introduced by [9] and progressively re˛ned to cope with wider classes of temporal-logic [38; 25; 10] or —-calculus formulȷ [29; 39; 23, 24]. We extend this to abstract transition systems which are in˛nite. The algorithms designed for universal safety analysis of ˛nite transition systems can be simply extended to the in˛nite case. One can use abstract interpretation techniques such as widening and narrowing to enforce, on the ‚y, the convergence of ˛xpoint computations.It is known in abstract interpretation this is not as precise as could it be [13; 19]. Hence we propose a combination forwardandbackwardupper-approximateuniversalsafetycheckingwhichisprecisethanthemereconjunctionoftheseforwardandbackwardanalyses(whicareindeedequivalentfor˛nitestates).

We also suggest another possible interaction between abstract interpretation and model-based automatic analysis of in˛nite systems [15]. It is based on the remark that although the transition system is in˛nite, all behaviors considered in may be ˛nite e.g. when there is a termination requirement, or more generally a live-

ness requirement excluding in˛nite behaviors. In this case, abstract interpretation may be used, on the in˛nite state system, to eliminate the impossible potentially in˛nite behaviors. In the favorable case, this preliminary analysis by abstract interpretation may be used to restrict the states which must be explored to a ˛nite

number. Even in the case of ˛nite but very large state spaces, the method can be useful to reduce the part of the state graph which need to be explored for veri˛cation, before this veri˛cation or better in parallel with it, so as to avoid additional costs in time.

2. Definitions

A poset hL; vi a set L with a partial order v (that is a re‚exive, antisymmetric and transitive binary relation on L). A complete partial order (cpo) hL; v; ?; is a poset hL; vi such that ? is the in˛mum and increasing chains x

v x v : : of elements of L have a least upper bound (lub) G i≥x i . A map F 2 L 7! L of L into L is monotonic (written F 2 L 7� m! L) if and only if: 8x; y 2 L : x v y =)F(x) v F(y) :

REFINING MODEL CHECKING BY ABSTRACT INTERPRETATION 3

If F 2 L 7� m ! L is a monotonic map of L into L and m v F(m) then lfp v m

denotesthev-leastfixpointofF which is v-greater than or equal to m:

F(lfp v m F) = lfp v m F;

m v lfp v m F;

(m v x) ^ (F(x) = x) =) lfp v m F v x : lfp v F

4

= lfp

v ?

F is the least ˛xpoint of F. The greatest ˛xpoint (gfp) is de˛ned dually, replacing v by its inverse w, the in˛mum ? by the supremum ¿, the lub t by the greatest lower bound (glb) u, etc.

As a generalization of Kleene/Knaster/Tarski ˛xpoint theorem, the trans˛nite iteration sequence is:

—F^{0 4}= —

F^{δ +1}

4

= F— F^δ ) forsuccessorordinals, —F^4 = G δ <λ

—F^δ forlimitordinalsThis increasing sequence is ultimately stationary and converges to lfp

v_m F. This directly leads to an iterative algorithm which is ˛nitely convergent when L satis˛es the ascending chain condition (ACC)^1 .

The complement :P of a subset P ` S of a set S is fs 2 S j s 62 P g. The left-restriction P e t of a relation t on S to P ` S is fhs; s′

i 2 t j s 2 P g. composition of relations is t

∘ r 4= fhs; ′′ i j 9s^′ 2 S : hs; ′ i 2 t ^ h′

; s

′′ i 2 rg.

The iterates of the relation t are de˛ned inductively by:

t

0

4= 1_S^4

= fhs; sijs2Sg (that is identity on the set S), and t^{n+1 4}= t ∘ t^n = t^n ∘ t; forn˘0.

The reflexive transitive closure t^⋆ of the relation t is: t

⋆

4= [ n≥0 t

n

3. FramewThe considered (real-time) concurrent systems are assumed to be modeled by transition system, that is tuple hS; t; I; F i where S is the set of states, t ` S � S the transition relation, I ` S is the set of initial states and F ` S is the set of states. There is no ˛niteness restriction on the set S of states. Moreover and ˛nal states must be understood in a broad sense. For a terminating this can be the states in which execution can start and end. For a process this can be respectively the states in which a resource is requested and in which it has later been allocated. For simplicity, we assume that initial and ˛nal

Figure 1. A (finite) transition system ( ffi: state, −→ ▶: transition)

pre[t]f3g = f0; 1g fpre[t]f3g = f0; 4g post[t]f1g = f2; 3g gpost[t]f1g = f0; 1; 2g

Figure 2. (Dual) pre- and post-images ( ffi: state, −→ ▶: transition)

states are disjoint (I “ F = ;). An example of transition system is given in Figure 1. Such transition systems have been used to introduce abstract interpretation in a language independent way, since they model small-step operational semantics of programs [18].

The pre-image pre[t] P of a set P ` S of states by a transition relation t is the set of states from which it is possible to reach a state in P by a transition t:

pre[t] P 4= fs j 9s^′ : hs; s^′ i 2 t ^ s^′ 2 P g :

The dual pre-image fpre[t] P is the set of states from which any transition, if any, must lead to a state in P :

fpre[t] P 4= fs j 8s^′ : hs; s^′ i 2 t =) s^′ 2 P g :

The post-image post[t] P is the set of states which are reachable from P ` S by a transition t:

post[t] P 4= fs^′ j 9s : s 2 P ^ hs; s^′ i 2 tg :

The dual post-image gpost[t] P is the set of states which can only be reached, if ever possible, by a transition t from P :

gpost[t] P 4= : post[t](:P ) = fs^′ j 8s : hs; s^′ i 2 t =) s 2 P g :

This is illustrated in Figure 2. We have the ˛xpoint characterizations (see e.g. 13, 14):

pre[t^⋆ ] F = lfp „ –X^. F [ pre[t] X = lfp „ F –X^. X [ pre[t] X;

fpre[t^⋆ ] F = gfp „ –X^. F “ fpre[t] X = gfp „ F –X^. X “ fpre[t] X;

post[t^⋆ ] I = lfp „ –X^. I [ post[t] X = lfp „ I –X^. X [ post[t] X;

gpost[t^⋆ ] I = gfp „ –X . I “ gpost[t] X = gfp„_I –X . X “ gpost[t] X :

Algorithm 1 The invariance/safety property, post[t^⋆ ] I ` P , can be checked by the following well-known fixpoint computation procedure [17; 18; 14]:

function f-ai1 (I);

X := I; repeat

Y := X;

X := Y [ post[t] Y ; until X = Y ; return X;

function f-mc1 (I, P );

return f-ai1 (I) ` P .

The correctness of this algorithm follows directly from the Kleene/Knaster/Tarski fixpoint theorem, stating that: lfp „ I –X^. X [ post[t] X = [ n≥0 X^n ; where:

X^0 = I and X^{n+1} = X^n [ post[t] X^n :

Algorithm 2 Since post[t^⋆ ] I ` P if and only if pre[t^⋆ ] :P ` :I, the forward model-checking procedure f-mc1 is equivalent^2 to the following backward one [7; 41; 8]: function b-ai1 (P );

X := :P ; repeat

Y := X;

X := Y [ pre[t] Y ; until X = Y ; return X;

function b-mc1 (I, P );

return b-ai1 (P ) ` :I.

The state space exploration procedures \f-mc1" and \b-mc1" are e¸ective for ˛nite set of states only. During the last few years, they became practical and widely usable [5; 35; 26] thanks to symbolic implementations using compact symbolic formula representation of (the characteristic function of) sets of states. For example, the symbolic formula can be encoded by BDDs [1; 4] or by a‹ne inequality relations [22]. So it is understood that such symbolic representations of sets of states should be used in \f-mc1" and \b-mc1".

4. Abstract Interpretation Based Model Checking

Abstract interpretation is a theory of semantic approximation [16] where \approximation" means logical implication i.e. subsets of states inclusion. Here, the semantics to be approximated is the forward collecting semantics post[t^⋆ ] I, the backward collecting semantics pre[t^⋆ ] F [13; 18] or post[t^⋆ ] I “pre[t^⋆ ] F that is the set post[t^⋆ ] I of descendants of the initial states I which are in the set pre[t^⋆ ] F of ancestors of the ˛nal states F [13; 19]. We brie‚y recall how the upper-approximations D of post[t^⋆ ] I and A of pre[t^⋆ ] F can be automatically computed by abstract interpretation. The upper/over approximation U of post[t^⋆ ] I “ pre[t^⋆ ] F will be considered in Section 5.2. We only consider upper approximations (U is an upper approximation of E meaning E ` U) since lower/under approximations (L is a lower approximation of E meaning L ` E) are dual, both approximations being useful in abstract interpretation (see e.g. 25 and 27 in the context of abstract model checking).

4.1. Forward Abstract Interpretation Based Model Checking

In order to obtain an upper approximation D of the forward collecting semantics post[t^⋆ ] I = lfp „ –X^. I [post[t] X = lfp „ I –X^. X [post[t] X one considers a Galois connection^3 :

h}(S); `i �!�_α^γ hL; vi;

that is, by de˛nition, a pair of maps ¸ 2 }(S) 7! L and ‚ 2 L 7! }(S) from the powerset }(S) ordered by subset inclusion ` into the poset hL; vi of abstract properties^4 partially ordered by v such that:

8P 2 }(S) : 8Q 2 L : ¸(P ) v Q () P ` ‚(Q) :

Example: Given a relation r on a set S, a classical example of Galois connection is: h}(S); `i �!

�_{pre[r ]}^{~p ost [r ]} h}(S); `i :

The same way, we have:

h}(S); `i �!

�_{p ost [r ]}^{~pre[r ]} h}(S); `i :

For an application proving the equivalence of the model-checking algorithms \fmc1" and \b-mc1", we have post[t^⋆ ] I ` P if and only if I ` fpre[t^⋆ ] P that is, by de˛nition of fpre, I ` : pre[t^⋆ ] :P or equivalently pre[t^⋆ ] :P ` :I.

In a Galois connection h}(S); `i �!�_α^γ hL; vi, ¸ preserves existing lubs and ‚ preserves glbs hence both are monotonic. Moreover any concrete property P 2 }(S) has a best (i.e. most precise) upper approximation ¸(P ) in L, such that P ` ‚(¸(P )). When ¸ is surjective (or equivalently ‚ is injective or ¸∘ ‚ = 1_L is the identity on L) we have a Galois insertion and we write h}(S); `i !�!�_α^γ hL; vi. In this case, the poset hL; vi is necessarily a complete lattice hL; v; ?; ¿; t; ui with ¸(}(S)) = L. ¸(P ) should be machine-representable which, in general, may not be the case of P .

The appropriate choice of the abstract domain L is problem dependent. The design and composition of convenient abstract domains has been extensively developed in the abstract interpretation literature and will not be further considered here. Often the abstraction can be de˛ned by stages. For example one can consider a ˛rst abstraction h}(S); `i �!�_{α 1}^{γ 1} hL; vi for a class of program properties which is then composed with a second problem-speci˛c abstraction hL; vi �!�_{α 2}^{γ 2} hM; ¯i. The correctness follows from the fact that Galois connection compose: h}(S); `i �!

�_{α 2ffi α 1}^{γ 1ffi γ 2} hM; ¯i. An abstraction can also be parameterized so as to allow for problem dependent instantiations, as shown by the following example.

Example: 9, 10, 25, 36 and others implicitly consider a restricted form of abstraction given by the Galois connection h}(S); `i �!�_{α[h]}^{γ [h]} h}(S^♯ ); `i, where S is the

set of concrete states, S^♯ is the set of abstract states, ¸[h](X)4= fh(x) j x 2 Xg and ‚[h](Y ) 4= fx j h(x) 2 Y g where h 2 S 7! S^♯ is the state approximation mapping. If h is surjective (as assumed e.g. in 36), then so is ¸[h] whence h}(S); `i !�!

�_{α[h]}^{γ [h]} h}(S^♯ ); `i. However this speci˛c form of abstraction is restrictive and cannot e.g. account for relational analyses such as 32.

Once an abstraction h¸; ‚i has been chosen, we then use the fact that if hM; ¯, 0, ˙i is a cpo, the pair h¸; ‚i is a Galois connection hM; ¯i �!�_α^γ hL; vi, F 2 M 7� m! M and F^♯ 2 L 7�m! L are monotonic and 8y 2 L : ¸ ∘ F ∘ ‚(y) ¯ F^♯ (y) or else 8x 2 M : ¸∘ F(x) v F^♯ ∘ ¸(x) or else 8y 2 L : F∘ ‚(y) ¯ ‚ ∘ F^♯ (y) then lfp — F ¯ ‚(lfp v F^♯ ) and equivalently ¸(lfp — F) v lfp v F^♯ ;

see 18.

4.1.1. Abstract Domains Satisfying the Ascending Chain Condition When the abstract domain satis˛es the ascending chain condition (such as e.g. the linear equality relations of [37]), the ˛xpoints can be computed iteratively.

Algorithm 3 The model-checking algorithm “f-mc1” can be approximated using an abstract domain hL; vi, a Galois connection h}(S); `i �!�_α^γ hL; vi, an abstract initial state predicate I^♯ such that ¸(I) v I^♯ and an abstract forward predicate transformer F^♯ 2 L 7�m! L such that ¸ ∘ (–X^. X [post[t] X) ∘ ‚ v F^♯ , pointwise:

function f-ai2 (I^♯ );

X := I^♯ ; repeat

Y := X;

X := F^♯ (Y ); until X = Y ; return X;

function f-mc2 (I^♯ , P );

X := f-ai2(I^♯ ); if ‚(X) ` P then return true else

return unknown.

If P is not computer representable or the test ‚(X) ` P is not computable then a weaker computable form should be used instead, such as X v P^♯ where ‚(P^♯ ) ` P .

Since the successive values X^i , i ˘ 0 of the variable X form a v-increasing chain, the test ‚(X) 6` P can be added in the loop of “f-ai2” to exit sooner from “f-mc2” with the “unknown” result. However the result “true” can only be returned upon termination.

Algorithm 4 Strictly speaking the formal verification algorithm “f-mc2” is not in the model-checking realm because no abstract transition system is explicitly used. However “f-ai2” can be refined into an abstract model-checking algorithm using the specific state abstraction of Example 4.1, by considering an abstract transition system hS^♯ ; t^♯ ; I^♯ ; F^♯ i preserving universal properties:

¸(I) ` I^♯ ;

8s; s^′ 2 S : hs; s^′ i 2 t =) hh(s); h(s^′ )i 2 t^♯ :

This implies that:

8X ` S : ¸(X [ post[t] X) ` ¸(X) [ post[t^♯ ] ¸(X);

whence

¸(lfp „ I –X^. X [ post[t] X) ` lfp „ I ♯ –X^. X [ post[t^♯ ] X :

It follows that

post[t^⋆ ] I ` ‚(lfp „ I ♯ –X^. X [ post[t^♯ ] X)

so that

‚(lfp „ I ♯ –X^. X [ post[t^♯ ] X) ` P implies

post[t^⋆ ] I ` P :

This reduction by abstraction leads to the following model-checking algorithm [38; 25] which considers exact properties of an approximate semantics, hence, in general, is incomplete (see however [10]):

function f-ai3 (I^♯ );

X := I^♯ ; repeat

Y := X;

X := Y [ post[t^♯ ] Y ; until X = Y ; return X;

function f-mc3 (I^♯ , P );

X := f-ai3 (I^♯ ); if ‚(X) ` P then return true else

return unknown.

Observe that “f-mc3” amounts to “f-mc1” when the Galois connection h¸; ‚i is an isomorphism. So the only difference between symbolic model-checking and abstract interpretation based model-checking is the possibility of information loss when necessary i.e. when concrete symbolic model-checking fails.

4.1.2. Abstract Domains Not Satisfying the Ascending Chain Condition In general however, the iterates —F^δ , ‹ ˘ 0 of F^♯ 2 L 7�m! L in \f-ai2" do not converge to lfp v F^♯ in ˛nitely many steps [as in e.g. 22; 34]. Hence, one must resort to a widening operator 5 which can be used both to upper-approximate non-existent lubs [as in e.g. 22] and to enforce ˛nite convergence of increasing iterations [17; 22]. The widening operator 5 2 L � L 7! L is de˛ned so as to be an upper bound:

8x; y 2 L : x v x 5 y; and 8x; y 2 L : y v x 5 y;

and, if termination is required, to enforce ˛nite convergence:

For all increasing chains x^0 v x^1 v : : : v x^i v : : : the increasing chain de˛ned by y^0 = x^0 ; : : : ; y^{i+1} = y^i 5 x^{i+1} ; : : : is not strictly increasing.

Examples of widenings are given by 30, 31 for a‹ne inequality relations and 40 for BDDs.

The upward iteration sequence with widening for F^♯ from I^♯ (with I ` ‚(I^♯ )) is:

^F^{0 4}= I^♯ ;

^F^{i+1 4}= ^F^i ; if F ♯ ( ^F i ) v ^F i (1)

^F^{i+1 4}= ^F^i 5 F^♯ (^F^i ); otherwise.

By de˛nition of the widening5, this upward iteration sequence is ultimately stationary and its limit ^F is a sound upper approximation of lfp v F^♯ in that: lfp v F^♯ v ^F :

If F^♯ ( ^F) @ ^F and the iterates: »F^{0 4}= ^F;

»F^{δ +1 4}= F^♯ ( »F^δ ); for successor ordinals

»F^{λ 4}=

δ <λ

»F^δ ; for limit ordinals

do not ˛nitely converge, we use a narrowing operator 4 to speed up the convergence. A narrowing operator 4 2 L � L 7! L is de˛ned such that:

8x; y 2 L : x v y =) x v x 4 y v y and, if termination is required, to enforce ˛nite convergence:

For all decreasing chains x^0 w x^1 w : : : the decreasing chain de˛ned by y^0 = x^0 ; : : : ; y^{i+1} = y^i 4 x^{i+1} ; : : : is not strictly decreasing.

So, if F^♯ (X) = X v F( ^F) v ^F then the downward iteration sequence with narrowing is de˛ned by: »F^{0 4}= ^F;

»F^{i+1 4}= »F^i ; if F ♯ ( »F i ) = »F i , (2) »F^{i+1 4}= »F^i 4 F^♯ ( »F^i ); otherwise.

This downward iteration sequence is ultimately stationary and its limit »F is a sound upper approximation of the ˛xpoint which is better than the one ^F obtained by widening:

X v »F v ^F In conclusion lfp v F^♯ v »F v ^F so that by monotony post[t^⋆ ] I = lfp „ –X^. I [ post[t] X ` ‚( »F) ` ‚( ^F) :

It follows that we can choose the upper approximation D of post[t^⋆ ] I to be:

D 4= ‚( »F) :

Algorithm 5 If the set S^♯ of abstract states is infinite, h}(S^♯ ); `i does not satisfies the ascending chain condition, so that, in general, “f-ai3” may not converge, converge too slowly or require too much memory. In such cases, rapid convergence can be enforced using widening/narrowing operators, as follows:

function f-ai4 (I^♯ );

X := I^♯ ; loop

Y := X;

X := post[t^♯ ] Y ; exit if X v Y ; X := Y 5 X;

repeat;

while X 6= Y do

Y := X;

X := Y 4 post[t^♯ ] Y ; od; return X;

function f-mc4 (I^♯ , P );

X := f-ai4 (I^♯ ); if ‚(X) ` P then return true else

return unknown.

Observe that “f-mc4” amounts to “f-mc3” when the abstract domain satisfies the ascending chain condition in which case 5 = t and the narrowing phase (with 4 = u) is not executed (since X = Y ) hence is useless.

Because the least fixpoint is overshot, it is no longer possible to anticipate the “unknown” result within the loops of “f-ai2” as was the case for “f-ai2” and “fai3”.

As already mentioned, the design of the abstract algebra hL, v, ?, ¿, t, u, 5, 4, f_1 , . . . , f_n i and of the transformer F^♯ (usually composed out of the primitives f_1 , . . . , f_n ) by structural induction on the syntax of programs are problem dependent and will not be further considered here.

4.2. Backward Abstract Interpretation Based Model Checking

Because pre[t] = post[t^{−1} ], the situation is similar for computing an upper approximation A of the backward collecting semantics pre[t^⋆ ] F = lfp

„ –X_. F [ pre[t] X

using B^♯ 2 L 7�m! L such that ¸ ∘ (–X^. F [ pre[t] X) ∘ ‚ v B^♯ , pointwise^5 [18].

Algorithm 6 “b-mc1” can be abstracted using —P^♯ such that ¸(:P ) v —P^♯ and an abstract backward predicate transformer B^♯ 2 L 7�m! L such that ¸ ∘ (–X^. X [ pre[t] X) ∘ ‚ v B^♯ :

function b-ai2 ( —P^♯ );

X := —P^♯ ; repeat

Y := X;

X := B^♯ (Y ); until X = Y ; return X;

function b-mc2 (I, —P^♯ );

X := b-ai2 ( —P^♯ ); if ‚(X) ` :I then

return true else

return unknown.

Algorithm 7 The abstraction of Example 4.1 and the conditions:

¸(:P ) ` —P^♯ ;

8s; s^′ 2 S : hs; s^′ i 2 t =) hh(s); h(s^′ )i 2 t^♯ ;

imply that:

8X ` S : ¸(X [ pre[t] X) ` ¸(X) [ pre[t^♯ ] ¸(X);

which leads, by reduction by abstraction, to the following abstract version of the model-checking procedure “b-mc1”:

function b-ai3 ( —P^♯ );

X := —P^♯ ; repeat

Y := X;

X := Y [ pre[t^♯ ] Y ; until X = Y ; return X;

function b-mc3 (I, —P^♯ );

X := b-ai3 ( —P^♯ ); if ‚(X) ` :I then return true else

return unknown.

Observe again that “b-mc3” amounts to “b-mc1” when the Galois connection h¸; ‚i is an isomorphism.

For abstract domains not satisfying the ascending chain condition, one ˛rst uses an upward iteration sequence with widening converging to ^B followed by a downward iteration sequence with narrowing converging to »B such that lfp v B^♯ v »B v ^B whence by monotony pre[t^⋆ ] F = lfp „ –X^. F [ pre[t] X ` ‚( »B) ` ‚( ^B). It follows that we can choose the upper approximation A of pre[t^⋆ ] F to be A4= ‚( »B).

Algorithm 8 The widening/narrowing based version of the abstract model checking algorithm of “b-mc3” is (the assignment “Over := true;” and “send(: : :)” command should be ignored at the moment, i.e. send(: : :) returns a void value):

function b-ai4 ( —P^♯ );

X := —P^♯ ; loop

Y := X;

X := pre[t^♯ ] Y ; exit if X v Y ; X := Y 5 X;

repeat;

Over := true; while X 6= Y do send(‚(X)); Y := X;

X := Y 4 pre[t^♯ ] Y ; od; return X;

function b-mc4 (I, —P^♯ );

X := b-ai4 ( —P^♯ ); if ‚(X) ` :I then return true else

return unknown.

Observe again that “b-mc4” amounts to “b-mc3” when the abstract domain satisfies the ascending chain condition in which case5 = t and the narrowing phase (with 4 = u) is useless.

The approximation of gpost[t^⋆ ] I and fpre[t^⋆ ] F can also be handled in the same way to yield dual abstract model-checking algorithms. .

4.3. Combining Forward and Backward Abstract Interpretation Based Model Check- ing Observe that \f-mc1" and \b-mc1" are equivalent^6 whereas, because of the abstraction, \f-mc2" and \b-mc2", \f-mc3" and \b-mc3" as well as \f-mc4" and \b-mc4" are not and may produce di¸erent answers. One algorithm might produce an a‹rmative answer whereas the other might be inconclusive. Therefore it is natural to combine the forward and backward information^7 .

For that purpose, let us consider any sequence X^n , n ˘ 0 de˛ned simultaneously with A^n , n ˘ 0 and D^n , n ˘ 0 such that:

{ X^0 ´ I;

{ post[t^⋆ ] X^n ` D^n ;

pre[t^⋆ ](D^n � P ) ` A^n ; X^{n+1} ´ X^n “ A^n ;

Let us call a state \safe" if all its descendants by t satisfy P . The X^n , n ˘ 0 are (smaller and smaller) sets of unsafe (ideally initial) states. D^n is an upper approximation of the descendants of X^n . A^n is an upper approximation of the ancestors of D^n not in P .

Theorem 1 8n ˘ 0 : post[t^⋆ ](I � X^n ) ` P . Proof: This proof is by recurrence on n.

For X^0 ´ I, we have post[t^⋆ ](I � X^0 ) = post[t^⋆ ] ; = ; ` P . Assume, by induction hypothesis, that post[t^⋆ ](I � X^n ) ` P . We have:

pre[t^⋆ ](D^n � P ) ` A^n () :A^n ` : pre[t^⋆ ](D^n � P ) by X ` Y () :Y ` :X, () :A^n ` : pre[t^⋆ ](D^n “ (:P )) by def. X � Y 4= X “ (:Y ), () :A^n ` fpre[t^⋆ ]((:D^n ) [ P )) since :(X “ (:Y )) = :(X) [ Y , () post[t^⋆ ](:A^n ) ` ((:D^n ) [ P )) since hpost[t^⋆ ]; fpre[t^⋆ ]i is a Galois connection.

We then have:

post[t^⋆ ](I � X^{n+1} ) ` post[t^⋆ ](I � (X^n “ A^n )) since post[t^⋆ ] is monotonic, = post[t^⋆ ]((I � X^n ) [ (I “ (X^n � A^n ))) = post[t^⋆ ](I � X^n ) [ post[t^⋆ ](I “ (X^n � A^n )) since post[t^⋆ ] preserves lubs,

` P [ post[t^⋆ ](I “ (X^n � A^n )) by induction hypothesis, ` P [ post[t^⋆ ](X^n � A^n ) since post[t^⋆ ] is monotonic,

= P [ post[t^⋆ ](X^n “ (:A^n )) by def. X � Y 4= X “ (:Y ), ` P [ (post[t^⋆ ] X^n “ post[t^⋆ ](:A^n )) since post[t^⋆ ] is monotonic, ` P [ (D^n “ post[t^⋆ ](:A^n )) by hypothesis, ` P [ (D^n “ ((:D^n ) [ P )) by the above lemma, = P [ (D^n “ P ) = P since (D^n “ P ) ` P .

Corollary 1 If 9n ˘ 0 : X^n “ I = ; then post[t^⋆ ] I ` P .

Proof: If X^n “ I = ; then I � X^n = I so post[t^⋆ ](I) ` P by Theorem 1.

Algorithm 9 Assuming that I^♯ , —P^♯ and ? are respective abstractions of I, :P and ;, more precisely:

¸(I) ` I^♯ ; ‚( —P^♯ ) ´ :P;

and ‚(?) = ;; (3)

this leads to the following abstract model-checking algorithm (where “f-ai5” and “bai5” are any one of the forward and backward abstract interpretation algorithms considered previously, such as “f-ai4” and “b-ai4”):

function mc5 (I^♯ , —P^♯ );

Y := I^♯ ; repeat

X := Y ;

D := f-ai5(X);

A := b-ai5(D u —P^♯ ); Y := X 4 A;

until X = Y ; if I^♯ u X = ? then return true else

return unknown.

Theorem 2 (Correctness of the abstract model-checking algorithm “mc5”) If (3) holds and “mc5 (I^♯ , —P^♯ )” returns “true” then post[t^⋆ ] I ` P .

Proof: We have I ` ‚(I^♯ ) so X^0 = ‚(I^♯ ) ´ I.

At the n-th iteration of the loop, we let X^n = ‚(X) so that D^n = ‚(D)´ post[t^⋆ ] X^n by correctness of the abstract interpretation function \f-ai5". ‚ preserves glbs, hence we have ‚(Du —P^♯ ) = ‚(D)“‚( —P^♯ ) ´ D^n “(:P ) and pre[t^⋆ ](‚(Du —P ♯ )) ´ ‚(A) by correctness of the abstract interpretation function \b-ai5" whence

A^n = ‚(A) ´ pre[t^⋆ ](D^n “(:P ) by monotony. Moreover X^{n+1} = ‚(Y ) = ‚(X 4A) ´ ‚(X) “ ‚(A).

By de˛nition of the narrowing operation 4, the sequence of values of the variable X cannot be strictly v-decreasing so that the loop must terminate.

Upon termination, after n iterations, we have:

I^♯ u X^n = ?

=) ‚(I^♯ u X^n ) = ‚(?)

=) ‚(I^♯ ) “ ‚(X^n ) = ‚(?) since ‚ preserves lubs, =) ‚(I^♯ ) “ ‚(X^n ) = ; by hypothesis ‚(?) = ;, =) I “ ‚(X^n ) = ; by hypothesis ¸(I) ` I^♯ () I ` ‚(I^♯ ), proving, by Theorem 1, the correctness post[t^⋆ ] I ` P of the abstract modelchecking algorithm \mc5".

A possible improvement of \mc5" would be to initialize D^0 to the supremum ¿ and to run in parallel the computations of D^{n+1} := f-ai5(X^n ) and A^{n+1} := b-ai5(D^n u —P^♯ ) .

If ‚(D^1 ) ` P then we can conclude positively (as would have done the forward algorithm \f-mc4"). If ‚(A^1 ) ` :I then we can also conclude positively (as would have done the backward algorithm \b-mc4"). Otherwise \mc5" cannot conclude on the ˛rst iteration (but in this case neither \f-mc4" nor \b-mc4" would be conclusive). If further iterations are needed to conclude then the result is obtained highly automatically whereas a manual adjustment of the abstraction would be needed for \f-mc4" or \b-mc4" to get the same result. Experience with abstract interpretation shows that a few iterates only are needed for convergence (typically 3, see e.g. 3).

5. Combining Abstract Interpretation and Model Checking when Abstract Model Checking is Inadequate

We now consider the veri˛cation of in˛nite state concurrent systems for which neither the exact symbolic nor the abstract model-checking algorithms are applicable.

5.1. Verification Problems For Which Abstract Model Checking is Inadequate

5.1.1. Minimum Delay Problem The minimum delay problem (see e.g. 30) for a transition system hS; t; I; F i consists in computing the length ‘ of (i.e. number of edges in) a shortest path from an initial state in I to a ˛nal state in F .

‘ 4= minfn j 9s 2 I; s^′ 2 F : hs; s^′ i 2 t^n g;

where the minimum min ; of the empty set ; is chosen to be in˛nity 1:

min ; 4= 1 :

Figure 3. Minimum delays

An example of transition system and corresponding minimum delays is given in Figure 3.

The following model-checking minimum delay algorithm is due to 6:

function minimum1 (I, F ); R := I; n := 0;

stable := (R “ F 6= ;); while :stable do

R^′ := R [ post[t] R; n := n + 1;

stable := (R = R^′ ) ˙ (R^′ “ F 6= ;); R := R^′ ; od; return if (R “ F 6= ;) then n else 1.

An example of execution trace of the \minimum1" algorithm is given in Figure 4. In order to consider in˛nite state sets, it is necessary to enforce ˛nite convergence. Abstract model-checking techniques, with abstractions of transitions, are not applicable since they would either lead to erroneous results (unless a lower or upper bound of the minimum delay is acceptable) or state space reduction would be precluded^8 . Classical symbolic methods for speeding up model-checking algorithms such as BDDs to encode boolean formulas representing sets of states, the transition relation, and so on or \on-the-‚y" property checking, without state graph generation are applicable in this case. However, there is a serious potential ine‹ciency problem because of useless exploration of dead-end states which are reachable but cannot lead to a ˛nal state. These dead-end states are marked in Figure 4.

However, we can still use abstract interpretation to cut down the size of the model-checking search space by determining, as shown in Section 4.1, a super-set

REFINING MODEL CHECKING BY ABSTRACT INTERPRETATION 17

Figure 4. Execution trace of algorithm “minimum1”

A of the ancestors of the ˛nal states:

pre[t^⋆ ] F ` A :

The states in the set pre[t^⋆ ] F of ancestors of the ˛nal states F are markedffl in Figure 5. This information can then be used to restrict the exploration of the transition graph for computing the minimum delay. The revisited minimum delay algorithm is now (the receive(: : :) commands should be ignored at the moment, i.e. receive(: : :) returns a void value):

function minimum2 (I, F ); R := I; n := 0;

stable := (R “ F 6= ;); while :stable do

receive(A);

R^′ := R [ (post[t] R “ A) ; n := n + 1;

stable := (R = R^′ ) ˙ (R^′ “ F 6= ;); R := R^′ ; od; return if (R “ F 6= ;) then n else 1.

A trace of this algorithm \minimum2" is given in Figure 5.

Observe that:

{ any upper-approximate solution pre2re[] cae be usegfl igflh(algorithm)f(“mi-5.)37574683nimu”;t:

=uppofpre2re[] 3 is uses in lo(p)rpon can befl(dis(�eromen)n5.)375.598y ai(eacronhoe(tmitimuti;he)h(s(dfleooupfl–˙Pa:32188fl3218I)7opal600151az(18(])7)18by(P(v)23hAan)TRICK(=)23(COUSOTon)ANDhe)RADHIAon)COUSOTo1224