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Abstract. To date, Anamorphic Cryptography [EC22] has been developed to support the addition of
an anamorphic plaintext message to a ciphertext carrying a primary message. The anamorphic message
remains hidden even in the presence of a strong adversary that possesses the receiver’s key and/or
determined the sent primary message. In this paper, we expand one-to-one encrypted anamorphic
communication to one-to-many anamorphism, naturally assuming communication over a broadcast
channel. What we show is that using a previously designed public-key encryption scheme, two things
can happen: First, the receiver of an added hidden message may be a party different from the actual
receiver (i.e., a shadow party) who has initially collaborated with the sender. Secondly, and perhaps
more surprisingly, the receiving party need not be a singleton, and can be a number of different shadow
(i.e., anonymous) groups, each receiving a different anamorphic message, where all these messages are
extracted from one single-receiver ciphertext. The idea of having multiple hidden channels to different
shadow groups is highly handy if, for example, the anamorphic messages are warnings with operational
instructions, sent to the groups, and will be received by (at least one member of) a group even if the
adversary is able to temporarily cut off all but one member of a channel.
More specifically,

• First, we motivate and formalize the notion of Public-Key Encryption with an Anamorphic Broadcast
Mode.

• We then present, as an initial result of an independent interest, the first lattice-based construction of
Anonymous Multi-Channel Broadcast Encryption. It is important to note here that all Multi-Channel
Broadcast schemes to date are in the pairing-based setting (and are, thus, insecure against quantum
adversaries).

• Finally, we show how to transform a strong form of anonymity (where the ciphertext also hides the
number of channels) into a system with anamorphism in the multi-channel broadcast setting for
the well-known Dual Regev Public-Key Encryption scheme. Specifically, we show that, given the
single-receiver public key pk for the Dual Regev encryption scheme, and a sequence of ℓ messages
for the ℓ channels of the broadcast scheme, it is possible to create a ciphertext that will carry the ℓ
messages and is also a legitimate ciphertext for pk.
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1 Introduction

We deal with encrypted communication over a broadcast medium where all users have access to the messages.
The fundamental goal of encryption in this environment is to ensure that the plaintext carried by a ciphertext
is accessible only to the sender (obviously) and to the intended recipient(s). The well established Kerckhoffs’
principle regarding encryption states that only the decryption key and the message need to be kept secret
and all other information about the cryptosystem, including ciphertexts, should be assumed public. This is a
natural and minimal requirement because, first, if the message is not secret anymore, there is no need to
encrypt it; second, if the decryption key is compromised, anyone holding that key can decrypt and recover the
message. Hence, normal encryption relies on two primary assumptions (which are very natural, and hence
typically implicit): the sender-privacy6 and the receiver-privacy assumption. The sender-privacy assumption
states that the encrypted message is freely and privately chosen by the sender, whereas the receiver-privacy
assumption says that among all parties, only the recipients have access to the secret key for decryption. The
assumptions are the norms in generally free societies, or more generally, when no one attempts to infringe the
rights of users to employ cryptography.

In this paper, we consider the anamorphic setting [PPY22] of achieving private communication in the
presence of a powerful adversary D that has the power to request all secret information whose existence
cannot be denied (given a transmitted ciphertext) in a broadcast communication environment; in addition,
the adversary may block (at least temporarily) a bounded number of users from the broadcast medium.

Specifically, the adversary’s power can be described by the following three rules (in the given broadcast
environment):

The ciphertext rule. The adversary D can request to associate any ciphertext ct seen on the network
with an encryption key according to which ct is a valid ciphertext.

The key rule. The adversary D can ask for the secret key associated with any public key that has been
made public by its owner or has been associated with a ciphertext according to the previous rule.

The blocking rule. The adversary D can block communication accessible to any party, making the party
unable to receive any communication. (Obviously, the number of blocked parties at any time has to be
bounded for the infrastructure to actually fulfill its goal.)

To deal with the extended power of the adversary above, we allow parties wishing to communicate covertly
to initially and secretly exchange keys. Note further that the covert receiver which can be called the shadow
receiver should remain unknown (which is possible since reading a message off, say, a public bulletin board is
an oblivious operation by any party). This is a minimal requirement as well, since otherwise the powerful
adversary can simply block the shadow receiver. Then we ask:

Is private communication for shadow receivers (other than
the intended receiver of the primary message) possible in the
presence of such an adversary?

Note that the postulated adversary is in blatant violation of the Kerckhoffs’ principle as it has access to
secret key material and, in addition, the adversary monitors (i.e., reads) and controls (i.e., allows or blocks)
arbitrary communication over the broadcast media.

The setting of interest and a partial solution. Consider a simple scenario in which A wants to privately
send a message am to a shadow receiver C. Due to the key rule, we cannot use any asymmetric key that C
has published but rather C will initially share a hidden key with A. Still, this is not sufficient because, even
if C’s key is hidden from D, the moment A injects a ciphertext ct into the network, by the ciphertext rule,
D will ask to link ct to a key. We therefore suggest the following setting. Let B be a third party with a
published key. A produces a ciphertext ct that has the following property: ct is a valid ciphertext for B (in
the sense that decryption of ct with the secret key related to B’s published key will be successful); moreover,
if ct is decrypted with C’s secret key, then message am will result.
6 This assumption was termed sender-freedom in the original paper on anamorphic encryption [PPY22].
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This scenario admits a solution based on receiver anonymous cryptosystems and, in particular, a very
simple implementation with the ElGamal encryption scheme. Specifically, B and C both have a pair of public
and secret keys for ElGamal over the same group, (pkB , skB) and (pkC , skC), respectively. B publishes the
public key pkB , while C privately shares pkC with A. Whenever A wishes to send a message am to C, they
can simply compute ct by encrypting am with pkC . Note that ct, despite being computed on input pkC , is a
valid ciphertext (though of a different message) with respect to pkB .

In other words, the answer to our previous question is partially positive.

Yes. Private (covert) communication is possible, provided
that the adversary is non-blocking.

Indeed, we observe that even though A’s anamorphic message am is not exposed, D might have other
reasons to be suspicious of C and couls block C from receiving any message. Note that this is within the
ability of D as stated by the blocking rule. Also, the adversarial setting covers the case where C might simply
not be online to receive A’s message and, in the case that this message is a distress message, this will have
consequences. Then what does it mean that A wants to communicate with C, if C is cut off the network,
voluntarily or not?

In fact, we are interested in the case in which A wants to send a distress message and A wishes that the
message be read and acted upon more reliably by any member of a group C1, . . . , Cℓ of trusted users. Clearly,
A could repeat the above solution by using ℓ different ciphertexts, one for each of C1, C2, . . . , Cℓ, hoping that
the adversary has not blocked all of them and that at least one of them is online. However, this approach
imposes an unreasonable burden on A and on B who will receive ℓ ciphertexts from A for no apparent reason.
Since in a broadcast medium an ℓ-times increase in messaging is noticed by everyone, this “flooding” will
be realized and will not remain hidden (by the usual simple message statistics). We thus reformulate our
research question as follows:

Is efficient flooding-free private (covert) communication pos-
sible in the presence of a blocking adversary?

This state of things calls for a one-to-many approach to our problem in which A can use a single ciphertext that
can actually be read by multiple clients C1, C2, . . . , Cℓ who share a hidden secret key with A. Furthermore,
our solution will allow more than that: it employs a single ciphertext that include different shadow messages
to different shadow groups, without flooding the broadcast medium. Next, we present our approach.

1.1 One-to-many anamorphic channels: motivation & challenges

We note the following: previous anamorphic schemes, and sender-anamorphic ones, in particular, all facilitate
one-to-one anamorphic communication (from a single sender to a single receiver who is the receiver of the
regular message). Therefore, in previous works, if the intended single receiver is unavailable or blocked by the
adversary, anamorphic communication fails [PPY22,KPP+23b,KPP+23a,WCHY23,BGH+24,CGM24a]. In
a global broadcast medium setting (a bulletin board, a blockchain, etc.) the presence of a blocking adversary
has to be considered, since in asynchronous communication environments users may be offline at times, and a
malicious adversary may even block users purposely. Thus, blocking is a natural and significant challenge,
and overcoming this challenge lies in establishing a one-to-many anamorphic communication method. This
method attempts to reach a group of different shadow receivers, ensuring that the anamorphic message will
be successfully received even when only one of the receivers is available at the broadcast medium to receive
the single ciphertext with an additional anamorphic message/key broadcast.

One-to-many transmission would effectively prevent adversarial control over the transmission process (in
case the intended receiver is taken off the communication medium maliciously) and help the sender broadcast
the anamorphic message more efficiently and without flooding; e.g., the sender is perhaps a person under
duress calling covertly for help from any member of a group of potential receivers! Note in fact that by
denoting by ℓ the size of the receiving group, if we allow the adversary to block or (temporarily) remove from
the system up to ℓ− 1 parties, the anamorphic message will be read. We call such a primitive an encryption
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scheme with anamorphic broadcast mode. In this context, we let A denote the sender of the primary message,
B denote its receiver, and C1, . . . , Cℓ be the shadow receivers of the anamorphic message. The distress signal
is an example of the usefulness of the system. Another use is to designate in the anamorphic message the
status of the primary message (whether it is a forced fake message or a real and urgent, say, message); any of
the receivers in the group may read the status and may wake up the receiver to read the message and act
with urgency (or otherwise let the receiver continue sleeping!). As the examples show, there are scenarios
where increasing the group of possible receivers over a broadcast medium makes a lot of sense (e.g., receivers
are in different time zones or work in different shifts, etc.). Also, another motivating example is the case
where the covert message demands some parallel action and it is important that a multitude of responding
parties, rather than a single one, act fast. Yet another application may be covert coordination by the sender
of actions involving a multitude of otherwise anonymous (shadow) receivers. Further, if we can deal with a
number of groups, sending each a different message, then the flexibility of applications grows significantly. To
summarize all the above, it is quite clear that the scenario we deal with is desirable and makes quite sense in
the setting of messages hidden from the strong adversary (and receivers hidden as well!).

The above scenarios naturally motivate the need to design an encryption scheme with an anamorphic
broadcast mode. It further leads to considering and blending two primitives: multi-channel broadcast
encryption, introduced in [PPT13] and anonymous broadcast encryption, introduced in [BBW06] and
developed in [LPQ12,FP12,LG18,DPY20,BMN+21]. Indeed, the multi-channel setting further allows the
setup of multiple anamorphic channels so that the sender can establish different channels (i.e., different
messages) with different sets of receivers, thus enhancing the functionality and messaging flexibility of the
anamorphic system. Anonymous broadcast, in turn, aims at hiding the set of receivers, since otherwise, the
dictator could attempt to control (and block) all of these receivers, say, and even knowing them without
blocking may reveal information. In this work, in fact, we design an anonymous multi-channel broadcast
encryption with the extra property that the ciphertexts are indistinguishable from the ciphertexts of an
existing one-to-one scheme (needed for keeping even the existence of covert anamorphic messages hidden
within a legitimate cryptosystem). In fact, we achieve this highly constrained setting with the Dual Regev
Encryption scheme [GPV08,CHKP10], a scheme famously designed as a lattice-based scheme for the purpose
of one-to-one public-key encryption. Recall that the interesting aspect of anamorphic methods is the fact that
the anamorphic setting is added on top of systems which were originally designed without anamorphism in
mind. In our one-to-many approach we preserve this aspect, which indicates again (this time in an extended
setting) that cryptographic systems naturally possess anamorphic capacities!

1.2 Reviewing Our Contributions

The Concept. We introduce the concept of encryption schemes with anamorphic broadcast mode. This
primitive allows a sender to broadcast an anamorphic message, inserting it in a ciphertext that is a valid
ciphertext (with a corresponding valid regular plaintext) with respect to a regular encryption scheme. We
then extend this concept to multi-channel broadcast in which the same ciphertext carries different messages to
multiple disjoint sets of receivers (called channels). The adversary has access to the secret key of the receiver
of the regular encryption scheme and can verify the validity of the regular ciphertext. We note that existing
work only allows the sender to establish an anamorphic channel with one receiver, and if this receiver is not
available or his connection is broken, then the anamorphic channel obviously does not work. The broadcast
mode fortifies the anamorphic channel to a set of receivers and is highly suitable for covert signaling of a
duress state of the sender, as argued above. However, this concept requires (as a necessary but seemingly
hard-to-achieve condition) that the ciphertext outputted by the encryption scheme be indistinguishable from
the ciphertext outputted by the added anamorphic broadcast mode. Otherwise, the adversary will trivially
detect the use of the anamorphic mode. Achieving this condition, in fact, challenges us to develop a new
basic technique to allow the design of the concept prescribed above.

The technique. A basic necessary condition for our approach to succeed is that the ciphertexts are
independent from the public keys they refer to. Indeed, we exploited this property in our ElGamal-based “toy
construction” for the one-to-one case. However, there we implicitly assumed that the two ElGamal public keys
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(i.e. B’s and C’s) were generated with respect to the same prime-order group since, otherwise, ciphertexts
from different groups can be easily distinguished. Lattice-based schemes share a common matrix A ∈ Zm×n

q .
However, there is a unique property that current lattice-based encryption schemes enjoy: two instantiations
(one for public-key encryption and one for broadcast encryption) can use two different matrices, A1 and A2,
but since both matrices appear random in Zm×n

q , the corresponding ciphertexts will both appear random in
Zm+1
q , making them indistinguishable.

From the above crucial observation, we can extract an anamorphic system following the following script:
In the regular mode, the ciphertext corresponds to the matrix AENC associated with a one-to-one encryption
ENC, while in the anamorphic mode, the broadcast ciphertext corresponds to the matrix AMCBE associated
with a multi-channel broadcast encryption MCBE. Employing a different matrix than in the regular mode,
the sender can generate AMCBE along with “a trapdoor” that enables him to generate an anamorphic key for
the broadcast anamorphic mode.

In order to implement the above idea, the broadcast mode needs to be anonymous for different sets of
receivers, and therefore we need to construct an Anonymous Multi-Channel Broadcast scheme with ciphertexts
indistinguishable from those of a standard encryption scheme. Fortunately, this, in turn, can be achieved
with LWE encryption.

The construction. We note that the existing MCBE schemes [PPT13,CPPT18,LTTT20,AD18,KHS+20] do
not meet our two requirements. First, none of them has the same ciphertext format as any existing encryption.
Second, only two schemes [AD18,KHS+20] achieve a certain level of anonymity, which is still insufficient
for our setting. Indeed, the constructions by Acharya et al. [AD18] only achieve outsider anonymity which
protects the privacy of receivers from outsiders (who are not in the broadcast channel). Note that in our
setting of interest, insider anonymity is important as it guaranties that, even if the dictator manages to
capture one member of the broadcast channel, the identity of the other members stays hidden. Moreover,
these schemes do not have a ciphertext size independent of the number of channels, thus leaking the number
of channels and failing to keep the ciphertext format unchanged, making them unsuitable for the anamorphic
context. The construction by Kim et al. [KHS+20] only achieves static security, as the adversary is forced to
choose the broadcast sets prior to setup. This is not suitable for our setting, where the sender can choose the
anamorphic sets of receivers after all the parameters are set up.

Our first contribution is thus to construct an anonymous multi-channel broadcast scheme that is suited
for our objective. We start from the anonymous broadcast scheme in [DPY20]. We generalize it to the
multi-channel broadcast setting while preserving the ciphertext format. Finally, relying on k-LWE [LPSS14],
we prove full anonymity with adversarially chosen target sets, which in turn allows us to implement an
anamorphic broadcast mode. We believe that our anonymous multi-channel broadcast is of independent
interest since it is the first secure scheme against adaptive adversaries and quantum adversaries. We further
believe that our setting of anamorphic broadcast is a valid setting for a bounded model (where the total size
of broadcast sets is limited) and can further boost research in the area of anonymous schemes within the
bounded model, where the lower bound for anonymity in the general case prevents the efficient construction
of anonymous broadcast and anonymous multi-channel broadcast schemes.

Our second contribution is showing that our anonymous multi-channel broadcast scheme is the anamorphic
broadcast mode for the well known Dual Regev encryption scheme [GPV08,CHKP10].

It is worth noting that ours is the first example of anamorphism across different cryptographic encryption
primitives.

Limitations in multi-channel and anonymous broadcast have no impact on our specific setting.
Our approach inherits the limitations shared by all multi-channel broadcast encryptions [PPT13,CPPT18,
LTTT20,AD18,KHS+20]: First, the sets of receivers corresponding to the channels must be disjoint. Second,
there exists the following lower bound for anonymous broadcast [KS12]: for a large number of users N , the
ciphertext size has to be linear to N . These limitations hinder the use of multi-channel and anonymous
broadcast in numerous practical scenarios, since the typical use-case for broadcast encryption is Pay-TV or
satellite transmission with potentially tens and even hundreds of millions of users. In contrast, for a bounded
model where the number of users is rather limited, anonymous broadcast [DPY20] can be very efficient,
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exactly as efficient as standard encryption. Even though in general it is difficult to find a setting in which
disjoint channels over a bounded universe of users are not a limitation, this is not the case for our setting of
anamorphic broadcast. Indeed, the objective of the sender in anamorphic mode is to set anamorphic channels
with only a handful of people he totally trusts (and certainly their number is small, which is typical of a
conspiracy group, namely a much fewer than the massive number of subscribers to Pay-TV!). Hence, in fact,
we can easily say that our setting fits the bounded model perfectly. The sender also wants to set different
multi-channels with different sets of receivers (compartmentalizing the receiving sets of, say, alerts regarding
different subjects), naturally requiring that these receivers are in disjoint sets. Again, this is much unlike
Pay-TV where one user may want to subscribe to many channels.

1.3 Related works

The concept of Anamorphic Encryption [PPY22] is the closest to and the central context of our work. It was
invented to address adversaries that violate Kerckhoffs’ principle thus demonstrating the futility of mandating
escrow of keys and posing other limitations on the use of strong cryptography– a situation which was dubbed
the “Crypto Wars.” The prevalence of anamorphism in encryption was shown by [KPP+23b]. The concept
was extended to signature schemes in [KPP+23a], where anamorphic encryption is performed over a signature
scheme. The idea of realizing one hidden primitive over another was also discussed in [PY21]. The concept
of anamorphic encryption has been extended by Banfi et al. [BGH+24] to include the notion of robustness.
More recently, theoretical aspects of anamorphic encryption have been studied in [PPY24,CGM24b] and
asymmetric versions of the notion have been proposed by [CGM24a] and, in a stronger form, by [PPY24].

In the original work on anamorphic encryption [PPY22] against an attacking dictator, the authors defined
two types of anamorphic encryption: sender-anamorphic encryption and receiver-anamorphic encryption.
These encryption systems ensure that they remain methods for exchanging secret messages even when the
above attacker violates the sender-privacy assumption and/or the receiver-privacy assumption. Receiver-
Anamorphic Encryption is a two party message sending where the message receiver and the anamorphic
message receiver are the same.

In our work, we extend the anamorphic approach to a one-to-many setting in which the anamorphic message
is received over a public communication channel by a shadow receiver different from the real receiver (akin to
sender anamorphic), where shadow receiver is a set of groups of receivers, with each group (channel) receiving
a different message. Unlike sender anamorphism, the adversary gets the key of the public communication (and
therefore the regular message) but does not get the anamorphic messages, nor does he know who received it,
and whether it exists at all. Furthermore, in our setting, even if the adversary blocks a number of parties, say
t, of a group of size k > t, the group will still get the anamorphic message (in fact, all groups will get their
messages off the public communication channel).

In [KPP+23b] and [BGH+24], the concept of a multi-receiver setting or multiple cover model for receiver-
anamorphic encryption was explored. However, we note that these are broadcasts with a different meaning
from our anamorphic broadcast mode. In [KPP+23b], Multiple-Receiver Anamorphic denotes decryption
relying solely on the double secret key dsk, without necessitating the anamorphic secret key (ask). Thus,
any user who has the double secret key can decrypt the anamorphic message without compromising security.
In [BGH+24], a multiple covert model is considered, allowing a user to generate many double keys for its public
key. However, in both scenarios, encryption requires the double key, which is then needed for decryption,
thus still being a one-to-one communication. Extending the receiver-anamorphic model to enable encryption
with a set of double keys, then anyone can decrypt with one of these double keys, seems an open interesting
question. Our work relies on and extends previous work on broadcast encryption, introduced by Fiat and
Naor [FN94]. Broadcast encryption is a useful cryptographic technique that allows a broadcaster to efficiently
transmit encrypted content through a public channel to a specific group of users while preventing access to
those outside the group. However, the repeated use of broadcast encryption to send different ciphertexts
to multiple user groups over multiple channels significantly increases both computation and bandwidth. To
address this issue, Phan et al. [PPT13] put forth the multi-channel broadcast encryption (MCBE) concept
and provided an efficient construction. In an MCBE scheme, there is a single header for multiple user groups,
enabling all members of a specific group to extract the same session key. Each group has a distinct session
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key, and the single header contains all the necessary encrypted information to allow each group to recover
their respective session keys.

An essential performance criterion for MCBE is that the size of the header/ciphertext remains constant,
regardless of the number of channels in the system. Furthermore, it would be a desired criterion if an MCBE
could protect user privacy, and such a system is called an anonymous MCBE.

1.4 Paper organization

In Section 2 the basic Lattice-based cryptographic background is reviewed. In Section 3 Anonymous Multi-
Channel Broadcast Encryption is defined, designed, and its properties are proven, while in Section 4 we use
the construction to build our scheme of “Public Key Encryption with an Anamorphic Broadcast Mode,” and
prove its properties.

2 Preliminaries

2.1 Notations

We denote the security parameter by λ, the set of real numbers by R, and the integers by Z. Let [n] denote
the set {1, 2, . . . , n} for an integer n. For any q ≥ 2, we let Zq denote the ring of integers with addition and
multiplication modulo q. Let ⌊x⌋ denote the largest integer less than or equal to x, and let the rounding
function for a real number x, denoted by ⌊x⌉, be the closest integer to x. If x is exactly halfway between two
integers, the rounding function rounds to the nearest even integer. Denote T = R/Z as the group of reals
[0, 1) with mod 1 addition.

A probabilistic polynomial time (PPT) algorithm A runs in time polynomial in the (implicit) security
parameter λ. A function f(λ) is negligible in λ if it is O(λ−c) for every c ∈ N and we write f = negl(λ) for
short. We say that a probability is overwhelming if it is 1− negl(λ). Similarly, we write f = poly(λ) if f(λ))
is a polynomial with variable λ. We let ⟨a,b⟩ denote the inner product of the vectors a and b of the same
length.

If D is a probability distribution, x ← D means that x is sampled from D and if S is a countable set,
x

$← S means that x is sampled uniformly and independently at random from S. We also let U(S) denote the
uniform distribution over S. If D1 and D2 are distributions over a countable set X, their statistical distance
is defined as 1

2

∑
x∈X |D1(x)−D2(x)| and will be denoted by ∆ (D1, D2). We say that two distributions

(two ensembles of distributions indexed by n) are statistically close if their statistical distance is negligible in
n. Furthermore, we say that two distributions D0 and D1 are computationally indistinguishable, denoted
D0 ≈ D1, if for all PPT adversaries A, we have

|Pr [x0 ← D0 : A (1n, x0) = 1]− Pr [x1 ← D1 : A (1n, x1) = 1]| = negl(n).

We review the basic notion of IND−CPA security and the Dual Regev Encryption scheme in the following
Section

2.2 Public Key Encryption

We start by defining the notion of a public key encryption scheme.

Definition 1. A public key encryption scheme E is a tuple E = (KG,Enc,Dec) of PPT algorithms with the
following syntax

1. the key-generator algorithm KG takes as input the security parameter 1λ, and returns a public key pk
and a secret key sk;

2. the encryption algorithm Enc takes as input a public key pk and a message m, and returns a ciphertext
ct;
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3. the decryption algorithm Dec takes as input a ciphertext ct and a secret key sk, and returns a message
m or the symbol ⊥.

and that satisfy the following correctness requirement:

• there exists a negligible function negl(λ) such that for all m

Pr

[
Dec(sk, ct) ̸= m : (pk, sk)← KG(1λ)

ct = Enc(pk,m)

]
≤ negl(λ).

We will consider the IND−CPA notion of security for E .

Definition 2. A public key encryption scheme E is called IND−CPA secure if, for every PPT adversary
A = (A1,A2), there exists a negligible function negl(λ) such that

Pr

b = b′ :

(pk, sk)← KG(1λ)
(m0,m1, st)← A1(pk)

b
$← {0, 1}

ct∗ ← Enc(pk,mb)
b′ ← A2(st, ct

⋆)

− 1

2
≤ negl(λ).

2.3 Dual Regev Public Key Encryption

We next recap the Dual Regev Encryption scheme, the 1-bit public key encryption scheme from [GPV08]
whose security relies on the hardness of the LWE problem.

The scheme is parameterized by two integers, m and q, a positive real number r and a 1-dimensional
Gaussian distribution να with standard deviation α. Following [GPV08], we set the parameters α, q, r, and
m in the following way to guarantee both security and correctness: q ≥ 5r(m+ 1) is a prime, r ≥ ω(

√
logm),

α ≤ 1/(r
√
m+ 1 · ω(

√
log n)), and m ≥ 2n log q.

KG(1λ): Set n = λ and randomly select matrix A ∈ Zm×n
q . A is the index of the function fA(e) = ATe

mod q. Choose an error vector e ← DZm,r. The secret key is e and the public key is the pair (A,u)
where u = fA(e) is the syndrome.

Enc((A,u), b): Sample s
$← U(Zn

q ) and set p = As+x ∈ Zm
q , where x← νmα . Output ciphertext ct = (p; c =

uT s+ x+ b⌊ q2⌋) ∈ Zm
q × Zq, where x← να.

Dec((p, c), e): Compute z = c− eTp ∈ Zq. Output 0 if z mod q is closer to 0 than to ⌊ q2⌋; otherwise output
1.

2.4 Lattice and k-LWE problem

For two matrices A,B of compatible dimensions, let (A∥B) (or sometimes
( A

B

)
) denote vertical concatena-

tions of A and B. For x ∈ Zm, define x+ = (1∥x) ∈ Zm+1. For A ∈ Zm×n
q , define Im(A) = {As | s ∈ Zn

q } ⊆
Zm
q . For X ⊆ Zm

q , let Span(X) denote the set of all linear combinations of elements of X and define X⊥ to
be {b ∈ Zm

q | ∀c ∈ X, ⟨b, c⟩ = 0}.
Let B = {b1,b2, . . . ,bn} ⊂ Rn consists of n linearly independent vectors. The n-dimensional lattice Λ

generated by the basis B is Λ = L(B) = {Bc =
∑

i∈[n] ci · bi | c ∈ Zn}. The length of a matrix B is defined
as the norm of its longest column: ∥B∥ = max1≤i≤n ∥bi∥. Here we view a matrix as simply the set of its
column vectors.

For a lattice L ⊆ Rm and an invertible matrix S ∈ Rm×m, we define the Gaussian distribution of
parameters L and S by DL,S(b) = exp(−π∥S−1b∥2) for all b ∈ L.
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The q-ary lattice associated with a matrix A ∈ Zm×n
q is defined as Λ⊥(A) = {x ∈ Zm | xt ·A = 0 mod q}.

It has dimension m, and a basis can be computed in polynomial-time from A. For u ∈ Zn
q , we define Λ⊥

u (A)

as the coset {x ∈ Zm | xt ·A = ut mod q} of Λ⊥(A).
Let να denote the 1-dimensional Gaussian distribution with standard deviation α, α ∈ (0, 1).

Lemma 1 (Theorem 3.1, [AP11]). There is a probabilistic polynomial-time algorithm that, on input
positive integers n,m, q ≥ 2, outputs two matrices A ∈ Zm×n

q and T ∈ Zm×m such that the distribution of A
is within statistical distance 2−Ω(n) from U(Zm×n

q ); the rows of T form a basis of Λ⊥(A); each row of T has
norm ≤ 3mqn/m.

Lemma 2 (GPV, [GPV08,LPSS14]). Given A ∈ Zm×n
q , an invertible S ∈ Rm×m, and u ∈ Zn

q , there
exists a probabilistic polynomial-time algorithm that, on input a trapdoor matrix T ∈ Zm×m for the lattice
Λ⊥(A), it outputs a sample from a distribution that is statistically close to DΛ⊥

u (A),S.

Definition 3 (The LWE problem). Let α > 0, n and m = m(n) be integers, q = q(n) a prime. The
LWEα,q,m(n) problem is defined as follows. Given A ← U(Zm×n

q ), distinguish between the following two
distributions over Tm

1

q
· U

(
Im(A)

)
+ νmα and

1

q
· U

(
Zm
q

)
+ νmα ,

where να denotes the one-dimensional Gaussian distribution with standard deviation α.

The LWEα,q,m problem is conjectured to be hard for any α > 0 and prime q such that α · q ≥ n, and for
any m = poly(λ)(n). Next we introduce a new problem whose hardness implies the hardness of the LWE
problem.

Definition 4 (k-LWE problem, [LPSS14]). Let k ≤ m,α > 0, and S ∈ Rm×m be an invertible matrix.
We denote Tm+1 = (R/Z)m+1. The (k,S) − LWE problem is: given A ← U(Zm×n

q ), u ← U(Zn
q ) and

xi ← DΛ⊥
−u(A),S for i ≤ k ≤ m, the goal is to distinguish between the distributions (over Tm+1)

1

q
· U

(
Im

( ut

A

))
+ νm+1

α and
1

q
· U

(
Spani≤k(1∥xi)

⊥
)
+ νm+1

α ,

where να denotes the one-dimensional Gaussian distribution with standard deviation α.

In [LPSS14], it was shown that this problem can be polynomially reduced to LWE problem for a specific
class of diagonal matrices S. In our work, we only need an arbitrary S such that (k,S)-LWE is hard, and thus
the use of S is implicit. For simplicity in the exposition, we use k-LWE instead of (k,S)-LWE.

We restate an important result that is frequently used in our proofs.

Lemma 3 (Theorem 25, [LPSS14]). Under the k-LWE assumption, for k > t, given t small vectors
x1,x2, . . . ,xt, which are defined as in Definition 4, for any j ̸∈ [t], the distributions

U
(
Spani∈[t](x

+
i )

⊥
)
+ ⌊ναq⌉m+1, U

(
Spani∈[t]∪{j}(x

+
i )

⊥
)
+ ⌊ναq⌉m+1,

are indistinguishable.

Remark 1. Lemma 3 states that we can add a constraint to the distribution, with x+
j , without the adversary

noticing, as long as the adversary does not possess the key x+
j . Another interpretation of this lemma can be

expressed as follows (by removing a constraint, if the adversary does not have the corresponding key):

• If y ∈ Zm+1
q is randomly sampled in y ∈ Zm+1

q and satisfies t+ 1 (for t < k) constraints ⟨y,x+
i ⟩ = 0, i ∈

[t+ 1], then under the k − LWE assumption, we can remove one constraint ⟨y,x+
j ⟩ = 0 if the adversary
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does not have the corresponding key x+
j and y + e, for e is sampled in ⌊ναq⌉m+1, remains in the same

distributions under the view of the adversary. The proof of this lemma remains valid if we replace the
constant 0 in the constraints with any constant ci, resulting in constraints of the form ⟨y,x+

i ⟩ = ci. We
will use this form in our proof.

• In the particular case where the adversary does not have any key x+
i , we can remove all the constraints,

and the samples can be taken uniformly and independently from U(Zm+1
q ).

3 Anonymous Multi-Channel Broadcast Encryption

We start with the formal definition of a broadcast system, and then we proceed to formalize its security
properties. We will consider two notions of security: IND−CPA security, that protects the privacy of the
encrypted message, and anonymity, that protects the privacy of the channels. More specifically, a broadcast
system is called anonymous (AnoBE for short) if it allows addressing a message to a subset of the users, without
revealing this privileged set even to users who successfully decrypt the message. This type of anonymity is
sometimes called insider anonymity.

3.1 Broadcast systems

A broadcast system allows addressing a message to a subset of users. In this paper, we will look at multi-channel
broadcast encryption in which the same ciphertext can be used to encrypt different messages to different
disjoint sets of users, called channels. We consider the setting when the number N of users in the system is
known during setup and the users themselves are identified with the integers in [N ]. Thus a channel S is
simply a subset of [N ]. We follow the definition in [LPQ12].

Definition 5 (MCBE). A multi-channel broadcast encryption (MCBE, in short) is a quadruple of algorithms
MC = (Setup,KeyGen,Encrypt,Decrypt) such that

Setup(1λ, 1N ): Takes as input the security parameter λ and the maximum number of users N , and it outputs
a master secret key msk.

KeyGen(msk, i): Takes as input the master secret key msk, and a user index i ∈ [N ], and it outputs the
decryption key dki for user with index i.
We denote by dkset the set containing all the user’s decryption keys, dki, for i = 1, . . . , N .

Encrypt (msk, dkset, ((β1,S1), . . . , (βℓ,Sℓ))): Takes as input the master secret key msk, the set of all decryption
keys dkset, and the broadcast message structure ((β1,S1), . . . , (βℓ,Sℓ)), consisting of ℓ pairs of message
and channel, and it outputs the ciphertext ct.

Decrypt(dk, ct): Takes as input a decryption key dk and a ciphertext ct, and it outputs either a message β
or the symbol ⊥.

and that satisfies the following correctness requirement

Correctness: For all N = poly(λ), for all messages β1, . . . , βℓ, for all collections S1, . . . ,Sℓ of disjoint
channels, if msk ← Setup(1λ, 1N ), dkset = {dki ← KeyGen(msk, i)}i∈[N ], and ct ← Encrypt(msk, dkset,
((β1,S1), . . . , (βℓ,Sℓ))), then we have that for all channels Sj, all users i ∈ Sj get the same message
βj = Decrypt(dki, ct), except with probability negligible in λ.

We remark that the Encrypt algorithm takes as input the set of decryption keys dkset and thus the scheme
is private-key. This fits our setting, since we do not want the adversary D to be aware of the public key for
the MCBE for otherwise, by the key rule, it can request the corresponding secret key. More precisely, let us
go back to our example of A wishing to communicate with C1, . . . , Ct. In this setting, A establishes a hidden
channel with the Ci’s by means of an MCBE and in doing so A generates and shares the key dki with each
member of the channel. Obviously, being an MCBE multi-channel scheme, A can establish ℓ channels with
distinct groups of users and send different messages to different groups with only one ciphertext.
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3.2 IND−CPA security

The notion of IND−CPA security of a MCBE scheme MC is defined based on the following game CPAGameDMC(λ,N)
between an adversary D and a challenger C

• The challenger C runs msk← Setup(1λ, 1N ), initializes the list of indices of corrupted users L = ∅, and
constructs the set dkset = {dki, i ∈ [N ]} of all decryption keys by setting dki ← KeyGen(msk, i), for
i ∈ [N ].

• The adversary D adaptively issues queries for user decryption keys. For each query i ∈ [N ] issued by D,
the challenger C returns dki computed during the first step and adds i to L.

• Challenge query:
◦ The adversary D outputs ℓ+ 1 messages β1, . . . , βj,0, βj,1, . . . , βℓ, ℓ disjoint channels S⋆1 , . . . ,S⋆ℓ , and

an index j, which specifies the target channel S⋆j .

◦ The challenger C picks a random b
$← {0, 1} and runs

Encrypt
(
msk, dkset, ((β1,S⋆1 ), . . . , (βj,b,S⋆j ), . . . , (βℓ,S⋆ℓ ))

)
and gets ct⋆.

◦ Finally, C sends ct⋆ to D.
• The adversary D continues by asking for adaptively chosen user decryption keys. Queries are handled by
C as in the previous step.

• Finally, D returns its guess b′ ∈ {0, 1} for the b chosen by the challenger.

This concludes the description of CPAGameDMC(λ,N). We say that D wins game CPAGameDMC if b′ = b and
S⋆j ∩ L = ∅. We let SuccDMC(λ,N) denote its probability of winning.

Definition 6. We say that an MCBE MC is IND−CPA secure if, for all polynomial-time adversaries D and
for all N ≤ poly(λ), we have that ∣∣∣∣SuccDMC(λ,N)− 1

2

∣∣∣∣ ≤ negl(λ).

3.3 Anonymity

Next, we define the anonymity property of an MCBE MC through the following game AnonGameDMC(λ,N)
between an adversary D and a challenger C.

• The challenger C runs msk← Setup(1λ, 1N ), initializes the list of indices of corrupted users L = ∅, and
constructs the set dkset = {dki, i ∈ [N ]} of all decryption keys by setting dki ← KeyGen(ek,msk, i), for
i ∈ [N ].

• The adversary D adaptively issues queries for user decryption keys. For each query i ∈ [N ] issued by D,
the challenger C returns dki computed during the first step and adds i to L.

• Challenge query:
◦ The adversary D outputs an integer j, ℓ messages β1, . . . , βℓ and ℓ+1 channels S⋆1 , . . . ,S⋆j,0,S⋆j,1, . . . ,S⋆ℓ .

◦ The challenger C picks a random b
$← {0, 1} and sets

ct⋆ = Encrypt
(
msk, dkset, ((β1,S⋆1 ), . . . , (βj ,S⋆j,b), . . . , (βℓ,S⋆ℓ ))

)
,

and then returns ct⋆ to D.
• The adversary D continues by asking for adaptively chosen user decryption keys. Queries are handled by
C as in the previous step.

• D returns its guess b′ ∈ {0, 1} for the b chosen by the challenger.
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This concludes the description of CPAGameDMC(λ,N). To define the winning condition for AnonGame, we set
S⋆j := S⋆j,0

a
S⋆j,1 = (S⋆j,0 \ S⋆j,1) ∪ (S⋆j,1 \ S⋆j,0). We say the adversary wins the game if b′ = b and S⋆j ∩ L = ∅,

and we let anonSuccDMC(λ,N) denote its success probability.

Definition 7. We say that MCBE MC is anonymous if for all N = poly(λ) and for all polynomial-time
adaptive adversaries D, we have that∣∣∣∣anonSuccDMC(λ,N)− 1

2

∣∣∣∣ ≤ negl(λ).

3.4 Construction

In this section we describe AnonMCBE, an Anonymous MCBE whose security relies on the k-LWE problem.
Let N be the maximum number of users (receivers are implicitly represented by the integers in [N ]). Given
a security parameter λ, we assert that parameters q,m, α,S are chosen so that the k-LWE problem is hard
to solve as presented in [LPSS14]. Since the adversary can corrupt any user, we require that N ≤ k (the
system’s bounded universe constraint).

Next, we formally describe the 4 algorithms Setup,KeyGen,Encrypt, and Decrypt that make up AnonMCBE.

Setup(1λ, 1N ): Takes as input the security parameter λ and the maximum number of users N . It sets n = λ
and generates 2 matrices (A,T) ∈ Zm×n

q × Zm×m. Moreover, it picks u uniformly in Zn
q and sets

A+ = (ut∥A). Finally, it outputs the master secret key msk = (T,A+).
KeyGen(msk, j): Takes as input the master secret key msk and a user index j ∈ [N ]. It calls the GPV

algorithm (see Lemma 2) using the basis Λ⊥(A) consisting of the rows of T and the standard deviation
matrix S. It obtains a sample xj from DΛ⊥

−u(A),S. Finally, the algorithm outputs decryption key
dkj = x+

j := (1∥xj) ∈ Zm+1 for user j.
We denote by dkset the set containing all the user’s decryption key dki.

Encrypt (msk, dkset, ((β1,S1), . . . , (βℓ,Sℓ))): Takes as input the master secret key msk, the set dkset{dki|i ∈
[N ]}, and broadcast message structure ((βj ,Sj))j∈[ℓ], where βj ∈ {0, 1} and Sj ⊂ [N ], for j ∈ [ℓ]. It first
sets rj = (βj , 0, . . . , 0), then it randomly samples y = (y1, . . . , ym+1) in

U(Spanj=1,...,ℓ,i∈Sj
(x+

i − rj)
⊥).

Finally, Encrypt outputs the ciphertext ct = y + e, where e← ⌊ναq⌉m+1.
Decrypt(dki, ct): Takes as input the decryption key dki = x+

i of user i and a ciphertext ct. It computes
z = ⟨dki, ct⟩ and outputs 0 if z is closer to 0 than to y1 mod q; otherwise, it outputs 1.

Correctness of AnonMCBE. We next show that, for any subset Sj ⊆ [N ] and for all users i ∈ Sj , if
ct← Encrypt(msk, dkset, ((β1,S1), . . . , (βℓ,Sℓ))) and dki is the decryption key for user i appearing in dkset,
then Decrypt(dki, ct) returns the bit message βj . Indeed, since y ∈ Spanj=1,...,ℓ,i∈Sj

(x+
i − rj)

⊥, for each user
i ∈ Sj , we have ⟨x+

i ,y⟩ = ⟨rj ,y⟩. Therefore,

z = ⟨dki, ct⟩ = ⟨x+
i ,y + e⟩ = ⟨x+

i ,y⟩+ ⟨x
+
i , e⟩

= ⟨x+
i , e⟩+ ⟨rj ,y⟩

= ⟨x+
i , e⟩+ y1βj .

We note that e ← ⌊ναq⌉m+1 and therefore, according to [LPSS14], the quantity ⟨x+
i , e⟩ is small modulo

q compared to y1 with high probability. Therefore, every user i ∈ Sj can decrypt successfully with high
probability and gets the same plaintext bit βj .

Remark 2. We note that, similar to the anonymous broadcast scheme in [DPY20], we provide a description
for a scheme with a bounded universe of N users and allow full collusion: the adversary can corrupt all
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N users. Another equivalent view of these schemes is that the number of users N is not bounded (as the
key generation KeyGen can generate as many keys as we want) but the adversary can only corrupt up to k
users (for which the k − LWE problem is hard). We use the term bounded model to refer to both views of
the scheme: bounded universe with full collusion or unbounded universe with bounded-size collusion. In the
context of anamorphic broadcast mode, we use the bounded universe model as described above.

3.5 Security Proof

In this section we prove the security properties of our construction AnonMCBE. Specifically, Theorem 1 will
establish the IND−CPA security and Theorem 2 will establish anonymity.

Theorem 1. Under the assumption that the k − LWE problem is hard, the AnonMCBE scheme constructed
above is IND−CPA secure for any number of users N ≤ k.

Proof. We proceed using the hybrid games between a challenger C and an attacker D.
Game G0: This is the IND−CPA game and the interaction between the challenger C and the adversary D
takes place as follows.
Setup. C generates matrix A ← U(Zm×n

q ) along with a trapdoor T ∈ Zm×m. It also samples u ← U(Zn
q )

and sets A+ = (ut∥A) and sets msk = (T,A+). C constructs the set dkset consisting of dki computed as
follows. C samples, xi ← DΛ⊥

−u(A),S and sets dki := (1∥xi) ∈ Zm+1. Finally, C initializes the list of indices of
corrupted users L = ∅,
Query Phase 1. When D queries decryption keys for users i ∈ [N ], C returns dk+i computed by Setup and
adds i to L.
Challenge phase. The adversary D outputs ℓ disjoint sets S⋆1 , . . . ,S⋆ℓ ⊆ [N ], an index j, which specifies the
attacked target set S⋆j , and two sequences of 1-bit messages (β1, . . . , βj = 0, . . . , βℓ) and (β1, . . . , βj = 1, . . . , βℓ)
that differ in the j-th position. The challenger computes ciphertext ct⋆ as follows:

• Randomly sample β⋆ $← {0, 1} and set

r1 =


β1

0
...
0

 , . . . , rj =


β⋆

0
...
0

 , . . . , rℓ =


βℓ

0
...
0

 .

• Randomly sample y = (y1, . . . , ym+1) in

U(Spant=1,...,ℓ,i∈S⋆
t
(x+

i − rt)
⊥).

• Sample e← ⌊ναq⌉m+1 and set ct⋆ = y + e.

Finally, the challenger sends ct⋆ to the adversary D.
Query Phase 2. D continues to query for decryption keys for users i ∈ [N ], C returns dk+i computed by Setup
and adds i to L. Recall that the list L in the IND−CPA game verifies S⋆j ∩ L = ∅, otherwise D loses the game.
Guess. D gives a guess β for β⋆.

This concludes the description of Game G0. In each of the c := |S⋆j | subsequent games, D will receive
ciphertexts in which the challenger C has progressively revoked the decryption capability of the users in
S⋆j until, in the last game, the j-th channel contains no users. Specifically, let us fix an arbitrary ordering
i1, i2, . . . , ic of the c users in S⋆j and define S⋆j,h = S⋆j \ {i1, . . . , ih}. In Game Gh the ciphertext is computed
with respect to the channels S⋆1 , . . . ,S⋆j,h, . . . ,S⋆ℓ . This is reflected in the computation of ct⋆ that will consider
set S⋆j,h instead of S⋆j in the sampling of y from

U(Spant=1,...,ℓ,i∈S⋆
t
(x+

i − rt)
⊥).
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As already observed, since S⋆j,c = ∅, in Game Gc, D’s view is independent from β⋆. Let us now argue
that consecutive games are indistinguishable. Note that y = (y1, . . . , ym+1) is chosen randomly from
U(Spant∈[ℓ],i∈S⋆

t
(x+

i − rt)
⊥), which signifies that we randomly choose y = (y1, . . . , ym+1) under fewer than k

constraints (since the total number of t ∈ [ℓ], i ∈ S⋆t is at most N < k): ⟨y,x+
i ⟩ = y1βj ,∀i ∈ S⋆j . By Lemma

3 and Remark 1, we can remove one constraint as the adversary has no key in S⋆j , which implies that the
distribution U(Spant∈[ℓ],i∈S⋆

t
(x+

i − rt)
⊥) + ⌊ναq⌉m+1 and the equivalent in which in one of the sets one user

is removed are computational indistinguishable.
To summarize, we have a sequence of games where, in the final game Game Gc, the adversary has zero

advantage, and the difference in the adversary’s advantage between each two successive games Game Gh−1

and Game Gh, is negligible. Since c is polynomial, the proposed scheme is IND−CPA secure.

Anonymity. We now state the theorem that shows that the proposed AnonMCBE scheme also enjoys
anonymity. This is crucial for achieving the anamorphism developed in the next section.

Theorem 2. Under the assumption that the k − LWE problem is hard, AnonMCBE is an anonymous MCBE,
for any N ≤ k.

Proof. We only give an overview of the proof strategy as the proof is very similar to the one of Theorem 1.
We start from two games G0

0 and G1
0 between challenger C and adversary D consisting of the anonymity

game and that differ only in the way the challenge ciphertext is computed. Specifically, if D outputs index j, ℓ
bits β1, . . . , βℓ and ℓ+1 channels S⋆1 , . . . ,S⋆j,0,S⋆j,1, . . . ,S⋆ℓ , the challenge ciphertext ct⋆ of G0

0 is computed with
respect to the broadcast message structure ((β1,S⋆1 ), . . . , (βj ,S⋆j,0), . . . , (βℓ,S⋆ℓ )), whereas in G1

0 it is computed
with respect to ((β1,S⋆1 ), . . . , (βj ,S⋆j,1), . . . , (βℓ,S⋆ℓ )). We wish to prove that G0

0 and G1
0 are indistinguishable.

We fix an ordering i1, . . . , ic of the users in the symmetric difference of S⋆j,0 and S⋆j,1. For h = 1, . . . , c, we
define games G0

h to use as j-th channel the set S⋆j,0 ∪ {i1, . . . , ih} and games G1
h to use as j-th channel the

set S⋆j,1 ∪ {i1, . . . , ih}. Note that last games G0
c and G1

c both use the same channel S⋆j,0 ∪ S⋆j,1 and are thus
indistinguishable. The proof is then completed by showing that pairs of consecutive games G0

h−1 and G0
h, and

G1
h−1 and G1

h are indistinguishable for h = 1, . . . , c.
Consider games G0

h−1 and G0
h (a similar argument holds for games G1

h−1 and G1
h) and distinguish two

cases. If ih ∈ S⋆j,0 then the two games are trivially identical. Suppose now that ih ̸∈ S⋆j,0. Then it is sufficient
to prove that the following two distributions are indistinguishable:

U(Spant∈([ℓ]\{j}),i∈S⋆
t

t=j, i∈Sh−1

(x+
i − rt)

⊥) + ⌊ναq⌉m+1,

and
U(Span t∈([ℓ]\{j}),i∈S⋆

t

t=j, i∈Sh−1∪{ih}
(x+

i − rt)
⊥) + ⌊ναq⌉m+1,

where Sh−1 denotes the set S⋆j,0 ∪ {i1, . . . , ih−1}. This is proved by using an argument similar to the one used
to prove IND−CPA security (see Theorem 1) by applying Lemma 3 and Remark 1.

We can thus conclude that AnonMCBE is an anonymous MCBE scheme.

Indistinguishability of LWE− PKE and AnonMCBE ciphertexts. The following corollary is important
for enabling broadcast anamorphic mode. It establishes that an adversary will not be able to detect that
an anamorphic broadcast mode is employed, as the ciphertexts look exactly the same as in the regular
LWE− PKE. We note that the dictator is not aware of the AnonMCBE, and thus has no key in AnonMCBE,
but in the corollary we allow the adversary to see the matrix A and to choose the channels/broadcast sets, as
this will be used in our later proofs with hybrid arguments.

Corollary 1. Under the assumption that the k − LWE problem is hard, for any N ≤ k, given the public
parameters, public key and secret key (APKE ∈ Zm×n

q ,u, sk) of the LWE− PKE and the public parameter
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A ∈ Zm×n
q of the AnonMCBE, no PPT adversary, with no any user’s key in AnonMCBE can distinguish a

ciphertext sampled from AnonMCBE for N users, for adversarial choice of broadcast message structure, and a
ciphertext of a random bit message in LWE− PKE.

Proof. The proof follows easily from anonymity. First, because the adversary has no any keys in the
AnonMCBE system, the encryption oracle of AnonMCBE can be simulated by randomly sample in U(Zm+1

q ),
following Lemma 3 and Remark 1. Now, given adversarially chosen broadcast message structure ((β1,S1),
. . . , (βℓ,Sℓ)), from the anonymity established in Theorem 2, we can replace S1 with ∅, and the adversary is
not able to distinguish between

Encrypt (msk, dkset, ((β1,S1), . . . , (βℓ,Sℓ))) ,

Encrypt (msk, dkset, ((β1, ∅), . . . , (βℓ,Sℓ))) ,

because the adversary has no secret key S1.
We continue in the same way to replace S2 with ∅, and so on, until Sℓ is replaced by ∅. In the end, the

adversary will receive
Encrypt (msk, dkset, ((β1, ∅), . . . , (βℓ, ∅))) ,

without noticing the change.
Finally, by definition,

Encrypt (msk, dkset, ((β1, ∅), . . . , (βℓ, ∅))) ,

is y + e, for a random y ∈ Zm+1
q , which is thus indistinguishable from a ciphertext of a random bit message

in LWE− PKE, by the security of LWE− PKE.

4 Public Key Encryption with an Anamorphic Broadcast Mode

In this section we, finally, present and prove the properties of our PKE system with anamorphic broadcast
properties. We start by defining the anamorphic property we want to prove.

4.1 Formal Definition

Let E be public key encryption scheme and MCBE a multi-channel broadcast encryption. We wish to capture
the fact that it is possible to produce a ciphertext for multi-channel broadcast encryption that encrypts
a given broadcast message structure consisting of ℓ channels and messages ((am1, aset1), . . . , (amℓ, asetℓ))
into a ciphertext that is also a valid ciphertext for encryption scheme E ; here validity is to be taken in
the sense that the decryption with E ’s secret key will be successful. We require that such a ciphertext be
indistinguishable from a ciphertext computed by encrypting a random message with respect to E .

We present our definition for one-bit encryption schemes.

Definition 8. Let E = (KG,Enc,Dec) be a one-bit public key encryption scheme. An anamorphic broadcast
encryption mode for E is a tuple

aMCBE = (aSetup, aKG, aEnc, aDec)

of algorithms with the following syntax:

1. aSetup, on input security parameter 1λ, maximum number of users 1N , and forced public key fpk for E,
outputs public key ek and master secret key msk.

2. aKG, on input ek and msk, outputs a set dkset which contains N anamorphic secret keys ask1, . . . , askN .
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3. aEnc, on input the forced public key fpk, master secret key msk, a set dkset of anamorphic secret keys,
and broadcast message structure consisting of ℓ pairs of anamorphic messages and disjoint channels

((am1, aset1), . . . , (amℓ, asetℓ)) ,

produces an anamorphic ciphertext act.
4. aDec is an algorithm that on input an anamorphic secret key ask and an anamorphic ciphertext act,

outputs a message am or the symbol ⊥.

and that satisfies the following correctness requirement

• For (fpk, fsk)← KG(1λ), for all N = poly(λ)(λ), (ek,msk)← aSetup(1λ, 1N , fpk), dkset← aKG(ek,msk),
and for all ℓ pairs of anamorphic messages and disjoint channels ((am1, aset1), . . . , (amℓ, asetℓ)), and for
i and j such that i ∈ asetj, if

act← aEnc (fpk, ek,msk, dkset, (am1, aset1), . . . , (amℓ, asetℓ)) ,

then we have amj = aDec(aski, act), except with probability negligible in λ.

We next formalize the anamorphic properties of E and aMCBE by requiring experiments RegularG and
AnamG, formally described below, to be indistinguishable. Roughly speaking, in the regular game RegularG
the adversary is given access to an oracle that, on input a broadcast message structure, returns the encryption
of a random bit with respect to E . In the anamorphic game AnamG, instead, the adversary obtains a ciphertext
computed by encrypting the broadcast message structure. In both games the adversary is given in input the
pair (fpk, fsk) of forced public and secret keys and therefore, quite trivially, it has access to the production of
ciphertexts carrying bits of D’s choice (opposed to just a random bit).

RegularGE,aMCBE,D(λ,N)

1. Generate (fpk, fsk)← KG(1λ).
2. Return DrEO(fpk,·)(fpk, fsk), where

• rEO, on input message structure ((am1, aset1), . . . , (amℓ, asetℓ)),
◦ randomly selects b̃← {0, 1}.
◦ returns Enc(fpk, b̃).

AnamGE,aMCBE,D(λ,N)

1. Generate (fpk, fsk)← KG(1λ).
2. Generate msk← aSetup(1λ, 1N , fpk).
3. Generate dkset← aKG(ek,msk).
4. Return DamEO(fpk,msk,dkset,·)(fpk, fsk), where

• amEO, on input message structure ((am1, aset1), . . . , (amℓ, asetℓ)), returns
aEnc(fpk,msk, dkset, ((am1, aset1), . . . , (amℓ, asetℓ)).

We denote by pRegularGE,aMCBE,D(λ,N) (respectively, pAnamG
E,aMCBE,D(λ,N)) the probability that D outputs 1 in

RegularG (respectively, in AnamG) and present the following definition.

Definition 9. A public key encryption scheme E is said to have a secure anamorphic broadcast mode aMCBE
if

1. E is an IND−CPA public-key encryption scheme;
2. for all PPT adversaries D, and all N = poly(λ)(λ)∣∣∣pRegularGE,aMCBE,D(λ,N)− pAnamG

E,aMCBE,D(λ,N)
∣∣∣ ≤ negl(λ)(λ).
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Discussion. In the security games of Definition 9, the adversary D receives as a reply to their queries a
valid encryptions ct of a random bits w.r.t to fpk. The ciphertext ct is computed in one of two ways: in
RegularG, the ciphertext is computed by encrypting a random bit for fpk, whereas in AnamG, the ciphertext
is computed by encrypting the provided broadcast message structure. The security definition requires the
two ways of producing the ciphertext to be indistinguishable. Let us map this to our example with A trying
to communicate with C (actually, ℓ anonymous broadcast channels) and disguising the ciphertext as direct to
B. The adversary D has B’s secret key and is guaranteed to receive a ciphertext that is indistinguishable
from one carrying a random message. This is models the setting in which A, a client that has no public key,
initiates the interaction with B, a server that has a public key, by sending an ephemeral key to be used to
encrypt subsequent messages. For example, this is essentially how a client in SSL and TLS initiates a session
with a server.

4.2 Construction

In this section, we show how to embed an anamorphic broadcast mode into an LWE PKE, namely the Dual
Regev PKE [GPV08], presented in Section 2.3. Our approach is to make use of anonymous multi-channel
broadcast encryption, thus allowing a sender to open multiple anamorphic channels. The details of our
construction are given below:

Let E = (KG,Enc,Dec) be the Dual Regev PKE scheme and let MC = (Setup,KeyGen,Encrypt,Decrypt)
be the anonymous multi-channel broadcast encryption of Section 3.3. We will construct anamorphic broadcast
mode, aMCBE = (aSetup, aKG, aEnc, aDec) in which the algorithms are defined as follows:

aSetup: Takes as input the security parameter 1λ, maximum number of users 1N , and forced public key
fpk = (A,u)← KG(1λ), where A ∈ Zm×n

q ,u ∈ Zn
q . It calls Setup(1λ, 1N ) to generate anamorphic master

secret key which consists of an anamorphic public parameter and an anamorphic private parameter,
msk = (ABroad,TBroad)← Setup(1λ, 1N ), where ABroad ∈ Zm×n

q and TBroad ∈ Zm×m is a trapdoor matrix
for ABroad.

aKG: on input msk = (ABroad,TBroad), outputs a set dkset which contains N anamorphic secret keys
ask1, . . . , askN , where

aski ← KeyGen(ABroad,TBroad, i).

aEnc: on input the forced public key fpk, master secret key msk = (ABroad,TBroad), a set dkset of anamorphic
secret keys, and broadcast message structure consisting of ℓ pairs of anamorphic messages and disjoint
channels

((am1, aset1), . . . , (amℓ, asetℓ)) ,

produces an anamorphic ciphertext act by calling

act← Encrypt(msk, dkset, ((am1, aset1), . . . , (amℓ, asetℓ))).

aDec: The algorithm takes as input an anamorphic secret key ask and an anamorphic ciphertext act, and it
calls Decrypt(aski, act) to output a message amj or the invalid symbol ⊥.

Correctness. The correctness property of aMCBE is directly inferred from the correctness of the MC scheme:
for i ∈ asetj , amsgj = aDec(aski, act), except with negligible probability in λ.

Theorem 3. Dual Regev PKE is a public key encryption scheme having an anamorphic broadcast encryption
mode.

Proof. We will show that for any PPT adversary D, the advantage ofD in distinguishing games RegularGE,aMCBE,D(λ,N)
and AnamGE,aMCBE,D(λ,N) is negligible. We let Q = poly(λ)(λ) denote the maximum number of queries
issued by D.

We start by setting game G0 to be the anamorphic game AnamG be the anamorphic game. For i = 1, . . . , Q,
we let Gi be the same as game Gi−1 except for the reply to i-th query. Specifically, challenger C replaces the
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i-th anamorphic ciphertext acti with the regular ciphertext cti, computed as cti ← Enc(fpk, b), for a random
bit b. Thus, we have that game GQ coincides with RegularG. Relying on Corollary 1, we show that game Gi−1

is indistinguishable from game Gi, for each i ∈ [Q]. Therefore, G0 ≈ GQ, from which the theorem follows.
In more detail, our proof is through the following sequence of games:

Game G0: this is the anamorphic game. The adversary D is given:

1. a forced public key fpk and a forced secret key fsk;
2. Q anamorphic ciphertexts from Q chosen queries to amEO. For each i ∈ [Q], acti is computed as

acti ← aEnc(fpk,msk, dkset, ((am1, aset1), . . . , (amℓ, asetℓ)).

Game G1: let Game G1 be the same Game G0 except that the first anamorphic ciphertext act1, which is
computed as

act1 ← aEnc(fpk,msk, dkset, ((am1, aset1), . . . , (amℓ, asetℓ)),

is replaced by a regular ciphertext ct1,
ct1 ← Enc(fpk, b),

for a random bit b. The hybrid transition of ciphertexts from Game G0 to Game G1 is depicted as below:act1 act2 . . . actQ

ct1 act2 . . . actQ

← Game G0

← Game G1

Based on Corollary 1, we observe that this transition cannot be detected by the adversary. Indeed, we
can construct a simulator, acting as an adversary in Corollary 1, to simulate either Game G0 or Game G1:

• Generate (fpk, fsk)← KG(1λ).
• For each of query i = 2, . . . , Q: on input broadcast message structure

((am1, aset1), . . . , (amℓ, asetℓ)),

the anamorphic ciphertexts act2, . . . , actQ can be obtained via Q − 1 queries to encryption oracle
aEnc(fpk,msk, dkset, ((am1, aset1), . . . , (amℓ, asetℓ))).

• Use the challenge of the simulator (act from aEnc or ct from Enc) to answer the first query.

Depending on the challenge (act or ct, respectively) the simulator simulates Game G0 or Game G1 respectively
for D. Thus, under the view of D, if Game G0 and Game G1 are distinguishable (the difference of winning
probability between the two games for D is non-negligible), then the simulator can distinguish act and ct,
which contradicts Corollary 1.
Game Gi, for i = 2, . . . , Q: let Game Gi be the same Game Gi−1 except that the anamorphic ciphertext at
the i-th position acti is computed as

acti ← aEnc(fpk,msk, dkset, ((am1, aset1), . . . , (amℓ, asetℓ))),

is replaced by a regular ciphertext cti,
cti ← Enc(fPK, bi),

for random message bi The hybrid transition of ciphertexts from Game Gi−1 to Game Gi is depicted as below:ct1 . . . cti−1 acti . . . actQ

ct1 . . . cti−1 cti . . . actQ

← Game Gi−1

← Game Gi

Based on Corollary 1, we observe that this transition cannot be detected by the adversary. Indeed, we
can construct a simulator, acting as an adversary in Corollary 1, to simulate either Game Gi−1 or Game Gi:
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1. Generate (fpk, fsk)← KG(1λ).
2. With the public key fPK, all regular ciphertexts ct1, . . . , cti−1 can be simulated by running i− 1 times

Enc(fPK, bi) for random message bi.
3. For each of query i+1, . . . , Q: on input message structure ((am1, aset1), . . . , (amℓ, asetℓ)), the anamorphic

ciphertexts acti+1, . . . , actQ can be obtained via Q− 1 queries to encryption oracle aEnc(fpk,msk, dkset,
((am1, aset1), . . . , (amℓ, asetℓ))).

4. Use the challenge of the simulator (act from aEnc or ct from Enc) to answer the i-th query.

Depending on the challenge (act or ct, respectively) the simulator simulates Game Gi−1 or Game Gi

respectively for D. Thus, under the view of D, if Game Gi−1 and Game Gi are distinguishable (the difference
of winning probability between the two games for D is non-negligible), then the simulator can distinguish
act and ct, which contradicts Corollary 1. For i = Q we reach the Game GQ in which all anamorphic
ciphertexts from the previous game are replaced with regular ciphertexts. We can thus conclude that
AnamGE,aMCBE,D(λ,N) ≈ RegularGE,aMCBE,D(λ,N).
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