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Abstract

Since the invention of blind signatures in 1982 by David Chaum, there
have been many proposals to realize anonymous electronic cash using this
mechanism. Although these systems offer high privacy to the users, they
have the disadvantage that the anonymity might be misused by criminals in
order to commit a perfect crime (without being physically present, and thus
with the assurance of not being caught). The recent research focuses there-
fore on the realization of fair electronic cash systems where the anonymity
of the coins is revocable by a trustee in the case of fraudulent users. In this
paper, we describe the main characteristics of these systems and give a com-
parison of existing ones. The analysis allows us to propose a new efficient
fair cash system which offers scalable security with respect to its efficiency.
Our system is the first that prevents extortion attacks, like blackmailing
or the use of blindfolding protocols under off-line payments and with the
involvement of the trustee only at registration of the users. We give two ap-
plications, a highly secure one employing provable secure signature schemes
for internet payments and a very efficient one for electronic purse realiza-
tion.

Keywords: Electronic payment systems, anonymity revocation, electronic
purse, internet payment
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1. Introduction

By the increasing number of participants in the worldwide computer networks, like
the internet, the importance of electronic communication and electronic commerce
grows rapidly. In future all kind of goods and multimedia information will be sold
via networks (like teleshopping, stock information, newspapers, pictures, movies on
demand, software etc.). Also financial transactions are executed through the internet
(like home banking). Therefore we need secure electronic payment systems for internet
payment to support these businesses. First approaches can be found e.g. in [BGHH95,
SET 96, Waid96]. Outside the internet, electronic purses have been developed to replace
the conventional purse [Chau87, BBCM94]. Both settings have different hardware and
security requirements, which affects their design and implementation. Even if there will
always be a need for non-anonymous payment systems for large amounts, for smaller
payments it is required by the users that the payment system offers a certain amount
of privacy (up to total anonymity), as otherwise the filing of user dossiers will become
much easier as with conventional money [Chau85].

Further user requirements are easy usable systems, which are not harder to use
than real cash, cheap transactions, globally usable payment systems which are open for
everyone who wishes to participate, i.e. users, shops, banks and also hardware suppliers.
These requirements are out of the scope of cryptography, but should also be mentioned,
as the successful set-up of a payment system depends mainly on its acceptance by the
users. Besides, the system should offer flexibility for the user at payment, i.e. it should
avoid that the user has to contact the bank at each payment and also the system should
be robust against any attack, i.e. attacks should only influence single entities but never
the system as a whole. Specially, the working of the system could not be endangered
by any attack, such that all users could loose their money already debited from their
accounts.

For non-anonymous payments there have been several proposals to realize credit
card models or low-value micropayment systems. For a survey of systems see [Hall95,
AJSWOI6]. The concept of anonymous digital cash was invented 1982 by Chaum
[Chau82]. The first systems based on his ideas have been designed for on-line payments
[Chau87, BiiPf89]. By the invention of the cut-and-choose methodology it was possi-
ble to design off-line systems, among them [ChFN88, OkOh91, FrYu92]. In 1993 the
first systems not using the cut-and-choose paradigm were designed that offer compu-
tational anonymity for the users [Bra93b, Ferg93], i.e. withdrawn coins are untraceable
to the users. Figure 1 gives a brief classification of electronic payment systems. By little
amounts we mean very small amounts e.g. less than $1 payments, by small amounts
we are thinking of amounts e.g. between $1 and $100 and by large amounts of all that
are inferior to $100.

Unfortunately, this perfect anonymity might be misused by criminals to commit a
perfect crime [SoNa92]. Blackmailing of coins, money laundry, extortion or theft of
secret keys or the use of blindfolded protocols with the bank or trustees have been
considered as possible attacks [SoNa92, BrGK95, JaYu96]. In order to prevent these
threats the payment systems should provide anonymity revocation mechanisms, that
allow the tracing of coins in any of the above scenarios by an authorized third party, the
trustee, or a set of these parties. The first systems preventing blackmailing and money
laundry have been proposed by [BrGK95, StPC95]. Since then there have been several
proposals [CaPS95, CaPS96, M‘Rai96, FuOk96, JaYu96] to prevent these attacks. All

schemes require the participation of the trustee in the opening of an account or even in
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Figure 1: Classification of electronic payment systems

the withdrawal of coins. The only two systems that don’t require trustee participation
except for initialization of the system and for anonymity revocation have recently been
proposed by [CaMS96, Fr'TY96]. However, they are unable to prevent extortion attacks
and the use of blindfolding protocols. These attacks were only prevented in the systems
of [JaYu96, FuOk96], which are therefore not as efficient as they require the trustee
interaction in payment protocols. In case that one of these attacks is reported, they
require an on-line payment protocol between the user, shop and trustee in order to
prevent the spending of illegal coins. Figure 2 gives an overview over existing systems.
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Figure 2: Classification of fair cash systems

Our results

We propose the first secure payment system that allows anonymity revocation by
trustees in the case of any extortion attack under an off-line payment protocol. This is
achieved by registering anonymous user keypairs at a trustee before withdrawal. After
the registration, the trustee doesn’t participate in the protocol, except for anonymity
revocation after fraud. Thus our system is more efficient than the one of [JaYu96],
which achieves the same extortion prevention at the cost of an interaction with the
trustee at each withdrawal and under on-line payments. Although different payments
under the same pseudonym are linkable, the privacy of payments is scalable by the
user by increasing their number up to a maximum of one pseudonym per payment to



satisfy total unlinkability. Remarkable benefits of this approach are a modular, simple
design that is easy to understand, to implement and to analyze with respect to security
requirements, as different cryptographic tools interact as little as possible (in contrast
to systems like e.g. [Bra93b, JaYu96, CaMS96]). The design results of a careful analysis
of the attacks and requirements described in section two. Furthermore our system is
versatile, as it allows the integration of multi-spendable and divisible coins and also
supports the challenge semantics proposed in [JaYu96).

On the one hand, we make a clear distinction between internet and electronic purse
payments, as they require different security, privacy and efficiency of the chosen pro-
tocols. On the other hand, we stress that their design can be embedded into the same
framework. As our system, presented in section four, is scalable with respect to security,
privacy and efficiency, it allows us to propose concrete protocols for both applications
in sections seven and eight. They are quite efficient as all events, like withdrawal or
payment, employ a single digital signature. We achieve the results in figure 3.

‘ payment system H coin ‘ pseudonym H 100 coins/20 pseudo. ‘ 100 coins/100 pseudo.

internet payment || 67 124 9K 18,7 K

electronic purse || 40 46 48 K 8,4 K

Figure 3: Size of the stored data (in byte) at the user’s device

Survey of the paper

First we describe the properties of electronic payment systems and give a short clas-
sification of existing schemes in section three. In section four, we describe the ideas
of our system and present the general scheme. We give a detailed security analysis of
our scheme and show that it satisfies all security requirements presented in section
two. After, we discuss the scalability of our system by proposing as well very efficient
as secure choices for the employed cryptographic tools. Finally we focus on a secure
variant of our protocol for internet payments and an efficient one for electronic purse
payments.

2. Electronic Payment Systems

In this section we review the main properties of electronic payment schemes. Even if
this has been well done in most previous papers (see e.g. [JaYu96]) we cannot drop
this description as the design of our system follows from a precise analysis.

2.1 Events

We assume a simplified electronic cash system with just one bank, one user and one
shop. Extensions to many of each are straightforward. In this setting seven main events
are distinguishable:

1. Initialisation: Choice of system parameters and keypairs of all entities.
2. Opening account: The bank opens a user account and registers his personal data.

3. Registration: In the pseudonymous systems, the user registers at the trustee.



4. Withdrawal: The user withdraws digital coins from his account onto his device.
5. Payment: The user pays at the shop using the coins stored on his device.

6. Deposit: The shop deposits the digital coins at the bank and is credited accord-
ingly.
7. Revocation: The trustee is able to compute either the shape of the coin from

the withdrawal transcript or to compute the user’s identity from the payment
transcript in order to deter any perfect crime.

2.2 Models

In an electronic payment system there participate eight types of entities: These are
users, banks, shops, trustees, judges, certification authorities, key directories and fi-
nally the attackers. All entities have different security requirements and also a different
amount of trust in each other. We are going to describe the models we use.

Trust model

In the trust model, we describe the trust the participants have in each other. First,
there is a natural confidence anyone can have to some entities because of their social
position :

1. All participants trust the judge to act according to the law,
2. All participants trust the certification authority to perform its task correctly,

3. All participants trust the trustee to give accurate information in case of dishonest
behavior of a user,

4. All participants trust the tamper resistance of devices and the accurate work of
the hardware and installed software, e.g. that amounts are displayed on the screen
are the same as credited.

More trust is usually needed but is not required in all systems :

5. The users trust the bank and the trustee not to cooperate against them if they
behave honestly.

6. The users trust the bank to be honest, i.e. the bank manage the accounts according
to the contracts signed with the users. For example, the bank does not try to steal
money in the accounts of their clients.

We will see how to reduce the confidence of the users in the bank and the trustee
using slightly more enhanced systems.

Attacker model

In the traditional world exist different kind of attackers: thefts, bank robbers, black-
mailers, mafiosi, kidnappers or terrorists. Their interests and methods are different but
they all have to be physically involved in their crime at some moment or even for a
longer period (as for kidnapping). In the setting of electronic cash systems some new
attacks have been considered, as the perfect crimes first mentioned in [SoNa92] and



the ultimate crimes introduced in [JaYu96]. These attacks are of short duration and
without physical involvement of the attacker. After their appearance, the entity acts
again by his own will. Observe, that this model ezcludes crimes like kidnapping or
robbery of goods, as it is obvious that cryptography cannot help to prevent them.

Communication model

We assume for the internet payment scheme, that all communication is transmitted
via a network and thus interceptable and vulnerable to eavesdropping attacks. For the
electronic purse scheme, we assume that the communication between the bank and
user and also between the user and shop is protected against these attacks and thus
confidential, as the user is physically present for withdrawal at a point of sale (POS)
terminal of the bank or for payment in a shop.

2.3 Technical requirements

For an electronic payment system a secure user device is needed in order to store the
user’s secret information. For example, in the setting of an internet payment system
the device can be integrated in the user’s computer as a black box. In the case of an
electronic purse it might be a tamper resistant hardware? integrated on a smart card.
In this context the use of a secure and trustworthy device under control of the user,
the electronic wallet, is discussed [ChP92b].

2.4 Attacks

Attacks against electronic cash systems can be classified by who is attacking, who is
attacked, their strength (e.g. measured in the effort to prevent them) or if they are
applicable either against all kind of systems or only against anonymous ones. We give
a classification by the attacking entity.

Fraudulent user
o Overspending: A user spends coins for a value exceeding their allowed value.
Fraudulent shop

o [Impersonation: A shop respends or deposits a coin obtained from the user several
times.

o Money laundry: A shop obtains digital coins by an illegal action. To conceal the
origin of the money he issues a fictitious bill.

Fraudulent bank

o Tracing a user: The bank traces the relationship between a digital coin and a
user.

o Tracing a user with help of trustee: False conviction of trustee that a coin has
been overspent. As a result a honest user is incriminated after tracing his identity
for this coin.

2The existence of tamper resistant devices is discussed controversyly in the literature. An example
of successful tampering of “tamper-resistant” chips can be found in [AnKu96].



o Framing a user: False accuse of overspending a coin.
o Framing a shop: False accuse of double deposit of a valid coin.

o Coin forgery after overspending: The bank generates fictitious payment tran-
scripts for an already overspent coin in order to be reimbursed immoderately.

Fraudulent trustee

o Framing a user: The trustee falsely identifies a honest user. Thereby the bank
might incriminate this user without justification.

Fraudulent outsider
A fraudulent outsider is an entity which might be — but is not necessarily — registered
to the trustee or have a bank account.

o Coin forgery
For coin forgery there are three different attacks:
Universal forgery: An entity, knowing the public parameters and maybe old pay-
ment transcripts, forges the bank’s signature scheme in order to obtain valid
coins.

One-more forgery: An entity, that participates in n (parallel) withdrawal proto-
cols obtains n + 1 valid coins.

Qverspending forgery: An entity knowing several payment transcripts of an over-
spent coin generates transcripts for fresh coins, which he is able to deposit.

o Favesdropping of coins or pseudonyms: A passive attacker eavesdrops the com-
munication at withdrawal, payment or deposit in order to obtain spendable coins.
An active eavesdropper might also act as man-in-the-middle [RiSh84] and modify
the protocol data. The same strategy is applicable at registration to obtain signed
pseudonyms.

o Theft or extortion of coins from the user: An attacker either steals coin transcripts
from the user’s device or forces him to withdraw coins from his account and to
transfer them to the attacker’s device, such that he can spend them later.

o Theft or extortion of coins from the shop: An attacker either steals transcripts of
not already deposited coins from the shop’s device or forces the shop to reveal
them.

o Theft or extortion of secret keys: The attacker either steals the secret keys of
the bank (user/trustee), e.g. by hacking into its system or forces to reveal them.
In the second case, the bank (user/trustee) is aware that the attack happened,
which might not be the case after a theft. If this attack is used against a user,
the attacker can also steal his electronic purse. Since the user’s secret keys are
only stored in the tamper proof hardware of his device, extortion might only be
possible if the attacker also obtains the PIN of the user, e.g. by modifying the
work of POS terminal or spying.

e Blindfolding: The attacker forces the bank (trustee) to engage in blindfolded
protocols in order to obtain digital coins (certified pseudonyms), that he can
spend successfully (use to withdraw untraceable coins).

These attacks might also be performed by a coalition of several entities, e.g. the bank
and shop or the user and shop. A fraudulent outsider might attack several entities at
once, e.g. bank and user or bank and trustee, in order to execute one of the attacks.
Figure 4 summarizes the possible attacks.
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Figure 4: Summary of attacks

2.5 Security requirements

In order to resist the above attacks, untraceable electronic payment systems should
fulfill many security requirements. We first describe those, that are imposed to be
satisfied by all systems.

Unforgeability: Only authorized entities like banks are able to issue valid digital coins.

Untraceability: The relationship between a digital coin and a user is untraceable for
the bank, except in the case of authorized revocation.

Unlinkability: Different coins spent by the same user are unlinkable.

Framing: No user or shop can be falsely incriminated by the bank or trustee.

In order to prevent passive and active eavesdropper attacks all communication should
be authentic (integer) and confidential if necessary. Secondly, there are additional re-
quirements in order to obtain fair electronic cash systems with revocable anonymity

[CaMS96, FuOk96, FrTY96]:

Overspent-tracing: The bank can determine the identity of the user who overspends
a coin. It is either realized by a separate mechanism or in the same way as user-
tracing.

User-tracing: The bank and the trustee cooperate to match a spent coin to the user.

Coin-tracing: The bank and the trustee cooperate to compute information that allows
the matching of a coin when it is spent or deposited. In some systems it might
be possible, that the user himself announces the necessary information after an
extortion of digital coins.

Extortion-tracing: The bank and trustee cooperate in order to compute information
that allows the matching of a coin when it is spent or deposited.

Notice that overspent-tracing is achieved in all recent payment systems but extortion-
tracing was only possible using an on-line payment protocol [JaYu96, FuOk96]. We are
the first to present a solution that allows an off-line prevention of this attack.



2.6 Versatility

The basic concept of electronic coins might be extended in order to obtain versatile

and efficient systems [OkOh91, PfWa96]. Additional properties are
o the issue of receipts to prove to a third party that a transaction took place,

o the k-spendability of a coin, such that the user’s identity can be traced only if he
spends the coin more than k times, or more generally

o the divisibility of the coin value v in fractions, such that the sum of all values of
the fractions is equal to v.

o the support of the challenge semantics, introduced by [JaYu96], in order to extend
the functionality by letting some bits of the challenge by the shop represent the
meaning of the payment.

These properties can be efficiently achieved by our system. Other useful properties
might be

o the transferability of coins between users, without interacting with the bank

[ChP92a],

o the loss tolerance of unspent coins in order to credit their value after some time

period if the device is lost [WaP{89, PfWa95].

3. Classification of fair payment systems

Fair payment systems might be classified by various aspects affecting either their effi-
ciency or security and privacy. A first characteristic is, if the payment is done on-line
or off-line. Off-line systems are more efficient, but don’t allow the cryptographic pre-
vention of double spending. Thus this must be prevented either by physical measures
or detected afterwards by cryptographic mechanisms. Another aspect with regard to
efficiency is the trustee involvement in the system:

1. The trustee is involved only during the initialization of the system and for revo-
cation [CaMS96, FrTY96, DFTY97]. The user proves to the bank (and the shop)
that the coin transcript contains information that allows the trustee to revoke
the anonymity.

2. The trustee is involved only during the registration of the user [CaPS96, FuOk96,
BrGK95, RaGVI7].

3. The trustee is involved in every withdrawal [CaPS95, JaYu96, M‘Rai96, JaYu97].
He performs or keeps trace of the blinding of a coin. Thus he is able to revoke its
anonymity.

4. In case of any extortion attack the trustee is involved by shop during each payment
of coins that were signed under suspicious keypairs of the bank [JaYu96, FuOk96,
JaYu97].
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Figure 5: First classification of fair payment systems

A first classification considering these aspects is given in figure 5. The dashed arrows
indicate the transformation of the systems after an extortion has been reported.
Another aspect with regard to security is the supported anonymity revocation (see
section 2.5). For efficiency it can be considered, if the basic cash system already supports
overspent-tracing without the help of the trustee. Furthermore it can be classified, if
the underlying blind signature scheme is based on the RSA signature scheme [Chau82,
RiSAT78] or the Schnorr signature scheme [Schn89, Okam92, ChP92b]. A last aspect
is, if different payments of the same user are linkable by anyone, by the trustee or
unlinkable which leads to a more detailed distinction:

1. Linkable payments:

The system in [FuOk96] is based on the payment system of Chaum [Chau82,
Chau87]. The user-tracing enables at the same time the overspent-tracing. The
systems in [CaPS95, CaPS96] are based on an on-line payment system of
[CaPS94], which prevents the overspending of coins from the beginning. The
systems in [CaPS96, FuOk96] need the trustee at registration to issue the user
certified, pseudonymous data, which he uses at payment. In [CaPS96] the rela-
tion between an anonymous and a personal account is notified by the trustee and
the anonymous account number is certified by him. In [FuOk96] random pub-
lic parameters are certified and their relation to the user’s identity is stored by
the trustee. All coins, that are withdrawn using the same pseudonym are thus
linkable by anyone, as the pseudonym is shown at each payment. To obtain un-
linkable payments, the user has to choose a new certified pseudonym for each
withdrawal. Then these systems differ from the unlinkable systems only in their
storage requirements but benefit from a more efficient withdrawal protocol (the
well known dualism between storage and efficiency of protocols).

2. Trustee linkable payments:
The system in [M*‘Rai96] is also based on the payment system of Chaum. The user
obtains several pseudonyms from the bank at the opening of an account, which
he uses during withdrawal at the trustee. The trustee is engaged in the blind
signature protocol with the bank and obtains the coin for the user. This allows
him trivially to trace all coins to the user’s pseudonym. Therefore, he has to store
one tuple for each withdrawn coin. The pseudonym is not part of the coin, thus
no-one except the trustee is able to link different payments. To obtain unlinkable
payments even for the trustee, the user has to choose a new pseudonym for each
communication with the trustee and is allowed to withdraw only one coin each
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time, as otherwise the trustee would be aware of the relation among different
pseudonyms.

3. Unlinkable payments:
These systems are subdivided by the basic payment system.

a) Simple systems: The systems in [JaYu96, JaYu97] are based on the payment
system of Chaum [Chau87]. The trustee obtains a new pseudonym of the
user at each withdrawal. He is involved in each blind signature protocol with
the bank and stores the protocol data. The bank is able to obtain the user’s
identity from the pseudonym shown at the trustee. Thus the bank together
with the trustee are able to trace coins. Furthermore, the system supports
extortion-tracing employing an on-line payment protocol with the bank and
trustee, to verify if a spent coin was legally withdrawn by the user.

b) Complex systems: The systems [BrGK95, CaMS96, Fr'TY96, DFTY97] are
based (except the second system in [BrGK95]) on the payment system of
Brands [Bra93a, Bra93b]. In all systems, different payments are unlink-
able and the overspent-tracing and user-tracing are realized by independent
mechanisms, such that the need of the trustee is not always requested. The
protocols need high computational effort at withdrawal of the coins, as the
user proves interactively, that the coins might be traced by the trustee later,
without involvement of the trustee in this proof.

Summarizing all aspects we obtain the comparison in figure 6.
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Figure 6: Comparision of basic properties

4. An efficient fair cash system

We focus the description on the payment of coins for a unique coin value and a single
time of validity. Generally, a combination of these two aspects is achieved either by
a corresponding keypair of the bank or by using advanced techniques (e.g. [Bra93b,
AbFu96]).
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4.1 Basic design

The design of most payment systems is based on the approach of Chaum [Chau82,
Chau87]. We also take use of it but apply a few modifications as it is shown in figure
7. First, the user opens an account at the bank but he also has to register at the
trustee and consequently obtains a certified pseudonymous keypair (PS,, P.S,) in our
system. In fact, the presence of this trustee is the main difference between the two
systems but it allows to achieve an enhanced security. Then he uses a blind signature
scheme in order to withdraw anonymous digital coins from the bank. In the Chaum’s
system, the coin is just a number of a special form. In ours, the public part of the
user’s pseudonym PS5, is embedded into the coin and PS5, is used during payment
to generate a digital signature oo to prevent various attacks. Then the coin is always
spent using a “challenge-response” protocol between the user and shop in order to sign
a random challenge under the user’s secret key C, (resp. secret pseudonym PS,.), which
is verifiable by the corresponding public key C, (resp. PS,). The parallel between the
basic system [Chau87] and our proposal can easily be seen in figure 7.

Registration of IDy ~ (* Bank User Registration of IDy Bank
blind Signature OB o IDU’C’GB blind signature O'B IDU
PS,,PSy ~—onnCps) | ©os
s
e “U)>‘®®®
S %
® (o
Y
Trustee '
a: Principle of Chaum's system b: Principle of our system

Figure 7: Basic designs of payment schemes

4.2 Cryptographic tools

We need six cryptographic tools as building blocks to design our system. These are

1. a collision resistant cryptographic hash function h,

2. three (different) signature schemes (Gr, S, V7), (Gu, Su, Vu), (Ge,Se, Ve) with
corresponding security parameters, message spaces, key generation algorithms
g7, Gu, Ge, signature algorithms St, Sy, S¢ and verification algorithms V7., Vi, Ve
used by the trustee, the user and for signing payments respectively (for exact

definition see [GoMRS8]),
3. a blind signature scheme (Gg, Sg, Vi) used by the bank to sign withdrawn coins,

4. an interactive authentic key exchange protocol K with mutual user authentication
that generates a fresh authentic session key K for the authentic communication
between A and B. We will denote it as Kap := K(I D4, IDpg) (for a survey of
these schemes see [Ru0Oo094]),

5. a probabilistic encryption scheme (£z, Dz) used with the trustee and shops. The
encryption of a message m for Z, Z € {T,S5} is denoted as e := £z(m) and
decryption as m := Dy(e),
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6. a symmetric cryptosystem (Ex, Dk ), where K is the session key.

These tools are defined as usually (see e.g. [MeOV97]). The three signature schemes
might be chosen independently by the entities. (S7,V7) must be an existentially
unforgeable signature scheme in order to prevent transparently blindfolding attacks
[JaYu96]. The key generation algorithms Gz with Z € {B,T,U,C} return keypairs
(xz,yz) for the bank, trustee, user and signature generation for the coins respec-
tively. The generation of a signature by entity Z for message m is described as oz :=
Sz(xz,m) and the verification of this signature by Vz(yz,m,o0z) € {true, false}. We
attach I Dy to user U with account acey and I Dg to shop S with account accs. Ind(x)
is a pointer to the stored secret key .

4.3 Databases

The scheme employs different databases for the participants:

o The bank needs three different databases, that should be protected against mod-
ification and erasing:

1. a user database (U-DB) to store the user’s identities and account numbers,
2. a database of withdrawal transcripts (W-DB) and
3. a database of deposit transcripts (D-DB).

e The user needs two databases:

1. a coin database (C-DB) to store withdrawn but not already spent coins,
2. a pseudonym database (PS,-DB) to store the secret pseudonyms confiden-
tially.
e The shop needs a payment database (P-DB) to store coins before their deposit.

e The trustee needs a pseudonym database (PS,-DB) to store the pseudonyms and
identities of the users.

An overview about necessary databases is given in figure 8. Figure 8b shows the influ-

-
opening an account Bank User
- = U-DB cC,
- - = W-DB PSXsPSy
PSX'D% withdrawal  D-DB ,
1 g

: Blacklist of PSy

o :
2 2: Whitelist of C

\ Blacklist of yg
Trustee Shop XTYT [ \ 3: Whitelist of PSy
PS,-DB P-DB Trustee Shop~) Blacklist of yt

a: Databases of participants b: Extortion attacks

egistration

r

Figure 8: Overview of databases and blacklists
ence of an extortion of the different secret parameters PS,, zp, 7 on the forgerability

of the digital signatures o¢, op, o involved (indicated by the three arrows 1.-3.). After
extortion attacks, temporarily different lists are distributed among the shops:
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o a blacklist of blackmailed pseudonyms of users,

o a blacklist of blackmailed secret keys of the trustee together with a whitelist of

still acceptable pseudonyms after this attack and

o a blacklist of blackmailed secret keys of the bank together with a whitelist of still
acceptable coins after this attack.

To shorten the lists, it is recommended to store only a hash value of the compromised
keys (e.g. 10 byte). In all cases, the secret parameters of the attacked entities are
replaced immediately, such that all lists expire after the maximal lifetime of the coins.
The lists are only an emergency measure, which should deter fraudulent entities from

committing crimes, as they might be detected anyway. Thus the efficiency of these

countermeasures is not highly important, as they are normally not used. Anyway they
should be efficient enough to be practical to prevent denial of service attacks. The
content of the databases (DB), blacklists (BL) and whitelists (WL) are resumed in

figure 9.
abbre- stored authenticity confi-
owner viation | access at/after information guaranteed by dential
‘ databases
Trustee | PS,-DB registration 1Dy, PSy, op, Ind(z) o yes
U-DB | opening account 1Dy, accyy no
Bank W-DB withdrawal I Dy, CInd(zp), B no
Er(h(PSy, C))°
D-DB deposit C,PSy, 1D, 01,00 oT,0¢ no
User C-DB | withdrawal and C,op, Ind(PS;) OB no
PS.-DB payment PS;, (PSy),or or yes
Shop P-DB payment C,PSy,oB,01,00 0B, 0C no
‘ revocation lists
U-BL | user extortion voided PS, St(zr, PSy) no
C-WL | bank extortion valid h(PSy,C)’s St(zr, h(PSy,,C)) no
Shop B-BL | bank extortion voided yp St(ar,yB) no
PS-WL | trustee extortion valid PS5, S7(@r, PSy)* no
T-BL | trustee extortion voided yr Sealzca,yr) no

Figure 9: Databases and revocation lists

4.4 General protocol

An overview about the main transactions is given in figure 10.

Opening an account

1. The user U with identity I Dy identifies himself to the bank and obtains an
account number accy.

2. The bank stores (I Dy, accey) in its U-DB.

3In case of electronic purse, this is the symmetric encrypted value Epg_(C).
*The signature is generated using a fresh trustee’s key Zp generated after the attack.
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Figure 10: Overview of the main transactions

Registration at trustee

1. To identify himself to the trustee and to obtain an authentic session key Ky r,
the user and trustee participate in the authentic key exchange protocol K and
obtain Ky r := K(I Dy, IDr). To obtain a confidential and authenticated com-
munication Ky 7 is used for encryption of all communication in steps 2. and 3.

. The user generates a pseudonymous keypair (PS,, PS,) := G¢. He computes
ov = Sy(xy, (I Dy, PS,)) and sends &, (I Dv, PSy, ov) to the trustee.

The trustee verifies Vi (yu, (I Dy, PSy), ou) = true, calculates o := Sy(xp, PS,)
and transmits €, . (or) to the user U. He stores (I Dy, PSy, oy, Ind(xr)) in his
PS,-DB.

The user verifies Vi (yr, PSy, or) ~ true and stores all values. He secretly stores

PS,.

These steps might be processed several times to obtain several pseudonymous keypairs
(PS;, PS,). For an efficient electronic purse protocol, it is possible to make the modi-
fication that the trustee generates (PS,, PS,) := G¢ himself, signs PS,, transmits all
values confidentially to the user and keeps PS5, secret for a later use in the symmetric
cryptosystem (&, D).

Withdrawal protocol

1. In order to identify himself to the bank and to obtain an authentic session key
Ky p for the communication, the user and bank participate in the authentic
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key exchange protocol K and obtain Kyp := K(IDy,IDpg). Kyp is used to
authenticate the communication in steps 2. and 3. as in the registration protocol.

The user U generates random coin C' (possibly containing some redundancy).
He computes C' := blind(h(C, PS,)), er := Er(h(PS,,C))" and transmits these
values to the bank. In case of an extortion attack against the bank, it sends all
stored values e to the trustee (as described below).

The bank computes 65 := Sg(p, C’) and sends 1t to the user U. It subtractNS the
value of the coin from the user’s account accy and stores (I Dy, Ind(xg),C, er)

in his W-DB.

. The user computes o := unblind(&p) and verifies Va(yp, h(C, PS,),0B) = true.

If the verification fails, the user asks the bank to resent the signature for the
blinded coin C. As we assume in the security model that the bank doesn’t steal
money from the user, they repeat this until the verification of o is correct. The
user keeps (C,0p) as his coin and notices the relation to the tuple (PS,,or).

Payment protocol

3a.

3b.

3c.

3d.

. The shop sends the user a uniquely generated message mess.

. The user generates o¢ := S¢(PSy, (C,1Dg,mess)) and sends the payment tran-

script (C, PSy, 05, 071,0¢) to the shop. In the case of internet payments, the value
oc is encrypted as es := Es(o¢) in order to prevent its eavesdropping.

If no extortion attack was reported, the shop verifies Vr(yr, PS,, or) = true,
Vie(ys, h(C, PSy),0B) ~ true and also Ve(PS,, (C,IDg,mess),oc) ~ true. He
stores the payment transcript together with mess in his P-DB.

After a user extortion attack the shop receives an actualized U-BL from the
trustee. If PS5, € U-BL, he rejects the coin. Otherwise he accepts it as in step 3a.

After a bank extortion attack the shop receives an actualized B-BL. and C-WL
from the trustee. If (yg € B-BL and C' ¢ C-WL) he rejects the coin. Otherwise
he accepts it as in step 3a.

After a trustee extortion attack, the shop receives an actualized T-BL. and PS-WL
from the trustee. If oy was generated under yr € T-BL and PS, ¢ PS-WL, he

rejects the coin. Otherwise he accepts it as in step 3a.

Step 1 is omitted if the user computes a fresh, unique value mess, e.g. as a function
of time, contract etc. In the case of divisible coins mess must contain the fraction Cy

of coin C' that is spent (see section 5). Then C can be spent multiple times upto its
whole value, determined at withdrawal, has been spent.

Deposit protocol

1.
2.

The shop sends the tuple (C, PS,,op,07) to the bank.
The bank verifies Vr(yr, PSy, or) = true, Ve(ys, h(C, PS,),0B) = true and

checks, whether the coin was already deposited under the same pseudonym PS,,.
In this case, it finds a tuple (C, o) in D-DB and sends of, to the shop as a proof.
If o = of. the shop is accused of double deposit and cannot deposit the coin. If
oc # o or if the coin C' was not already deposited in D-DB, the bank sends the
shop a signed acknowledgment about this fact.

Por er 1= Eps, (R(PSy,C)) in the case of electronic purse payments
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3. The shop sends the tuple (I Dg, accs, mess, o) to the bank.
4. The bank verifies Ve(PSy, (C, 1D, mess),oc) = true and checks if

C' has been overspent under PS,. In this case it initiates the wuser-
tracing protocol described below with the trustee to identify the cheat-
ing user. As a proof, it sends the trustee the payment transcripts
(C,PS,,mess1,0B,01,001),...,(C, PS,,messy, o5, 01,00).

5. If every thing is okay the bank stores the payment transcript in its P-DB and
credits the shop’s account aces by the value of C.

Overspent-tracing and user-tracing

1. In order to prove that the coin C' was overspent the bank sends several payment
transcripts (C, PSy, mess1,0p,01,001),...,(C, PS,,messg, op,0r,00) to the
trustee.

2. The trustee verifies all transcripts, as the shop did in step 3 of the payment
protocol.

3. If the verification is correct, the trustee looks for the tuple (I Dy, PS,, or) in his
PS,-DB and extracts ({ Dy, o) which he sends to the bank.

Coin-tracing

Usually coin-tracing is considered in unlinkable payment systems in order to prevent
extortion or theft of coins. In our system this attack is impossible, as the knowledge of
a coin (' without the corresponding secret key P.S, doesn’t help for successful payment
of the coin. Thus this attack should be considered only if the pseudonym keypair
(PS;, PS,) is revealed at the same time. In this case, the extortion-tracing described
below applies as countermeasure.

Extortion-tracing

We describe the actions that are taken by the attacked party in order to guarantee that
the extorted values are put on a revocation list. The treatment of extortion attacks by
the shop have been described in steps 3b-d. of the payment protocol above.

1. Eztortion of user’s secret key PS,:

The user reports the attack to the trustee, who looks in his list PS,-DB for
(PS,, I Dy). If I Dy doesn’t correspond to the user he refuses to accept this attack,
in order to prevent false extortion reports by malicious users. Otherwise he puts
PS, on U-BL and distributes this list immediately among the shops. He issues
Sr(xr,(IDy, PS,)) to the user. This allows the user to deposit or exchange
unspent coins withdrawn under PS5, at the bank, after he has identified as their
legal owner.

2. Extortion of bank’s secret key xp:
To avoid the forgery of electronic coins in case of an extortion of xp, the bank
sends the encrypted values Ep(hs(C;, PS,)) of all legally withdrawn coins C; in
his W-DB to the trustee. The trustee decrypts the hy(C;, PS,)’s and puts them
on C-WL. Additionally, the public key yg corresponding to xp is put on B-BL.
Both lists are immediately distributed among the shops. The bank generates a
fresh keypair (Zp,yp) := Gg for the issue of new coins.
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3. Extortion of trustee’s secret key xp:

After an extortion of zy the trustee puts all pseudonyms PS, in his PS,-DB
legally signed under this key on PS-WL and at the same time the public key yr
that corresponds to 7 on T-BL. Both lists are distributed immediately among
the shops. The trustee generates a fresh keypair (Zr,gr) := G5 for the certifica-
tion of user pseudonyms.

. Blindfolding coins under bank’s secret key xpg:

Transparent blindfolding of coins is not possible, because of the authentic key ex-
change protocol K with user authentication between the user and the bank. If the
user enforces the blindfolded withdrawal of a coin without proper identification,
the bank is aware that the attack happens and takes the same countermeasures
as in case of extortion of xg.

. Blindfolding pseudonyms PS,, PS, under trustee’s secrel key xr:

As transparent blindfolding is impossible due to the use of an existentially un-
forgeable signature scheme [JaYu96] the trustee will be aware of the attack and
takes the same countermeasures as under point 3. in the case of an extortion
attack of zp.

4.5 Reducing trust in trustees

In the above protocol, the user has to trust the trustee that

e he doesn’t reveal his pseudonym to anyone, such that his payments will become

traceable (anonymity w.r.t. to trustee as requested in [JaYu96] is not yet satis-

fied).

e he interacts correctly for decryption of e; = Ep(C;) in case of an extortion of

the bank’s secret key xp as otherwise the user is unable to spend valid coins C;
signed under xpg afterwards.

It depends on the trust model if the users accept these conditions. Otherwise it is

possible to reduce trust in the trustee by sharing PS, and e; among some trustees
[FuOk96]. Then the signature scheme (G, S7, V7) will be substituted by a multisigna-
ture scheme and the probabilistic encryption scheme (E7, D) by an encryption scheme
with either threshold- or multi-decryption (for a survey of these schemes see [Desm94]).

In order to prevent only the linkability of payments w.r.t. the trustee, the following

modifications of the opening of an account and registration protocols are sufficient, if
the communication between the user and the trustee can be anonymous. In fact, this
can be achieved using trusted mixes on the Internet, by changing the communications

structure between the user and trustee e.g. via the bank as in [JaYu96] or using public
POS-terminals in the case of electronic purse applications.
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1. At opening of an account, the bank signs h(accy), i.e. op 1= Sp(ap,accy) and

transfers this signature confidentially together with acey to the user.

. The user registers at the trustee by sending the tuple (h(accy),op, PS,) to the

trustee where h(accy), op replaces (I Dy, op).

. In the case of user-tracing, the trustee finds (h(acey),op, PS,) in his PS,-DB

which he sends to the bank. This allows the bank to match PS5, to accy and I Dy
respectively.



This modification is even more efficient for the user, as it avoids the generation of oy
for him. Similar mechanisms to solve this problem have been proposed in [JaYu96,

M*Rai96].

4.6 Security analysis

For the security analysis we benefit from the modular design of our system using
well known cryptographic primitives. Although all attacks mentioned in section 2.4.
will be proved to be prevented, the security analysis is clearly structured as we avoided
interaction between the mechanisms as much as possible. Theorems 4.1 - 4.6 analyse the
influence of the cryptographic tools described in section 4.2 for security and theorems
4.7 - 4.9 with the importance of the different revocation lists, introduced in section 4.3.

Definition 4.1 A signature scheme (S,V) is called provably computational secure, if
existential forgery of a signature with respect to an adaptively chosen message attack
is proved to be equivalent to a known computational hard problem (e.g. factorization or
discrete log).

Theorem 4.1 Assuming (Sg, Vi) is a provably computational secure blind signature
scheme (in the sense of [PoS96b]) and the function h is a collision intractable hash
function, the system achieves unforgeability and therefore is secure against coin forgery.

Proof 4.1: Since Sp is secure against existential forgery, all coin signatures op on
the message h(C, PS,) must have been (blindly) generated by the bank. As the hash
function A is collision intractable by the user, it is impossible for him to find a coin
value €' # C (or PS, # PS,) with h(C', PS,) = h(C, PS,) (h(C, PS}) = h(C, PS,)

respectively). Therefore, the system achieves unforgeability of coins. a

Theorem 4.2 Assuming (Sg, Vi) is a provably computational secure blind signature
scheme (in the sense of [PoS96b]) and (£, Dy) is a strong probabilistic encryption
scheme, the system achieves untraceability and therefore is secure against tracing a
user by the bank.

Proof 4.2: As (Sg, Vi) is a perfect blind signature scheme, the signed coin (C,op)
is untraceable to the view (C’, &p). Furthermore, the ciphertext er delivered with the
blind coin, doesn’t allow the bank to match it to a given coin later-on, as (E7, D7) is
a probabilistic encryption scheme. a

Theorem 4.3 Assuming (S¢, Ve) is a provably computational secure signature scheme,
the system is secure against (1) impersonation, (2) framing a user by the bank, (3)
tracing a user with help of trustee and (4) coin forgery after overspending.

Proof 4.3: Since anybody who does not know the secret key PS5, cannot produce a
signature o¢ of a tuple (C, I Dg, mess) such that Ve(PS,,o0¢,(C, [ Dg,mess)) = true,
impersonation by the bank is impossible. If the bank wants to frame an honest user who
did not overspent a coin, she must show at least two tuples (C, PS,, messy, 05, 07,0¢,1)
and (C, PS,, messy, 0, 07,0¢02). But since (S¢, V) is a provably computational secure
signature scheme, the bank cannot produce more signature o¢; than she received. So
the attack (2) is prevented. The two last ones are also avoided for the same reason, the
knowledge of some signatures ¢ 1,...0¢  on the same coin by the bank does not help
to generate new signatures of the user on this coin. O
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Theorem 4.4 Assuming (Su,Vu) is a provably computational secure signature
scheme, the system is secure against framing a user by the trustee.

Proof 4.4: Since the trustee needs to generate a valid signature Sy(xv, (I Dy, PS,))
for a given PS, and any known [ Dy in order to frame user U, this attack is not possible
assuming (S, Vi) is a provably computational secure signature scheme. a

Theorem 4.5 Assuming (S7,V7) is a provably computational secure signature
scheme, the system achieves overspent- and user-tracing and is therefore secure against
overspending, money laundry and transparently blindfolding of the trustee.

Proof 4.5: Since &7 is unforgeable, a signature o7 is a proof that the trustee knows a
relation between a real user identity and a signed pseudonyms P.S,. In the mechanism
of user tracing, the bank sends a tuple (C, PS,, mess,op,or,0¢) and the trustee veri-
fies all signatures. Since it was already proved, that they were necessarily generated by
the correct entities, op authenticates a coin h(C, PSy), then o¢ proves that C' was in
fact spent under pseudonym PS5, and finally o7 proves that the trustee knows a pair
(PSy, IDy) to relate C' to I Dy. So overspending and money laundry are prevented.
Moreover, engaging the trustee in a transparently blindfolding protocol for o7 is im-
possible, as assuming the contrary the user would know two valid signatures after only
one interaction with signer (the blinded one and the unblinded one), which contradicts
the existential unforgeability of S7. O

Theorem 4.6 Assuming, the key exchange protocol K is secure against any active
and passive attacks and the symmetric cryptosystem (Ex, D) is not breakable without
knowing the proper key K, the system is secure against eavesdropping of coins and
pseudonyms and framing of a shop by a bank.

Proof 4.6: The user communication at registration and withdrawal is protected under
an authentic session key obtained from the authentic key exchange protocol K. As
it is resistant to eavesdropping and man-in-the-middle attacks, the communication
protocols inherit this property. Since transmission of o between the user and the shop
is encrypted under yg, the bank does not know oo and thus can’t frame the shop. O

We are now going to study the security of our system against extortion of coins or
secret keys. The case of their theft is similar if it is immediately discovered (e.g. by
frequent audit). If the theft is not remarked, there are no cryptographic ways to protect
the system.

Theorem 4.7 Assuming that the user blacklist (U-BL) is properly used®, the system
achieves all kinds of extortion-tracing and is thus secure against extortion of coins.

Proof 4.7: The extortion of coins from the user in order to spend or deposit them
is impossible, as the relation between C' and PS), is embedded in the structure of the
coin and protected by og. Thus C has to be signed with the corresponding PS5, at
payment, which appears in the U-BL, if it was stolen together with C'. The extortion
of coins from the shop in order to deposit them at the bank on the attackers account is
impossible, as the shop’s identity is included in the signed message as payment, which
prevents to credit them to another account. a

Theorem 4.8 Assuming that all blacklists described in section 4.3 (U-BL, B-BL and
T-BL) are properly used °, the system achieves all kinds of extortion-tracing and is
thus secure against extortion of secret keys.

Se.g. it is immediately updated and distributed after fraud has been reported
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Proof 4.8:

o In case of extortion of the user’s secret key PS,, PS, is blacklisted immediately

and therefore any coin withdrawn under this pseudonym is rejected by any shop.

e In case of an extortion of the bank’s secret key xp, it is put immediately on B-

BL, which prevents his further use. The hash values of all legally obtained coins
signed under zp are listed in an authentified whitelist, which prevents the use of
others, that have been signed hereafter using zp.

o In case of extortion of the trustee’s key, the mechanism is the same as before,

replacing xg by x7 and coins by pseudonyms. a

Theorem 4.9 Assuming, that the coin and pseudonym whitelists (C-WL and PS-WL)
are properly used, no money that hasn’t been already spent, is lost for the honest user.

Proof 4.9:

5.

o If a pseudonym PS, was extorted and therefore blacklisted, the legal user of this

pseudonym gets a signature Sy(xr, (PS,,[Dy)) from the trustee. This allows
him to exchange withdrawn coins under this pseudonym at the bank for fresh
coins, after he has authentified himself as their legal owner.

If the bank’s secret key xp was extorted and therefore blacklisted, the users who
possess legally withdrawn coins C' under this secret key can still spend them,
as their hashes h(PS,,C) appear on the whitelist C-WL. Nobody else can forge
these coins, as he doesn’t know (' and the pre-image of PS,, which are both
necessary to spend it.

If the trustee’s secret key xp was extorted and therefore blacklisted, the users
who possess legally obtained pseudonyms PS5, certified under this secret key, can
still use them, as they appear on the whitelist PS-WL. Nobody else can reuse
them, as he is not able to obtain the corresponding secret key P.S,. O

Versatility of system

The system can be easily modified in order to achieve more security properties, to
reduce the trust needed in each other or to make it more efficient. We are going to

describe a few extensions :

e The issue of receipts can be added to all transactions as described in [Chau87] in

order to minimize the trust between the entities. Using such a mechanism, the
user no longer has to trust his bank to be honest because the receipts can prove
who is guilty in case of disagreement.

The use of challenge semantics permits to add information to payment transcripts
and consequently all the applications already described by Jakobsson and Yung.

The k-spendability or more general divisibility of coins is obtained as in the
schemes [JaYu96, M‘Rai96] by including the spent fraction C of the coin C
into the message at payment. This needs one signature for each fraction that is
spent. A more efficient way to achieve divisibility is the micro-payment approach
described in the following.
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o An alternative solution to obtain divisible coins are micro-payments, e.g. de-
scribed by Rivest and Shamir, Anderson, Pedersen or for the p-iKP scheme
[RiSh96, AnMS96, Pede96, HaSW96]. Their extension is adaptable to our scheme,
by using hash chains like in payword [RiSh96]. The user chooses a random value
w,, and generates w; = h(w;41) for © = [n — 1 : 0]. Then he withdraws the coin
C' = wp with value v, that is divisible into n parts. For example, we consider a
$1-coin € with n = 100. To perform micro-payment, the user first registers at
the shop by forwarding the coin C' like in a “normal” payment. Then he might
spend $1 but he can also divide it into many micro-payments, that do not need
the use of strong cryptographic tools like digital signature for being spent. For
example, if he wants to spend 5 cents and an hour later 7 cents, he first reveals
ws to the shop who can verify h(5)(0) = ws. Then he reveals ws 7 = wys and the
shop checks h{™)(w;y) = ws. When the user has spent all parts (micro-coins) of
the original coin C, the shop deposits C' at the bank as usually, by adding w, as
a proof that the whole coin ' has been spent. This extension is very useful for
internet applications, e.g. in order to reduce the communication and computa-
tional effort. A small disadvantage is, that the coin must be wholly spent at the
same shop, but possibly during different payments. Reimbursement of unspent
parts of a coin (' violates the untraceability of the coin.

o The transferability of coins is possible as described in [ChP92a] but not very
efficient, as the size of a transferred coin increases in size.

6. Scalability of cryptographic tools

The choice of concrete cryptographic tools in our general scheme allows to obtain
scaleability w.r.t. to security and efficiency. We discuss possible choices of those tools,
that influence the efficient implementation on the user’s device.

o Choice of blind signature scheme (Sg,Vg): Tradeoff between efficient blinding &
storage on the user’s device and provable security. The most efficient scheme w.r.t.
blinding is the blind RSA signature scheme with small public exponent. It allows
message-recovery and therefore signed values don’t have to be stored. The most
efficient scheme w.r.t. signature storage is the blind Schnorr signature [ChP92b,
Okam92]. Also other variants of the family of ElGamal signature schemes that
allow message recovery might be considered [NyRu94, HMP94b], which reduces
the parameter size further.

A provably computational secure choice is the blind Okamoto signature [PoS96b)].
Also other schemes, like restrictive blind signatures [Bra93b] that allow to prevent
overspending without the help of the trustee, might be considered, although there
is no advantage to use them as the trustee is needed anyhow.

o Choice of user and coin signature schemes (S¢,Ve) and (Sy,Vu): Tradeoff
between efficient generation and provable security. PKP [Sham89] or CLE
[Ster94] are original choices well suited for electronic purse. The generated
signature is of larger size in these cases, which doesn’t matter for the user,
as they have to be stored only in the bank’s database. An efficient and at
the same time provably computational secure choice is the Schnorr signature
[Schn89, PoS96a]. Besides these, any signature scheme from the ElGamal-family
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(e.g. [EIGa85, NIST91, HMP94a]) or RSA [RiSA78] might be used, which also

offers message recovery and thus reduces the storage for the bank’s database.

Interaction between signature scheme (S, Vr) and (S¢,Ve): The verification of
the signature o¢ is done using the public key PS,, which itself is certified by the
digital signature op. Therefore the shop has to verify two signatures subsequently.
If the key PSS, is issued as a self-certified key by the trustee, both verifications
can be performed in a single step [Pete96, PeHo97]. We will show an example
for this: The trustee issues PS, := ap - h(rr,data) + kr (mod ¢), such that
the corresponding public part is computed as PS, := yg(rT’dam) - ry (mod p),
where data contains e.g. some information about the validity of the pseudonym.
This expression might be used to compute PS, in the verification equation of
the signature oc. If e.g. o¢ is chosen as a Schnorr signature, it is generated as

s¢ = PS; - h(re,Cymess)+ ke (mod ¢). This leads to the verification equation
o’ = PS;(TC,C,mess) re = (yéi(T’T,data) . rT)h(rc,C,mess) T (mod p)7

which can be verified by 1.16 times the effort of a single signature verification
[YeLL94], thus the savings is about 42% of computational effort.

Probabilistic encryption scheme (E7, Dr): As probabilistic public-key cryptosys-
tem we might choose the ElGamal encryption scheme [ElGa85], where the en-
cryption key K := y& (mod p) is chosen in a multiplicative subgroup of order
q of Z;. We might also consider the randomized RSA encryption scheme, i.e.
Er(m) = (c1,¢2) = ((m 4+ k)¢ (mod n),k (mod n)), which is more efficient for
the sender, if used with small public exponent e (e.g. e = 17), but less efficient
for the recipient of the ciphertext, who has to decrypt it as ¢ — ¢ (mod n) and

needs two (full) exponentiations to perform this step.

Authentic key exchange protocol K : The authentic key exchange protocol should
generate a fresh, unique session key and at the same time offer implicit or better
explicit user authentication. As an efficient scheme with implicit user authenti-
cation, we might use one of the schemes proposed in [MaTI86], which have two
rounds and need two exponentiations for each party in order to obtain a fresh key.
The key confirmation is performed during the use of the keys in the following.

If the parties want to authenticate themselves explicitly, they could use one of
the three protocols described in [LiLe95], which offer explicit key authentication
and mutual key confirmation, but need three rounds.

A more efficient two round protocol that uses digital signatures for explicit user
authentication during key-exchange has been proposed in [Pete96]. It also offers
unilateral key confirmation and needs one additional exponentiation for signature
verification compared to the first protocol with implicit key authentication.

Pseudo-random number generator G: There are many ways to generate pseudo-
random numbers from a given seed. We can first use a combination of linear
feedback shift registers (LFSR). This is very efficient but there are no proofs of
security. In fact, many of them have already been broken so that they cannot be
used in secure applications. Nevertheless, they are interesting for implementation
on cheap smart cards in electronic purse applications.

A more secure approach consists in using complexity theory to prove the security
of generators based on the same hard problems as in public-key cryptography. The
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simplest and most efficient one is to our knowledge the Blum, Blum and Shub
generator [BIBS86], also called quadratic residue generator. Another one, not
based on a number theoretical problem, can be found in [FiSt96]. It is probably
the best choice if a low cost smart card is used as electronic purse.

o Coin C: Tradeoft between efficiency, like a multi-spendable or divisible coin and
privacy, i.e. the linkability of such payments. The linkability of coins might be
worse, if parts of different coins are spent within the same payment at once. This
might allow to link many more payments of a person than originally intended.

e Size of coin: The coins are chosen randomly and are related to the pseudonym
PS,. Therefore it suffices to choose a length that avoids the double choice of the
same random value as long as PS5, is used, when applying the birthday paradox.
In the case of micro-payments, the coin is the certified root of a hash chain and
must therefore be of the same size as the hash value of the chosen hash function.

o Payment: For efficient payment, the non-interactive variant of the payment proto-
col can be used as long the signed message mess and thus the generated signature
is unique in order to prevent falsely framing of the shop.

To demonstrate the power of the general concept, we will scale our scheme for the two
basic applications of internet payment and electronic purse, where the security and
efficiency requirements are quite different.

7. Secure protocol for internet payment

If the user communicates to the shop via the internet using his connected personal
computer, he is able to use provably secure and efficient primitives. This allows the use
of the system for reasonable payments e.g. up to US$ 1000. To obtain this, we select
different variants of the Schnorr signature scheme [Schn89]. The size of the signature
parameters for the signature schemes (S, Vi) and (S7, V7 ) should be taken very large,
as they need to be reliable for a long time. But the parameter size of (S¢,V¢) can
be optimized according to the fastest known algorithms for computation of discrete
logarithms, as the shop will deposit a coin after a short storage (e.g. once a day/week)
at the bank. So it is always possible to increase the size of those parameters if new
attacks are proposed.

As blind signature scheme (Sg,Vg), we choose the Okamoto blind signature
[Okam92]|, which has been proven to be computational secure [PoS96b] and which
is also based on the basic Schnorr scheme. To obtain a hash value of accurate length,
we choose the standard SHA-1 [NIST93, NIST95] for which no attacks have been re-
ported. Finally, for (&7, D7) we choose the ElGamal encryption scheme, which is more
efficient for the trustee to decrypt in the case of fraud. As coin size, we choose a 48 bit
number, which gives a collision probability of ~ 272% applying the birthday paradox.
At last, the quadratic residue generator proposed by Blum, Blum and Shub seems to
be the best choice for the pseudo-random generator.

All those choices for the cryptographic tools needed in the system leads to an efficient
and secure protocol for internet payment. We only use well known primitives with
proved theoretical security. Figure 11 shows that a coin can be stored with 67 bytes
and that each pseudonym needs 124 bytes. We give a detailed description of this specific
protocol in the appendix.
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o signature schemes (Gr,S7,V7), (Gu, Su, Vir): Schnorr signature with large pa-
rameter size,

o signature schemes (Ge,Se, Ve): Schnorr signature with smaller parameters,
e blind signature scheme (Gg, S, Vi): Okamoto blind signature scheme,
e probabilistic encryption scheme (E7, Dr): ElGamal encryption scheme,

o authentic key exchange protocol K: key exchange with explicit user authenti-
cation [Pete96],

o symmetric cryptosystem (Ex, Dk ): Data Encryption Standard (DES),
e hash function h: Secure Hash Algorithm (SHA),

o pseudo-random number generator G: quadratic residue generator [BIBS86].

Table 1: Choice of cryptographic tools for internet payment

8. Efficient protocol for electronic purse

The constraint for electronic purses is to allow payments at a shop using only a smart
card. If the card is only used to compute ¢ at payment, this can be achieved by using
a simple card that supports integer arithmetics. need a more powerful device, e.g. a
wallet, under control of the user to verify og, o7 and generate or7. The second solution
consists in using the electronic purse for registration and withdrawal e.g. at a bank
terminal (POS). We focus on an efficient realization of this here.

The size of Schnorr signatures is quite small and they are efficient to generate,
therefore we choose them as signature schemes (Sg, Vi), (S7, V7) and (Sy, Vi) (in the
last scheme the exponentiation to obtain r-values can also be pre-computed [Schn89]
or delegated using use & throw coupons [NRVR94] if the card has enough memory). To
obtain hash values of suitable length, we use MD-5 [Rive92]. As signature scheme for
the coin ' we use CLE [Ster94], which can be efficiently implemented on a cheap smart
card and which optimises the size of the pseudonyms even if the signature produced by
this scheme are quite long, but have to be stored only in the bank’s database, which
is considered to have enough storage. After the registration, the card obtains a 160 bit
keypair (PS,, PS,) for use with the zero-knowledge identification scheme CLE and the
288 bit Schnorr signature o7. So each pseudonym needs only 46 bytes to be stored in
the card. As symmetric cryptosystem (£, D) we use DES with PS, as session key for
the user and trustee. The size of the coin is chosen as a 24 bit number, which allows
to spend up to 2?* coins under the same pseudonym.

Using this system a card with only 5 KB of memory can store 58 pseudonyms and
the same number of coins. If we allow multi-spendable coins and assume, that each
coin is related to a unique pseudonym, the card can be used at 58 different shops with
no linkability between the shops. So we obtain an efficient protocol for electronic purse
which can protect at the same time the privacy of the honest users and all the entities
against dishonest ones.

Figure 11 sums up the storage (in byte) needed for a coin and a pseudonym, for a
prime modulus p of 64 byte and ¢ of 20 byte as proposed e.g. in [NIST91].
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o signature schemes (Gr,S7,V7), (Gu,Su, Vu): Schnorr signature scheme,
e signature scheme (Ge,Se, Ve): CLE,
e blind signature scheme (Gg, S, Vi): blind Schnorr signature scheme,

o authentic key exchange protocol K: key exchange with implicit user authenti-

cation [MaT186],
o symmetric cryptosystem (Ex, Di): DES,
o hash function h: MD-5,

o pseudo-random number generator G: an LFSR based generator.

Table 2: Choice of cryptographic tools for electronic purse payment

Internet payment Electronic purse

cryptographic tool scheme | storage at user || scheme | storage at user
temporary values

(Sets V) Schnorr p:64,q:20, 2y :20 || Schnorr | p:64,q: 20,z : 20
(&, D7)/ (Ex,DK) || RSA encr. | N :64,yr :2,er : 64 DES PS, :7(10),e:8
hash function h SHA 20 || MD-5 16
(Sg, Vi) Okamoto op :60,C :6 || Schnorr o :36,C :3
Ind(PS,) 1 1
Coin 67 40
(Se,Ve) Schnorr PS, :20, PS, : 64 CLE PS, : 10
(S1,V7) Schnorr o7 : 40 || Schnorr or : 36
Pseudonym 124 46

Figure 11: Storage requirements of internet and electronic purse scheme w.r.t user

9. Conclusion

We presented an efficient payment system with anonymity revocation. It is the first
scheme, that achieves off-line prevention of all kind of extortion attacks. Thereby we
assumed that the attacks were of short duration and without physical involvement of
the attacker, as otherwise no cryptographical protection is possible. Due to its scalable
security w.r.t. efficiency, we were able to demonstrate secure realizations for an inter-
net payment scheme as well as a highly efficient payment scheme for electronic purse
applications.
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A Example of payment scheme

User | Opening an account | Bank
Auth
[DU IDU
acey
acey store (I Dy, accy) in U-DB
User | Registration Trustee
ki, PSy, ku €r Zy ko, kT €ER Zy
r
r1 = a*v (mod p) - 1
r
ra : 79 = a*2 (mod p)
Kyr:=h (rgl ~y§1 (mod p)) Kyr:=h (er ~y’f2 (mod p))
PSy, := af®s (mod p)
ry = a®e (mod p)
Sy ‘= Xy - h(?“U, [DU, PSy)
+ky (mod q)
[DU, SKU,T (PSy, O'U)
oy = (TU,SU) [DU,PSy,O'U
signature accepted, if
QsU é y[l}(rUyIDUVPSy) -7y (mod p)
rr = a*T (mod p)
sp = a1 -h(rps, PSy) + kps (mod g)
E(O’T)
or or = (rr, s7)
signature accepted, if
alT = y;(TTVPSy) P (HlOd p)
store PS,, PSy,,op in PS,-DB store (IDy, PSy, oy, Ind(z7)) in PS,-DB
User | Withdrawal | Bank
ks €g Zq ky €ER Zq
[DU, 3
r3 := a*v (mod p) 1Dy, r3
r
T ! r4 = a®+ (mod p)
Kyp:=h (rﬁe’ ~yi3 (mod p)) Kyp:=h (rg“ ~y§“ (mod p))
C €r [0:224] kp ERr Zq
SKU,B(eT’ kg)
er := (h(PSy,C) + ks)® (mod nr) er, kE
SKU,B(i;B)
B 7 = B (mod p)
u,v €g Zj
rp = 7g-a’ (mod p)
e:=H(rg,C,PS,y)
N SKU,B(é) N
€:=e¢/u (mod q) é
SKU,B(gB) ~
Sp S§p:=uap-é+kp (mod q)
sp:=38p-u+wv (mod q)
op := (B, sB) (IDy,Ind(zg),C, er)
stored in W-DB
signature accepted, if
a’B = thB(TB’C’PSy) -rp (mod p) debit of accy
store (C,op,Ind(PS,)) in C-DB

Concrete choices of the protocols with Schnorr-signature scheme




User

Payment

Shop

mess
ke €r Z
re = a®¢ (mod p)
s¢ = PSy - h(re,C,I1Dg, mess, PSy)
+ke (mod q)

oc = (re,s¢)

mess

Ca PSya oB,0r,0C

mess := f(IDg, time,...)

Ca PSya oB,0r,0C
h(rr,PSy)

o' = yp -rp (mod p)
a’E = yg(TBVCVPSy) -rg (mod p)

? h C,ID, Ps
asc = PSy(TC’ ) ,/ness, y) . Tc(p)

store (C, PS,, mess, o, or,0¢)

after user extortion:
PSy € U-BL = reject
after bank extortion:
yp € B-BL and C ¢ C-WL = reject
after trustee extortion:
yr € T-BL and PS, € PS-WL = reject

Shop Deposit Bank
Ca PSya oB,0T
CaPSyaO-BaO-T CaPSyaO-BaO-T
asT é y;(TTVPSy) P (HlOd p)
AP = yg(TBVCVPSy) 1 (mod p)
C' already deposited under P.S, 7
search (C, o) € D-DB
oo
on Yes: send o, No: acknowledge
IDg,accs, mess, op
oc £ o ? IDg, accg, mess, oo

? h C,ID; PS
asc = PSy(TC’ ) ,/ness, y) . Tc(p)

C' overspent under PSy 7
Yes: user tracing protocol
No: credit of aceg by value of '
store (C, PSy,IDgs,or,0c) in D-DB

Concrete choices of the protocols with Schnorr-signature scheme

The following table summarizes the number of exponentiation for the different parties,
which are all computed in multiplicative subgroup of order g, i.e. can be implemented with
an average of 1.5|¢q| multiplications (respectively 1.75|¢| multiplications for the multiexponen-

tiations) [YeLL94].

‘ Phase H User ‘ Trustee ‘ Bank ‘ Shop ‘
Opening an account - - -
Registration 5 - -
Withdrawal 5 4 -
Payment 1 - 3
Deposit - 3 -

Table 3: Efficiency of the example payment protocol

33




