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Multi-Dimensional Range Queries

Online Dating Encryption Scheme
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Incorrect decryption, no more information
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And Or Eq Predicate
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From Range Query to And Or Eq

Range X Point Y

X = [3, 13] Y = 8

? ? ? ? ? ? ? ? ? ? ? ? ? ? ? ?

PAND OR EQ(X , Y ) =?
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From Range to Vector

Query over [0, 2` − 1]

GMW (ENS, Paris) PE for Multi-Dimensional Range Queries from Lattices Tuesday, March 31 7 / 13



And Or Eq Predicate

From Range to Vector

Query over [0, 2` − 1] ; example: ` = 4, range = [3, 13]

3 13

GMW (ENS, Paris) PE for Multi-Dimensional Range Queries from Lattices Tuesday, March 31 7 / 13



And Or Eq Predicate

From Range to Vector

Query over [0, 2` − 1] ; example: ` = 4, range = [3, 13]

3 13

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

000 001 010 011 100 101 110 111

00 01 10 11

0 1

GMW (ENS, Paris) PE for Multi-Dimensional Range Queries from Lattices Tuesday, March 31 7 / 13



And Or Eq Predicate

From Range to Vector

Query over [0, 2` − 1] ; example: ` = 4, range = [3, 13]

3 13

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

000 001 010 011 100 101 110 111

00 01 10 11

0 1

0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101

GMW (ENS, Paris) PE for Multi-Dimensional Range Queries from Lattices Tuesday, March 31 7 / 13



And Or Eq Predicate

From Range to Vector

Query over [0, 2` − 1] ; example: ` = 4, range = [3, 13]

3 13

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

000 001 010 011 100 101 110 111

00 01 10 11

0 1

0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101

010 011 100 101 110

GMW (ENS, Paris) PE for Multi-Dimensional Range Queries from Lattices Tuesday, March 31 7 / 13



And Or Eq Predicate

From Range to Vector

Query over [0, 2` − 1] ; example: ` = 4, range = [3, 13]

3 13

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

000 001 010 011 100 101 110 111

00 01 10 11

0 1

0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101

010 011 100 101 110

01 10

GMW (ENS, Paris) PE for Multi-Dimensional Range Queries from Lattices Tuesday, March 31 7 / 13



And Or Eq Predicate

From Range to Vector

Query over [0, 2` − 1] ; example: ` = 4, range = [3, 13]

3 13

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

000 001 010 011 100 101 110 111

00 01 10 11

0 1

0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101

010 011 100 101 110

01 10

0011

110

01 10

GMW (ENS, Paris) PE for Multi-Dimensional Range Queries from Lattices Tuesday, March 31 7 / 13



And Or Eq Predicate

From Range to Vector

Query over [0, 2` − 1] ; example: ` = 4, range = [3, 13]

3 13

0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111

000 001 010 011 100 101 110 111

00 01 10 11

0 1

0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101

010 011 100 101 110

01 10

0011

110

01 10

ε ε 01 10 110 ε 0011 ε

GMW (ENS, Paris) PE for Multi-Dimensional Range Queries from Lattices Tuesday, March 31 7 / 13



And Or Eq Predicate

From Range Query to And Or Eq (2)

Range X Point Y

X = [3, 13] Y = 8
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And Or Eq Predicate

From Point to Vector

Point in [0, 2` − 1]
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And Or Eq Predicate

From Point to Vector

Point in [0, 2` − 1] ; example: ` = 4, point = 8

8

binary: 1000
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Point in [0, 2` − 1] ; example: ` = 4, point = 8
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And Or Eq Predicate

From Range Query to And Or Eq (3)
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And Or Eq LWE-based Scheme

One-dimensional Scheme

MDRQ based on standard LWE
Predicate Encryption scheme using anonymous IBE [ABB10,CHKP10]

MPK:

A, A1, A2, · · · , A`, P , G
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One-dimensional Scheme

MDRQ based on standard LWE
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And Or Eq LWE-based Scheme

One-dimensional Scheme

MDRQ based on standard LWE
Predicate Encryption scheme using anonymous IBE [ABB10,CHKP10]

D-Dimensional set:

Use additive secret sharing [ABV12+]

Share P in P1 + P2 + · · · +PD ; Uj
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And Or Eq LWE-based Scheme

Attribute-Hiding

CT := s>[A, A1 + x1G, · · · , A` + x`G, P] + [0>, · · · , 0>, b′>bq/2c] + noise

MPK CT

s>A + noise

A, A1, G

s> (A1+x1G︸ ︷︷ ︸
A′

1

) + noise

≡
s>A + noise

≈
LWE

A, A′1 −x1G, G

random
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And Or Eq LWE-based Scheme

Summary

Lattice-based predicate encryption scheme for multi-dimensional range query

Selectively secure, weakly attribute hiding

Reference Size Time Attribute based
PK and CT SK ENC DEC hiding on

[BW07] (KP) O(D · T ) O(D) O(D · T ) O(D) fully pairings
[SBCSP07](KP,CP) O(D log T ) O(D log T ) O(D log T ) O((log T )D) weakly pairings
this paper (KP,CP) O(D log T ) O(D log T ) O(D log T ) O((log T )D) weakly lattices

Thanks for your attention !
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