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• 𝑆𝑒𝑡𝑢𝑝 1𝜆, 𝔾 : 𝑠𝑘, 𝑝𝑘

• 𝑆𝑖𝑔𝑛 𝑠𝑘,𝑀 ∈ 𝔾ℓ : 𝜎

• 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘, 𝜎, 𝑟 ∈ ℤ𝑝
∗ : 𝜎′

• 𝑉𝑒𝑟 𝑝𝑘,𝑀, 𝜎 : bit

[Fuchsbauer, Hanser, Slamanig 14]
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∀𝑀 ∈ 𝔾ℓ, ∀𝑟 ∈ ℤ𝑝
∗ ∶

𝐴𝑑𝑎𝑝𝑡 𝑝𝑘, 𝑆𝑖𝑔𝑛 𝑠𝑘,𝑀 , 𝑟 ≈ 𝑆𝑖𝑔𝑛(𝑠𝑘,𝑀𝑟)

Adaptation:

• 𝑆𝑒𝑡𝑢𝑝 1𝜆, 𝔾 : 𝑠𝑘, 𝑝𝑘
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• 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘, 𝜎, 𝑟 ∈ ℤ𝑝
∗ : 𝜎′

• 𝑉𝑒𝑟 𝑝𝑘,𝑀, 𝜎 : bit

[Fuchsbauer, Hanser, Slamanig 14]



Equivalence Class Signatures

9
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[Fuchsbauer, Hanser, Slamanig 14]

For any 𝑀 = 𝑔1, … , 𝑔ℓ , 𝑀𝑟 = 𝑔1
𝑟 , … , 𝑔ℓ

𝑟
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∗ : 𝜎′
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For any 𝑀 = 𝑔1, … , 𝑔ℓ , 𝑀𝑟 = 𝑔1
𝑟 , … , 𝑔ℓ

𝑟

Many applications:

• Anonymous Credentials [FHS 14, DHS 15]
• Blind Signatures [FHS 15, FHKS 16]
• Access Control Encryption [FGKO 17]
• Group Signatures [DS 16]
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Adv Chal

𝑀 ∈ 𝔾ℓ

Win: 
𝑉𝑒𝑟 𝑝𝑘,𝑀∗, 𝜎∗ and 𝑀∗ not multiple of any queried 𝑀

Equivalence Class Signatures

𝑝𝑘
𝑠𝑘, 𝑝𝑘 ← 𝑆𝑒𝑡𝑢𝑝 1𝜆, 𝔾

𝑆𝑖𝑔𝑛(𝑠𝑘,𝑀)

𝜎∗, 𝑀∗

[Fuchsbauer, Hanser, Slamanig 14]
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Adv Chal

𝑙𝑜𝑔(𝑀) ∈ ℤ𝑝
ℓ

Equivalence Class Signatures

𝑝𝑘
𝑠𝑘, 𝑝𝑘 ← 𝑆𝑒𝑡𝑢𝑝 1𝜆, 𝔾

𝑆𝑖𝑔𝑛(𝑠𝑘,𝑀)

𝜎∗, 𝑀∗

Win: 
𝑉𝑒𝑟 𝑝𝑘,𝑀∗, 𝜎∗ and 𝑀∗ not multiple of any queried 𝑀

[Fuchsbauer, Hanser, Slamanig 14]
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Our Result

Many applications:

• Anonymous Credentials [FHS 14, DHS 15]
• Blind Signatures [FHS 15, FHKS 16]
• Access Control Encryption [FGKO 17]
• Group Signatures [DS 16]

Construction: Unforgeability: Assumption:

[HS 14] Random-message GGM

[FHS 14] EUF-CMA GGM

ours Weak EUF-CMA DLIN
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1. MAC on Equivalence Classes:
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Adv Chal

𝑀 ∈ 𝔾ℓ

One-time MAC on Equivalence Classes

𝑠𝑘 ← 𝑆𝑒𝑡𝑢𝑝 1𝜆, 𝔾

𝑆𝑖𝑔𝑛(𝑠𝑘,𝑀)

𝜎∗, 𝑀∗

Win: 
𝑉𝑒𝑟 𝑠𝑘,𝑀∗, 𝜎∗ and 𝑀∗ not multiple of the queried 𝑀

once
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One-time MAC on Equivalence Classes

𝔾 of order p, generator 𝑔

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ

𝑆𝑖𝑔𝑛(𝑠𝑘, 𝑚 = 𝑔𝑚 ∈ 𝔾ℓ): 𝑚 𝑘⋅ = 𝑔𝑚⋅𝑘 ∈ 𝔾

𝐴𝑑𝑎𝑝𝑡 𝜎 ∈ 𝔾, 𝑟 ∈ ℤ𝑝
∗ : 𝜎𝑟
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Adv Chal

∈ 𝔾ℓ

One-time MAC on Equivalence Classes

𝜎∗ ∈ 𝔾,

once

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ

𝑚

𝑚 𝑘⋅ ∈ 𝔾

𝑚∗

𝜎 =
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Adv Chal

∈ 𝔾ℓ

One-time MAC on Equivalence Classes

𝜎∗ ∈ 𝔾,

Win: 

once

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ

𝑚

𝑚 𝑘⋅ ∈ 𝔾

𝑚∗

𝜎∗ = 𝑘⋅𝑚∗

and 𝑚∗ not multiple of 𝑚

𝜎 =
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∈ 𝔾ℓ

One-time MAC on Equivalence Classes

𝜎∗ ∈ 𝔾,

Win: 

once

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ

𝑚

𝑚∗

and

Adv Chal

𝑚 𝑘⋅ ∈ 𝔾𝜎 =

𝜎∗ = 𝑘⋅𝑚∗

𝑚∗ not multiple of 𝑚

independent

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ
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Outline

[KW 15]

1. MAC on Equivalence Classes:
one-time, statistical
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MAC on Equivalence Classes

𝑒: 𝔾1 × 𝔾2 → 𝔾𝑇 of order p, generators 𝑔1, 𝑔2, 𝑔𝑇 = 𝑒(𝑔1, 𝑔2)

𝑒 𝑔1
𝑎, 𝑔2

𝑏 = 𝑒 𝑔1, 𝑔2
𝑎𝑏



23

MAC on Equivalence Classes

𝑒: 𝔾1 × 𝔾2 → 𝔾𝑇 of order p, generators 𝑔1, 𝑔2, 𝑔𝑇 = 𝑒(𝑔1, 𝑔2)

Ԧ𝑎 ← 𝔾2
2 Ԧ𝑎𝑟 with 𝑟 ← ℤ𝑝 ≈𝐷𝐷𝐻 Ԧ𝑎 ← 𝔾2

2 𝑢 ← 𝔾2
2, ,

𝑒 𝑔1
𝑎, 𝑔2

𝑏 = 𝑒 𝑔1, 𝑔2
𝑎𝑏
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MAC on Equivalence Classes

𝑒: 𝔾1 × 𝔾2 → 𝔾𝑇 of order p, generators 𝑔1, 𝑔2, 𝑔𝑇 = 𝑒(𝑔1, 𝑔2)

Ԧ𝑎 ← 𝔾2
2 Ԧ𝑎𝑟 with 𝑟 ← ℤ𝑝 ≈𝐷𝐷𝐻 Ԧ𝑎 ← 𝔾2

2 𝑢 ← 𝔾2
2, ,

𝐾 ← ℤ𝑝
ℓ×2 𝐾 Ԧ𝑎𝑟⋅ 𝐾 𝑢⋅

independent

𝑒 𝑔1
𝑎, 𝑔2

𝑏 = 𝑒 𝑔1, 𝑔2
𝑎𝑏
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MAC on Equivalence Classes

𝑒: 𝔾1 × 𝔾2 → 𝔾𝑇 of order p, generators 𝑔1, 𝑔2, 𝑔𝑇 = 𝑒(𝑔1, 𝑔2)

𝑠𝑘 = 𝐾 ← ℤ𝑝
ℓ×2

𝑆𝑖𝑔𝑛(𝑠𝑘, 𝑚 = 𝑔1
𝑚 ∈ 𝔾1

ℓ): 𝐾⋅ = 𝑒 𝑔1, 𝑔2
𝑚⋅𝐾⋅𝑎𝑟 ∈ 𝔾𝑇

Ԧ𝑎 ← 𝔾2
2

Ԧ𝑎𝑟⋅

,

Ԧ𝑎𝑟 ∈ 𝔾2
2

𝑟 ← ℤ𝑝

𝑚
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Adv Chal

∈ 𝔾ℓ

MAC on Equivalence Classes

𝜎∗ ∈ 𝔾,

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ

𝑚

𝑚∗

𝜎 = 𝑚 𝐾⋅ Ԧ𝑎𝑟⋅

…

∈ 𝔾ℓ𝑚′

𝜎′ = 𝑚′ 𝐾⋅ Ԧ𝑎𝑟′⋅
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Adv Chal

∈ 𝔾ℓ

MAC on Equivalence Classes

𝜎∗ ∈ 𝔾,

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ

𝑚

𝑚∗

𝜎 = 𝑚 𝐾⋅ 𝑢⋅

…

∈ 𝔾ℓ𝑚′

𝜎′ = 𝑚′ 𝐾⋅ Ԧ𝑎𝑟′⋅



28

Adv Chal

∈ 𝔾ℓ

MAC on Equivalence Classes

𝜎∗ ∈ 𝔾,

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ

𝑚

𝑚∗

𝜎 = 𝑚 𝐾⋅ 𝑢⋅

…

∈ 𝔾ℓ𝑚′

𝜎′ = 𝑚′ 𝐾⋅ Ԧ𝑎𝑟′⋅

independent
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Adv Chal

∈ 𝔾ℓ

MAC on Equivalence Classes

𝜎∗ ∈ 𝔾,

𝑠𝑘 = 𝑘 ← ℤ𝑝
ℓ

𝑚

𝑚∗

𝜎 = 𝑚 𝐾⋅ 𝑢⋅

…

∈ 𝔾ℓ𝑚′

𝜎′ = 𝑚′ 𝐾⋅ Ԧ𝑎𝑟′⋅

independent
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Outline

[KW 15]

1. MAC on Equivalence Classes:
one-time, statistical
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MAC on Equivalence Classes

𝑒: 𝔾1 × 𝔾2 → 𝔾𝑇 of order p, generators 𝑔1, 𝑔2, 𝑔𝑇 = 𝑒(𝑔1, 𝑔2)

𝑠𝑘 = 𝐾 ← ℤ𝑝
ℓ×2

𝑆𝑖𝑔𝑛(𝑠𝑘, 𝑚 = 𝑔1
𝑚 ∈ 𝔾1

ℓ): 𝑚 𝐾⋅

= 𝑒 𝑔1, 𝑔2
𝑚⋅𝐾⋅𝑎𝑟 ∈ 𝔾𝑇

Ԧ𝑎 ← 𝔾2
2

Ԧ𝑎𝑟⋅

,

, Ԧ𝑎𝑟 ∈ 𝔾2
2

𝑟 ← ℤ𝑝
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MAC on Equivalence Classes

𝔾 of order p, generators 𝑔

𝑠𝑘 = 𝐾 ← ℤ𝑝
ℓ×2

𝑆𝑖𝑔𝑛(𝑠𝑘, 𝑚 ∈ ℤ𝑝
ℓ ): 𝑚 𝐾⋅

= 𝑔𝑚⋅𝐾⋅𝑎𝑟 ∈ 𝔾

Ԧ𝑎 ← 𝔾2

Ԧ𝑎𝑟⋅

,

, Ԧ𝑎𝑟 ∈ 𝔾2

𝑟 ← ℤ𝑝
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Adv Chal

𝑙𝑜𝑔(𝑀) ∈ ℤ𝑝
ℓ

Equivalence Class Signatures (EQS)

𝑝𝑘
𝑠𝑘, 𝑝𝑘 ← 𝑆𝑒𝑡𝑢𝑝 1𝜆, 𝔾

𝑆𝑖𝑔𝑛(𝑠𝑘,𝑀)

𝜎∗, 𝑀∗

Win: 
𝑉𝑒𝑟 𝑝𝑘,𝑀∗, 𝜎∗ and 𝑀∗ not multiple of any queried 𝑀
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• 𝑆𝑒𝑡𝑢𝑝 1𝜆, 𝔾1 × 𝔾2 → 𝔾𝑇 : 𝑠𝑘, 𝑝𝑘

•

• 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘, 𝜎, 𝑟 ∈ ℤ𝑝
∗ : 𝜎′

• 𝑉𝑒𝑟 𝑝𝑘,𝑀, 𝜎 : bit

𝑆𝑖𝑔𝑛(𝑠𝑘, 𝑚 = 𝑔1
𝑚 ∈ 𝔾1

ℓ): 𝜎
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• 𝑆𝑒𝑡𝑢𝑝 1𝜆, 𝔾1 × 𝔾2 → 𝔾𝑇 : 𝑠𝑘, 𝑝𝑘

•

• 𝐴𝑑𝑎𝑝𝑡 𝑝𝑘, 𝜎, 𝑟 ∈ ℤ𝑝
∗ : 𝜎′ ∈ 𝔾1

4ℓ+2 ×𝔾2
4

• 𝑉𝑒𝑟 𝑝𝑘,𝑀, 𝜎 : bit

𝑆𝑖𝑔𝑛(𝑠𝑘, 𝑚 = 𝑔1
𝑚 ∈ 𝔾1

ℓ): 𝜎
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Conclusion

Many applications:

• Anonymous Credentials [FHS 14, DHS 15]
• Blind Signatures [FHS 15, FHKS 16]
• Access Control Encryption [FGKO 17]
• Group Signatures [DS 16]

Construction: Unforgeability: Assumption: Sign. Size:

[FHS 14] EUF-CMA GGM 2 𝔾1 + |𝔾2|

ours Weak EUF-CMA DLIN 4ℓ + 2 𝔾1 + 4|𝔾2|
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Conclusion

Many applications:

• Anonymous Credentials [FHS 14, DHS 15]
• Blind Signatures [FHS 15, FHKS 16]
• Access Control Encryption [FGKO 17]
• Group Signatures [DS 16]

Construction: Unforgeability: Assumption: Sign. Size:

[FHS 14] EUF-CMA GGM 2 𝔾1 + |𝔾2|

ours Weak EUF-CMA DLIN 4ℓ + 2 𝔾1 + 4|𝔾2|Thank you


