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Project

We live in an era of “Big Data”, wherein a deluge of data is being generated, collected, and stored

all around us. These data include not only government, financial and medical records, but also

personal information exchanged over email, social networks and other data-sharing sites. Without

taking measures to protect these data, we risk living under digital surveillance in an Orwellian

future. Unfortunately, traditional encryption systems lack the expressiveness needed in applications

involving big, complex data.

Functional encryption. Functional encryption [1] is an emerging paradigm for public-key en-

cryption that enables more fine-grained access control to encrypted data. For instance, it provides

the ability to specify a decryption policy in the ciphertext so that only individuals who satisfy the

policy can decrypt, and the ability to associate keywords to a secret key so that it can only decrypt

documents containing the keyword. This stands in contrast to traditional encryption, where access

to the encrypted data is all or nothing one can either decrypt and read the entire plaintext or one

learns nothing at all about the plaintext (other than its length). Furthermore, functional encryption

enforces resilience to collusion attacks, namely any group of users holding different secret keys learns

nothing about the plaintext beyond what each of them could individually learn.

Conditional disclosure of secrets. Let us begin with a much simpler information-theoretic prim-

itive, namely that of conditional disclosure of secrets (CDS) [4] (Fig 1). CDS allows two parties Alice

and Bob to disclose a secret α ∈ Zq to an external party Carol, subject to a given condition on their

respective inputs x and y . Carol knows x, y but not α, so she knows whether the condition holds and

whether she will obtain the secret. Alice and Bob on the other hand only sees her and his portion of

the input and does not necessarily know whether Carol will obtain the secret. We also allow Alice and

Bob to share randomness w which is independent of their inputs.
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Figure 1: Conditional disclosure of secrets.

For example, consider the following two predicates P : Zq ×Zq → {0,1}. In both cases, we have w =
(w0, w1) ∈Z2

q .
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• P (x, y) = 1 iff x = y . Here, Alice sends mA = w0x +w1 and Bob sends mB =α+w0 y +w1. Carol

outputs mB −mA .

• P (x, y) = 1 iff x y = 0. Here, Alice sends mA = w0x + w1 and Bob sends mB = α+ w1 y . Carol

outputs mB − ymA .

In both cases, it is straight-forward to verify that if P (x, y) = 0, then Carol just sees two uniformly

and independently random values in Zq which reveal no information about α. Prior works [4, 5] also

showed how to construct CDS protocols for a fairly large class of predicates P .

Project goals. We will study protocols for conditional disclosure of secrets, and explore the

connection to functional encryption established in [6] and revisited in [2, 3]. The project is part of a

broader research program funded by a 5-year European Research Council (ERC) Starting Grant. The

research will take place within the cryptography group at ENS. The student is strongly encouraged to

attend seminars (e.g., the IHP workshops in Spring 2016) and to interact with Ph.D. students, post-

docs, and permanent researchers in the group.

Requirements. Being comfortable with mathematical proofs and the notion of efficient reductions

between computational problems. Knowledge of probability and basic computational complexity

(e.g. MPRI 2.11.2) is strongly recommended. It is also helpful to have taken at least one course in

cryptography and having been exposed to the notion of “provable security” (as covered in MPRI

2.12.1 and 2.30 or the Stanford crypto courses on coursera). Fluency in English is a necessity.
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