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Much of the cryptography used today
offers security properties for data and
communication.

Qs(aec’rs 0 information secur‘\’rtj:

e data confidentiality
e authentication

e dataintegrity

what about comeu’raﬁons?



https://en.wikipedia.org/wiki/Information_security

- Crptegraphic Prmifives

Primitives = alﬁorﬁhms with basic crvp‘roSraph\c properties
Theoretical work in crﬁ(m‘o\c)raphg

Tools used to build more comgplicated Crtj(o’ro\c’ra\oh‘\c protocols
Provide one ?unc’r‘\onal\’rﬁ at the time.

privacy
Encrtj\oﬂon schemes

compute a c‘\(oheﬁ‘@d to

hide a messaﬁe



https://en.wikipedia.org/wiki/Cryptographic_primitive

'Pr‘wacﬂ

Encnfﬁon achemes

Mm — C = Enc(m)
C > M= Deccl)




'Pr‘\vaca

Encr\fﬁon achemes

Mm — C = Enc(m)
C > M= Deccl)




'Pr‘wacg

Encr\fﬁon achemes

Mm — C = Enc(m)
C > M= Deccl)










10



11



12



Sevvev
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trust the server / ask for a proo€ it



CLouD - Avalable for Evera’rhirﬁ

CLOUD STORAGE

Store Share them with
documents, \ | colleagues,
photos, — 7 friends, family
videos, etc i - -
Ask queries oress
the data

on the data
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outsourced 'Proce.ss'\rﬁ

The Cloud Provider:

knows the content
performs the computations

identify users

apply access rights

safely store the data
securely process the data
answer correct our queries
protect privacy
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Risks

For economical reasons, by accident, or attacks

e data can get deleted

e results of computation can be modified

® Onhe can use your private data to analyze and sell/negotiate
the information
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Confidentiality
Medical Record

Integrity
Verify Computation Result
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Confidentiality
Full3 Homomor(oh'\c Encrtjpﬂon




Integrity
Proof of Knowleo\ﬁe




Properties for the new tool
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Qg Gen(1> 7)) -5 ibrs

' A\Sovi‘\'hmé

g\ Prove(crs,y,w) — 7 : (y,w) € R

* Ver(crs,y,m) — 0/1 f



SNARK: Succinct Mon-interactive Q’Eﬁumen’r ot Knowleo\ﬁe

Efficiency
verification easier
than computing f

Zero-Knowledge
does not leak informa-
tion about the witness

Succinctness
proof size independent
of NP witness size

Non-Interactivity
no exchange between

prover and verifier
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ﬂraumem‘ of Knowledae Property

A

CIS, aux

¢

~—

CrS, auX
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ssp |

\|‘
L Find h(x)
+(x)h(x) P(x) ‘




Evaluate
in a point

ssp

Find h(x)
_‘ K x)h(x)=P( X)




Evaluate

in a point |

iSSP
Find h(x)
HxDh( x)=P( )

t(s), p(s),
h(s) |

Verify
the proof

?

t(s)h(s)=p(s)
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From FRunctions to Circuits

Circuit

O/
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Compile
to

SSP

T\

OR aa+e
a b

SSP
Find h(x) »
+H3)h( x)=P( ) _

\c/

ab c

00O

1 0 1
111
—a—-b+2c € {0,1}

00
0

—_—
o O O

11 1
a+b-2c € {0,1}

0
0

110

a+tb+c e {02}
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R ar o e e e
S R e T S BT e

ORgote  ANDgate  [[XORgate || outputgate

—a—-b+2c € {0,1} a+b-2c € {0,1} a+tb+ceE {02} 3-3c €{0,1}

aa + Eb +¥c +0 € jOiZt

Compile SSP
Find h(x)
to H x)h(x)=P(x)
SSP
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e - == = e

= e S e o ZEaSs e ek SESEERr e e R SR S s s e S R e s SO Rt B B o R e S e e O e

—a—-b+2c € {0,1} a+b-2c € {0,1} a+tb+ceE {02} 3-3c €{0,1}

aa + Eb +¥c +0 € jO,Zt

SSP
Find h(x) »
Hs)R( x)=P( ) _

T\
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R gute  AMNDgate  [[[XORgate || outputgate

—a—-b+2c € {0,1} a+b-2c € {0,1} a+tb+ceE {02} 3-3c €{0,1}

THE

J

\
J

SSP
Find h(x) »
+H3)h( x)=P( )

I\ /

\
+_a
J
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SSP
Find h(x)
Hs)R( x)=P( X)

T\

r

d

\

+1®] -

~vp(ry)

N

5; —1

vi(T5)

B R R SR e R i ST SCRh L  S e S S e A AT SO Sk e I kT

v,
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SSP
Find h(x)
Hs)R( x)=P( X)

T\
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Compile

to
SSP

SSP
Find h(x)
Hs)R( x)=P( X)

T\
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Compile

to
SSP

SSP :
Find h(x) _»
Hs)R( x)=P( X) J

T\

40



Evaluate i
in a point a ) .
O Pvovev- Evaluate the solution in a random
unknown point s

Pvewoce%'mﬁ-. Publish all necessary powers of s
(hidden from the Pvovev)




t(s), p(s),
h(s)

Evaluate
in a point
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{(s), p(s),

h(s)
Evaluate

in a point




Evaluate
in a point
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e B
.Enc(s)' .Enc(s " .Enc(sd"

Enc(p(s))

i, >0 =)
Enc(h(s))

=2 h Enc(s))
V13N

t(s), p(s),
h(s)

Evaluate
in a point

ﬁP\rovex
@




~1(s), p(s),

h(s)

Evaluate
in a point




N —
.Enc(s) ' |

t(s)h(s)=p(s)

Verify
the proof

m Vevifier

47



e il
=p(z
N
Enc(s) - | | - Enc(s’
|  e0®
HS)h(S)=p(s)
Enc(p(s))

the proof @ ‘ = (X a Enc(v(s)))?-1 7

Enc(h(s))

“a = Enc(p(s))/ Enc(t(s)) ?

m Vevifier
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nated Verifiable Encoding:

ffine operation using crs
uadratic root detection need

age verification using crs

Peover

Vevi€ievr ‘ W

Prover & Vevi€iev
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Vevi€iev

?
&) e ") = (g, g)






Secur'd& ’Des'gna’reo\ veri€iable Encoo\'\rﬁ

Encryption: Epk (m) — C L h(z)t(z) =0
Decryption: [ (c) Ey(s) A b E () E,,(s%)
_ — J
Vevi€iev 5
= p(s)
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based on DLog in EC groups
not quantum resistant
publicly-verifiable
zero-knowledge

Post-Quantum SNARKs

based on lattice assumptions
designated-verifiable
zero-knowledge
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Encryption:  Fz(m) =

éf\ Decryptlon g((C(), Cq
\j .
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Encryption: E—»( IF—
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Encryption:  Fz(m) =

—

éf\ Decryptlon g((
\j .

o7



SNARKS: Further Directions

Publicly Verifiable
post-quantum SNARKs ?7?

SNARKS with privacy
for the data
for computations over ciphertexts

based on DLog in EC groups
not quantum resistant
publicly-verifiable
zero-knowledge

prove integrity of the result efficiently

Post-Quantum SNARKs

based on lattice assumptions
designated-verifiable
zero-knowledge
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Confidentiality
?ullﬁ Homomorph'\c Encrapﬂon

Integrity
Proof of Knowleo\ﬁe







ﬂ www.di.ens.fr/~nitulesc




