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Cloud: Avaiable £or Ever\j’rh'\rﬁ

Store
documents,
photos,
videos, etc

Ask queries
on the data

CLOUD STORAGE

~

DATA BASE

Share them with
colleagues,
friends, family

Process
the data



Outsourced ’Processirﬁ

The Cloud Provider:;

e knows the content
e performs the computations

safely store the data
securely process the data
answer correctly to our queries
protect privacy




Risks

For economical reasons, by accident, or attacks

e data can get deleted

e results of computation can be modified

® Onhe can use your private data to analyze and sell/negotiate
the information






Much of the cryptography used today
offers security properties for data and
communication.

Qs(oec‘rs 0 information secur'\’r3:

e data confidentiality
e authentication

e dataintegrity

what about comPufafbns?



https://en.wikipedia.org/wiki/Information_security

Client Wovkev



Compute f(x)

Client Wovkev
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“I have the

result y=f(x)”

Client Wovkev
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Client Covvupted
Wovkev 12



Client Wovkey
Vevi€iev Provevr 13
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Fast Proof of
Verification Knowledae

Succinct
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% Gen(1*,R) — (crs, vk)

Algorithens Prove(crs, y, w) — 7 :

| r Verify(vk,y, m) — 0/1




Correctness
any correct evaluation
f(x) has a valid proof

. Efficiency
Zero-Knowledge verification faster
does not leak anything than computing £(x)

about the witness




Proofs in Private Blockehain

Kea Properties Lor usaqe in Distributed Protocols

zero knowledge
proof of knowledge
non-interactivity
publicly verifiable
succinctness




SNARK: succinct Non-interactive AKaumenJr ot Know\edae

Correctness
any correct evaluation
f(x) has a valid proof "

Succinctness
proof size independent
of NP witness size

Efficiency
Zero-Knowled.ge verification faster
does not leak anything than computing £(x)

about the witness \

S

Non-Interactivity
no exchange between

Argument er.
prover and verifier

of Knowledge
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Existent SNARKS:

2ero—knowleo\3e
\oubl'\clx:,—ver‘\gable & only crs)
based on 'DL03 nEC groups
not quantum resistant
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Existent SNARKS:

2ero—knowleo\3e
\oubl'\clx:,—ver‘\gable & only crs)
based on 'DL03 nEC groups
not quantum resistant

Post-Quantum SNARKSs:

® based on latice dssumptions
o o\es‘\ﬁna’reo\—ver'\?\able (vk)
° 2ero—kr\owleo\3€
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Circuit Saﬁs?\abil'\f& Problem

O/
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Circuit
for f(x)

Y.

SSP

Find h(x)
Span - M 15 Go-pio

Program

Square

28



Square
Span

Program

[DFGK14]

SSP
Find h(x)
+H3)h( x)=P( )

T\

OR aa+e
a b

\c/

ab c

00O

1 0 1
111
—a—-b+2c € {0,1}

ab c

o o
- O
o o o

11 1
a+b-2c € {0,1}

0
0

110

a+tb+c e {02}
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S mer e e e _— .
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—a-b+2c €{0,1} a+b-2c € {0,1} a+b+c e {02} 3-3c € {0,1} 2a, 2b € {0,2}

oa + [?_>b +xc +0 E jO,Zt

Square
Span

SSP
Find h(x)
Hs)R( x)=P( )

T\

Program
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ok gte [ AND gt |ININGRIGHENIN Mot gate S Entries - bis

—a—-b+2c € {0,1} a+b-2c € {0,1} a+tb+c € {02} 3-3c €{0,1} 2a, 2b € {0,2}
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Square
Span

SSP
Find h(x)
Hs)R( x)=P( )

T\

==

Program
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N

S SSP
quare B~
Find hix)
Span H x)h(x)=P( X)

Program

ol =0 1 vi(r;) = Vj
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8
quare B~
Find h(x)
Span _‘ +(x)h(x)=P(x)

Program




Square
Span
Program
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-

SSP

Find h(x)

+H3)h( x)=P( ) |

S

g

2
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=
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V(s), h(s)
Proof: t(s) | V(s)
Evaluate

in a point

Circuit

ssp |
Find h(x)
HxDh( x)=P( x)

I\

Program
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v'( ), vz( x)...vm( X)

+H(x)

V(s), h(s)
Evaluate
in a point

O Pvovev- Evaluate the solution in a random
unknown point s

Pre.woce.%iv\a: Publish all necessary powers of s
(hidden from the Provev)

38



SSP
v'( X,V 2( x)...vm( X)

+H(x)

Evaluate
in a point

00
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SSP

v'( X,V 2( x)...vm( X)

+H(x)

Evaluate
in a point

Enc(h(s))

‘.’ = Enc(Z hs')
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SSP

v'( X,V 2( x)...vm( X)

+H(x)

Evaluate
in a point




SSP

v'( ), vz( x)...vm( X)

+H(x)

V(s), h(s)
Evaluate
in a point




SSP
v'( ), vz( x)...vm( X)
Hx)

. Enc(s) ' .Enc(sz"

Proo$

V(s), h(s)

Evaluate
in a point

Enc(Bv (s))

.Enc(sd)'

Enc(V(s)) Enc(h(s)) Enc(pV(s))

T T T
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SsP: Hx) Enc(s) Enc(s?
v(x)v (x).. v (x)

.Enc(sd)'

00

V(s), h(s)

Evaluate
in a point

Enc(V(s)) Enc(h(s))

&b & o
Enc(aV(s)) Enc(ah(s)) “
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|
- V(s), h(s)
Proof: t(s) | V(s)
Evaluate

in a point

Circuit

t(s)h(s)=p(s)
p(s)= V(s)? -1

Verify
the proof

SSP
Find h(x)
HxDh( x)=P( )

I\

Proérém
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2

t(s)h(s)=p(s)

Verify
the proof

e
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t(s)h(s)=p(s)

Verify
the proof
Vevi€iev

B FEnc(t(s)) H W 2
4 E VT3 B 42 1l
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vaiﬂep

B Enc(t(s))

t(s)h(s)=p(s)

Verify
the proof
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Protocol Assumpﬂons 5ecur'i+y
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SsP: Hx)

vl( XV 2( x)mvm( )

@00

CEX

Enc(pv,s))

00
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J : f B

E nc(aV(s)) < A E nc(ah(s )
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E nc(aV(s)) < A E nc(ah(s )
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E nc(aV(s)) < A E nc(ah(s )
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o t(x)h(x)# VZ%(x)— 1, but Enc(t(s))H = W? -1
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\\ H

C(ne.am

a Vex
@ (crs)

[V<x> .

o t(x)h(x)# VZ%(x)— 1, but Enc(t(s))H = W? -1




d-PDH




ﬂssumpﬁon PDH Power Dikie-Helman
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Secur'dt) Reduction: Che.aﬁrﬁ Prover to -PDH

e = Enc(s) Enc(s?) Enc(s?)
d-PDH
] Enc(s®*?) Enc(s?9)

-
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Secur'ﬁt) Reduction: Che.aﬁrﬁ Prover to &-PDH

e - Enc(s) Enc(s?) Enc(s?)
] A V' =N V' =N

d-PDH
Enc(s®*?) Enc(s?9)
V' =N V' =N




Secur'ﬁg Reduction: Che.aﬁrﬁ Prover to &-PDH

Enc(s) Enc(s?) Enc(s?)
? Enc(s®*?) Enc(s?)

o Il

- RS

ad EHEE - S
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Secur'ﬁt) Reduction: Che.aﬁrﬁ Prover to &-PDH
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Secur'ﬁt) Reduction: Che.aﬁrﬁ Prover to &-PDH

fiLdendi iR e Enc(s) Enc(s?)
d-PDH
] 9 Enc(s®*?) Enc(s?)

-

40
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Secur'ﬁt) Reduction: Che.aﬁrﬁ Prover to &-PDH

Enc(s) Enc(s?)

nc(s®*?)

t(x)
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Secur'ﬁt) Reduction: Che.aﬁrﬁ Prover to &-PDH

Enc(s) Enc(s?)
s S
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Secur'\tg Reduction: Che.aﬁrﬁ Prover to &-PDH




Secur'\tg Reduction: Che.aﬁrﬁ Prover to &-PDH




Secur\tg 'Eeo\uchon Che.ahrﬁ Prover to &-PDH

d-PDH J
)
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Secur\tg 'Eec\uchon Che.ahrﬁ Prover to &-PDH

o000
d-PDH }

/3 |
ating
%m @

- |
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Secur'\hj Reduction: Che.aﬁrg Prover to -PDH

s
Enc(s) Enc(s?) Enc(s?) Enc(s®") Enc(s*’)




ignated Verifiable Encoding:

linear operation using crs
quadratic root detection needs
image verification using crs
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nated Verifiable Encoding:

near operation using crs
uadratic root detection need

age verification using crs

Peover

Vevi€ievr ‘ W
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nated Verifiable Encoding:

near operation using crs
uadratic root detection need

age verification using crs

Peover

Vevi€ievr ‘ W

Prover & Vevi€iev
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Sec:ur'ﬂg ’Des'gna’reo\ veri€iable Encoo\'\rﬁ

X
Encryption: Epk (m) — C

Decryption: [) ;. (c) —m
- 2y

Vevi€ier

5
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Encryption:  Fz(m) =

éf\ Decryptlon g((C(), Cq
\j .
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Encryption: E—»( IF—
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d-PDH
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based on DLog in EC groups
not quantum resistant
publicly-verifiable
zero-knowledge

Post-Quantum SNARKs

based on lattice assumptions
designated-verifiable
zero-knowledge
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SNARKS: Rurther Directions

Publicly Verifiable
post-quantum SNARKs

= O

based on DLog in EC groups
not quantum resistant
publicly-verifiable

zero-knowledge
Post-Quantum SNARKs

based on lattice assumptions
designated-verifiable
zero-knowledge







www.di.ens.fr/~nitulesc



