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Abstract.  This article preserts the octagon abstract domain, a relational numerical
abstract domain for static analysis by abstract interpretation. It allows represerting
conjunctions of constraints of the form X Y cwhere X and Y range among
program variables and cis a constant in Z, Q, or R automatically inferred. Abstract
elemerts are represerted using modi ed Dierence Bound Matrices and we use
a normalization algorithm loosely based on the shortest-path closure to compute
canonical represertations and construct best-precision abstract transfer functions.
We achieve a quadratic memory cost per abstract elemert and a cubic worst-case
time cost per abstract operation, with respect to the number of program variables.

In terms of cost and precision, our domain is in between the well-known fast
but imprecise interval domain and the costly polyhedron domain. We show that it
is precise enough to treat interesting examples requiring relational invariants, and
hence, out of the reach of the interval domain. We also presert a packing strategy
that allows scaling our domain up to large programs by tuning the amount of
relationalit y. The octagon domain was incorporated into the Astr ee industrial-
strength static analyzer and was key in proving the absenceof run-time errors in
large critical embedded igh t control software for Airbus planes.

Keyw ords: static analysis, abstract interpretation, numerical abstract domains,
relational numerical invariants.

1. Intro duction

Writing correct programs has always beenconsidereda great challenge
and, generally much more time and e ort is neededto hunt down
and eliminate bugsthan to actually write programs. As we rely more
and more on software, the consequence®f a bug are more dramatic,
causing great nancial and even human losses.An extreme example
is the over ow bug that causedthe failure of the Ariane 5 launcher in
1996[37]. Testing, oneof the most widely usedtechniquesto ensurethe
correctnessof programs, is not su cien t. As only a few sampleprogram
behaviors can be obsened, it missesbugs. Hencethe need for formal
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methods to provide mathematically sound techniques that guaranee
the full coverageof all program behaviors while relying on symboliclas
opposedto explicitirepresen tations to achieve e ciency .

In this paper, we will work in the Abstract Interpretation framework
[18, 20] which is a general theory of the approximation of program
sematrics. It allows, amongother applications, designingstatic analyz-
ersthat are able to automatically discover, at compile-time, properties
of the run-time behavior of programs. These analyzers are sound by
construction: spurious behaviors can be reported but no behavior|
and thus, no buglis missed. A core concept is that of an abstract
domain. An abstract domain is a classof computer-represetable pro-
gram properties together with a set of e ectiv e operators to manipu-
late them. Sud operators include abstract counterparts for semartical
transfer functions that model assignmen and test statemerts, and set-
theoretic operators such as union and intersection. They also include
extrapolation operators sud as widenings to compute, in nite time,
over-approximations of least- xp oints involvedin the semartics of loops
and recursive functions. Each abstract domain embeds some sort of
approximation and there does not exist a single, all-purp ose,abstract
domain. It must be chosendepending on the properties that needto
be inferred, but alsothe programming style of the analyzed programs
and the amount of computing resourcesavailable for the static analysis.
Once an abstract domain is designed,it can be plugged into a static
analyzerbasedon Abstract Interpretation to perform the analysisfully
automatically and directly on the sourcecode.

In this paper, we areinterestedin numerical abstract domains. They
focus on numerical properties of program variables and allow answer-
ing questionssuc as: \Can there be a division by zero?", \Can this
computation over ow the precision of madine-integers?”, \Can this
array index exceedthe array bounds?". Moreover, many non-numerical
analysesare built on top of non-standard instrumented semartics that
intro duce numerical quartities, and hence,are parametrized by numer-
ical abstract domains. Well-known examplesinclude pointer aliasing
analysesby Deutsch [23] and Venet [53], a shape analysis by Rugina
[5Q], astring cleannessnalysisby Dor et al. [25], analysesof  calculus
by Feret [26], parametric predicate abstractions by Cousot [16], and
ewven livenessanalysessud as the termination analysis by Colon and
Sipma [13]. There already exist seweral numerical abstract domains.
Well-know examplesinclude the intgrval domain by Cousotand Cousot
[17] that discoversvariable bounds( ; X; 2 [ai;h])VKaFgr's domain [35]

that discovers ane equalities betweenvariables (; ~ ; j Xi = ),
Cousgt and Halbwachs' polyhedron domain [22] for ane igequali-
ties (i Xi i), Granger's congruencedomain [29] ( ; X; 2
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Figure 1. The sameset of points abstracted in the interval, the octagon, and the
polyhedron domain. Spurious points causedby the approximation are denoted by
the symbol.

aZ + by), etc. In this paper, we introduce a new numerical abstract
domain, called the octagon abstract domain, which is able to represer
and manipulate conjunctions of invariants of the form X Y ¢,
where X and Y are program variables, and c is a constart. It can be
seenas a restriction of the polyhedron domain where ead inequality
constraint only involves at most two variables and unit coe cien ts.
Fig. 1 presernts a set of points together with its best abstraction within

the interval, the octagon, and the polyhedron domain. The more precise
the domain is, the fewer spurious points there are. We seethat the
octagon domain has a precision between that of the interval domain
and the polyhedron domain.

1.1. The Need for Rela tional Domains

A relational domain is a domain that is able to discover relationships
between variables. For instance, the polyhedron domain is relational
while the interval domain is non-relational. In order to motivate the
necessiy for low-cost relational numerical abstract domains, consider
the following code fragment wherethe variable Yis incremerted at most
eleven times within a loop with loop counter X

X:= 10
Y=0
while X Of
X:=X1

if random() f Y := Y+1 ¢
g

In order to prove the non-relational invariant Y 11 at the end
of the loop, it is necessaryto rst prove the relational loop invariant
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X+Y 10, and then combine it with the loop exit condition X= 1.
Thus, this invariant is out of the readh of the interval domain but
can be established using the polyhedron domain. We will see that
the octagon domain, while lessprecisethan the polyhedron domain, is
preciseenoughto treat this example. Other interesting properties that
can be exactly represerted using the octagon domain include mutual
exclusion,: (X"Y), encadedasX O0"Y 0~ X+Y 1 ,aswellas
numerical properties on absolute values,such asjXj Y + 1, encaded
asX Y 1~ X Y 1 Finally, someanalyses,suc as the
pointer and the  calculus analysesproposedrespectively by Venet
[53] and Feret [26], require the use of relational underlying numerical
abstract domains to discover non-uniform invariants| i.e., invariants
able to distinguish objects at di erent positions within the samearray
or recursive data-structure, and di erent channel instancescreated at
the samesyntactic point.

The main advantage of the octagon domain over the polyhedron do-
main is its smaller worst-casecost. The octagon domain hasa quadratic
memory cost (per abstract elemert) and a cubic worst-casetime cost
(per abstract operation), with respect to the number of variables. The
polyhedron domain has a memory and time cost that is unboundedin
theory and exponertial in practice. Although the polyhedron domain
might be lesscostly on someanalyses,experienceshows that its cost
can grow in unpredictable ways while the octagon domain exhibits a
very predictable cubic costin practice.

1.2. Previous Work

There has beenmuch work on satis abilit y algorithms for conjunctions
of inequalities of a restricted form. Consider, rst, so-called potential
constraints, that is, constraints of the form X Y  c. A coreresult
by Bellman [7] is that the satis abilit y of conjunctions of potential
constraints in Z, Q, or R can be reducedto cheking for the existence
of a cycle with a strictly negative total weight in a weighted directed
graph. This result was then extended by Ja ar, Maher, Stuckey, Yap,
and Harvey, in [33, 32], to integer constraints of the form X Y ¢
Howewer, theseworks focus on satis abilit y only and do not study the
more complex problem of manipulating constraint conjunctions.

From Bellman's result, peoplefrom the model cheking community
of timed automata [24, 54] and timed Petri nets [40] derived a structure
called Di erence Bound Matrix (or DBM) allowing the manipulation
of conjunctions of potential constraints. They deweloped algorithms
to compute a canonical representation of DBMs, using the notion of
shortest-path closure. They also developed algorithms to compute the
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intersection of DBMs and test inclusion and equality. Other algorithms
preseried in [54] and [40] are not useful for analysing general purp ose
programming languagesby Abstract Interpretation while many|suc h
asa union abstraction, generalassignmemn and test transfer functions,
widenings, etc.|]are missing. The idea of using DBMs to designa full
abstract domain that can infer potential constraints is already presert
in the PhD work of Bagnara [4, Chap. 5] and Jeannet [34, x2.4.3]. It
hasbeene ectiv ely carried out simultaneously in the work of Shaham,
Kolodner, and Sagiv, in [51], and in our previous paper [43]. Somecon-
structions in the presern paper are reminiscert of this abstract domain,
but extendedto the richer set of constraints X Y ¢

A rst set of algorithms for the manipulation of constraints of the
foom X Y ¢ was proposedby Balasundaram and Kennedy [6]
to represen data accesspatterns in arrays and perform automatic
loop parallelization|suc h constraint setsweredenotedthere as\simple
sections”. Alas, the authors fail to proposea normal form, although
they adknowledge that it is required in the implementation of their
union abstraction. Moreover, they present a single transfer function
that abstracts nestedloops of a simple form, which is too speci ¢ for
our purpose.In the presen paper, we chooseto start from our abstract
domain for potential constraints [43] and adapt the DBM represena-
tion and its algorithms. In particular, much work is required to adapt
the normal form. We already preserted, in a conferencepaper [44], an
early construction of the octagon abstract domain. Since then, some
morework hasbeendone.In particular, we proposein the presert paper
new and enhancedtransfer functions|suc h as badkward assignmeis
and transfer functions for interval linear forms|as well as encouraging
experimental results related to the Astr ee project [3].

1.3. Over view of the Paper.

The paper is organizedasfollows. In Sect. 2, we shav how to represert
conjunctions of constraints of the form X Y ¢, so-calledoctagons,
using modi ed Di erence Bound Matrices. Then, in Sect. 3, we presen
our normalization algorithm and its properties. In particular, we are
able to prove a saturation property that will guarantee exactnessand
best-precisionresults for some of our abstract transfer functions. We
will presert both a cubic-time algorithm for rational and real con-
straints, and a quartic-time algorithm for the, more complex, integer
case.Sect. 4 is dewoted to the designof all the abstract operators and
transfer functions required by an abstract domain. Whenewer possi-
ble, we will proposese\eral abstractions of the sameconcrete function
with di erent costversusprecisiontrade-os. A few example analyses
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demonstrating the precision of the octagon domain are preserted in
Sect. 5. Finally, Sect. 6 preserts the integration of the octagon domain
within the Astr ee industrial-strength static analyzer aimed at prov-
ing the absenceof run-time errors in large embeddedreactive avionics
software. We alsopresen, in Sect.6, a packing technique allowing usto
improve the e ciency of the analysisby relating only selectedvariables
together and achieve a practical costthat is linear in the program size.
Experimental results shawv that, while being preciseenoughto eliminate
hundreds of sourcesof imprecision, the octagon domain scalesup to
real-life programs of a few hundred thousand lines. Sect. 7 concludes.
All our proofsare postponedto the appendix, together with a summary
of all intro duced symbols and notations.

2. Octagon Represen tation
We supposethat we are given a program with a nite set of variables

Q, or R. An ervironment 2 (V! 1) mapsead variable to its value,
at a given program point. An environment will often be assimilatedto
a point in 1",

We call octagonal constraint any constraint of the form Vi V; ¢
with ¢ 2 1. We call octagon the set of points satisfying a conjunction of
octagonal constraints. The name \o ctagon” comesfrom the fact that,
in two dimensionsV = fVi;V,g, our setsare polyhedra with at most
eight sides.

2.1. Potential Constraints

First, we recall how to encale the subset of octagonal constraints,
so-called potential constraints, that have the form V; 'V  c. The
term potential comesfrom the fact that solutions of conjunctions of

points in I" that satisfy a conjunction of potential constraints will be
called a potential set

Potential Graphs. A conjunction of potential constraints can be rep-
resernied asa directed weighted graph G with nodesV and weights with
value in 1. Suc a graph is called a potential graph. For ead ordered
pair of variables (V;;V;) 2 V2, there will be an arc from V; to V; with
weight c if the constraint V; V;  cisin the constraint conjunction.
We can assume without lossof generality, that there is at most one arc
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from any given node to any other given node. If seweral upper bounds
for the samevariable di erence appear in the conjunction, all but the
smallest upper bound are obviously redundant. We use the following
graph terminology: a path in G is a sequenceof nodes, denoted by

Wi, 5 Vi, i, sudh that there is an arc from ead V;, to V;,,, ; a path
is said to be simple if its internal nodes Vi,;:::;V,,, , are pairwise
distinct and di erent from Vi, and V;,; acycleis a path hvi ;:::; Vi, i

sudh that V;, = V,,; asimple cycleis a cyclethat is alsoa simple path.
Di er ence Bound Matrices. LetT £ | [ f+1g bethe extensionof |
to +1 . The order is extendedby stating that 8c2 I; ¢ +1 |the
extension of other operatorsto | will be preserted when needed.

An equivalert represenation for potential constraint conjunctionsis
by meansof a Di er ena Bound Matrix, or DBM for short. A DBM m is
an nsquarematrix, wheren is the number of program variables, with
elements in 1. The elemen at line i, column j, wherel i n,1
j n,denotedby mjj, equalsc2 | if there is a constraint of the form
Vi Vi cin our constraint conjunction, and +1 otherwise. DBMs
were introduced by Dill [24] as a corveniert constraint represertation
for the veri cation of timed systemsand are now used pervasively in
the model-cheking of timed-automata and timed Petri nets. Given a
xed number n of variables, we will denote by DBM the setT" " of
all DBMs. The potential set described by a DBM m is given by the
following concretization function Pt :DBM! P(V! 1):

Pot(m) L' f (vq;i::;vn) 2 1M 8iij; Vi Vi mjg:

Each DBM m can be seenas the adjacency matrix of a poten-
tial graph, that will be denoted in the following by G(m). Indeed,
DBMs and potential graphs are just two dierent notations for the
sameobjects. Fig. 2 represens a conjunction of potential constraints
together with its encaling as a potential graph and asa DBM, aswell
asits concretization. These notations are complemerary. Sometheo-
rems and algorithms will be best described using the matrix notation,
while others will use graph-related terms, such as paths and cycles.In
the following, we will often presert examplesusing the graph notation
evenwhen the corresponding algorithms are preseried using the matrix
notation, as constraint graphs are much easierto read.

In order to allow represerting interval constraints V; candV; d
in DBMs, a commontrick|lused in both model-chedking [54, 40] and
abstract interpretation [43]lis to add a phantom variable Vo whose
value is the constart zero. Thus, we encadeV; candV; d respec-
tivelyasV, Vo candVp d.
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V2 Vi 4 j
% vi Va1 1 2 3
(a) V3 Vi 3 (b) 1(+1 4 3
% Vi V3 1 i|2 1 +1 +1
Vo V3 1 3 1 1 +1

\Z1

Figure 2. A potential constraint conjunction (a), its corresponding DBM m (b),
potential graph G(m) (c), and potential set concretization P° (m) (d).

2.2. Oct agonal Constraints

In order to encale conjunctions of octagonal constraints, we intro duce
we derive the set VO £ fv2::::v0 g containing twice as many
variables. Each variable V; 2 V has both a positive form V) ,, and
a negative form V0 in V® We will encade octagonal constraints on V as
potential constraints on VO Intuitiv ely, in a potential constraint, V.J ;
will represen V; while V.0 will represen V;. More formally:

the constraint is represenied as
Vi v c (i6j) Va1 V34 ¢ and Vi V3 c

Vi + V c (i6j)] Vi, Vy c and Vg ; V3 c
ViV c (i6j)] Vi Vg 4 c and Vg Vj c
Vi c V9 VR 2c
Vi c vy oovE 2c

Thus, a conjunction of octagonal constraints onV canberepreserted
as a DBM of dimension 2n, that is, a 2n  2n matrix with elemerns
inl =1 [ f+1g or, equivalertly, a potential graph with nodes
in VO and weights in I. In cortrast to DBMs represetiing potential
constraints, interval constraints can be directly encaded without the
needof an extra variable represerting the constart zero.Our encaling
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Vi+ Vo 3 J
% Vo Vi 3 1 2 3 4
Vi Vo, 3 1(+1 +1 3 3
(@) vi v, 3 ® BRSNS U B
§2V2 2 3| 3 3 +1 8
2V, 8 4 3 3 2 +1
V2
Vi + V2 3\\\ P Vo Vi 3
v, 2 S
Vi
(c) (d)
Vo B
Vi Va3 vV, 3

Figure 3. A conjunction of octagonal constraints (a), its encading as a coherert
DBM (b), and potential graph on V° (c), and the octagon it de nes (d).

is exemplied in Fig. 3. This encading may seemcomplex at rst,
but it serves an important purpose. Most of our operations will be
constructed by considering, as a rst approximation, that Vto V5,
are distinct variables Then, some correcting term is applied to take
into accourt the fact that variablesin VO are related by the constraints
8i; V) ;= VJ. This way, we bene t from many existing properties
and operators on potential constraints and DBMs.

Revisal Concretization. Given a DBM m of dimension 2n, we can
de ne formally the octagon described by m using the following con-
cretization ©° :DBM! P(V! I):

Oct re nes the semartics of potential constraints, expressedising PO,
with constraints inherert to our encaling, that is,8i  1; VJ ;= VJ.
If we denoteby the planef (v§;:::;v9,) 2 12" 8i; v§ ;= VS g,
then there is a bijection between P'(m)\ and ©%(m).

Coherncee. Someoctagonal constraints have two di erent encalings

aspotential constraints in V® and hence,are de ned by two elemers in
the DBM. For instance,V; +V; ¢ canbe described by both potential
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constraints V3 ; V3 c(thatis,mpj)ei 1= c)andVy ; V3 ¢
(that is, mjyoj 1) = ©). We will sy that a DBM is coheent if eath
constraint in sud a related pair is equivalent to the other one. More
formally:

m is coherert (") 8i;j; mj = myyq

where the ~ operator on indicesis de ned as:
gef 1+ 1 if i is odd
U= i 1 ifiisewn
Intuitiv ely, the ~ operator correspondsto switching betweenthe pos-
itive and the negative forms of a variable. Obviously, { = i. Also, the
~ operator can be easily implemented using the xor bit-wise exclusive
oroperatoras{ 1= (i 1)xor 1. The setof coherert DBMs will be
denotedby CDBM. From now on, we will only considercoherert DBMs
when represeting octagons.

2.3. Lattice Str ucture and Galois Connection

Let us considerthe total order onl, extendedto I by 8x; x +1 .Its
point-wise extensionto matrices givesa partial order denotedby v PBM
on the set DBM of Di erence Bound Matrices. Intuitiv ely, m v PBM n
means that ead constraint in m is tighter than the corresponding
constraint in n. The order v PBM corresponds to the subsetinclusion
of octagonsin the sensethat m v PBM n =)  Oct(m)  O%(n) The
corverseis, howewer, not true. We canhave ©(m)  ©¢(n) while
m and n are incomparable with respect to v PBM . Moreover, © is
not one-to-one:we can have seweral DBM represenations for a single
octagon. Sect. 3 will be dewoted entirely to studying this problem.

The set DBM has a greatest element >PBM for v PBM ' de ned as
8i;j; >PBM £ +1 |1t is the only DBM represeting the whole space:

Oct(>DBM) =|"n.

Many DBMs correspond to unsatis able constraint sets,and hence,
represen the empty set; via ©°. Howewer, DBM has no smallest
elemen for v °BMWe now enrich DBM with a new smallest elemen,
denoted by ?PBM  to obtain a lattice (DBM; v PBM;  DBM. ,DBM.
2 DBM. > DBM)Y ' This lattice is de ned as follows:

8m;n: m vDPBM (Y 8 my  ny
8m;n; (mtPBMn); = max(mj ;ni)
8m;n; (m uPBM n); = min(mj;nj)
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8X];?DBMVDBM X]
gx1: ?DBM { DBM x ] & x]{ DBM o DBM & ]
gx1- 2 DBM ,DBM x ] & ] DBM 5 DBM %' - DBM

where we use bold letters, such as m, to refer to matrices in DBM
and letters with a ] exponert, such as X!, to refer to any elemer in
DBM|a matrix or ? PBM If we are interested in DBMs represetting
octagons, we can consider only the restriction of the lattice DBM to
the subset CDBM of coherent matrices, extended with ? PEM |t also
forms a lattice.

By extending ©% sothat ©°¢(?PBM) = - we obtain a monotonic
concretization on CDBM. Also, ©¢ is a complete u®2M. morphism|
that is, whenewer uPBM B exists,then ©t(uPBMB) = " f Oc(b)jb2

B g. When | 2 fZ;Rg, the lattice is moreover complete, and hence,we
cande ne acanonicalabstraction function :P(V! 1)! CDBM that
returns the best| i.e., smallestfor v °BM|DBM over-appraximating a
concrete set of points, following Cousot and Cousotin [19, x4.2.2]:

OCt(R) def 2 DBM ifR = :

OCI(R) ; dﬁaf

gmaxf M) (M)j 2Rg wheni=2k Lj=2 1
or i=2;j]=2k

2 maxf M)+ ()] 2Rg wheni=2;j=2 1

" maxf (M) ()] 2Rgwheni=2 1;j=2

ifR6 ;:

The function pair ( ©¢; ©%) forms a Galois connection, asintroduced
by Cousot and Cousot in [18], which is denoted as:

Oct
P(V! ) o CDBM :

When | = Q, the lattice is not complete. One can indeed construct
a sequenceof octagonswith increasing rational boundsfor a variable,
sud that the limit bound is no longer rational. Moreover, ©(R) is
not de ned for ewvery subsetR of |"|consider, for instanceb, n=1and
RE fx2Qjx?2 2g; then, ( °(R))10= 2maxR = 2 2 which is
not rational. Thus, ©° is a partial function, and we will say that the
pair ( O°t; ©ct) forms a partial Galois connection.
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3. Normalization  Algorithm

One must not confuseoctagons, which are setsof points in P(V ! 1),
and coheren DBMs, that sene to represen octagonsas setsof octag-
onal constraints. In particular, as ©° is not one-to-one,one octagon
can have several distinct represenations in CDBM. In this section we
preseri a normal form for DBMs represerting octagons. This normal
form will be certral for equality testing, but will alsobe usedin many
other abstract operations.

Related Work. The PO function is not one-to-one either and the
problem of computing a normal form for DBMs represerning potertial
sets has beenwell-studied in the model-cheking community [54, 40].
We build upon this work to construct our normalization for DBMs rep-
resening octagonsbut, aswe will see,the adaptation is quite complex.

In cortrast to DBMs represerting potential sets,the casel = Z is
more complex than the casesl = Q and | = R. We can only provide a
normalization algorithm with a O(n#) time cost for the former, while
there exists a cubic algorithm for the latter. We will rst focuson the
rational and real casesjn Sects.3.1to 3.4, and dewte Sect. 3.5 ertirely
to the integer case.

3.1. Emptiness Testing

We rst considerthe simpler caseof determining whether ©¢(m) is
empty. A classicalproperty of potertial constraints, discoveredby Bell-
man [7], is that their satis abilit y can be tested by simply examining
the simple cyclesof the corresponding potential graph:

THEOREM 1. P%(m) =; () G(m) hasa simple cycle with a
strictly negative total weight[14, Thm. 25.17].

When | 6 Z, this theorem can be useddirectly to test the satis a-
bility of a conjunction of octagonal constraints, thanks to the following
theorem:

THEOREM 2. When | 2 fQ;Rg, °“(m)=; () Pt'(m)=; :

Seweral algorithms exist to test for the existenceof cycleswith a
strictly negative weight, sud as the Bellman{Ford algorithm running
in O(n s+ n? time, where n is the number of nodes and s is the
number of arcs in the graph|see, for instance, the classicaltextb ook
[14, x25.5]. We do not insist on using sud techniques as we are about
to provide an algorithm that will provide the emptinessinformation as
a side-e ect of solving a more complex problem.
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2V, 3

V2 V1 0 Vl + V2 3

(@) (b)

Figure 4. A potential graph G(m) in Z with no strictly negative cycle (a) and the

corresponding octagon (b).  °® (m) = f(2; 2)g, which is empty in Z>.

j j
1 2 3 1 2 3
(a) 1l+1 4 3 (b) 1] 0 5 3
i| 2 1 +1 +1 i|12] 1 +1 +1
3 1 1 +1 311 1 +1
j
1 2 3
(c) 110 4 3
|2 1 0 +1
3/ 1 1 O

Figure 5. Three dierent DBMs with the same potential set concretization, which

is also the same asin Fig. 2. Note that (a) and (b) are not even comparable with
respect to v °®M . Their closure is preserted in (c).

When | = Z, Thm. 2 does not hold: we have P°'(m) = ; =)
Oct(m) = ; but the corverseis not true. Indeed, a conjunction of
integer octagonal constraints may have only non-integer solutions, as
exempli ed in Fig. 4, which is not possiblefor conjunctions of integer

potential constraints. We postponethe presenation of a solution to the
integer caseto Sect. 3.5.
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3.2. Shor test-P ath Closure

We now recall classicalresults on the normal form of Di erence Bound
Matrices represerting potential sets.As exempli ed in Fig. 5, dierent
(possibly incomparable for v PBM) DBMs can represen the same po-
tential set. Whenewer P°'(m) is not empty, G(m) has no cycle with
a strictly negative weight, and hence,we can de ne the shortest-math
closurejor, more concisely closurel m of m asfollows:

d

8 f
%m“ 0 -
3

15

def : o ifi6 |
mij = min Mi i T 1 J
all path from i to j k=1

wherethe min and + operators are extendedto | asusual:

min(x;+1) € min(+1 ;x) £ x
def def

X+(+1) = (+1)+x = +1
The closurem of m correspondsexactly to the smallestDBM repre-
serting the potential-set  P°'(m). Whenewer P°(m) = ;, the closure
m is not well-de ned but a smallest elemert in DBM represetting
Pot(m) still exists; it is not a matrix but ? PBM By extending the
operator sothat m = ? PBM whenewer G(m) hasa cyclewith a strictly
negative weight, we have in all cases:

m = inf,oem f X} 2 DBM | Po'(m)= Pot(x1)g:

Floyd{Warshall Algorithm. Oneway of computingm , when P°(m)
is not empty, is given by the classicalFloyd{W arshall algorithm|see,
for instance, [14, x26.2]. This algorithm has a cubic time cost with
respect to the number of variablesn . We now recall this algorithm. It
is basically a loop computing n matrices, m* to m", as follows:

8
§ me € m
mk & min(mk Lmk t+ml Y i1 Gjk n
% e def m:? |f|6]
L ) ifi=j

A nice property of the Floyd{W arshall algorithm is that, whene\er
Pot(m) = ;, the computedmatrix m" hasat leastonestrictly negative

article-mine.tex; 13/04/2006; 14:18; p.14



15

Mk ..' ,)’),g’;kj _) m ik ..' 9’),52kj
% - %
0 0 0 0
\/I mij \/J \/l . \/J
min( mjj ;
Mk +My;)

Figure 6. One step of propagation in the Floyd{W arshall algorithm.

diagonal coe cien t, and hence,it solvesboth problems of cheding for
infeasibility and computing the closurewhen it exists.

Implicit Constraints. The Floyd{W arshall algorithm has an interpre-
tation in terms of local constraints propagation. For eat node Vi in
turn, it chedks, for all pairs (Vi;V;) in parallel, whether it would be
shorter to passthrough Vj instead of taking the direct arc from V; to V.
This can be depicted as a local transformation on the potential graph,
asshown in Fig. 6. This also correspondsto adding the constraints:

Vi W% c¢c and W V, d
to derive the constraint;
Vi Vi c+d:

Sud derived constraints, that are not explicitly encaded in the original
DBM, will be called implicit constraints. E ectiv ely, the closuremakes
all implicit constraints explicit.

3.3. Str ong Closure

We now extend the closureto coherert DBMs represening octagons.
Let us considera DBM m such that ©(m) 6 ;. It is easyto see
that, if m is coheren, sois m . Moreover, P°t(m) = Po(n) =)
Oct(m) = ©ct(n), but the corverseis not true: m may not be m's
canonicalrepresenation for ©(m). Indeed, Fig. 7 presers two closel
DBMs represeting the sameoctagon but di erent potertial sets.

Intuition.  As explained before,we can view the Floyd{Ww arshall algo-
rithm as performing local constraints propagations of the form:

Ve v ¢ oand VO VO d =)

J VO VO c+d

J
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Figure 7. Two dierent closal potential graphs that represert the same octagon:
Vi 1™V, 2

min( mr;
(Mig+mrj)=2)

Figure 8. Additional propagation step performed by the strong closure.

on VP until no further propagation can be done. Our idea is to add a
secondform of local constraints propagation:

Ve VP e oand VP V0 d =)

J Ve VO (c+ d)=2

i
that is, replacingmj; with min(mjj ; (mj;+ myj)=2). This secondtrans-
formation is valid becausewe are interested only in points in 1V° such
that V0= V2 On V, it corresponds to adding the two unary con-
straints 2V; cand?2V; dto derivethe binary constraint V; V;
(c+ d)=2. Also, the secondtransformation works on pairs of edgesthat
do not form a path in the potential graph, and hence,cannotbereduced
to the rst transformation. This is exempli ed in Fig. 8.

Formalization. A DBM in R or Q that is stable by our two local
transformations will be said to be strongly closel. This is formalized as
follows:
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DEFINITION 1. m is strongly closal if and only if:

8 ..

< 8i;j; k mij Mix + My;
8i; | mi (Mg + myj)=2
8i mi =0

As for the emptinesstest of Thm. 2, we restrict oursehesto the
casel 6 Z. Indeed, our de nition of strong closureusesa division by 2
which is ill-de ned on integers.The precisetreatment of the casel = Z
is postponedto Sect. 3.5.

Saturation. Strongly closedDBMs exhibit a saturation property, that
is, every octagonal constraint in a strongly closedDBM de nes a half-
spacethat actually touchesthe octagon:

THEOREM 3. If 12 fQ;Rg and m is strongly closel, then:

1. 8i;j; if mj < +1; then 9(vy;:::;vp) 2 O (m)
such that v*  vP= mj, and

2.8i;j; ifmyj =+1; then8M < +1 ;9(vy;:::;vn) 2 O‘3t(m)
such that vjO VoM,

whee the vQ are derived from the v by vy, ; £ v and v, £ .

This property of strongly closedDBMs will be used pervasively in
our subsequeh proofs: it provides a strong link between octagons and
their represenations.

Best Representation. A rst consequenc®f the saturation property is
that there is a unique strongly closedDBM for any non-empty octagon

Oct(m). We will denoteit by m and call it m's strong closure. It is
the normal form we seek:

THEOREM 4. If 12fQ;Rgand ©%(m)6 ;, then:

m = ( Oct Oct)(m)
= inf,oem f X1 2 DBM|j ©t(m)= O%(x1l)g:

In the following section, we will seethat m always exists and can
be computed in cubic time whenewer ©°(m) 6 ;. If we take careto
extend sothat m = ?PBM whenewr ©%(m) = ;, then Thm. 4
is true for all elemens in CDBM. It is important to note that, while

Oct s only a partial function whenl| = Q, ©°¢ O s gtill always
well-de ned.
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RepresentationRedundancy. As for the shortest-path closureof DBMs
represerning potential sets,the e ect of the strong closureis to make
explicit all the implicit constraints. Thus, the normal form we choose
to represen an octagon may contain many redundant constraints, and
very few +1 matrix elemens. This is unlike other relational abstract
domains, such asKarr's linear equality domain [35] or the polyhedron
domain [22], that always chooseto remove as many redundant con-
straints as possible. This explains why, in some caseswhere a small
number of linear constraints is su cien t to perform a program analy-
sis, the polyhedron domain may use lessmemory and be faster than

the octagon domain. Experienceshows, however, that, in many cases,
the polyhedron represertations grow exponertially, while the octagon
domain guaranteesa quadratic represertation sizein the worst case.

3.4. Flo yd{W arshall Algorithm for Str ong Closure

We now presert a modi ed version of the Floyd{W arshall algorithm
that usesour two local transformations to compute m in cubic time:

DEFINITION 2. The madi e d Floyd{Warshall algorithm is de ned as
follows:

def O If|=]
MY = mr itie]
m ifk=0
S(C* Y(mk 1)) if1 k n

where mk =

and  (S(n)); ' min(nj;(nig + np)=2)

d .
and Ck(n) € min( nj; i+ ng; N+ g
j .
Nik + Ny + Nigs Nig* Nige + N )

As the classicalFloyd{W arshall algorithm, this algorithm performs
n steps.Each step computesa new matrix in quadratic time. Howewer,
eadt step now usestwo passesa S passand a CK pass.We recognizein
S our secondlocal transformation, pictured in Fig. 8. CK looks like an
in ated version of the classicalFloyd{W arshall local transformation of
Fig. 6. We chedk whether there is a shorter path from i to j via k. We
also ched for a shorter path via k. Finally we ched for a shorter path
via k and then k, and alsovia k and then k. This increasein complexity
aswell asthe interleaving of the S and CK passess important to ensure
that the local characterization of the strong closureis attained for more
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and more elemerts; that is, to ensurethat what is enforcedby one pass
is not destroyed by a later one. Alas, there does not seemto exist a
simple and intuitiv e reasonfor the exact formulas preserted in Def. 2.1
It should be consideredas a necessarytechnicality for the proof of the
following theorem:

THEOREM 5. If ©%(m) 6 ; then m computed by Def. 2 is the
strong closure as de ned by Def. 1.

Not only doesthis algorithm compute the strong closurem for any
DBM m that represens a non-empty octagon, but it can alsobe used
to determine whether a DBM represerts an empty octagon:

THEOREM 6. ©%(m)=; () 9i; m < 0, whee m" is de ned
asin Def. 2.

In-Place Implementation. In Def. 2, m is dened using 2n inter-
mediate matrices: mk and C% 1(mK) for eah 1 k n. From a
practical implementation point of view, allocating all these 2n DBMs
is a waste of memory. A rst optimization liesin the obsenation that
only two matrices are neededat any given time as ead intermediate
matrix is de ned solely using the last computed one. We can do even
better: we can update the initial matrix in-place without any extra
storage requiremert, asimplemented by the algorithm of Fig. 9. The
intermediate matrix at step k may be di erent from the corresponding
onein Def. 2, but the overall result m is indeedthe same.Although
this new algorithm is much nicer from an implementation point of view,
we will keepreasoningusing the original versionof Def. 2 which is much
simpler to describe mathematically.

Incremental Version. We now proposean incremental version of our
modi ed Floyd{W arshall algorithm that is able to quickly compute
the strong closure of matrices that are \almost" strongly closed.Sup-
posethat m is strongly closedand that nj = mj for all i; ] 2c,
which is sketched in Fig. 10. From a constraint point of view, this
meansthat we may only have altered unary constraints on variablesin

can usethe following faster algorithm to computen :

! During the nal writing of the presert paper, a simplerly et still cubic|strong
closure algorithm has been proposedby Bagnara et al. [5].
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StrongClosure (DBMm of size 2n 2n)

for k=1to nf
for i=1to 2n
for j=1to 2n
mj; min ( Mij; Mijek 1+ Mek 155 Miekn ¥ Mek;;
Miek 1) T Mek 1)@k T Mewj;

Mi@k) + Meky ek 1+ Mek 1)) )
for i=1to 2n

for j=1to 2n
mj  min(mj ; (Mig + my;)=2)

for i=1to 2n
if mj < O then return( ?P®M) else m; O
return( m)

Figure 9. In-place modi ed Floyd{W arshall algorithm to compute the strong closure
of a DBM.

1 2c 2n
1
o
2c
6 m
2n

Figure 10. A matrix equalto m except for the last 2(n  c) lines and columns.

def 0 ifi=]
M)y = nnitie]
where nk = n k=0

gk 1(C(2k 1(nk 1)) if1 Kk n
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Nij ifi;j; kK 2c
min(njj ; (nj; + nyj)=2) otherwise

118
o)

and S%(n) ;

Nij ifi;j; k 2c
in (nj; nix + nyj;  otherwise
Nig + N
Nik + Mg + Ny
Nig+ N + Ny )

and  C%(n) ; e

WA AW 00

As the sub-matrix from indices(1; 1) to (2c;2c) is left unmodi ed for
the rst citerations, we have a time cost proportional to (n ¢) n?2.
By virtually switching columnsand lines, this algorithm extendsto the
casewherethe n cpairs of modi ed linesand columnsare anywherein
the matrix, not necessarilyat the end. We will denoteby Inc,....; (n)
the result of the algorithm whenthe modi ed lines and columnscorre-
spond to variables Vj, to V;, . One particularly useful instance is Inc;
that recovers, in quadratic time, the strong closure after one or se\eral
constraints involving V; have beenmodi ed. It is important to remark
that Inc; ., is not equivalent to Inc;, Inc;,: our incremertal strong
closuremust treat all the modi ed lines and columns at once.Finally,
note that an in-place version of this incremertal algorithm, in the spirit
of Fig. 9, may be easily designed.

3.5. Integer Case

Whenewer | = Z, the emptinesstest of Thm. 2 no longer works. More-
over, the strong closureof Def. 1 doesno longer correspond to a normal
form enjoying the saturation property, neither does the result of the
modi ed Floyd{W arshall algorithm of Def. 2.

In [33], Jaar et al. proposeto consider constraint conjunctions
that are not only closedby transitivity (that is, the addition of two
constraints) but also by tightening, a new operation that allows de-
riving the constraint x bc=2c from the constraint 2x c. They
prove that constraint systemsclosedby transitivit y and tightening are
satis able if and only if no trivially unsatis able constraint appearsin
the system|suc h as0 ¢, where the constart c is strictly negative.
Later, in [32], Harvey and Stuckey propose a practical algorithm to
maintain the tightened transitiv e closure of a constraint system when
new constraints are added. Even though [33, 32] are only interestedin
cheding the satis abilit y of constraint systemsand not in constructing
abstract domains, their ideascan be of useto construct a normal form
enjoying the saturation property, which will prove sucient for our
needs.
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Strong Closure with Tightening. We rst restate the notion of tight-
ened transitiv e closure from [33, 32] using our encaling of constraint
conjunctions as DBMs:

DEFINITION 3. A coherent DBM m in Z is tightly closedif and
only if: 8
3 8i;J; k; mjj  miy + my

8i;j; my  (mig+ myj)=2
2 8i; miz is even
" 8i; mj =0

This simply amounts to stating that m is strongly closedwith the extra
requiremert that all the elemens mj; are even. Indeed, such elemerts
correspond to bounds of expressionsof the form  2V.

An important theoretical cortribution of this article is the saturation
property of tightly closedDBMs in Z and, asa consequenceits normal
form property:

THEOREM 7. Thms. 3 and 4 are true on tightly closel DBMs.

Harvey and Stuckey Algorithm. We now discussthe algorithm pro-
posedby Harvey and Stuckey in [32] to compute the tight closure.lIt is
an incremertal algorithm: given a tightly closedset of octagonal con-
straints and an additional octagonal constraint, it is able to compute,
in quadratic time, the tight closure of the set enriched with the new
constraint. Note that this incremertal algorithm is lesspowerful than
our incremertal strong closurealgorithm Inc . Indeed,Inc wasable to
recover, in quadratic time, the strong closure of a constraint set after
all constraints related to one variable have beenchanged, not just one.

We now adapt the algorithm by Harvey and Stuckey to our encading
of octagonal constraints as DBMs. Supposethat the coherert DBM m
is equal to a tightly closed DBM, except for the elemen at position
(iojo)land, by coherence,the elemen at position ({g{g). Moreover,
supposethat, if ig = fog, then the changedelemen mj,j, = M is
even. The incremertal tight closureon m with respect to the position
(io;jo) is denoted by Incﬁjo(m) and de ned asfollows:

DEFINITION 4.

Inc];,(m) ; £ min (m{; (MY + mY)=2)

where
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o
D
Q.

m? £ min (Mjj; Miig + Migje + Mjyj; if i 6

Mig + Miggg + Migj )

13
[}

min (Mij ; 2(Migjo + Mifs + (M 5io=2)); ifi=7
2(Migjo + Miig + (Mjo15=2));

2tXmiio + Miyjo + mjo{)=2C)

In Incﬁjo, we rst propagate the new constraint mj;;, to obtain
new unary and binary constraints in m% Note that the terms 2(Mijgjo+
Mirg+ (Mgi,=2)) and 2(mj,j,+ M+ (Mj,5=2)) correspond respec-
tively to the sum along the paths h; tg; {o; io; jo; {i and h; ig;
jo; To; {o; {i. We use tightening for the third derived unary con-
straint: m{%  2b(mjj o+ mMigj,+ Mj,r)=2c. In mS all the derived matrix
coe cien ts corresponding to unary constraints are even. Finally, the
new unary constraints are combined to derive new binary constraints:
(Incfj,(m))j  (md+ m%)=2. Wheneer the result of a division by
2 is not fed to the o or operator b ¢ it meansthat the division cannot
produce half-integers.

Cost Considertions. The incremertal tight closure algorithm has a
O(n?) cost. In order to obtain the tight closure of an arbitrary DBM
m, we must start from >PBM and add all the constraints mj; one by
oneand perform an incremertal tight closurelncg after ead addition.
This leadsto a O(n*) total costwhile our strong closurealgorithm had
a 0(n3) cost. It is not known to the author whether a better costthan
O(n%) can be adcieved. This may be impossible as integer problems
tend to be strictly more di cult than problems involving rationals or
reals. Recall, for instance, that integer linear programming problems
are NP-complete while rational linear programming problems have a
polynomial complexity.

If time costis a concern,onemay considerusing the original strong
closure algorithm|without  tightening|where the S pass has been
changedinto:

(S(n)); = min(nj ;b(nig + ngj)=20) (1)
or, better, into:

which is more precisethan (1) and ensuresthat unary constraints are
tight. Both resulting strong closure algorithms indeed return a DBM

article-mine.tex; 13/04/2006; 14:18; p.23



24

m in Z such that ©%(m ) = ©°(m) and which is much smaller
than m with respectto v PBM Howewer, they do not return the smallest
one as none of the modi ed S functions presene the transitiv e closure
property enforced by the C steps. As a consequencethe saturation

property is not attained. This will aect most of the operators and

transfer functions that will be preserted in the rest of the paper. Our

inclusion and equality tests will becomesemi-teststhat can fail to de-
tect that ©%(m)  ©%(n) or O%(m) = O%%(n). Our abstractions
for the union and the forget operatorsjamong others|will not bethe

bestones,etc. They will remain sound in every situation, but they will

not be aspreciseasthey might be. This looselyamourts to abstracting

integersasrationals by forgetting their \in tegral property”, something
which is commonly donein the polyhedron abstract domain. Whether

to choosethe strong closure or the tight closurewhen| = Z becomes
a cost versusprecision trade-o .

In our practical experiments, we have opted in favour of running
time: we use the modi ed strong closure (1) instead of the tight clo-
sure.We have yet to nd a real-life examplewhere the tight closureis
neededto prove a meaningful invariant. In the following, we will focus
on properties of strongly closedmatriceson Q and R, and leave implicit
the fact that all theseproperties are alsotrue for tightened matrices on
Z, thanks to Thm. 7, but not if the cubic strong closureis usedwhen
| = Z.

3.6. Summary of the Closure Opera tors

We have intro duced several closureoperators, with di erent scopesand
costs. Somework on rationals and reals while others work on integers.
Someare incremertal, others are not. We recall them in the following
table. For comparisonpurp oseswe have alsoincluded the correspond-
ing operators on DBMs represerting potential sets. For ead operator,
we include, in order, the cost of incremertally updating one constrairt,
of incremertally updating all constraints relating to one variable, and
of updating all constraints.

op erator domain I costs
closure potential sets Z, R, Q 0O(n?)/ O(n?)/ O(n3)
strong closure  octagons R,Q 0O(n?/ O(n?) / O(n®
tight closure octagons z 0O(n?) / O(n®) / O(n%
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3.7. Equality and Inclusion Testing

We are ableto comparetwo DBMs m and n usingthe v PBM order, but
this doesnot always allow comparing two octagonsas ©° is not one-
to-one. The following theoremsusethe properties of the strong closure
to solwe this problem:

THEOREM 8. m =n () ©%t(m)= 0%(n) :

THEOREM 9. m vPBM pn ()  Oct(m)  Oct(p) :

Note that, when testing for inclusion, it is not necessaryto closethe
right argumert. Testing for equality or inclusion is done point-wise, and
hence,hasa quadratic cost, not courting the cost of the strong closure.

4. Abstract Transfer Functions

The concrete semartics of a program is the most precise formal ex-
pressionof its behavior. It is generally not computable and de ned by
conmbining a small xed set of generic semariical functions, so-called
transfer functions, that model the e ect on sets of ervironments of
basicinstructions sud asassignmets, tests, and cortrol- o w joins. In
order to derive a computable static analysis, we needto de ne a sound
abstract counterpart in our octagon domain for ead of these transfer
functions. More formally, if F is a n array transfer function in the
set of concrete environments P(V ! 1), we must design an abstract
courterpart Fl in CDBM sudh that:

F( Ot (X1);ir octx}y) (ot Elyxlioox)y

Whenewer the inclusion is an equality, we say that the abstraction
is exact This is seldomthe casebecausethe result of a concrete op-
erator is rarely exactly represettable in the octagon abstract domain,
even when all its argumert are. Whenewer ( °¢t  F) ( Oct(xl); :::;

Oct(x 1)) exists{which may not always be the casewhen| = Q as
Oct js partiallit  de nes the best abstraction. It is the smallest DBM
with respect to v PBM that over-approximates the result of F. As a
consequenceit represerts the smallest octagon encompassinghe con-
crete result and inducesas few spurious program behaviors aspossible.
Sometimes,however, even when the best abstraction exists, it may be
too costly or too complexto compute. In that case,one can settle for a
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m tPBMnp =
(m tDBMn)

(m t DBM n)

Figure 11. Abstract union of octagons, based on t ®®. DBMs should be strongly
closedfor best precision. This also ensuresthat the result is strongly closed.

non-optimal abstraction. A table of all the abstract transfer functions
introducedin this section,together with a summary of their properties,
is available in Sect.4.8.

4.1. Abstra ct Union and Intersection

We start with abstractions of set-theoretic operators. The abstract
union of environments is particularly important asit is usedto model
control- o w joins occurring when the two branches of a conditional
meet and in loops.

Union Abstraction. The union [ of two octagons may not be an oc-
tagon. Indeed, octagons are always corvex, which is not a property
presened by union. By monotonicity of ©°, mt PEM n givesa sound
abstraction of °%(m)[ ©%(n). A lessobvious fact is that the pre-
cision of this operator greatly dependson which DBM argumeris are
usedamongall DBMs that represent the sameoctagons.In particular,
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(m uPBM ) =
(m uPBM n)

Figure 12. Exact intersection of octagons, based on u®®™. The arguments do not
needto be strongly closed, and the result is seldom strongly closed.

the best abstraction for the union is only readhed when the argumerts
are strongly closedDBMs, asillustrated in Fig. 11. Thus, we de ne our
union abstraction as follows:

m[%n € m)tP2M(n) :
and we have the following theorem:
THEOREM 10.
tim[O%n)y=inf fS20ctjS °%(m)[ ©%(n)g:

Another remarkable property is that t PBM presenes the strong
closure property:

THEOREM 11. m [ ©% n is strongly close.

Exact Intersection. The intersection of two octagonsis always an oc-
tagon. The uPBM operator always computes a DBM represetting the
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exact intersection of two octagons, even when the DBM argumerts are
not strongly closed,as showvn in Fig. 12, so, we de ne \ ©¢ as uyPBM
and we have:

THEOREM 12. ©9%(m\ 9% n)= 0¢(m)\ ©Oc(n) :

It is important to remark that the result of an intersection is seldom
closed,even when the argumerts are, as demonstrated in Fig. 12.

Comparison with Other Work.  The intersection of DBMs represetting
potential sets has been used for a long time by the model-cheking
community, but no abstract union operator was de ned. The idea of
computing the point-wise maximum of upper bounds to compute the
union of octagonsis already presen in the work of Balasundaram and
Kennedy [6]. Although the authors remark that the bounds should be
the tightest possiblefor the union to be precisewhile the result of an
intersection may have loose bounds, they do not proposeany way to
actually \tigh ten" them. Thus, our strong closurealgorithm is the key
to obtaining an e ectiv e best union approximation.

Note that, in the model-cheking community, it is traditional to
perform only exact computations on a computable abstract model of
the chosenprogram. In order to do this, one must represert exactly
both conjunctions and disjunctions of potential constraints. One naive
solution [24, 54] is to usea set of DBMs to represert a symbolic union
of potential sets. The problem is that sud explicit represenations
tend to grow very large, and testing the inclusion and equality of
two represertations is costly. To addressthese problems, seweral al-
ternate data structures have been proposed, basedon the concept of
decision diagrams. Two examplesare Clock Di er enag Diagrams [36]
and Di er ence Decision Diagrams [47]. Despite the lack of a canonical
form for both data structures, inclusion, equality, and emptinesstesting
algorithms are proposed. It might be interesting, from a theoretical
point of view, to seeif these data-structures can be adapted to oc-
tagonal constraints. Another issueis the adaptation, to thesedecision
diagrams, of the extra abstract transfer functions not provided by the
model-cheking community but required by an abstract domain|suc h
as generalassignmems (Sect. 4.4) or widenings (Sect. 4.7). Alas, exact
unions mean unbounded memory and time costs, regardlesson how
clever the chosenrepresenation is. Recall, however, that we do not
seekhere exactnessat any cost, but we strive for scalability. Instead
of represening unions exactly, we advocate for the use of partitioning
techniques They can lessenthe precision degradation due to inexact
abstract unions by performing caseanalyses,while having a bounded
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z
f.V ?.Oct =
Vi 25 (m) AP

(five 2% (m )

Figure 13. Forget operator on octagons|the potential graph parts involving V2, V.2,
V¢, and V¢ have beenomitted for the sake of concisenessut can be easily recovered
by coherence.

and predictable cost. Also, they do not require any changein the ab-
stract elemert represertation nor the abstract transfer functions. Suc
techniqueswere successfullyusedwithin the Astr ee analyzer. We will
not dewelop further this topic and refer the reader to [39] for more
information. Other works on partitioning techniques include that of
Handjieva and Tzolovski [31], and that of Bourdoncle [10].

4.2. For get Opera tor

From now on and up to Sect.4.6, included, all the operators and trans-
fer functions preseried on octagonswill abstract strict concrete ones.
To simplify our presenation, we will thus presert the image of non-

? DBM octagons, silertly assumingthat the image of ? PEM is always
~ DBM

Given a concrete set of ervironments R 2 P(V ! |) and a variable
Vi 2 V, the forget operator fj Vs ?p models the assignmen of a

article-mine.tex; 13/04/2006; 14:18; p.29



30

non-deterministic value into Vs :

ivi ?pR) £ f Vi 7'v]j 2R;v2lg
= f jov2l; [y 7'V]2Rg

where [V; 7! v] is the function equalto exceptthat it maps Vs to
v instead of (v). Geometrically, this corresponds to a projection on
V nf Vg, followed by an extrusion along the dimension of Vs .

In order to implement an abstract counterpart fj Vs ?QOC‘ in the
octagon domain for the forget operator, a rst ideais to simply remove
all constraints involving V; . Using our octagon encadings in terms of
potential constraints, this amounts to removing all constraints involving
V2 ;andVy:

E m; ifié2f 1,2f andj 6 2f 1,2f
fivi  2p°'(m)); £ 0 ifi=j=2f lori=j=2f
" +1 otherwise

This operator is always sound, as proved by the following theorem:
THEOREM 13. ©°t(fivi  25°%(m)) fivi  2p( °t(m)) :

Moreover, when the argumernt is strongly closed, it is exact:
THEOREM 14. ©°t(fivy  2g°%(m ) =iV  2p( °t(m)) :

Whenewer the argumert is not strongly closed,the result may not
be as good. The intuitiv e reasonis that, by forgetting constraints in-
volving V ; and V, we may also forget someimplicit constraints
on unmodi ed variables as we break all former paths passingthrough
V3 , or V. If the argumert is strongly closed,however, all implicit
constraints have beenmade explicit and this problem doesnot occur.
This is exempli ed in Fig. 13. A nal remark is that the forget operator
presenesthe strong closure:

THEOREM 15. fjV; ?QOCt(m) is strongly closel wheneverm is.

The forget operator is quite useful as a fall-back assignmen oper-
ator: fj Vi ?QOCt is always a sound abstraction for any assignmei
fj Vi expr g, regardlessof the assignedexpressionexpr. It is also
a sound abstraction for any badkward assignmen fjV; ! exprp|see
Sect.4.6. Finally, it can be useddirectly to abstract soundly the e ect
of unknown code portions| e.g., unknown libraries|or inputs from the
ervironment| e.g, le data or key strokes.

article-mine.tex; 13/04/2006; 14:18; p.30



31
4.3. Conversion Opera tors

We now present operators for converting between octagons, intervals,
and polyhedra. One application is to allow a static analyzerto switch
dynamically betweenthese abstract domainsto adjust the cost versus
precision trade-o . Another application is to design octagon trans-
fer functions by switching momertarily into another abstract domain
where this transfer function already exists and corverting the result
bad into the octagon domain. Conversionsfrom intervals to octagons,
and from octagonsto polyhedra, are exact. Conversionsfrom polyhe-
dra to octagons and from octagonsto intervals cannot be exact and
generally induce an over-appraximation.

From Intervals to Octagons. All interval abstract domain elemerts are
exactly represetable as octagons.Given an interval elemen X! : V!
(1 f1g ) (I[ f+1g)) that mapseadt variable to a lower bound
and an upper bound, we construct the following DBM containing only
unary constraints:

2k 1
2k 1

» E 2 snd(X1(W)) ifi= 2k;|
(Oct(Xhyy £ . 2 fst(XI(W)) ifj = 2k; i
' +1 elsewhere

wherethe fst and snd operators extract respectively the rst and second
componert of a pair, that is, the lower and upper boundsof an interval.

From Octagonsto Intervals. A straightforward application of the sat-

uration property of the strong closure is the ability to easily project

an octagon m onto any variable V; to obtain an interval, denoted by
i(m) and de ned as follows:

< if m = 7 DBM

def y
(m) & N o
|( ) [ m(zi 1) (gi)—2, m(2i)(2i 1)_2] ifm 6 ?DBM

We then have:
THEOREM 16. i(m)=fv21j9(vy::i;vh)2 ©O%(m);vi=vg:
An interval abstract domain elemer, that mapsan interval to eat
variable, is obtained by projecting ead variable independertly. The
result will be denotedby Int (m). If we do not usethe strong closurein

all the ;, we obtain sound intervals that are not astight as possible.
Otherwise, we obtain the bestinterval abstraction of an octagon.
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From Octagonsto Polyhedra. Converting a DBM m represeiing an
octagoninto a polyhedron is quite easyas a polyhedron can be repre-
serted internally asa list of linear inequality constraints. The resulting
polyhedron will be denoted by Poly(m).

From Polyhalra to Octagons. Converting a non-empty polyhedron P
in R" or Q" into an octagon is more subtle. Surprisingly, the frame
represeration of P is more handy here than the constraint list rep-
reseriation. We recall that a frame consistsin a nite set of vertices

represen the polyhedron:

% X * )
iVi+ iRij i O i 0 i=1
i=1 i=1 i=1
The intuition behind our conversion is to rst consider the smallest
octagon containing all verticesin V. This is simply the abstract union
[ O¢ of k octagonsreducedto a single point. Then, we setto +1 the
upper bound of any constraint not stable under translation in the direc-
tion of all rays in R. For instance, if there is ray with a strictly positive
i th coordinate, then the upper bound of all constraints involving +V;
aresetto +1 .
More formally, let v; and r; denoterespectively the i th coordinate
ofavertex V2 V and ofaray R 2 R. We generatea DBM m by
applying the following rules, for every i andj 6 i:

if 9R 2 R such that r; > 0, Wesetm(Zi)(Zi 1) = +1,
otherwise, we setm ;)i 1) = 2maxf v jV 2V g;

if 9R 2 R sudch that r; < 0, Wesetm(Zi 1) (2i) = +1,
otherwise,we setm; 1)) = 2minfvijVv 2V g;

if 9R 2 R sudh that r; > r;, we set
Mei 1@e 1= Mej)e)=+1
otherwise, we set

m(2i HE 1)~ m(zj)(Zi)= maXij V|JV2Vg

if 9OR 2 R such that ri > rj, wesetmp; 1)) = +1,
otherwise,we setm; 1)) = Mmaxf v Vvijv2V g

if 9R2 R such that ri > rj, wesetmpiyz; 1= +1,
otherwise, we setm ;) o 1) = maxf vy +vijVv 2V g
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JexprK: (V! 1! P(l)

IXK) £ 1 (X)g

JahK ) % fx2lja x bg

J eK) € f xjx2JeK )g

Jo &K ) £ fx yjx2JdeK )y2JeK)g 2f+; ;g

Figure 14. Semartics of numerical expressionsJexpr K

otherwise we set mj = 0.

This resultsin a strongly closedDBM represerting the smallestoctagon
enclosingthe polyhedron, and it is computed in O(n?  (jRj + jVj))
time. We denotethis octagonby m = Oct(P). Note that whether the
Oct operation standsfor a conversionfrom intervals or from polyhedra
will always be obvious by the context.

The casel = Z is a little more subtle. Indeed, the polyhedron do-
main in Z generally usesthe samerepresenation|and algorithms|as
rational polyhedra, but with an altered semartics. Only the points with
integer coordinates inside the rational polyhedron are considered.For-
mally, the concretization P (P) of P is replacedwith PO (P)\ z".
With respect to this semariics, the classicalpolyhedron operators re-
main sound, but lose someprecision (in particular, they are no longer
best or exact abstractions). The above cornversion algorithm would
generatea DBM with non-integer elemerts when | = Z. We argue
that it is safeto simply use this algorithm and round eadh mj to
bmj; c. We may miss points in - P (P) but no point in  PoY(P)\ z".
Consider, for instance, the one-dimensionalpolyhedron P sud that

Poly (P) = f(0:25)g, then the constructed DBM will be:

| V10 VZO |V10 VZO
m= VS 0 bO05 = VP[0 1
Vo|bo:5c 0 V20 0

andm 6 m = ?DPBM The corversion has discoveredthat POV (P)\
Z" = ;. Note that the rounded matrix is not generally strongly closed.
Our algorithm is not completeasit may not always return the smallest
octagon that encompasses oY (P)\ z".
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4.4. Abstra ct Assignment

Given a numerical expressionexpr, the e ect of an assignmen X
expr on a set of ervironments R is given by the following concrete
function:

iX exprp(R) £ f [X 71v]j 2R;v2JexprK )g

where Jexpr K ) 2 P(l) is the set of possiblevaluestaken by the ex-
pressionexpr in the ervironment . Our numerical expressiondgnclude,
but are not limited to, constarts ¢ 2 |, variablesV 2 V, and unary
and binary arithmetic operators+, , and . A corveniert trick is to
enhanceconstarts c into constart intervals [a; b], wherea 2 | [ f1g
and b2 | [ f+1g . Eadch time the interval is evaluated, a new value
within the speci ed boundsis randomly chosen.This allows modeling
non-deterministic behaviors, sudch asinputs from physical sensorswith
a known limited range. It also allows feedingthe octagon domain with
simpli ed expressionswhere complex, non-linear parts have been ab-
stracted away into intervals. Finally, it is quite useful to accourt for
rounding errors appearing when modeling oating-p oint expressions
into real expressions,as performed in [45, 46]. All three techniques
are usedin the Astr ee static analyzer [3, 9]. A classof expressions
that appearsfrequertly is tllyn\t of linear expressionswith interval con-
stant coe cien ts: [ag; o] +  ([ak;x] Vi, wherea; 2 1[ f1g and
b 2 I[ f+1g, so-calledinterval linear forms, for which we will provide
speci cally tailored transfer functions. The concreteevaluation Jexpr K
of a numerical expressionexpr is de ned by structural induction in
Fig. 14.

Note that we supposethat our programsmanipulate perfectinteger,
rational, or real numbers. We do not take into accourt the semartics
of machine-integers|that can over ow or wrap-around|nor that of
oating-p oint numbers|where ead operation induces somerounding
error. As explained in our PhD [4€], these problems can be treated
separately from the designof an abstract domain on perfect numbers.

Simple and Exact Abstractions. Only a few simple assignmen forms
have an exact abstraction in the octagon domain: X [a; ] and X

Y + [a;b]. Their abstractions are de ned in Fig. 15. Assignmeris
Vio Vi, + [a;0] and Vj, Vj, + [a;0] do not require strongly
closedmatrix argumerts but presene the strong closure.They are said
to be invertible becausethere exists badkward assignmeis with the
exact same sematrtical e ect, as we will seein Sect. 4.6. Other, non-
invertible assignmems in Fig. 15, sud as Vj, Vi, + [a;b] when
io & jo, require a strong closureargumert due to the embeddedforget
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(5 Vio [a; B oS (m)); &
3 2a ifi=2o0 1j=2o
2b ifi=20j=20 1
2 ey - Oct ) -
(fVie  ?p7(m))j otherwise
(Vo Mo+ [a; B oS (m)); &

exact
mj a ifi=20 1,]6 20 120
orj =20,i6 20 1,2
mj + b ifi6 20 120j=20 1
orj 8 2o 1,20;i= 20

% mj 2a ifi
V,

=20 =20
mj +2b ifi=20j=20 1
mij otherwise
(Vo Vio + [BiHBSaa(m)y #
a ifi=2¢ Lj=2p 1
% ori=2op;] =20

b ifi=2p 1,j=2 1
ori= 2o;j=2p
(fivi, 2p°(m)); otherwise
(fiVie  VioBoaam)i =
S my; ifi2f2l0 1,2 0gandj 212 1,209
mir  ifi2f20 1,20gandj 212 1,209
E me ifi2f20 1,2 0gandj 212 1,209
©omj ifi2f2lo 1,2 0gandj 212 1,209
iVio  VioBoaa = fiVie  Moboax Vo VioBoa
Vo Vio* [ B *

exact
iVie  Vio+ [@HBoae Ve VioBo
fiVi, Vi + [abpS% &
iVie  Vio*+ [@BBoae Ve Vio Bomac

gexact

Figure 15. Exact abstract assignmers. We supposethat io 6 jo.
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operator. The result is not strongly closed,but can be strongly closed
by merely performing an incremenrtal strong closure with respect to
the assignedvariable Vj,: Inc; . Thus, a transfer function that keeps
matrices in strongly closedform can be computed in quadratic time,
in the worst case.

In order to dealwith assignmeis that cannot be exactly modeledin
the octagon domain, we proposeseweral de nitions, in increasingorder
of precision and cost. The most preciseversionsonly work for limited
subsetsof assignedexpressions.

Interval-Based Abstraction. A coarsemethod is to perform the assign-
ment V, expr asin the interval domain. We rst extract an interval
abstract environment from the octagon. Then, we evaluate expr using
interval arithmetics. Finally, we feedthe obtained interval [a;b] to the
exact transfer function for X [a;b] presenied above. This can be
formalized as:

Vi exprgot o (m) £ fivi  (JexprK™ (Int (m))) pO% . (m)
where Jexpr K"t (X 1) denotesthe evaluation of the expressionexpr in
the interval abstract domain, on the interval abstract ervironment X/,
as derived from regular interval arithmetics [48].

The low precision of this transfer function stems from two facts.
Firstly, we do not infer any relational information of the form V; V;.
Secondly we do not usethe existing relational information in m when
computing the bounds of expr.

Deriving New Relational Constraints. Our idea here is to solve the
rst causeof precisionlossin the interval-basedassignmem, while not
handling the secondone. We still useinterval arithmetics to compute
bounds of expressionsusing only the information available in Int (m).
Howewer, we compute the boundsof expr V; for all i 6 j to infer
constraints of the form V; V;. For instance, in the assignmem X

Y + Z, wewould infer relations suchasmin(Z) X Y max(Z) and
min(Y) X Z max(Y). In orderto obtain that much precision, it
is important to simplify formally each expr V; beforeewaluating it
using interval arithmetics. In our example,(Y + Z) Y, whoseupper
bound evaluatesto max(Y)+ max(Z) min(Y), hasbeenreplacedwith
Z, that has a tighter upper bound whenewer min(Y) 6 max(Y). As
another example, considerthe assignmen X 2Y . Then, we caninfer
therelation X 'Y max(Y) insteadof X Y 2max(Y) min(Y)
becausethe expression2Y Y hasbeensimplied into Y beforebeing
evaluated using interval arithmetics.
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(iVi, exprgt(m));

2joandj =2 1

8
2max (Int (expr)) if i

2min (Int (expr)) ifi=20 landj= 2
max(Int (expr Vi,)) ifi=2ip 1,] =20 1 i06 jo
ori=2o;j =20 i086 o
max(Int (expr Vi,)) ifi=2o;] =20 1106 jo
Ol’i=2jo;j=2io 1;i06j0
max(Int(Vi, expr)) ifi=2o0 1,j=20 1i06 jo
Ori=2io;j=2j0;i06jo
max(Int( expr Vi) ifi=2ip 1,] =20;i06 jo
ori=2o 1,j =20 i0o6jo

mi; otherwise

Figure 16. Abstract assignmer of interval linear forms. and are dened in
Fig. 17, while Int (expr) is the evaluation of expr using interval arithmetics.

(aoibol+ ©  (achd W) (@GHI+ (o8] Vi) &
([0 + b+ B8]+ (o + alihc+ K] Vi)

(laoibol + o (D] Vi) &
[ b oaol* o b ad Vi)

Figure 17. Addition and opposite of interval linear forms.

We now proposea full formal de nition of this idea, including the
simpli cation step, but only in the simpler yet useful caseof the assign-
mert of interval linear forms. The transfer function is shown in Fig. 16,
denoting Jexpr K™ (Int (m)) by Int (expr) for the sake of conciseness.
The interval linear form operators and usedin Fig. 16 are de ned
by respectively adding and subtracting the interval coe cien ts corre-
sponding to the samevariable. These operators are formally preseried
in Fig. 17. They actually perform the required expressionsimpli ca-
tion by allowing se\eral occurrencesof the samevariable to cancelone
another.

This assignmenm de nition is more precisethan the interval-based
one at the cost of more evaluations of interval arithmetic expressions.
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It is not the best abstraction aswe still do not usethe relational infor-
mation in the octagon when computing the bounds for ead expr
V.

For the sake of e ciency, a practical implementation would avoid
evaluating all these4n very similar interval linear forms. It is possible
to compute once and for all both bounds of expr, and then derive
boundsfor expr V; by removing the cortribution of V;. Suppose,
for instance, that expr £ [ag;bo] +  j[3;3] V;, eah variable V;
has range [X;;y;j], and expr evaluates in the interval domain to [x; y].
We suppose,moreover, that 8j; x; 6 1 ;y; 6 +1 andx6 1 ;y6
+1 . Then, for every j 6 i sud that g 1, the upper bound for
Vi 'V, after the assignmen V;  expr is exactly y y; and the lower
bound for V; + V; is exactly x + xj. Occurrencesof +1 and 1 in
bounds add somemore complexity. For instance, if y = +1 , then we
cannot nd a nite upper bound for V;, but we may still be able to
compute a nite upper bound for some Vi V. As there are many
similar casesto consider, we chose not to presert this optimization
fully formally here. It suces to say that a careful implementation of
this assignmemn operator leadsto a cost similar to that of the plain
interval-basedassignmen.

Polyhedron-Baseal Best Abstraction. One can considerusing the poly-
hedronabstract domain temporarily to perform the assignmen transfer
function, and corvert the result bac into an octagon, as follows:

Vi exprign,(m) ¥ (Oct Vi exprg”®  Poly)(m) :

The use of this de nition is limited becausethe polyhedron domain
can only deal with assignmets of linear expressions.The de nition of
fivi  exprg™ can be found, for instance,in [22]. Whenewer | 6 Z,
the corversion to a polyhedron and the polyhedron assignmen are
exactwhile the conversionbadk to an octagonis a bestabstraction, and
hence,we obtain the best abstract assignmen in the octagon domain.
The high precision attained by fjV, exprggocl; calls for a great
cost. Becauseof the way our corversionoperators work, the assignmenm
transfer function on the polyhedron domain is fed with a constraint
represertation, while we require its output in a frame represenation.
This meansthat at least onerepresenation corversionwill occur. This
incurs an exponertial costat worse|consider, for instance, translating
the box 8i; Vi 2 [0;1] by the assignmem V1 Vi + 1; it requiresthe
computation of a frame represenation cortaining 2" vertices.

Which Operator to Chaose. Fig. 18 preseris a comparisonof our three
abstract assignmers on a\complex" assignmemn example:X Y Z.
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8
8 % 10 X 10
30 Y 10 20 X Y 10
0 z 10 10 X+Y 20
> 0O Y zZ 10 % 20 X Z 10
10 X+Z 20
m fi X Y Z g%crﬁrel (m)

10

10 X Y O
0O X+Y 20 0O X+Y 20

10 X Z 10 10 X Z 10

8
10
10 X Y O
EO X+Z 10 -0 X+2Z 10

WAV /AR 00
o
X

iX Y Zpa(m) X Y ZpSe(m) (best)

Figure 18. Constraints on variable X derived after the assignmen X Y Z
using three di eren t assignmen transfer functions. Non-optimal bounds are shown
in boldface.

We have closedthe three results and preseried only the constraints in-
volving the variable X to allow an easiercomparison.As the assignmen
X Y Z enforcesinvariants suchasX Y + Z = 0, involving three
variables, its e ect on an octagon cannot always be exactly represerhed
The polyhedron-basedabstract assignmenfifX Y Z gpoly givesthe

best result possible. Arguably, fj X Y Z g%‘ft is lessprecise:it is
not able to usethe constraint 0 Y Z to infer the information
0 X. Yet, it is much more precisethan the interval-based abstract
assignmen i X Y Zgnocfrt”e, In Sect. 5.4, we will seean example
where this extra precision is necessaryand sucient to perform an
accurate analysis. If this precisionis not su cien t, it is always possible
to designother, more specialised,abstract transfer functions, adapted
to selectedexpressionforms and someprecision versuscost trade-o .

In our implemertation, we choseto useexact assignmets fj goc,
Oct

when possible,fi p,,; when assigning an interval linear form, and
f] g%rt"el as a last resort. As the cost of the polyhedron-basedas-

signmert somewhatnulli es the gain, in time cost and easeof imple-
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JtestK: (V! 1)1 P(fT;Fg)

Ja/eK) £ fTifovi2deK ) v2JeK ) vi./ vagl
fFRifOvi2det );vo2JeaK ), vi6 vag
d 2 f=;6;<> ;90

g

Jtyandtr, K )

Jtyor to K )
Jnot tK )

fvitvojvi2JdtiK ) v22 K ) g
fvi_vojvi2JtiK );v22JtK ) g
f:vjv2JtK )g

g

13

Figure 19. Semartics of boolean expressionsJtest K

mentation, obtained by choosing the octagon domain instead of the
polyhedron domain, we do not useit in actual static analyses.How-
ewver, it is useful to perform regressiontests and experimertal studies
of precision lossesincurred when using non-optimal abstractions.

4.5, Abstra ct Test

Given a boolean expressiontest, the e ect of a test on a set of envi-
ronments R is to keeponly the ervironments that can satisfy the given
expression.It is given by the following concretetransfer function:

fitest?p(R) £ f j 2R; T 2 Jtestl ) g

where JtestK ) 2 P(fT;Fg) ewvaluates boolean expressionsin a way
similar to numerical expressions,except that it outputs a subset of
booleansf T ; Fg, whereT means\true” and F means\false". Testsin-
clude atomic comparisonsof numerical expressionsexpr ./ expr, where
J 2f=;6;< > ; g, linked using the and, or, and not boolean
operators. The evaluation of a boolean expressionJtestK is de ned
in Fig. 19 using the boolean operators ~, , and : that correspond
respectively to the logical \and", \or", and\not" operatorsonfT;Fg.

Preprocessing. In order to simplify our de nitions, we rst showv how
the analysis of any test can be reducedto the analysis of atomic tests
of the form (e 0 ?). A rst stepis to transform our test into an
equivalent test that does not usethe not operator. This is done by
\pushing" the not operators into the and and or operators using the
De-Morgan laws, and reversing the comparison operators:
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not(t; andty) ! (not ty) or (not ty)

not(ty or t;) ! (not t;) and(not ty)
not (not t) ot
!

not(e; ) er> e
etc...

Then, provided that we have a transfer function for atomic tests
(e1 ./ & ?), all not-free tests can be computed by structural induction
using the already available [ ©°t and \ ©¢ operators as follows:

fj (t1 andty) ?QOCt(m) def fity ’_)'gOCt (m)\ Ot fit, ?DOCt(m)
fj (t1 or tp) ?'gOct (m) def ity ?gOct (m) [ Oct it ?DOCt(m)

o

Finally, given an atomic test of the form (e; ./ e ?), we group the
expressionson the left side asfollows: (e; e ./ 07?) and, wheneer ./
isnot , we do one of the following:

If ./ is =, our test will be abstracted as:

fier & 0?2p°%(m)\°% fie, e 07p°%(m) :

If ./ is< and| = Z, then we can usethe test:

fie;, e+1 02p°%(m) :

If ./ is< and | 6 Z, as we have no way to represen strict
inequalities exactly, we relax the test as a regular inequality:

fiee & 0?2p°%(m):

The caseswhere ./ 2 f>; g reduceto the cases< and by
exchanging e; and e;.

If ./ is6 and| = Z, we combine two inequalities:

fier e+1 02p°%m) [° fie, er+1 0?25°%(m) :

If ./ is6& and | 6 Z, there is generally no better abstraction than
the identit y, so, we choose:

fit 2g°(m) € m :

We now explain how to abstract atomic tests (e 0 ?) using ideas
similar to our assignmen transfer functions.
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(fiVio + [0 02B55,(m); <

( min(mj ; 2a) ifi=20]=20 1
mij otherwise

(i Vig+ [asbl  0?pggq(m)); =

( min(mj ; 2a) ifi=20 1] =20
mij otherwise

(Vie  Vio+ [l 02Bgaa(m)y =
8
3 min(mj; a) ifi=2q¢ 1,]=20 1
5 ori= 2o;j=2p
- mj otherwise

(fiVig + Vig + ;B 0?Bgaa(m))ij £
8
3 min(mj; a) ifi=2pj=20 1
5 ori=2;j=20p 1
- mj otherwise

(i Mo Mo+ [l 02Bgaa(m)y =
8
3 min(mj; a) ifi=2q¢ 1]=20
5 ori=2o0 1j=2p
- mj otherwise

Figure 20. Exact abstract tests. We supposethat ig 6 jo.

Simple and Exact Abstractions. If the test has the shape of an oc-
tagonal constraint, it can be modeled exactly by simply adding the
constraint to the DBM, as preseried in Fig. 20. This test transfer
function doesnot require a strongly closedargumert. If, however, the
argumert is strongly closed, the result can be made strongly closed
in quadratic time by applying the incremertal strong closure with
respect to any of the variables appearing in the testlev en when the
test involvestwo variables, the incremertal strong closure needsto be
performed with respect to only one of them.
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Interval-Based Abstraction. When e hasan arbitrary form, it is always
possibleto fall badk to the test transfer function in the interval domain:
fie 0?p% (m) £ (Oct fie 02g™ Int)(m) \°* m
where ffe 0 ?'g'm is the classical test abstraction in the interval
domain|see [15] on how to derive test abstractions for generic non-
relational domains. Becausetests only lter out ervironments, it is
safeto keep all the constraints of the argumert DBM in the result,
hencethe intersection with m in our formula. This is quite conveniernt
becausqOct fjexpr 0?'g'nt Int )(m) doesnot corntain any relational
constraint by itself. As a conclusion,we do not infer any new relational
constraint but, at least, we keepall the onesthat were valid beforethe

test.

Due to the corversionto intervals, it is necessaryor the argument m
to bein strongly closedform to obtain maximum accuracy In conrast
to the interval-based assignmem, one pass of incremertal closure is
not su cien t to obtain a strongly closedresult as potertially all lines
and columns may be modied. This gives a total cost which is, in
the worst case,cubic in the number of variables, plus the cost of the
transfer function in the interval domain|jwhic h is linear in the size of
elwithout much room for improvemert.

Deriving New Relational Constraints. The interval-basedabstraction
is very poor. For instance, it is not able to prove that the constraint
X Y holds after the test (X Y 07?), while our abstraction
of simple testsfije 0 ?ggféct can. In order to solve this problem, we
proposean improvemert of the interval-basedabstraction ableto derive
new relational constraints. However, unlike the simple test abstraction,
it will work on all interval linear forms, and not only tests involving
octagonal constraints. For instance, it will be able to prove that, after
thetest (X Y + Z7?),X Y issmallerthan the upper bound of Z.
In order to derive somenew relational constraints, we can remark
that e OimpliesV; Vi V; V; e WhenewrV, orV; appearsin
e, there is a possibility that V; V; e might be simplied and, once
evaluated in the interval domain, givesa more preciseupper bound for
V; Vi than the interval-basedtest. A formalization of this idea, when
e is an interval linear form, is preseried in Fig. 21. The introduced
operator, ffe 0 ?gOCt has a quadratic cost. It usesthe and

rel »
operators, introducedin Fig. 17, aswell asthe Int (expr) shortcut.

Polyhedron-Baseal Best Abstraction. As for the assignmem, wheneer
e is a linear expression,the best abstraction can be computed at great
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(e 02p%'(m)); & min (m; ;m?

where mi‘j) is de ned as:

2max(Int (Vj, €)) if Qjo;i=20;) =20 1
2max(Int( Vj, €) if9o;i=20 Lj=20
max(Int(Vj, Vi, €) if 996 jo,i=2p Lj=20 1
or9o6 jo,i =20, = 2o
max(Int(V;, Vi, €) if Qg6 jo;i=2ip;j=20 1
max(Int( Vi, Vi, €) if 996 jo;i=2ip L] =2

" NRRRIRARARXRRN/ IR CO

mij otherwise

Figure 21. Abstract test of interval linear forms. and are dened in Fig. 17,
while Int (expr) is the evaluation of expr using interval arithmetics.

cost by switching momentarily to the polyhedron abstract domain as
follows:
fie 02p5y(m) £ (Oct fie 025" Poly)(m)

where the classical test transfer function fje 0 ?gPO'Y for linear
expressionsin the polyhedron abstract domain is described, for in-
stance,in [22]. This hasan exponertial worst-casebehavior. As for the
polyhedron-basedassignmem, we will refrain from using it in practice.
It is preseried here merely for the sake of completeness.

It is useful to compare, on theoretical examples,the previous two
methods with the best possible abstraction. Sudh an example is pro-

vided by Fig. 22.Note that fje 0 ?g?eﬁt is not guaranteedto be always
at least as preciseas the interval-basedsolution fie 0 ?pJ% lev en
though this is the casefor the example of Fig. 22|so, it can be worth

actually computing both and returning their intersection.

4.6. Abstra ct Backward Assignment

The backward assignmen transfer function ff X ! exprpg(R) maps a
set of ervironments R to the set of ervironments that can lead to R
via an assignmem X expr:

fiX ! exprp(R) £ f jov2JdexprK ); [X 7' V]2 R g :
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8 8
5 X 25 5 X 10
0 Y 10 5 Y 10
0 Z 10 0 Z 5
0 X Y 20 0 X Y 5
5 X+Y 35 10 X+Y 20
5 X Z 25 0 X Z 10
5 X+2Z 35 5 X+2Z 15
10 Y Z 10 0 Y Z 10
"0 Y+Z 20 5 Y+Z 15
m X Y zZ2p5% . (m)
8 8
5 X 10 5 X 10
5 Y 10 5 Y 10
0 Z 5 Z=0
X Y=0 X Y=0
10 X+Y 20 10 X+Y 20
0 X Zz 10 5 X zZ 10
5 X+2Z 10 5 X+Z7Z 10
0 Y z 10 5 Y Z 10
"5 Y+zZ 10 "5 Y+Z 10
iX Y Z2poi(m) X Y Z2p5(m) (best)

Figure 22. Constraints derived after the test (X Y Z ?) using three dierent
abstract transfer functions. Non-optimal bounds are shown in boldface.

Viewing transfer functions as relations between ervironments, ead
badkward assignmet is really the inverserelation of the corresponding
forward assignmen. Backward assignmen transfer functions are not
generally useddirectly to de ne the concrete semarics of a program.
Yet, they can be quite useful onceabstracted. One classicalapplication
is to re ne a static analysisby performing conmbined forward and bad-
ward passes,as proposedby Cousot and Cousot in [19, x6]. Another
oneis to badtrack from a user-speci ed program behavior to its origin,
sud asin Bourdoncle's abstract debugging[11].
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We did not experiment with backward assignmeits yet. Howewer, for
the sake of completeness,we provide a few abstractions of backward
assignmerms so that the octagon domain can be plugged as-is into
existing or future badkward-able analyzers. There are also plans to
include thesetransfer functions within the Astr ee analyzer preserned
in Sect. 6.

Simple and Exact Abstractions. The badckward assignmeis that can
bemodeledexactly are similar to the exactassignmets fj gg’;;m. They
are presered in Fig. 23. The backward assignmets V;, ! Vj, + [a;l]
andV, ! Vi, + [a; ] areinvertible. They are semartically equivalert
to, respectively, the forward assignmems V;, Vj, [a;0] andVj,

Vj,+[a;bl. They do not require strongly closedargumerts but presene
the strong closure. Other, non-invertible badkward assignmets, suc
asV, ! Vi, + [a;0] whenig 8 jo, correspond to substituting Vj, with
the assignedexpressionin all the constraints in m. This generatesnew
constraints that re ne all the constraints related to V;, but remove all
information about Vj,. Also, we may discover a trivially unsatis able
constraint and return ? PBM directly. To obtain the maximum precision,
the argumert matrix must be strongly closed.The resulting matrix can
then be strongly closedin quadratic time by invoking the incremertal
strong closure procedureinc; Indeed, all elemerts unrelated to V;,
or Vj, are left intact.

0ijo"

Interval-Based Abstraction. As for tests, we can use the badkward
assignmen on the interval domain to discover interval information, but
we needa way to recover somerelational information aswell. The idea
is to keepin m all the constraints that are not invalidated by the badc-
ward assignmen. Thus, we conbine the interval transfer function to-
gether with the forget operator that abstracts non-deterministic back-
ward assignmerns as well as non-deterministic forward assignmers:

Vi1 eBone(m) =
(Oct fiVvi! eg™ Int)(m)\Ot fivi  2g°%(m ) :

Deriving New Relational Constraints. For assignmems and tests in-
volving interval linear forms, we were able to re ne the interval-based
transfer functions by inferring some new relational constraints. This
ideacanbeadapted here.Giventhe backward assignmen V; ! eonm,
we can derive, for ead variable V; & V;, four interval linear constraints
by substitution: e VJ Mo 1@ 1) et VJ Mejyei 1), © VJ

M@ 1)@y, and e+ V M)y 2iy- The resulting transfer function
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iVio! Vio+ [iblBoae = iVie Mo+ [ b alboa

exact exact
Vo ! Vio* [BBoax = Mo Vio* [ B boan
Moo 1 228NA Mg, 1)), 20 then

(f Mo ! [a; b Pone (M) &

2(Mi g * D))

+1 ifi2f20 1,200
§ orj2f2o 1,209
mj; otherwise
otherwiseg fiVi, ! [a;bpos. (m) = 2 PBM
if Moo 1Ee 1) a and Mois 1)@ie 1) b, then
(@Yio! Vio + [a bl goact (M) <

min (M ; My, 4 D
if i = 2ig l;j 2f2p 1;2]0 1;2i0;2jog

min (M ; My 55,y + b

ifj = 2ig; i Z2f2ig 1;2]0 1;2i0;2jog
min (M5 M) 3)

if i = 2i0;j 2f2l0 1;2j0 l;2i0;2jog
min(my; Mo, 1y @)

If] = 2i0 1; i 2f2l0 1;2j0 1;2i0;2jog

min (my; ; Moo 1)@jo + 2b) ifi=2p 1, = 2p
+1 ifi 220 1209

orj2f2o 1,209

m otherwise

]
otherwisg fiVi, ! Vi, + [a;b] PO, (m) = ? PBM

exact
fiVig! Vi + [ bpoay &

fiVig! VieDoma fiVie! Vi, + [a;blpon

exact

§ min (my; ; 2(mi(2j0 1) a); ifi=112f20 1,209

Figure 23. Exact abstract backward assignmers. We supposethat io 6 jo.
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Vil epo €
(f . . =2 ?i Oct fi Vi ~yOct \ Oct
e Meye y=2?0e Vi 2077 )(m)
(fe  mei yen2 o Vi 2p%%)(m) \ o
Ti%cjt (fie Vi mg e 1?0 v 2p°%)(m) o
Ti%cjt (fie Vi mgy@ 1?05 i 2p°%)(m) \o
Tioecjt i e Vi mg ye 2 Vi ?2p°)(m) \ o
A oe Vi mepye 2Dt fiVi ?p%%)(m)

Figure 24. Abstract backward assignmen of interval linear forms.

Oct and de ned formally in Fig. 24. We start

is denoted by fiVi ! epy

from a coarseabstraction of the badkward assignmen, fjV; ’?QOCI,
and then add all these constraints using the test transfer function for
interval linear forms, fjexpr 0 ?g?eclt, preserted in the precedingsec-
tion. Note that ead of the 4n test transfer functions applied will derive
a quadratic number of constraints, and so, we generatea cubic total
number of constraints. Hence,our transfer function hasan unavoidable
cubic cost. Moreover, our operator requiresa strongly closedargumert

for best precisionand it doesnot presene the closure.

Polyhadron-Basel Best Abstraction. As for the test and assignmen
transfer functions, wheneer the expressione is linear, a best abstrac-
tion can be computed with exponertial worst-casecost using momen-
tarily the polyhedron abstract domain as follows:

Oct

Vil eppy(m) € (Oct Vil ep™ Poly)(m) :

Invertible Assignments. An assignmet is said to be invertible when-
ever there existsa badkward assignmem with the exact samesematrtical
e ect. We have already seensimple examplesof invertible assignmets,
such as 'V, Vi + [a;b], which has the same concrete semarics as
Vi ' Vi [a;h). It is possibleto exploit this fact and abstract an
assignmen using an abstract badkward assignmen transfer function
or, corversely to abstract a backward assignmem using one of our
abstractions for forward assignmets.

We will now considermore closelytng caseof backkward assignmers
of interval linear forms: Vi I [ag; o]+ ; [a;B] V. It is easyto see
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that, if & = b and a; 6 0, then this badkward assignmen is invertible
and hasthe exact samee ect asthe forward assignmer:

X
Vi (1=a) Vi ([ao;bo]=a) (a:bl=a) V

j6i
If 8 6 b and 0 2 [a;; b], the badkward assignmen may not be invert-
ible. Indeed the inverserelation of the concgetesemartics assaiatesto
Vi the setf (1=x) Vi (laoikol=x)  je; (@:h1=x)  Vj jx 2
[ai; b] g, which may not be expressibleas an interval linear form. Still,
we can model it using the following forward assignmert

X
Vi (Hai;b]D) Vi ([ao; bo]ai; b) ((g:;8Hai;b]) Vv

j6i
where the division of two intervals is de ned asusual in interval arith-
metics [48]. In this second case, the forward assignmemn may vyield
more behaviors than the original backward assignmem becausewe have
forgotten some relationshipsjnamely , between the choices of values
within the intervals [a;; ] when evaluating the right-hand side. Yet,
this is a sound abstraction and we can use our linear cost abstract
assignmen for interval linear forms fj V; eg?;,‘ of Fig. 16 instead of
the cubic cost abstract backward assignmen for interval linear forms
fiVvi! eg?;,‘ of Fig. 24. We gain much time. Howewer, it is not clear
which operator givesthe most preciseanswers. Indeed, both operators
perform someabstractions which are di cult to comparein general. If
precision is a concernand not cost, one can perform both operations
and return the intersection of the results.

4.7. Extrapola tion Opera tors

Due to loops and recursive functions, the cortrol- o w graph of a pro-
gram generally contains cycles,which leadsto computing least- xp oints
in the concrete semartics. In order to over-appraximate sud concrete
Xp oints, oneideaisto compute xp oints in the abstract domain. Alas,
abstract xp oints arein generalnot computableif the abstract domain
hasanin nite height, which is the caseof the octagondomain. In order
to e ectively compute abstractions of concrete least- xp oints, Cousot
and Cousot propose,in [17], to designso-calledwidening and narrowing
extrapolation operators.

Increasing Iterations. We recall from [17] that a binary operator O in
an abstract domain D! that is partially orderedby v! is a widening if
and only if:

1.8x1; vl 2 pl; (x1 oyl w! x!;vl, and
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2. for every chain (Xi])iZN, the increasing chain (Yi])iZN de ned by

v e X
def
vl € vloxi,

is stable after a nite time, i.e., 9n< ! ; Yr1+1 =v].

Then, if Fl is a sound abstraction of the operator F, the sequence
Xy € 21 xl, € xJoFl(x]) reades,in nite time, a stable
iterate. This iterate is an abstract post- xp oint, and hence,it is a
sound abstraction of F's least- xp oint.

In order to designa widening for octagons, we use the sameidea
as for the standard widening in the interval [17] and the polyhedron
domains [30]: we remove unstable constraints. The resulting standard
octagon widening oggt is de ned point-wise on DBMs as follows:

Oct g Mj it mj nj
(mOgsa mi = 44 otherwise

More generally any widening on initial segmets, that is, intervals
of the form [1 ;a]; a 2 I, givesrise to a widening on octagons by
point-wise extension. For instance, Cousot and Cousot proposein [21,
x8] to improve the standard interval widening in order to infer sign
information. If an interval not cortaining O is not stable, they rst try
to seeif 0 is a stable bound instead of deciding it should besetto 1
A further generalisation, preseried in [21] and widely usedin [8], is to
designa widening parametrizedby a nite setT | of thresholds.Each
bound is enlargedto the threshold immediately greater. We bail out to
1 only when we are out of thresholds. This adapts nicely and gives
a family of octagon widenings with thresholds O parameterized by
T asfollows:

def
(mSOt(%CI n)j =

< Mj if mij njj
minf xjx2T[ f+1g;x nj g otherwisewheni 6
minf 2xjx2T[ f+1g;2x nj g otherwisewheni = |

Note that, wheni = T, we usethe set of thresholds 2T instead of T.
This is becausesud matrix positions correspond to upper bounds of
constraints of the form  2V4-5.  mj;. We can prove the following

property:
THEOREM 17. 02§ and Of* are indeed widenings.
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Decreasing Iterations. Once an abstract post- xp oint is found, it is
often possibleto rene it to get a smaller abstraction of the con-
crete least- xp oint using decreasingiterations. We recall here the re-
quired properties of a narrowing operator M as proposedby Cousotand
Cousot in [17] to compute, in nite time, limits of sound decreasing
iterations:

1.8x1:yl 2 DI; (xX1ul Y vI (XIMYD) vI XI|jwhere ul is the
greatestlower bound with respect to v !|and

2. for ewvery chain (Xi])iZN, the chain (Yi])iZN de ned by:

is ultimately stationary after a nite time, i.e.,9n <! ;Yn]+1 =Y/l
Then, the sequenceyd £ X1, vl, € vlIMFI(v]) corvergesin
nite time towards an abstraction of F's least- xp oint smaller than
X1, provided that X! is itself an abstraction of F's least- xp oint.

As for the widening, any narrowing on initial segmers givesriseto a
narrowing on the octagon domain by point-wise extension. We presen
herea\standard" narrowing basedon the standard interval narrowing.
It only re nes constraints involving +1 :

t def njj if mj = +1
m C n . = .
(m MGG ) mj  otherwise

We can prove the following property:

THEOREM 18. MJS is indeed a narrowing.

Widening Limitation. It is important to remark that, even though,
by de nition of widenings, the sequencem*1 £ mi QOct pi+l 3|
ways corvergesin nite time, the sequencem*! £ (m') QOct ni+l
may not. Fig. 25 gives an example of such a diverging sequence.lt
correspondsto searding for a loop invariant in the program of Fig. 26
(where the calls to random() denote non-deterministic loop exit and
test conditions) using the standard widening ogtgt.

This behavior is unlike that of most operators and transfer functions
we presented earlier. Indeed, other operators could be safely used on
DBMs that are either strongly closedor not, generally at the cost of
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4i+1

m2i m2i+1

def

Figure 25. Example of in nite increasing chain de ned by m'** (m" 0% n'*t,

Vi=10
V2= [ 1;1]
while random() f
if Vi=Vv2f
if random() f V2:= VI+[ 1;1] g
else f Vii= V2] 11] g
g
g

Figure 26. A program whoseanalysis leadsto the in nite increasing chain of Fig. 25
if we wrongly closethe widened iterates.
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the some precision degradation. Closing the argumerts of a widened
sequencepn the other hand, jeopardizesthe xp oint computation. An
intuitiv e explanation for this problem is that the proof of termination
for the sequencem*l £ mi 0% ni*l relies on replacing more and
more matrix coe cien ts with +1 , while the strong closure tends to
reducethe number of + 1 coe cien ts. More generally it is know that
widenings cannot be applied point-wise in reduced products of abstract
domains. Indeed, our octagon domain can be seenasthe reducedprod-
uct of 2n? abstract domains, eat one of them focusing on an invariant
oftheform X Y ¢ While many operators|suc h asthe union and
the widening|p erform point-wise on thesedomains, the strong closure
plays the role of a 2n? way reduction betweenthem.

Our solution to this problem is to always feed the result of the
previous widening application m' unchangel as left argumert to the
next widening application m'*1 £ mi 0%t ni*1  Of course,the strong
closure of the widened iterate (m') can be safely usedto compute
the right argumert of the next widening application, asin n'*! =
F((m") ). Although this works perfectly well, having the correctnessof
an operator depend on which DBM m is used among all those repre-
serting the sameconcreteelemen  ©°(m) is not fully satisfactory. As
an illustration, the original polyhedron widening proposedin [22] also
dependedon the set of inequalities chosento represen the argumerts,
but this was subsequetly corrected by Halbwads in [30]. The design
of sudh a semantial, yet precise,widening for the octagon domain is a
future work.?

Note that our narrowing doesnot su er from the samelimitation:
any argumert can be safely strongly closed.Moreover the right argu-
ment of the widening can be safely strongly closed;we thus compute
mi*l £ mi 0%t (ni*l) | In cortrast to the abstract union [ ©¢,
strongly closedargumerts do not always give a more preciseresult as
extrapolation operators are naturally non-monotonicland the result
of nestediterations with widening is even lesspredictable.

4.8. Summary

We have introduced quite a lot of abstract transfer functions with
di erent precision versuscost trade-o s. Also, somefunctions require
strongly closedargumerts for best precision. Somefunctions presene
the strong closure, while others do not. For somefunctions, an incre-
mental strong closureis sucient to get the result in strongly closed

2 gee[5] for novel widening ideas proposedby Bagnara et al. during the writing
of the presert article.
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transfer . arg. should result
. cost precision .
function be closed? is closed?

set-theoretic  (Sect. 4.1)
\ Ot n2 exact no no
[ oct n2 best yes yes

assignment (Sects.4.2,4.4)

v 2p°® n exact yes yes
fiv e ggf;ct n exact may via Inc
v  epg>® n poor yes via Inc
v ep n medium yes via Inc
iV epoy e best no yes
test (Sect. 4.5)

fitest 20, 1 exact no via Inc
fj test 2P, n? poor yes no
fj test 2" n2 medium yes no
fi test 2[5, e best no yes

backward assignment (Sect. 4.6)

fiv! e ggf;ct n exact may via Inc
v epos n2 poor yes no
fiv! ep nd medium yes no
v epps e best no yes

extrap olation (Sect.4.7)

o9 n?, n? medium NO no
ot n2, jTi n? medium NO no
= n?, n? medium no no

Figure 27. Summary of our abstract transfer functions and their properties.

form. The table in Fig. 27 tries to sum-up all these properties. Note
that, in this table, the costis given without that of the strong closure
that may be required to get the expected precisionor a strongly closed
result. Likewise,the cost of the incremertal strong closurethat may be
required to obtain a strongly closedresult is omitted. Thus, depending
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on the case,you may have to add a cubic cost (for strong closure) or
quadratic cost (for incremertal strong closure).

Finally, we recall that sometransfer functions are limited to certain
expressionforms:

the exactassignmetts, tests, and badkward assignmers are limited
to expressionsinvolving at most two variables (including the left-
hand variable for assignmens and badkward assignmers) and unit
coe cien ts;

the poly assignmerts, tests, and backward assignmeits are limited
to linear forms;

the rel assignmers and tests are limited to interval linear forms.

Finally, for the extrapolation operators, two costsare given. The rst

one is the cost per operator application. The secondone is an upper
bound on the number of iterations before stabilisation|so-called the
maximal height of ascendingand descendingchains. It is also recalled
that widening argumerts should not be strongly closed,asthis disrupts
the stabilisation of iterates.

5. Analysis Examples

In this section, we provide various example analyseson program frag-
merts to illustrate the usefulnesof the octagon domain when analysing
loops and numerical programs. These examples cannot be precisely
analyzed with a non-relational abstract domain, such as the interval
domain. Someof them require inferring bounds on variable sums, and
hence,cannot be analyzedusing the zoneabstract domain we proposed
in previous work [43]|the zone domain can only infer constraints of
the form X Y cand X c. In all but the last example, the
octagon domain givesthe expected, most precise,answer. The polyhe-
dron domain givesstrictly better results only in the last example, and
the result obtained by the octagon domain in that caseis still good.

5.1. Increasing Loop Counter

We rst considerthe following loop that iterates from O to N:

X:=0

N:= [0;+1]

while = X < Nf
X = X+1

g -
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We suppose that our analysis performs a standard widening at the
program point -, betweenthe while keyword and the loop condition.
This point is traversedwhen we rst enter the loop and after eat loop
iteration, just before we test whether we should stay in the loop or
exit. An interval analysis would only discover that X2 [0;+1 ] asthe
constraint X  0is stable while the upper bound of Xis not. The octagon
domain will discover that the more precise,relational, constraint X N
holdswithin the loop. Combined with the loop exit condition X N this
allows proving that, at the end of the program - , X=N The polyhedron
domain would nd the very sameinvariants.

5.2. Decreasing Loop Counter

Consider now the following examplewhere the loop courter | is decre-
mented at ead loop iteration while the index Xis incremented:

I = 16

X=1

while | >0 f
X = X+1
I =1 1

Iterations with the standard widening in the octagon domain are able
to provethat X+ | = 17isaloop invariant. Howewer, asl 's lower bound
decreasest ead iteration, the widening will only be able to infer that
I 2 [1 ;16]. Decreasingiterations with the standard narrowing are
requiredto provethat, within the loop,| 0. Alternativ ely, we canuse
a widening with thresholdsinstead of the standard widening, provided
that 0 2 T. Combined with the loop exit condition | 0, this gives
| = 0, and so, X= 17 at the end of the program.
As in the precedingexample,the interval domain is not ableto nd

a preciseupper bound for X The polyhedron domain would nd the
very sameinvariants asthe octagon domain. It would also require the
use of either a narrowing or a widening with thresholds.

5.3. Absolute Value

Consider the following code that computesthe absolute value Y of X
beforetesting whether it is smaller than 69:
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X
i

[ 106 100]
Y =X
if Y Of -Y:= Y- gelsef ®g¢g

if Y 69f° g

Program points of interest have beennumberedfrom - to ° . In par-
ticular, at ° , wehave 69 X 69, becausethe absolutevalueY of X
is assumedto be lessthan 69. The invariants computed in the octagon
domain are:

- 100 X 0"~ 100 Y OM X Y=0~" 200 X+Y O

- 100 X 0~ 0 Y 100~ 200 X Y O™ X+Y=0

® 0 X 100~0 Y 100 X Y=0~0 X+Y 200

100 X 100~ O Y 100~ 200 X Y O~
0 X+Y 200

° 69 X 6970 Y 69~ 138 X Y O0O~7
0 X+Y 138

Intuitiv ely, one may think that the most preciseboundsfor X at °
canonly be discoreredby an abstract domain able to represen the con-
straint Y= jX. In fact, this intuition is false and the octagon domain,
which cannot represen such a non-linear and non-corvex constraint,
nds the most preciseboundsfor X The important point is that, at ,
we are able to infer the information Y X Ythat will be combined
by strong closurewith the information Y 69at ° . This analysisworks
equally well if we modify the 100 and 69 constarts. The samebounds
can be found by the polyhedron domain, but not the interval domain
or the zone abstract domain.

5.4. Rate Limiter

Our last exampleis the following code implemerting a rate limiter :
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Y=0
while random() f
X = [ 128 128]
D = [0;16]
S=Y
R:=XS
Y = X
if R Df - Y= S D® g else
if D R f~ Y:==SD° g
g

At ead loop iteration, a new value for the entry Xis fetched within
[ 128 128]and a new maximum rate Dis chosenin [0; 16]. The program
then computesan output Y that tries to follow Xbut is forcedto change
slowly. The absolutedi erence betweenY and its valuein the preceding
iteration is boundedby the current value of D. The variable Sis usedto
store the value of Y from the previous iteration while Ris a temporary
variable usedto avoid computing the di erence X Stwice.

The output Y is bounded by the range of X that is, Y2 [ 128 128].
To prove this, supposethat Y 2 [ 128 128] at the start of a loop
iteration. One of the three following casesmay occur at the end of the
sameloop iteration:

If D< R< D thenY= X

If R DthenY=S DAsR=X S wehaveX S D, so,
S D XThus,X Y S soY2[ 128128].

If R DthenY= S+ D AsR=X S wehave X S D so,
S+ D X Hence,S Y Xso,Y2[ 128128].

Interval Analysis. The interval analysisis not able to keep any re-
lationship between R X, and S. As a consequencethe tests R D
and R Ddo not re ne the boundsfor S Dnor S+ D The anal-
ysis behaves exactly as if these tests were ignored, that is, asif Y
was non-deterministically incremerted or decremerted by D at each
loop iteration. An abstract semarics using the best interval transfer
functions and exact xp oint computations without wideningwould nd
that Y is unbounded,thus, no computable xp oint abstraction can nd
nite boundsfor Y.

Octagonal Analysis. In order to nd the most precise bounds for Y,
that is Y2 [ 128 128], one needsto exactly represen the constraint
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R= X S which is not possiblein the octagon domain. Nevertheless,
our non-optimal assignmen transfer function for interval linear forms,
fiv egr%‘ft, is powerful enough to derive the constraint R+ S 2
[ 128 128]. Supposethat Y2 [ M;M] at the beginning of the current
abstract loop iteration. Then, at -, we alsohave S2 [ M;M] and the
following computation occurs:

At - , the test implies R+ D 0, which implies R 0 and S=
(S+R R 128,s0,S2 [ 128M]. At ®,Y S D2 [ 16,0],
which givesY=(Y 9§+ S2[ 144M].

At , the test implies R D 0, which implies R 0and S
(S+R R 128,50,S2[M;128].At°,Y S=D2 [0;16], which
givesY=(Y 9+ S2[ M;144].

At the end of the current loop iteration, by union, we get Y 2
[ max(M;144) max(M; 144)].

Thus, the iteration is stable if and only if M 144. As a conse-
guence,a static analysis using the widening with thresholds O on
the octagonal domain will nd as bound for Y the smallest threshold
greater than 144. Even though this result is not optimal, we are still
able to derive nite bounds for Y provided the widening we use has
su cien tly many steps.

Finally, it isimportant to remark that, if we had usedthe lessprecise
interval-basedabstraction fiV  epJs. ., instead of iV eprs' for
the assignmems R:= X S Y:=S D andY:= S+ D we would not
have beenable to nd any bound at all. Also, the much more costly
polyhedron-basedabstraction fj V e'goCt would not have given any

poly
increasein precisionwith respectto fj Vv eg%‘ft on this example.

Polyhadron Analysis. Unlike the three precedingexamples,the poly-
hedron domain performs here strictly better than the octagon domain.
Indeed, as it is able to manipulate constraints with three variables, it
is able to prove the most preciseinvariant: Y2 [ 128 128]. Moreover,
the octagon domain required the useof a custom widening with a user-
supplied threshold, while the polyhedron domain can nd the most
preciseresult using the standard widening, without any external help.
If oneis only interestedin nding somebound for Y, and not nding

the tightest one, the octagon domain is still su cien t.
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6. Application to the Astr ee Analyzer

The octagon abstract domain preseried in this paper has been im-
plemerted as a freely available general-purposelibrary [41]. A simple
academicanalyzer using this library is included in the distribution and
also available on-line [42]. More importantly, the library was incorpo-
rated into the Astr ee static analyzer [8, 9, 3] which is a joint work
by the Abstract Interpretation teamsat the Ecole Normale Superieure
(ENS), in Paris, and the Ecole Polytechnique, in Palaiseau.

6.1. Brief Present ation of Astr ee

Astr eeisane cien t static analyzer, written in OCaml [49], focusing
on the detection of run-time errors for programs written in a subsetof
the C programming language.Due to abstractions, the issuedwarnings
may be either real bugsor spuriousbehaviors called\false alarms”. The
goalof Astr ee is to prove the absenceof run-time errors meaningthat,

when analysing a correct program, the analyzer should issuevery few
or no alarm at all. Howewver, we require Astr ee to be very preciseonly
when the analyzed program belongsto a certain program family, that

will be described bellow. Becausewe aim towards code certi ¢ ation,
not bug searding, eat alarm must be thoughtfully inspected manu-
ally. Thus, only up to a dozenalarms is acceptable,while a so-called
selectivity of even 99% would require thousands of manual inspections
which would befar too prohibitiv e. To achieve this goal, seeral abstract
domainsare usedin combination during the analysis. They are written

as modules using a common interface and can be easily plugged into
the analyzer.

Currently, the family of programs consideredby Astr ee is that
of safety, critical, embedded, y-b y-wire software for Airbus planes
[2]. The consideredsubset of the C programming language excludes
recursion, union data-types, dynamic memory allocation, calls to the
C library, and multi-threaded programs. Howewer, it includes arrays,
(possibly unbounded) loops, and oating-p oint computations. Run-
time errors we ched for include integer and oating-p oint divisions
by zero, integer over ows, generation of oating-point +1, 1 , or
NaN, and out of bound array accessesThe consideredprogram family
has somefeaturesthat make the analysis quite di cult:

The considered programs are quite large: up to a few hundred
thousand lines.
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There is a very large loop that runs for a long time (3:6  10°
iterations) and executesmost of the code at ead iteration (some
parts get executedup to twelve times per iteration).

There is a very large number of global variables(e.g., 14 000global
variablesin our 70 000 lines example). They store the information
for the current state and are read and written at least once per
iteration.

A large part of the program is dewoted to oating-p oint computa-
tions (half the global variables are oating-p oint).

Computation paths from input valueswith known boundscan be
very long and may spreadacrossmany loop iterations, and hence,
rounding-errors accunulate easily

6.2. Integra tion of the Oct agon Domain

Even though the invariants required to express the absenceof run-
time errors have an interval form, the interval domain is not su cien t
to infer precise enough inductive invariants to derive tight enough
bounds. Equivalently, the proof of absenceof run-time error cannot
be encaled using solely the non-relational interval abstraction. Thus,
Astr ee makes use of relational domains. In particular, the octagon
domain waskey in the removal of hundredsof falsealarms, somecoming
from code fragmerts semartically similar to those of Sect. 5.

We will now focus solely on the in uence of the octagon abstract
domain in Astr ee and refer the readerto the papers[8, 9, 38, 39, 27,
28] and the web-page[3] for more generalinformations about Astr ee
and the other abstract domainsit includes.

Floating-Point Octagons. In order to soundly abstract oating-p oint
computations, we rely on the framework preseried in [45, 46]. Floating-
point expressionsare rst transformed into interval linear forms on
reals by abstracting rounding errors as non-deterministic error inter-
vals. Then, in order to achieve maximal e ciency, all the algorithms
preseried in the presen paper have beenimplemened using oating-
point numbers instead of arbitrary precision rationals. The soundness
of our implementation is guaranteed by always rounding the manipu-
lated upper bounds towards +1 . Both stepsresult in some precision
degradation but allow constructing an abstract domain that abstracts
oating-p oint numbers using only oating-p oint computations. It is
quite important to note that, currently, the polyhedron domain does
not include abstract transfer functions to treat the interval linear forms
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that occur naturally when abstracting oating-p oint expressionsAlso,
it doesnot provide soundalgorithms using oating-p oint numbersonly.
Thesefacts, aswell asthe reducedalgorithmic cost, advocated strongly
in favor of the octagon domain for the relational analysis of real-life
programs. It is interesting to note that we never encourtered any false
alarm that could only be removed by using more general linear in-
variants than octagonal ones. Parts of the program that were out of
the readh of the octagon domain required the design of new abstract
domains for non-linear or temporal invariants [27, 28], as well as the
use of genericpartitioning techniques.

Widening. In order to stabilise loop invariants in nite time, we use
the widening with thresholds Of® in the octagon domain. All the
invariants we encourtered werein fact stable for boundsthat are\large
enough”. More precisely all abstract bounds stabilised to the smallest
threshold larger than the concretebound|plus an extra rounding error
asthe abstract computations are performed using oating-p oint arith-
metics. Thus, the exact concrete bounds never neededto be known
in advance nor inserted manually. Such an example is given by the
rate limiter of Sect. 5.4. As a consequencethe exact value of the
widening thresholdsis of no importance to prove that our variablesare
bounded and the thresholds do not needto be adapted from one pro-
gram to another. Howewer, asour programs are composedof many suc
computations in sequencejmprecision|that is, the di erence between
the stable abstract bound found and the actual concrete xp oint|
accurnrulates easily Then, subsequeh operations on stable but too
large bounds may result in false alarms. This meansthat the set of
thresholds should be su cien tly dense.lt should not be much denser
than required, however, asthe number of thresholdsdirectly a ects the
number of abstract iterations, and so, the analysistime. In Astr ee,
we use, as set of thresholds, a simple piece-wiselinear ramp with a
few dozenvaluesonly. By trial-and-error, it wasnot dicult to nd a
ramp that is su cien tly precisefor all the programs we analyze, and
yet provides reasonableanalysis times.

OctagonPacking. Eventhough its costis light comparedto the poly-
hedron abstract domain, it would still betoo costly to usethe octagon
domain to relate all live program variables in one large octagon, as
there can be tens of thousands of them at any given program point.
We decided,instead, to break down our variable setinto packs of a few
variables, ea padk corresponding to variables that should be related
together.

article-mine.tex; 13/04/2006; 14:18; p.62



63

Given a xed pading, an abstract environment then maps an oc-
tagon of the correct dimension to ead padk. Transfer functions and
operators are applied point-wise. Note that a variable may belong to
seweral padks. Propagating information betweenthe pads is possible
by using common variables as pivot. It would enhancethe precision.
Howewer, we found it easier,when extra precisionwasneededto remove
falsealarms, to re ne the automatic padking strategy instead. The cost
of the octagonal analysisdependson se\eral parameters:the number of
octagon pads, the size of octagon pads, but alsothe number of times
the samevariable appearsin dierent octagons|this determinesthe
number of octagonsupdated by ead transfer functions application.

Automatic Packing Technique. Which variablesto pad together can
be speci ed manually in the analyzed program. After a few manual
experimens, we deweloped a pading algorithm to automate this task
for our consideredprogram family. This algorithm traversesthe code
syntax tree and maps a padk to ead syntactic C block, that is, code
sequencéoracketed within f and g but also bracketed and unbracketed
if-then-else branches and loop bodies. In order to Il the pad for a
given syntactic block with variables, we perform the following lItering

steps:

1. We rst gather all statemerts in that block, excluding the state-
merts in its sub-blocks.

2. From these statemerts, we only keep simple C expressions.This
includes assignmers but not if and while statemerts.

3. From ead sudh expression,we extract the variables it uses but
ignore a variable if there is little chancethat the expressionbehaves
linearly with respectto this variable. More precisely we do not scan
the argumerts of a bit-level C operator, a function call, an array
lookup, or an \address-of* operator, but we scanrecursively both
argumerts of the +, -, and * arithmetic operators, as well as the
&&and || logical operators and all comparison operators; we also
scanthe left argumert of a/ operator.

4. For eat expression,if the set of extracted variables cortains at
least two variables, we add all extracted variables to the pad. If
it corntains only one variable, we do not add it. For instance, the
assignmen X=Y+(Z&2)will resultin both Xand Y beingaddedto the
current pack, Z being ignored as argumert to a bit-level operator.
As another example, X=3 does not cortribute any variable to the
padc.
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In addition, steps3 and 4 are executedon expressionsappearingin an
if-then-else condition but the extracted variables are addedto both the

block enclosingthe if statemert and the blocks in the then and else
branches. Variables are also extracted from ead loop condition and

added to both the block enclosingthe loop and the loop body block.

The e ect of this ltering isto keep,for eat assignmen, only variables
that have an opportunity to generatelinear relational invariants. If we
areto analyzethe e ect of a sequenceof assignmers and tests sharing
commonvariableswith the bestpossibleprecision,it is necessaryto put

all the variablesof the involved expressionin the same octagon pad as
there is no information transfer betweendistinct pads. As padking all

the extracted variablesfrom all expressionsin the sameoctagon would

result in a huge octagon, we relate together only variables from ex-
pressionsin the samesyntactic block and from conditional expressions
that relate the block to both its directly enclosingblock and nested
blocks. This strategy could be extendedby consideringthe expressions
in nested sub-blocks up to some nesting limit. This would result in

larger padks|but lessof them. In addition to variables extracted from

expressionsusing steps 3 and 4, we add to the octagon pad of loop

bodiesany variable that is either incremerted or decremened, sothat

we are able to infer relationship between loop counters, as shawvn in

Sects.5.1 and 5.2. It is quite important, for the consideredfamily of

programs, not to rely on variable declaration but on variable usageto

de ne pading. Otherwise, this would result in all global variablesbeing

padked together in an octagon with thousands of variables.

We perform an optimization step before passing the pading in-
formation to the static analyzer. If the set of variables of a padck is
included in the set of variables of a larger pad, then the smaller padk
is discarded. We stressthe fact that, even though we rely on a local
analysis of the syntax to determine which variables should be related
together, the pading is consideredglokally by the subsequen static
analysis. Octagonsare no longer attached to syntactic blocks and live
throughout the abstract execution of the whole program.

The pading and automatic padking techniques are not tied to the
octagon domain and can be usedto limit the cost of any relational
domain|indeed, in Astr ee, a similar technique is used also in a
partitioning domain basedon decisiondiagrams.

6.3. Resul ts

We now presert some experimental results with Astr ee on a few
programsin the consideredfamily, with varying code size.
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Packing Results. We rst presen statistics on the octagons selected
by our automatic padking strategy. Our family hasbeensplit into two
sub-families: the three lower, more recert, C programs have a slightly
di erent structure. The code sizeis computedasthe number of indented
lines of C code after merging all the preprocessedource les together|
thus eliminating all uselessor redundant declarationsin headers.Next
to the number of variables, the number of octagons, and the average
number of variables per octagon, we give the percertage of octagons
that were proved useful a posteriori. More formally, we compare, after
ead transfer function application, the result obtained in the interval
domain and in the octagon domain. If the bound for onevariable in the
octagon is strictly tighter than the bound for the samevariable in the
interval domain, the octagon is tagged as usefullit needsto be useful
only onceto be tagged. As the memory consumption and the time cost
dependrespectively on n? and n3, we show not only the averagenumber
of variables, but also the square|resp. cubic|ro ot of the average of
the squared|resp. cubed|sizes.

codesize # of # of average qP—Z ?P—s useful
n n

in lines vars. packs size %
370 100 20 3.6 4.8 6.2 85 %
9500 1400 200 3.1 4.6 6.6 41 %
70000 14000 2470 3.5 5.2 7.8 57 %
70000 16000 2546 2.9 34 4.4 41 %
226000 47500 7429 35 45 5.8 52 %
400000 82000 12964 3.3 4.1 5.3 50 %

This table showsthat the averagesizeof the padks is almost constart
while the number of padks grows roughly linearly with the code size.
This meansthat the octagondomainwith an adequatepadking strategy
hasa time and memory costthat is linear with respect to the program
size. Two other interesting piecesof information not presered in this
table arethat the largest pads cortain only up to afew dozenvariables
and that a variable that is captured by a padk occurs on averageone
more time in a di erent pack.

Analysis Results. We now comparethe results of Astr ee on the con-
sideredprogram family with and without the octagon domain, all other
abstract domains being enabled. We give, in both cases,the analysis
time, the maximum memory consumption, and the number of false
alarms. All the analyseshave beencarried on a 64-bit AMD Opteron
248(2.2 GHz) workstation running Linux, using a single processor.We
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obsened that, on a 32-bit architecture, the memory consumption is
roughly one third smaller, which is due to the large usageof pointers
in OCaml data-structures.

without octagons with octagons
code size  analysis max. false analysis max. false
in lines time memory alarms time memory alarms
370 1.7s 14MB 0 3.1s 16MB 0
9500 75s 75MB 8 160s 80MB
70000 3h17mn 537MB 58 1h 16mn 582 MB
70000 18mn 289MB 4 30mn 378 MB

226000 7h28mn 1.0GB 165 6h 36mn 1.3GB
400000 20h31mn 1.7GB 804 13h52mn 2.2GB

O Frr O @

This table shaws that the octagon domain is able to reduce the
number of false alarms to only a few ones,and even to zeroin some
casesMoreover, enabling the octagon domain addsroughly 30%to the
total memory consumption in the worst case,which is very reasonable
considering the precision gain. The analysis time does not seemto
follow a logical pattern. Sometimesthe analysis is longer with the
octagondomain, which seemgquite natural, but sometimesit is shorter.
In order to explain this fact, we needto take into accourt the number
of iterations with widening and narrowing of the main loop that are
neededto stabilize our invariants. This is preseried in the following
table:

without octagons with octagons
code size number of time per number of time per
in lines iterations iteration iterations iteration

370 12 0.14s 17 0.18s

9 500 23 3.2s 39 4.1s
70 000 159 74s 44 104s
70 000 36 30s 38 49s
226 000 144 178s 86 276s
400000 172 429s 96 520s

We now seeclearly that the octagon domain makes eat abstract
iteration up to 65% slower, which is due to the extra time spent in
octagon transfer functions and operators. The octagon domain also
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a ects the number of required iterations, but in a non-easilypredictable
way. Sometimes, more iterations are required becausewe are trying
to stabilize a greater amourt of invariants. Sometimes, the octagon
information can prove the stability of somevariable bound quickly and
save unstable widening steps in the interval domain. In our largest
examples,the decreasechumber of iterations is su cien t to reducethe
total analysistime even though ead iteration takeslonger. This shows
that using an abstract domain adapted to the invariants of a program
canincreaseboth the precisionand the e ciency of a static analysisat
the sametime.

OctagonCost. In orderto determine more preciselywhich parts of the
octagondomain are responsiblefor the increasedcomputation time per
iteration, we performed a few analysesusing pro ling. Unsurprisingly,
we spend most of the analysistime closing our matrices: over 6% of the
total analysistime is spert in the incremenrtal strong closure. There is
only one function in which the analyzer spends more time: the mark
phaseof OCaml 's garbagecollector|10% of the total analysistime.
Also, the octagon algorithm coming right after the incremenrtal strong
closure is the forget operator, and it accourts for only 0:35% of the
total analysistime. The non-incremertal version of the strong closure
corresponds to a negligible fraction of the analysistime becauseit is
seldom called. We prefer to use the much faster incremertal closure
wheneer possible.

6.4. Future Work on Astr ee

Astr ee is currently limited to a small subsetof the C programming
language. Although this is quite realistic for the class of embedded
command-corirol systems,it prevernts us from exercisingthe octagon
domain on the vast majority of available software. Important unsup-
ported program featuresinclude pointer arithmetics, dynamic memory
allocation, recursive data-structures, multi-threading, and interactions
with operating systemsvia system and library calls. We plan to add
support for someof these featuresin Astr ee. It will require a lot of
work in areasorthogonal to numerical abstract domains. We hopeto be
able, in the future, to asseghe usefulnessof octagonal constraints for
a broader subsetof C programs. We would also like to determine what
kinds of abstract transfer functions, widening operators, and pading
strategiesprovide the best precision for a reasonablecost.

Another open question is how the octagon and the polyhedra do-
main comparein practice. Alas, experimentation is not possiblein the
context of Astr ee, for two reasons.Firstly, we are not aware of any
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polyhedron library that can abstract oating-p oint expressions,nor
interval linear forms, which are critical to the soundand preciseanalysis
of our target software. Secondly it would not be fair to compare the
speedand memory consumption of a polyhedron library implemented
using slov multi-precision rationals to the octagonal library imple-
mented using fast machine oating-p oint numbers.What we proposeto
do, instead, is to plug the octagon abstract domain into other existing
analyzers currently using the polyhedron domain. There is currently
an ongoing e ort to provide a common interface for both the octagon
and polyhedron abstract domains, within the Apron project [1].

7. Conclusion

We have preserted an abstract domain that is able to discover in-
variants of the form X Y ¢ for a quadratic memory cost per
abstract elemert and, in the worst case,a cubic time cost per abstract
operation. When | = Q and | = R, we have provided as many best
abstract transfer functions and operators as possible.When | = Z the
choiceis given to either losea little precision, or retain best operators
and transfer functions and have a O(n*) worst-casetime cost. At the
crux of this construction lie modi ed versionsof the Floyd{W arshall
shortest path algorithm and Harvey and Stuckey's satis abilit y testing
algorithm. We have provedthat the output of theseadapted algorithms
enjoys a saturation property which is fundamenal to construct best
precision operators. In order to provide the userwith somecortrol on
the cost versus precision trade-o, we have provided seweral di erent
ways to abstract all the basic semartical operators.

The octagon abstract domain presenied here has beenimplemented
as a robust and fast library in the C programming languageand inte-
grated into the Astr ee industrial-strength static analyzer [3]. Thanks
to experimentations on real-life program analyses,we are able to pro-
vide experimental proof that the octagon domain indeed scalesup
to large programs while providing an important precision gain with
respectto non-relational analyses.This precisionimprovemert was key
in the succes®f Astr ee, that is, the proof of absenceof run-time errors
in critical embedded y-b y-wire software found in Airbus planes.

Future Work. Our work on the octagon domain may be extendedin
seweral directions. One issueis the closure algorithm for integer oc-
tagonal constraints. Unlik e the rational and real octagonal constraints,
which enjoy Floyd{W arshall-related cubic-time algorithms, the only
closurealgorithm for integer octagonal constraints we are aware of has
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a O(n*) cost. Determining the exact complexity of the closureproblem
for integer octagonal constraints is interesting from a theoretic point-
of-view, ewven though, from a practical point-of-view, we can safely
use an incomplete closure if we do not mind a small precision loss.
A secondissueis the designof new widening and narrowing operators,
possiblynot basedon point-wise extensionsof interval-basedoperators.
In particular, it would be quite interesting if we could designa widening
operator that is insensitive to the chosen DBM represertation of an
octagon, so that it is possibleto closethe iterates. A third issueis
the design of somemore transfer functions. In particular, we designed
inexact transfer functions on interval linear forms that areableto derive
new relational constraints but only usenon-relational information. New
transfer functions that are, in terms of precision and cost, between
these transfer functions and the costly polyhedron-basedoneswould
be welcome.One may investigate whether best linear assignmeis and
tests can be computed using a less costly technique than switching
temporarily into the polyhedron domain. It is also interesting to look
for new numerical abstract domainsthat are more expressie than the
octagon domain and still lesscostly than the polyhedron one. There
is already somereseart in this direction: the so-calledTwo Variables
per Linear Inequality domain by Simon et al. [52] for invariants of the
foorm X + Y ¢ and the octahedra domain by Clariso et al. [12]
for invariants of the form ; {X; c¢; ; 2 f 1,0;1g. Finally, further
work is pursued on the Astr ee project at the ENS and the Ecole
Polytechnique to extend our analyzer to other program families and
other kinds of properties to be proved and we are quite con dent that
the octagon domain will be usefulin the future of Astr ee.
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App endix

A. List of Symbols and Notations

A.1. Matrix-Rela ted Definitions

DBM setof all Di erence Bound Matrices x2.1
CDBM set of coheren Di erence Bound Matrices X 2.2

i 70 { switchesbetween positive and negative variablesin V° x 2.2

v PBM " point-wise partial order x 2.3
t PBM Jeast upper bound for v PEM x 2.3
uPBM  greatest lower bound for v PBM x 2.3
>DBM  greatest elemert for v PBM x 2.3
? DBM least elemen for v PEM x2.3

shortest-path closure X 3.2

strong closure x 3.3
Inc incremertal strong closure x 3.4
IncT  incremertal tight closure x 3.5
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A.2. Concrete

JexprK
JtestK
iv ?pb
fiv ep
fiv! ep
fitest ?p
A.3. Oct agon
\ Oct
[ Oct
Ogd

ct

td
O%Ct
Oct
Oct
Int
Poly
[
fiv  2p°%
iV edo
fj \Y eggc():rﬁrel
iv  epy
iV epo
fj test POk,
fj test 2ot
fj test 2ot
+ . Oct
fj test ?Bpoly

potential set concretization
octagonal concretization
octagonal (partial) abstraction

Semantic Opera tors

concrete expressionevaluation
concretetest evaluation

concreteforget transfer function
concreteassignmen transfer function

concrete badkward assignmen transfer function
concretetest transfer function

Abstra ct Opera tors

intersection abstraction
union abstraction

standard widening

standard narrowing

widening with thresholds

corversion from intervals to octagons
corversion from polyhedra to octagons
corversion from octagonsto intervals

conversion from octagonsto polyhedra
extracts bounds of variable i from octagon

forget abstraction
simple assignmen abstraction

interval-basedassignmen abstraction
interval linear form assignmen abstraction

polyhedron-basedassignmen abstraction

simple test abstraction
interval-basedtest abstraction
interval linear form test abstraction

polyhedron-basedtest abstraction
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fiv! egg’fgct simple backward abstraction Fig. 23
fiv! epls ., interval-basedbackward abstraction X 4.6

fiv! eggjt interval linear form badkward abstraction Fig. 24

fiv! eggoﬁ; polyhedron-basedbadkward abstraction X 4.6

A.4. Other Semantical Opera tors

addition of interval linear forms Fig. 17
opposite of an interval linear form Fig. 17
JeKt  expressionevaluation in the interval domain x4.4

B. Pro ofs of Theorems

THEOREM 1. P'(m) = ; () G(m) hasa simple cycle with a
strictly negative total weight[14, Thm. 25.17].

(Stated in Sect. 3.1.)

Proof.
See,for instance, [14, x25.5, Thm. 25.17]

THEOREM 2. When 12 fQ;Rg, (m)=; () P%(m)=; :

(Stated in Sect. 3.1.)

Proof.
If Pot(m) = ; then, obviously, ©°(m) = ; by de nition of ©°,
Supposecorverselythat  P°(m) 6 ;. We prove that ©t(m) 6 ;
aswell. Let vO= (v{;:::;v9)) 2 Po'(m). Wehave8i;j; v} v mj.
By coherenceof m, this implies 8i;j; v) V) mpr = my, which
meansthat w® £ ( v3; vl V3, V3, 1) 2 Pot(m) aswell. As
Pot(m) is de ned by an intersection of half-spacesit is corvex, so,the
point 20 £ (v%+ w9=2is alsoin P°'(m). Moreover, the coordinates
z0of 2%imply: 8i; 23 = (v§ V3 [)=2= zJ ;.By denition of ©c,
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Note that, when| = Z, this proof doesnot hold becausez °may not
bein P°(m) whenewr somev V3  is not even.

THEOREM 3. If | 2 fQ;Rg and m is strongly closal, then:

1. 8I,], if mij < +1; then 9(\/1;:::;\/”) 2 Oct(m)
such that v*  vP= mj, and

2.8i;j; ifmyj =+1; then8M < +1 ;9(vy;:::;vn) 2 O‘3t(m)
such that vjO vo M,

whee the v are derived from the vy by vy, ; £ v andv3, £ v.

(Stated in Sect. 3.3.)
Proof.

1. Let (io;jo) be apair such that mj,, < +1 .

The caseig = joistrivial: asm is strongly closed,wehavemj,j, = 0
and any point (vi;:::;vp) 2 ©%(m) 6 ; issudthat v) v 0.
We now considerthe much more complexcaseofig 6 jo. Wedenote
by m°the matrix equal to m except that m{,;, Y mgs ¥
Mi,j,- It is acoherert DBM.

Let usdene Shy S = f (vy;iivp) 2 Ot(m) jve v =
Misj, 9 Where the vQ are derived from the vy by stating that
vy 1 E vwandvd £ v. We rst provethat ©%(m9 =S,

As ©°(m) 6 ;, thereis no cyclewith strictly negative weight

in m, so, mji, Mi,j, and, similarly, mg s Misto-
This meansthat m%v PBM m_ Hence, °%(m9%  ©¢t(m).
Consider (vy;:::;vy) 2 9%(m9. Then, mé’oio VeV
mp,, which, by de nition of mS implies vy, vQ = m?;jo.

Togetherwith the precedingpoint, this implies °t(m9% S

s 0 0 0
8i; J; Vi v my.

To prove the desired property, it is now sucient to chedk that
Ooct(m9 is not empty, that is, that m® has no simple cycle with
a strictly negative total weight. Supposethat there exists such a

all lead to a cortradiction:
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If neither the arc from jq to ig nor the arc from {g to {g isin
this strictly negative cycle, this cycle also existsin G(m) and
Oct(m) = ;, which is not true.

Supposenow that the strictly negative cycle cortains only one
of thesetwo arcs, say, the arc from jo to ig. It contains this arc
only once, as the cycle is simple. By adequately shifting the
indices of the cycle, we can assumethe existenceof a strictly
negative cycle of the form: hky = jo; ko = io; k3; :::; ki = joi,
wherehky = ig; K3; :::; K| = joi is apath in G(m). This path
is sud that:
i 1
Mikess < M
x=2

0o _
joio — minO

that is, there is a path in m from ig to jo with a weight
strictly smaller than mj,;,, which is impossible because,m
being strongly closed,it is also closed.

Finally, supposethat both arcs, from jo to ig and from {g to
fo, arein this cycle. Each can appear only once,sowe can|
without lossof generality|rewrite the cycleas:hky = To;:::;
Ka = jo; Kavr = l0; :::; kp = {o; keer = foi, where the sub-
paths hky = {o;:::; Ka = jol and kg1 = ig; :::; kp = {oi are
in G(m). We then have:

! 0
1 0 @ K1 A 0

mkxkx+l + ijiO + mkxkx+1 + m{am < O
x=1 x=a+l

Becausem is strongly closed,it is also closed,and we have:

X1 1
mlﬁlo mkxkx+1 and mio{5 mkxk><+l
x=1 X=a+l

which can be combined with the precedinginequality to give:

. 0
Migjo + M

. 0
foio T Mios + Mg < 0

that is:
Migjo > (Migje + Migs)=2

which contradicts the fact that m is strongly closed.

2. Let (ip;jo) be a pair such that mj = +1 and M 2 |. We denote

by m®the DBM equal to m except that m

0 d 0 def
joio = Mg -~
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min(mj,i,; M). We canprove analogouslyto (1.) that ©(m9 =
fviiiinive) 2 Y(m)jvl vl M gand °(m96 ;.

io
THEOREM 4. If 12 fQ;Rgand ©%(m)6 ;, then:

( Oct Oct)(m)
inf,oem f X1 2 DBMj O%(m)= ©Oct(xl)g:

m

(Stated in Sect. 3.3.)

Proof.
This is directly implied by the previous theorem.

THEOREM 5. If ©%(m) 6 ; then m computed by Def. 2 is the
strong closure as de ned by Def. 1.

(Stated in Sect. 3.4.)

Proof.

Supposethat  ©(m) 6 ; and let m be the result computed by
the modi ed Floyd{W arshall algorithm of Def. 2. We prove that m
satis es the three criteria of Def. 1.

By de nition 8i; m; = 0.

We now prove that 8i; j; my (M + my;)=2.

First of all, we prove that for any matrix n, S(n)j (S(n)ig +
S(n)tj)=2. Indeed, 8i; S(n)i; = min(nig; (Nir + Nif)=2) = njg, S0 8i; j;
S(n)ij  (nig+ np)=2= (S(n)ig + S(n)rj)=2. Applying this property
forn € C2" }(m" ), wegetthat 8i;j; m§ (mfy+ mY;)=2. This
implies that if i 6 j, then my (Mmiy + my;)=2. Whenewr i = j,
m; = 0 which is smallerthan (m;+ my;)=2= (mj; + m{;)=2, or else,
there would be a cycle with strictly negative total weight in G(m")
implying ©t(m") = ; , and hence, °(m) = ;, which is not true.

Finally, we prove that 8i; j; k; my ~ my + my;. This is a di cult
property to prove which justi es the complexity of the modi ed Floyd{
Warshall algorithm of Def. 2. We will use seweral lemmas.

Lemma 1.

Let n be a coherert DBM sudch that ©°(n) 6 ; and there exists
somek such that 8i;j; nj  nig + ng and 8irj; nj N+ N -
We prove that 8i;j; S(n)j  S(n)ik + S(n)yj -
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Case 1: S(n)ik = ni and S(n)k; = Ng;.
We have obviously:

S(n)ij njj (by def. of S(n))
Nik + Nj (by hypothesis)
= S(n)ik + S(n)k; (casehypothesis)

Case 2: S(n)ik = (nijp + ng)=2 and S(n)y; = ny; (or the
symmetric caseS(n)ik = ni and S(n)yj = (N, + Nyj)=2).
Using the hypothesistwice, we get ny; Neg+ N Nyt
(Mg + Nkj) (1), so,we obtain:

S(n)jj nit=2+ Ngj=2 (by def. of S(n))
Nit=2+ (N + Ny + Nij)=2 (by (1)
Nig=2+ N =2+ Nyj (by coherence)
= S(n)ik + S(N)yj (casehypothesis)

Case 3: S(n)ik = (nig+ ng )=2and S(n)x; = (N g+ Nyj)=2).
Now we use the fact that Oct(m) 6 ; so that the cycle
hk; k; ki hasa positive weight, so,0 n, ¢+ ng, (1) and:

S(n)ij (ni{ + Ny )=2 (by def. of S(n))
(Nig + (Ngy + Nyg) + npj)=2 (by (1))
= S(n)ik + S(N)k; (casehypothesis)

Lemma 2.

Let n be a coheret DBM sud that ©°(n) 6 ; and there exists
somek sud that 8i 6 j; nj; Nik + Nj and 8i 6 j; nj
Nig + Ng; - We prove that 80;8i 6 |; C°(n)ij  CO(n)i + CO(n)yj -

There are v edi erent casedor the value of C°(n)y and v e cases
for the value of C°(n)y; :

1) C°(n)ik = Nik 1) C°(n)kj = Nj

2) C°(n)ik = Njo + Nok 2) CO(n)yj = Nko + Ny

3) C°(n)ik = njg+ Ng 3) CO(n)xj = N + Ny

4) C°(N)ik = Nio + N+ Ngk | 4) CO°(N)kj = Nio + Ngg + Ng;
5) C°(n)ik = Njg+ Ngo + Ngk 5) C°(n)kj = Nyg + Ngo + Ng;

In the following, we will denote by (a;b) the casewhere the value
of C°(n)i is de ned by the a caseand the value of Co(n)y; is
de ned by the b case.We then have 25 di erent casesto inspect.
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To reducethe number of casesto elaborate on, we usethe strong
symmetry of the de nition of C°(n) with respect to o and O to-
gether with the symmetry of the hypotheseswith respectto k and
k and the fact that 8i; j; nj = ny; by coherenceof n.

We also usethe fact that the analysis of the case(a;b) for a6 b
is very similar to the analysis of (b;a), so, we will supposea b.

We will also often usethe fact that 8i;j; nj + nj; 0, which is
the consequencef the fact that h; j; ii is acyclein n with positive
weight since ©%(n) 6 ;.

Case 1: (1;1).
We have, by hypothesis,nj;  ny + ny; (1), so, obviously:
C°(n)ij nj; (by def. of C°(n))
Nik + N (by (1))

= C°(n)ik + C°(n)k; (casehypothesis)

Case 2: (1;2) (and (1;3) by (0;0) symmetry).
Sub-casel: i 6 o.
We have, by hypothesis,nj;  ni + nge (1), so:

Co(n)j Nio + Noj (by def. of C°(n))
(Nik + Nio) + Noj  (by (1))
= C°(n)ik + C°(n)k; (casehypothesis)

Sub-case2: i = o.
We know that nj + ng, 0 (1), so:

CO(n)jj Noj (by def. of C°(n))
(Nik + Nio) + noj  (by (1))
= C°(n)ik + C°(n)k; (casehypothesis)

Case 3: (1;4) (and (1;5) by (0;0) symmetry).
Sub-casel: i 6 o.
We have, by hypothesis,nj; ni + nge (1), So:

Co(n)j  Nio *+ Ngo + Ny (by def. of C°(n))
(Nik + Nko) + No + Ngj  (by (1))
= Co(n)ik + C°(n)y; (casehypothesis)

Sub-case2:i = o.
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As in the secondcase,we have njx + nxg 0 (1), so:

Co(n)j  nNig+* Ng (by def. of C°(n))
(Nik + Nko) + Ngo + N5 (by (1))
= Co(n)ik + C°(n)y; (casehypothesis)

Case 4: (2;2) (and (3;3) by (0;0) symmetry).
We know that ngx + nge 0 (1), so:

Co(n)j Nio + Ngj (by def. of C°(n))
Nio + (Nok + Nko) + Ngj (by (1))
= Co(n)ik + CO(n)y; (casehypothesis)
Case 5: (2;3).
We have, by hypothesis,ng  Ngk + Nks (1), So:
Co(n); Nio + Ngg + Ng; (by def. of C°(n))
Nio + (Nok + Nko) + Ngj (by (1))
= Co(n)ik + CO(n)y; (casehypothesis)

Case 6: (2;4) (and (3;5) by (0;0) symmetry).
We use,asin the fourth case,ngx + Nk, 0 (1), so:

Co(n)jj Nio + Ngg + Ng; (by def. of C°(n))
Nio + (Nok + Nko) + Ngs + Ngj (by (1))
= C°(n)ik + C°(Nn)y; (casehypothesis)

Case 7: (2;5) (and (3;4) by (0;0) symmetry).
We usethe fact that ng + nge 0 (1), together with the
hypothesisngs  Nok + Nks (2), SO:

Co(n)j Nio + Noj (by def. of C°(n))
Nio + (Nog + Ngo) + Noj (by (1))
Nio + ((Nok + Nio)+
Ngo) + Noj (by (2))
= C°(n)ik + C°(Nn)y; (casehypothesis)

Case 8: (4;4) (and (5;5) by (0;0) symmetry).
We use, asin the sewrnth case,ng + hge 0 (1), together
with the hypothesisngy, hgk + Nke (2), SO:

CO(n);j Nip + Ngg + Ng; (by def. of C°(n))
Nio + Ngg + (Ngo + Nao) + Ny (by (1))
Nio + Ngo + ((Nok + Nio)+
Ngs) + Ng; (by (2))
= C°(n)ik + CO(n)y; (casehypothesis)
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Case 9: (4;5).
We use, asin the sewenh case,ng + Nge 0 (1) and ngy +
N 0(2), so:
C°(n)jj Nio + Ng; (by def. of C°(n))
Nio + (Nog + Ngo)+
(Nok + Nkg) + Ng;  (by (1) and (2))
= Njo + Ngg + Nkt
Nko + Ngo + Ng;
= C°(n)ik + C°(n)k; (casehypothesis)
Lemma 3.

We prove now that, givena coherert DBM n such that ©°t(n) 6 ;
and an index k, we have|without any other hypothesis| 8i 6
i CK()j  CK(n)i + CK(n)y;.

We have the same v e di erent casesfor the value of CX(n)j and

the same v e casesfor the value of Ck(n)kj as in the preceding
lemma, sowe have the same?25 di erent casesto inspect.

In order to reducethe number of casedo elaborate on, obsene that
Nk Oandn,g+ng  Obecausen hasno strictly negative cycle.
This meansthat, in fact, Ck(n)y = min(nig; Ny + ng ). Cases2,
4 and 5 are not relevant for the value of CX(n);.. A similar result
holds for Ck(n)kj and we get Ck(n)kj = min(Ngj; Ny + nEJ.).
This meansthat we only have four di erent casesto study:

Case 1: (1;1).
We have:
CK(n)j N + N (by def. of CK(n))
= CKX(n)ik + CK(n)y; (casehypothesis)
Case 2: (1;3).
We have:

Ck(n)j N+ ng+ ng  (by def. of CX(n))
= CK(n)i + CK(n)y; (casehypothesis)

Case 3: (3;1).
We have:
CK(n)j N+ ng +ng  (by def. of CK(n))
= CK(n)i + CK(n)y; (casehypothesis)
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Case 4: (3;3).
We have n i+ ng,. 0(1), so:
Ck(n)j ng+ g (by def. of CK(n))
Nig + (N + Ny) + g (by (1))
= CK(n)ik + CK(n)y (casehypothesis)

Now we useall three lemmasto prove by induction on o the following
property 81 k o0; 8i;j:

(o] (o] (o] (o] (o] (o] .
Mi Mg 1) ¥ Mg 1y and My Mgy + Migy;!

The caseo = 0 is obvious.

Supposethe property is true foro 1 0.

Using the secondlemmawith all 2k 1 and 2k, forallk o 1,
we obtain 8i 6 |:

(C m° by  (C% Ym® )ik 1)+ (C%° XM )k 1
(C2 Ime° )y (C% Ym® 1)@k + (C* 1(m° 1) ;!
Using the third lemmawith 20 1 and 20 and the obsenation that
8m; 80; C°(m) = C°(m) we obtain 8i 6 j:

(C me° by (C* Ym® Y)igo 1+ (C* 1 M° )20 1y
(C% Imo° by);  (C% YmP® 1)ig + (C° 1(M° 1)) pg;:

Recall that, by de nition, (C% (m° 1)); = 0.

Obviously, ©°t(C% 1(m©° 1)) = ©ct(m) 6 :, so, for all k, the
cycle h; k;ii hasa positive weight which meansthat 8k :

(C* Hm® )i =0 (C* Hm® Yy + (C* Ym® )y
and we have 8k 0; 8i;j:

(C% Ym° b))y (C% Y(m° 1)@k 1+ (C%° Hm° )k 1;
(C% Hm® 1) (C* H(m° H)iga + (C*° Hm® N

Now, we usethe rst lemmato obtain 8k oand8i;j:

(S(C% Y(me° by (S(C% Y(m® 1))@k n*
(S(C% (m° H)) ek 1)

(S(C% Y(me° by (S(C% Y(m®° 1)) K+
(S(C* (m° ) @iy
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The property for o = n settlesthe proof.

THEOREM 6. ©9%(m)=; () 9i; mf < 0, whee m" is de ned
asin Def. 2.

(Stated in Sect. 3.4.)

Proof.

We can prove by induction on k that, for all k n, ©%(mk) =
Oct(m). In particular, if 9i; m!' < 0,then 9%(m") = ;, and hence,
Oct(m) is empty.

Suppose corversely that  ©°t(m) = ;. By Thm. 2, we also have

Pot(m) = ;. We will denoteby m% the DBM computed at the k th
step of the regular Floyd{W arshall algorithm. P°'(m) = ; implies that
there is somex sud that m%, < 0. Now, we can prove by induction on
k that 8i;j; mk m%. As a consequencemy, < 0, which concludes
the proof.

THEOREM 7. Thms. 3 and 4 are true on tightly closel DBMs.

(Stated in Sect. 3.5.)

Proof.
Suppose that m is tightly closed. We rst prove the saturation
property:

1.8i;j; if mj < +1;then9(vi;iii;vp) 2 9°%(m) such that v
0 .
V= mjj .

2.8iy), fmj =+1;then8M < +1 ;9(vy;:::;Vn) 2 OCt(m)
such that v0 v M:

as follows:

1. Let (ig;jo) bea pair. Let us considera DBM n equalto m except

that njsi, £ ngre £ Migj,- Analogously to Thm. 3, we prove

that ©(n) = f (vi;:iiivn) 2 9%(m) j v v = mig, g, and

hence,the proof of the desired property reducesto the proof that
Oct(n) 6 ;.

Supposethat  ©°'(n) = ;. As m is tightly closed,n can be tightly
closedby oneapplication of the incremertal tight closurealgorithm,
at position (jo;io). Let n%denotethe matrix Inc/; (n), and n°the
intermediate matrix computed by Harvey and Stuckey's algorithm
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stated in Def. 4. By Thm. 2 from [33] (or, equivalertly, Thm. 1in
[32)), we have 9i; n%°< 0. Seweral casescan occur, ea one leading
to a cortradiction:

]
Nigis Nig + Nige + Noi) < 0. Thus, one of the three following

casesoccurs: either 0 > nj = mji, 0> njj, + Njyi, + Njyi =
Mij,  Migjo ¥ Migi, Or 0> Nig + N + Ngi = Migg
M + Mgi- Eadh inequality cortradicts the fact that m is
closed.

Supposethat nJ°= n{. This meansthat min(nji ; Nij, + Njyio+

If n2%= (n% + n%)=2, there are many casesdepending on the
valuesof nP; and n;.

Supposethat no tightening is usedto derive n% nor n%;, that
is, n% 2 fnig; 2(Njgio + Nig + (N155,72))i 2(Njoip + Nijo +
(Mig5=2)); Nij o+ Njoig + Nigrgand ng 2 fngi; 2(njoio+ Nigg +
(N1510=2)); 2(Njoio* Nijot (Nigg=2)); N{jo* Njoio + Nigi Q. This
canbe rewritten as:niy 2 fnig; Nig + Nge + Nigjo + Njgip +
Niot; Mijo+ Njgio* Nigls * Nigte * N1t Mijo + Njoio + Nipg and
% 2 N3 Nyt + Nig1s + Nigio + Njoio + Nigis Nijo + Njoio +
Niog + Niste * Nigis Ngjo + Njoio + NigiG- Then, niy + ny
can be expressedas the sum along a cycle in m that passes
exactly zero times, once, or twice through nj,ij, =  mjj,.
If it doesnot passthrough nj;i,, then we have a cycle in m
with a strictly negative weight, which is impossible because
Oct(m) 6 ;. If it passesonce,then Mi,j, Is strictly greater
than the sum along a path from ig to jo in m, which is also
impossiblebecausem is closed.If it passedwice, then 2mj;,
is strictly greater than the sum along two paths from ig to jo
in m, which is only possibleif mj;, is strictly greaterthan the
sum along at least one of thesepaths, which is alsoimp ossible.

Suppose now that njj,+ nj,i,+ Nj,;y = 2k + 1 is odd and,
by tightening, nio{ = 2k, but no tightening is involved in the
computation of n%. As a rst sub-case,supposethat n% =
nti. Then, we have (njj,+ Njyi,+ Nipt 1)+ ng < 0O, that is,
Migjot 1> Miggt M+ Mjj . ASMigj,  Miggt Myt Mijg,
by closureof m, we must have mj,j, = mj,;+ mgi+ mj,. By
hypothesis,2k + 1 = mjj, mj,,+ Mijy;, and hence,my; =

2k 1. This isimpossible.By tightnessof m, mg cannot be
odd. Our secondsub-caseis: n¢; 6 ng;. Then, nf + n% can
be expressedas the sum minus one along a cycle in n that
passesexactly twice through njqi, = mj,j,. Thus, 2mjg,+ 1
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is strictly greater than the sum along two paths from ig to jo.
Moreover, this sum along the two paths is odd, and hence,the
weight of the thesetwo paths cannot be the sameand 2m, is
strictly greaterthan twice the weight of the path with smallest
weight. We thus have provedthat mj,;, is strictly greaterthan
the weight of a path from i to jo in m, which is impossible.
The situation where tightening is usedfor n% but not for nio{
is similar.

For our last case,we supposethat tightening is usedin both
n’ andn9, that is,n?% = 2k and n}; = 2l wheren;j ,+ nji,+
Nipg = 2k + 1 and nygj,+ Njipt+ Nigi = 21+ 1. This means,
in particular, that mjyj, = mjj,+ Mijr 2k + 1) = my,+
Mi,i (21+ 1), that is, mjj, + mj,r and my;, + mj,; are either
both odd, or both even. Our hypothesisny; + n% < Ocanbe
rewritten as: 2mi,j, + 2> mjj,+ M+ My, + Migi. As, by
C|OSUI’(3,2I’T1i0jo Mij o+ Migg+ Myt Miyg; and Mij o+ Mi, g+
Myj,+ Miyi IS even, we have 2mjgj, = Mjj,+ Mir+ My, +
Mi,i. If we had Miyi + Mijq 6 Miy g + Myj,, WE would have
Migj, > Min(mijy + Mj,; Mir + Myj,), which is impossible
becausem is closed.We can now supposethat mj;; + mjj, =
Mi,{ + Myj,. This implies that mjgj, = Mijyi + Mjj, = Mi g+
Myj,. On the one hand, (2k + 1) = mjj, Mjyj, + Mir =
Mio,r Mii. Onthe other hand, (21+1) = myj, Miyjo+ Miyi =
Mioi  Migt. So,k = | and n% +n = 2(k+ 1) = 0, which
is in cortradiction with n? + n{, < 0.

2. The secondpoint can be proved almost as the rst one, except
that n is constructed by changingm's elemers (jo;i0) and ({o; 10)

into nj,i, £ npr £ min(mj,,; M). Analogously ©°(n) =
f(viiiinive) 2 ©(m)jvl v) M gand °%(m)6 ;.

As for Thm. 4, the normal form property is a consequenceof the
saturation property.

THEOREM 8. m =n () ©9(m)= ©c(n) :

(Stated in Sect. 3.7.)

Proof.
The =) part is a consequenceof the fact that 8m; ©%(m ) =
Oct(m). To obtain the ( = part, we rst apply ©% to obtain ( %
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Octy (m) = ( Ot Oty (n), and then, usethe fact that 8m 2 DBM;
m = ( 9% Octy (m) (Thm. 4).

THEOREM 9. m vPBM n ()  Oct(m)  Oct(p) :

(Stated in Sect. 3.7.)

Proof.
The =) part is a consequenceof the fact that 8m; ©%(m ) =
Oct(m) and the monotonicity of ©¢. To obtain the ( = part, we rst
apply the monotonic function ©° to obtain ( ©%  ©¢)(m) v DBM
( Ot Octy(p), and then, usethe fact that 8m 2 DBM; m = ( °¢
Oct)(m), proved by Thm. 4, to obtain m v PBM n | We conclude by
remarking that n v P2 n always holds.

THEOREM 10.
Otm[Otn)y=inf fS20ctjS O%(m)[ ©%(n)g :

(Stated in Sect. 4.1.)

Proof.
We rst prove that m [ % n = inf,oeuf 0] ©%(0) Oct(m) [
Oct(n) g, which is a stronger result.

Whenever °%(m) = ;, m = ?PBM and the property is obvious.
The sameholds when ©¢(n) = ;.

We now supposethat  ©t(m); ©%(n) 6 ;. Using8m; ©%(m )=

Oct(m) and the monotonicity of ©°', we getthat m [ ' n e ectiv ely
over-appraximates  °%*(m) [ 9% (n) because °%(m) [ ©%(n) =
Oct(m )[ Oct(n ) Oct(m t DBM ) = Oct(m [ Oct n)_

We now supposethat  ©t(o)  Ot(m)[ ©%(n) and prove that
m[ 9% nvPBM g Letigandjg betwo indicessud that Migio: Niojo <
+1 . Using the saturation property of the strong closure (Thm. 3)
we can nd two points ¥™ 2 ©%(m) and ¥" 2 ©%(n) suc that

an an - o o - i i
Viy  Viy = My, and vy vy = ngso, where primed versions of

coordinates are de ned, as before,asx9, ; = x9% = x;. As both ¥™
andv" arealsoin ©%(0), wehavevd) VI o0, and vy v
Oiyjo» Which meansthat ojj, max(mig;,: Nigj,) = (M [ O N)igjo-
Whenewer m; ;. = +1 or n;; = +1, the samereasoningallows
proving that oj,j, M for every M, that is 0j,j, = +1 = (m [ Oct
N)ioj,- Because ©° isacompleteu®8M  morphism, m[ °“n = inf,, oew
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foj ©o) Oct(im)[ ©%(n) g implies ©%(m [ 9% n) = inf
fS20ctjS  O(m)[ ©%(n)ag.

THEOREM 11. m [ ©¢ n is strongly close.

(Stated in Sect. 4.1.)
Proof.
This is a direct consequencedf m [ % n = inf,oeuf 0] ©°(0)

Oct(m)[ 9% (n) g which wasprovedin the previous theorem: m[ ©¢t
n is indeedthe smallest of all DBMs represering % (m [ ©¢ n).

THEOREM 12. ©¢t(m\ ©¢tpn)= Oct(m)\ O%(p) :

(Stated in Sect. 4.1.)

Proof.
This is a consequenceof the fact that ©¢ is a complete uPBM{
morphism.

THEOREM 13. ©°t(fivi  2p°%(m)) fivi  2p( °t(m)) :

(Stated in Sect. 4.2.)

Proof.

The property to prove canberestatedas ©° (fj ?gom (m))
fw21"jot21; v[V; 71112 ©%(m) g. Let ustaket 2 | and ¥ =
(Va; ::0; vn) 2 OCt(m). We want to provethat w = (v1; :::; v¢ 1; t;
Vieriiive) 2 OV 2p%%(m)), that isto say, 8irj; w® wP
(fi Vs ?go“(m))ij , denoting by w; the i th coordinate of w and
de ning the primed coordinate versionsasusual: wg ;= w$ = w;.

Ifi;j 2f2f; 2f  1g, we havew = vP and w?= v{, so,w) w=
v my = (v 2% (M)
If i orjisinf2f 1, 2f g but not both, thenw? w? +1 =

@ive  2p°%(m)); .

Finally, if i = j 2 f2f  L2fgw® wl=0= (fv  2p°
(m))jj -
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THEOREM 14. ©¢t(fivi  2p°%(m ) =i  2p( °t(m)) :

(Stated in Sect. 4.2.)

Proof.

First, the property is obvious if m = ?PBM that is, ©t(m) = ;,
so, we will considerthe casewherem 6 ?PBM Using the preceding
theorem and the fact that ©t(m ) = ©°(m), we get the rst part
of the equality: O (fj 2°%m ) fw21"jot21; vV 7!
t]2 O%(m )g=fw21"jot21; ¥\ 7' t]2 O%(m)g.

For the corverse inclusion, let us take ¥ = (vi;:::;vy) 2 ©O%
Vi 2?5°" (m)). We want to prove that there exists a t such
that ¥[V; 7! t]2 ©9%(m). We rst prove that:

mfalevj0 Mor 17 Mer yen=21i 82 L2fg
min f Migr 1) T Vi My 1)(zf)=21|6 2t 1, 2f g

where,asusual, v} ;= V3 = v;. Supposethat this is not true. This
may be for one of the following reasons,ead one of them leading to a
cortradiction:
If 9i;j 2f2f 1; 2f g such that vjO Mor 17 > Mier 1
thenv) VP> m;, ;¥ My 4, my by closureof m . This

contradicts the fact that v0 v (i 2g°" (m )y = m,
wheni;j 2f2f 1; 2f g.

+ V0

If 9j 2(1;2f L 2fgsuch that V) M gy > My o gy =2,
then 2v7 > Mener »* 2Mer yj = Mren* Mener n*
Mo 1y; My by closureof m . This is alsoimpossible.

A similar situation iswhen9i 2f2f 1, 2f gsuch that m; ¢ )+
vP> Mot 1) 2f)~

The last possibility is to have Mot 1) 2 > Mener 1
=2, which would imply m ¢y ¢ 3yt M 1yr) < 0, and hence,
Oct(m) = ;, which cortradicts our hypothesis.

Hence,there exists at least onet 2 | sud that:
maxjezr 1.2t (V7 Mg 1)) T MiNigzg 1 (VP+ Mier 1)
Mo 1 (21) =2 t Moty @i 172

We now prove that any such t is a good choice, i.e., ¥[V; 7! t] 2
Oct(m). Wewill denote(vy; Vii::ii Vi 15 Vi 16 G Vis1: Vi,
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; Vn; Vn) by wC and by w? its k th coordinate. We only needto
prove that 8i; j; w) w m;:
Ifi 2f2f 1, 2fgandj 2f2f 1 2fg thenw? wl=v?
(fJ Vf ’) Oct (m ))I] = m|J

fi=j=2f dlori=j=2f thenw? wl=0=m;.

Ifi=2f 1andj 2f2f 1;2fg, thenWjo wP = Vjo t o my
becauset maxjezr 12t (V) My 4y):

Ifj=2f landi2f2f 1;2fg thenw) wl=t v my
becauset minjgas 1.2r (V+ M @21))-

Ifi=2f andj 2f2f 1;2fg thenw) wl= v+t m =
m.

j usingthe casewherei = 2f 1 and the coherence.

Ifj = 2f andi 2 f2f 1;2fg,thenwjO wl= t 0 Mot 1yt =

mj using the casewherej = 2f 1 and the coherence.

fj={=2 1,thenw)? wd= 2t Mty @ 1) bY de nition

oft. The casei = { = 2f 1is similar.

THEOREM 15. fj C’Ct(m) is strongly closel wheneverm is.

(Stated in Sect. 4.2.)

Proof.
Supposethat m is strongly closedand let m® denote the matrix
fj Vs ?QOCt(m). By Def. 1, we must prove three properties on m¢&

Wehaveeasily8i; m? = 0.Wheni 2 f 2f; 2f 1g, this is enforced
by the de nition of m®and otherwise we have m9 = mj which
also equals0 becausem is itself strongly closed.

Let i, j, and k be three variables. If i, j, and k are all di erent
from 2f 1 and 2f, then mi? = mjj Mix + My = mlk + mkJ
If i, ], and k are all in f 2f ; 2f 1g then m? = md + m, = 0.
In all other casesat least oneof m§ and ka is+1 , and hence,

0 0
mj; my, + ka =+1.

Finally, we prove that 8i; j; mﬁ (m,{+ mn)—2 Ifi6 2f 1;2f
andj 6 2f  1;2f,thenm? = my, m% = mir andm®, = my;,
so, the property is a consequenceof m being strongly closed. If
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i=2f lori=2f orj=2f 1lorj = 2f,then at least one of

md% andm? is+1,so(ml+ mf)=2=+1 mp.

THEOREM 16. i(m)=fv21j9(vy::i;vh)2 ©O%(m);vi=vg:

(Stated in Sect. 4.3.)

Proof.
This is an easyconsequencef the saturation property of (Thm. 3).

THEOREM 17. 03! and O are indeed widenings.

(Stated in Sect. 4.7.)

Proof.

First note that O is a special caseof O where T = ;, so, we
will only provide a proof for Ot?ft.

The fact that m;n vPBM m O n is quite obvious. Consider a
sequence(m¥)yon de ned by mk*t £ mk OQct nk*1 e can prove
by induction on k that, for eady matrix position (i;j), i 6 T, m}} can
only take valuesin the set T[ f+1 ;mi(j’g, which is nite. A similar
property holds for elemerts at positions (i; {). As a consequencemk
can only take a value within a nite set of matrices and, asit is an
increasingsequencejt must be stable after some nite k.

THEOREM 18. MJ§ is indeed a narrowing.

(Stated in Sect. 4.7.)

Proof.

We obviously have m uPBM n v PBM m MOS n v PBM m_ Consider
a sequencede ned by mk*t £ mk MOSt nk*1 Consider the set S
of matrix positions (i; j) suc that m}} = +1 . A consequencef the
de nition of MQY' is that Sk is decreasingfor . So, there exists some
k such that SK = Sk*1. For such a k, whenever m& = +1 , we also
have mi‘}"l =+1.1If m}} 6 +1, then, by de nition of MJS', we have

m!}*l = m}} . We thus have proved that mk*1 = m¥ for this k.
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