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|dentity-based encryption

Goal: Allow senders to encrypt messages based on the receiver's identity.

Key distribution center

Key msk Key ID
Setup Derivation
mpk skip
D, M Encryption c Decryption M
Sender Receiver ID
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Hierarchical identity-based encryption (HIBE)

D e
FOwW.OX

O & O O Level 3

ID = (I,,I1;)

o |dentities are vectors of the form (idy,...,id;),
where L is the HIBE depth.

o Hierarchical key derivation
Users with (id1, id2) can derive keys for any user whose identity is of
the form (idy,idy, *, ..., %)
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HIBE key derivation
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|dentity-based encryption with wildcards (WIBE)

|dentities are vectors (idy,...,id|)
Hierarchical key derivation
Encryption: receiver identity can contain “wildcards”

Decryption by any “matching” identity

Example
C = Enc(mpk, (id1, *, id3), m) can be decrypted by any identity of the
form (idY, id%, id5) where id} = idy and ids = id3 but by nobody else.
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WIBE example 1

ECRYPT-II E

SYMLAB MAYA VAMPIRE

/\
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WIBE example 1

To: ECRYPT. %
Do research together!

ECRYPT-II E
3 SYMLAB MAYA VAMPIRE
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WIBE example 1

To: ECRYPT.MAYA. %
We have to organize meetings to
~ do research together.
'3 SYMLAB 1 MAYA VAMPIRE iﬁ
(8

Michel Abdalla (ENS & CNRS) Identity-based encryption with wildcards



WIBE example 1

ECRYPT-II E

a
SY To: ECRYPT.MAYA.WG1.% VAMPIRE a
We have to meet in Porto in July to &

do research together. \
g WG1 WG2

ngchel ’ Dario a Alex E, John Greg
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WIBE example 1

ECRYPT-II
3 SYMLAB MAYA VAMPIRE
l \
WG1 ALLRIGHT!!! WG2
i —
\

Michel " Dario a Alex E‘Z John Greg
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WIBE example 2

Structured email addresses name@dept.univ.edu
Send identity-based encrypted email to

@ individual users: JohnSmith@cs.univ.edu
computer science department: *@cs.univ.edu
entire university: *@*.univ.edu

all computer science departments: *@cs.*.edu

all sysadmins: sysadmin@+.univ.edu

spammers’ dream: *@x . %, *
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Outline

© WIBE definition
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WIBE: Basic definitions

@ A pattern at level 1 < /¢ < L is a vector
P = (Pi,...,P)) € ({0,1}* U {*})¢, where * is a special wildcard
symbol.

e An identity id = (id1,...,idy) matches P, denoted id €4 P, if and
only if / < /¢ and for all i =1,...,¢ we have that id; = P; or P; = *.

@ Root identity is represented by €.
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WIBE Syntax

An WIBE scheme is defined by four algorithms:

@ Setup(1X,L):
Outputs a master public key mpk for a WIBE of depth L along with master
secret key msk.

o KeyDer(sk(i,.....idy); ide11):
Uses the secret key sk for identity id = (idy, ..., id,;) to compute a secret
key skiqy for the user with identity id.

@ Enc(mpk, P, m):
Generates a ciphertext C for pattern P = (Py,..., P;) and message m using
master public key mpk.

@ Dec(Cp, skiy):
Allows the user in possession of skjy for identity id = (ids, ..., id;) to
decrypt the ciphertext C and get back a message m, if id matches P.
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WIBE security notions

Here, we will consider two different attacks (adaptive-identity vs.
selective-identity) and one goal (indistinguishability) for WIBE schemes.
o Indistinguishability
The adversary's goal is to distinguish Enc(mpk, P*, m§) from
Enc(mpk, P*, m}) for values P*, m§,m; of its choice.
o Adaptive-identity chosen-plaintext attacks
In this model, the adversary is allowed to choose the challenge
pattern value at the time that it asks the challenge query.

o Selective-identity chosen-plaintext attacks
In this model, the adversary has to choose the challenge pattern value
before seeing the public key.
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IND-WID-CPA: Indistinguishability under

chosen-plaintext attacks

@ Let WIBE = (Setup, KeyDer, Enc, Dec) be an identity-based encryption
scheme with wildcards of depth L.

@ Let A be an adversary against the IND-WID-CPA security of WIBE.

Game Expyy5c 7 (k)
proc Initialize(k, L) proc LR(P*, m§, m})
(mpk, msk) < Setup(1,L) | C* & Enc(mpk, P, m3)
Return mpk Return C*
proc KeyDer(id) proc Finalize(5')
skig & KeyDer(msk, id) Return '
Return skiy

The advantage of A against the IND-WID-CPA security of WIBE is defined as
ind-cpa ind-cpa~- ind-cpa~
AdVWIBEf)L,.A(k) =Pr [EXPWIBE?L,./ll(k) = 1} —Pr [EXPWIBE?L,X(I()) =1
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IND-WID-CPA: An alternative definition

@ Let WIBE = (Setup, KeyDer, Enc, Dec) be an hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the IND-WID-CPA security of WIBE.

Game Expi,’\“,‘liééf’ﬂA(k)

proc Initialize(k, L)

proc LR(P*, m§, m})

B {0,1} bid i)
(mpk, msk) & Setup(l"7 L) Ig t% Egi(mpk, P ,mﬁ)
Return mpk eturn

proc Finalize(3')

roc KeyDer(id
P yDer(id) Return (8" = B)

skiqg & KeyDer(msk, id)
Return skiq

The advantage of A against the IND-WID-CPA security of WIBE is defined as

ind-cpa ind-cpa
Advyyge’ 4 (k) =2 Pr [EXPV\/.BE?L,A(/() = true} -1
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IND-sWID-CPA: Indistinguishability under

selective-identity chosen-plaintext attacks

@ Let WIBE = (Setup, KeyDer, Enc, Dec) be an hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the IND-sWID-CPA security of WIBE.

Game Expyyge s (k)
proc Initialize(k, L, P*) proc LR(mg, m})
(mpk, msk) < Setup(1,L) | C* & Enc(mpk, P, m3)
Return mpk Return C*
proc KeyDer(id) proc Finalize(5')
skig & KeyDer(msk, id) Return '
Return skiy

The advantage of A against the IND-sWID-CPA security of WIBE is defined as
s-ind-cpa s-ind-cpa- s-ind-cpa-
Ad"wm%,LI,)A(k) =Pr |:EXPWIBE,LI,).A l(k) = 1} —Pr [EXPWBE,LI,DA O(k)) =1
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IND-sWID-CPA: An alternative definition

o Let WIBE = (Setup, KeyDer, Enc, Dec) be an hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the IND-sWID-CPA security of WIBE.

-ind- L
Game Expiynd-cpal]

proc Initialize(k, L, P*)

proc LR(mg, m})

BEH{0,1} — L
(mpk, msk) & Setup(1%, L) Fi t<_ E(-rli(mpk, P, mp)
Return mpk eturn

proc Finalize(3')

roc KeyDer(id
P yDer(id) Return (8’ = B)

skiq & KeyDer(msk, id)
Return skiy

The advantage of A against the IND-sWID-CPA security of WIBE is defined as

AdviEE P4 (k) = 2- Pr | Explae ™ = true | —1
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Outline

e WIBE schemes
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Michel Abdalla (ENS & CNRS)

Boneh-Boyen WIBE scheme (BB-WIBE)

- W(P)={1<i<{: P;=x} denotes the set of wildcard positions in P.

Setup(1X, L):
(G,Gr,p,8) £6(1%); g £ 6
a & Zp; A+ g?
b& Z,; B gb
fori=0...L; b=0,1do
hip & Zp i Hip < ghie
mpk < (g, A, B, Hi0,...,H.1,G,Gr, p, é)
msk < g2b
return (mpk, msk)

KeyDer(sk(id, ,...,id,)» ides1):

parse sK(id,, . id,) as (sko, .., ske)
R

rg+1 < Zp y

5k6 — Sko . (H;,OlJrl H,'71)r£+1

5k2+1 +— ghett

/ ’
return (skg, sk, ..., ske,skj, 1)

Enc(mpk, P, m):
parse P as (Pi,...
t & Zp; CL+ gt
fori=1,...,¢do

if i ¢ W(P) then Gpj ¢ (H hH;1)*
if i € W(P) then G «+ (H,'t,ov Hit,l)
K + é(A,B)t
C3 —m-K
return (P, C1,(Co 1, - -

Dec(sk idy,...,ids)s €):
parse sk(ig,,....id,) 3s (sko, ..., sk¢)
parse C as (P, C1, &1, .., G, G3)
fori=1,...,¢do

if i ¢ W(P) then G}, ¢ Ca,;
if i € W(P) then
parse Gy as (vi1, Vi 2)
C2/,i <~ Vl-l71'. tVi2
K’ &(sko, C1)/ TTi—, &(ski, C} ;)
m' C3/K/

return m’

s Pe)

G, G)

Identity-based encryption with wildcards
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Additional comments about the BB-WIBE WIBE scheme

o The secret key skiqg, ...id,) = (Sko, - - -, skg) for identity (id1, ..., idy)
has the form:

° Sko ab HI l(Hld )r
° sk,-—gr' fori=1,.

@ The secret key outputted by KeyDer can be re-randomized via
Randomize(sk(idlwﬂidl)):

parse sk(jq,,...id,) as (Sko, ..., sk)
fori=1,...,¢do
ri (i Zp

skl < sk; - gr"
sk < sko - TTi—y(Hig Hia)"
return (skg, ski,. .. ,ske)
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Correctness of BB-WIBE WIBE scheme

- Let id = (id1,...,id;) and P = (P1,...,Pp). If id €. P, then ¢ < ¢ and for
all i=1,...,¢ we have that id; = P; or P; = *.

—Let W(P)={1<i</{ : P; =%} denotes the set of wildcard positions in P
and let W(P)<, denote the subset of indices that are smaller or equal to ¢.

For a valid ciphertext, we have:

K' = e&(sko, &)/ (ILigw(p)-, é(skis Co.i) Ilicwp), &(skis Vi vi2))
&g TTiy (g Hi )”,gt)

HiéW(P)ge é(gr/v(H;c:) i’l))HIGWP é(Skh(HiugHi,l)t)
A J2N i i

= e(gabvgt)'ni e((ch{) ll)r/ )/HI 1 (gf, (HldO ’1))

— é\(ga’gb)t

= ¢é(AB)!

= K
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Security of BB-WIBE WIBE scheme

Theorem
Let

o BB-WIBE and BB-HIBE refer to the Boneh-Boyen WIBE and HIBE
schemes described above, and

o A be an adversary against the IND-sWID-CPA security of
BB-WIBE, making at most a single query to the LR procedure.

Then, there exists an adversary B against the IND-sHID-CPA security of
BB-HIBE, whose running time is that of A and such that

s-ind-cpa s-ind-cpa
AdeB—WIBE,L,A(k) <2 AdVBB—HIBE,L,B(k)'
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pr=(_ %, %) BB-WIBE BB-HIBE

/\ /\

Eﬁ’o’Hﬁl’l @ O —— @ O HypHy,
1,00 '11

T’Z’o’ Haa Q/ \ / \Q Ha0. Han

= gaz,o, gaz,l / \
H’3,0’ H,3,1
=Hy0 Hay O

/N
HyoH'21= O

g%,ov g¢l4.1
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Boneh-Boyen-Goh WIBE scheme (BBG-WIBE)

- W(P)={1<i<{: P;=x} denotes the set of wildcard positions in P.

Setup:
g1,g2<5(G; aLZP
hi < g h <+ g5
u & Gfori=1,...,L
mpk <+ (g1,82, h, uo, ..., up)
Sko < h2
Fori=1,...,L+1do
sk,- +—1
msk <+ (Sk075k1,. . .,SkL7SkL+1)
Return (mpk, msk)

Enc(mpk, P, m):

Parse P as (P1,...,Py)
r& Zp; CL < gf

i PiNr
G+ (uo ITicyigw(p u; )
G+ m-é(h,g)"
G < (U)icw(p)
Return (P, G, G, G3, Cy)
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KeyDer(skid, ... id,) ide+1):

Parse sk(ig, ,....id,) as (sko,sket1, ..., sk, skii1)
R
g1 < Zp
/ idgi1 Y4 idi\ ro+1
skg < sko - sk“_1 . (uo ITizy u; ’)

Fori=+¢+4+2,...,L do
Iy
sk < skj - u!
’ re+1
sk q < skiy1-g "
Return (skg, sk o, 5k}, sk 1)

Dec(sk(iay ..., ids)s €):

Parse Sk(idl,“.,id@) as (sko,skgy1,- -5 5kiy1)
Parse C as (P, C1, &3, G5, Ca)
Parse C4 as (vi)icw(p)
0 id
G« Cllicvicwe) v
&G 5k141)

/
m G- é(Cy,sko)

Return m’
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Waters WIBE scheme (Wa-WIBE)

- W(P)={1<i<{: P;=x} denotes the set of wildcard positions in P.

Setup: KeyDer(sk(d, ... id,)» idet1):
g,e2&8G6; alz, Parse sk(ig, ,...,id,) as (Sko,...,ske)
hy %gla; h2<—g§‘ I‘[+1(in
u;jEGfori=1,...,L;j=0...n sk < sko - Foy1(idey1)et
mpk < (g1,82, h1,u10,. .-, ULn) ski <&
msk <+ hp Return (skg, ski, ..., ske, sky, 1)

Return (mpk, msk)

Enc(mpk, P, m): Dec(sk(iy,...,idg)» C):
Parse P as (P1,...,P¢) Parse sk(ig,,....id,) as (Sko, ..., ske)
.2 Zp: G+ gf Parse C as (P, C1, Coy1,..., Gy, G3)
Fori=1...¢do Fori=1,...,4do
If i ¢ W(P) then Cy; + F;(id;)" If i ¢ W(P) then G5, + Gy,
If i € W(P) then i = (uly, .. ul ) If i € W(P) then
G < m-&(h1, )" 7 7 Parse G, ; as (vo, ..., Vn)
Return (P, Cy, (&R TR Czyg, G) C2/7,' <~ ‘20 Hie[id,-] Vi
1 é(sk;, G5 ;
m e G A él(ci,sko)Q' )
Return m’
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