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|dentity-based encryption (IBE)

Goal: Allow senders to encrypt messages based on the receiver's identity.

Key distribution center

Key msk Key ID
Setup Derivation
mpk skip
D, M Encryption c Decryption M
Sender Receiver ID
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IBE properties

@ Generalization of public-key encryption

o User public key can be an arbitrary string (e.g., email address)
e One system-wide public key for all users

@ Encryption can be performed using system-wide public key and users
identity

@ Users need to contact a key generation center to obtain their secret
keys
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© IBE definition [Sha84, BF03]
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|dentity-based encryption (IBE)

An IBE scheme is defined by four algorithms:

e Setup(1%):
Outputs a master public key mpk and a master secret key msk.

o KeyDer(msk, id):
Uses the master secret key msk to compute a secret key sk;q for the
user with identity id.

e Enc(mpk, id, m):
Generates a ciphertext C for identity id and message m using master
public key mpk.

@ Dec(C, skiq):
Allows the user in possession of sk;y to decrypt the ciphertext C to
get back a message m.
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IBE security notions

In the following slides, we consider two different types of attacks
(adaptive-identity vs. selective-identity) and two security goals
(indistinguishability and anonymity) notions of security for IBE schemes.
o Indistinguishability
The adversary's goal is to distinguish Enc(mpk, id, mg) from
Enc(mpk, id, my) for values id1, mg,m; of its choice.
o Anonymity
The adversary's goal is to distinguish Enc(mpk, idg, m) from
Enc(mpk, id1, m) for values idg, id1, m of its choice.

o Adaptive-identity chosen-plaintext attacks
In this model, the adversary is allowed to choose the challenge
identity values at the time that it asks the challenge query.

o Selective-identity chosen-plaintext attacks
In this model, the adversary has to choose the challenge identity
values before seeing the public key.
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IND-ID-CPA: Indistinguishability under chosen-plaintext

attacks

o Let IBE = (Setup, KeyDer, Enc, Dec) be an identity-based encryption
scheme.
@ Let A be an adversary against the IND-ID-CPA security of IBE.

Game Exp'} (58" (k)
proc Initialize(k) proc LR(id*, m§, my)
(mpk, msk) < Setup(1¥) | C* & Enc(mpk, id*, m)
Return mpk Return C*
proc KeyDer(id) proc Finalize(3')
skiq & KeyDer(msk, id) | Return 3’
Return skjqg

The advantage of A against the IND-ID-CPA security of IBE is defined as
AV 52" (k) = Pr | ExpRE ™ (k) = 1] = Pr | Exp it (k) = 1]
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IND-ID-CPA: An alternative definition

o Let IBE = (Setup, KeyDer, Enc, Dec) be an identity-based encryption
scheme.

@ Let A be an adversary against the IND-ID-CPA security of IBE.

Game Expi‘i_BCEpa( k)

proc Initialize(k)

proc LR(id*, m§, my)

B < {0,1} ~ e
(mpk, msk) & Setup(1¥) Fi t<_ E(r}:(mpk, id”, mj)
Return mpk eturn

proc Finalize(5')

Return (8’ = B)

proc KeyDer(id)

skiq & KeyDer(msk, id)
Return skjg

The advantage of A against the IND-ID-CPA security of IBE is defined as
Advif\lﬂ_scé)a(k) =2-Pr Expijﬁ_gcé)a(k) = true] —1
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IND-sID-CPA: Indistinguishability under selective-identity

chosen-plaintext attacks

@ Let IBE = (Setup, KeyDer, Enc, Dec) be an identity-based encryption
scheme.
@ Let A be an adversary against the IND-sID-CPA security of IBE.

Game ExpjfdeE_ PaB (k)
proc Initialize(k, id™) proc LR(m§, m})
(mpk, msk) <~ Setup(1¥) | C* & Enc(mpk, id*, my)
Return mpk Return C*
proc KeyDer(id) proc Finalize(3')
skiq & KeyDer(msk, id) | Return 3’
Return skjqg

The advantage of A against the IND-sID-CPA security of IBE is defined
as

s-ind-cpa s-ind-cpa- s-ind-cpa-
AdVSEP () = Pr | Expl e (k) = 1| —Pr | Explise™ (k) = 1]
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IND-sID-CPA: An alternative definition

o Let IBE = (Setup, KeyDer, Enc, Dec) be an identity-based encryption
scheme.
o Let A be an adversary against the IND-sID-CPA security of IBE.

Game Exp’{ 15t P (k)

proc Initialize(k, id™)

proc LR(m§, m})

B < {0,1} — -
(mpk, msk) & Setup(1¥) Ig t<_ Egi(mplﬂ id*, mp)
Return mpk eturn

proc Finalize(5')

roc KeyDer(id
P yDer(id) Return (8’ = 5)

skiq & KeyDer(msk, id)
Return skjqg

The advantage of A against the IND-sID-CPA security of IBE is defined
as

AdVSTEE™ (K) = 2 Pr | ExpS e ™ () = true | — 1
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ANO-ID-CPA: Anonymity under chosen-plaintext attacks

o Let IBE = (Setup, KeyDer, Enc, Dec) be an identity-based encryption
scheme.

@ Let A be an adversary against the ANO-ID-CPA security of IBE.

Game Expff’féépa'ﬁ(k)
proc Initialize(k) proc LR(idg, id], m*)
(mpk, msk) <~ Setup(1¥) | C* & Enc(mpk, id, m*)
Return mpk Return C*
proc KeyDer(id) proc Finalize(3')
skig & KeyDer(msk, id) | Return 3/
Return skjg

The advantage of A against the ANO-ID-CPA security of IBE is defined
as

AdV{TE2" (k) = Pr | Expiiad™ (k) = 1] — Pr | Expl{ip (k) = 1
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ANO-sID-CPA: Anonymity under selective-identity

chosen-plaintext attacks

@ Let IBE = (Setup, KeyDer, Enc, Dec) be an identity-based encryption
scheme.

@ Let A be an adversary against the ANO-sID-CPA security of IBE.

Game Exp:ig‘gwa'ﬁ(k)
proc Initialize(k) proc LR(m*)
(mpk, msk) < Setup(1*, idg, id7) | C* & Enc(mpk, id};, m*))
Return mpk Return C*
proc KeyDer(id) proc Finalize(3’)
skig & KeyDer(msk, id) Return /'
Return skiy

The advantage of A against the ANO-sID-CPA security of IBE is defined
as

AdvEEE " (k) = Pr | Expi ™™ (k) = 1] -Pr | Expiz ™" (k) = 1]
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Outline

© Complexity Assumptions
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Computational Diffie-Hellman (CDH)

o Let G be a finite cyclic group of prime order p.
o Let A be an adversary against the CDH problem in a group G.

Game Exp3™(A)
proc Finalize(Z)

proc Initialize(G)
Return (Z = g)

g &G

x(iZ;;; X +— g~
y &7 Y g
Return (G, g, X,Y)

The advantage of A against the CDH problem is defined as

AdviiB(A) = Pr [Exp&ih(A) = true}
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Decisional Diffie-Hellman (DDH)

o Let G be a finite cyclic group of prime order p.
o Let A be an adversary against the CDH problem in a group G.

Game Expl'™°(A) Game Expi™'(A)
proc Initialize(G) proc Initialize(G)
g &G g &G

x &L X g~ x &L X+ g~
y &7 Y — g y&75 Y g

z<ab modp; Zg° | zE& 75 Z+ g”
Return (G,g,X, Y, 2) Return (G, g, X, Y, 2)
proc Finalize(5') proc Finalize(3')
Return (8’ = 1) Return (8’ = 1)

The advantage of A in solving the DDH problem is defined as
Advid(A) = Pr | Expdd0(4) = true] — Pr [Exp%dh'l(.A) = true}
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Bilinear Diffie-Hellman (BDH)

o Let G be a pairing parameter generator.
@ Let A be an adversary against the BDH problem relative to G.

Game Eprdh(.A)

proc Initialize(1%) proc Finalize(Z)
(G Gr,p, é) & G(1k) Return (Z = &(g, g)?*)
g £ G

a%Z;’;; A+ g?
* . b
bTZP, B«—g
cZy; Cgb
Return (G, g, A, B, C)

The advantage of A against the BDH problem relative to G is defined as
Advbdh(A) =Pr [Eprdh(A) = true}
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Bilinear Decisional Diffie-Hellman (BDDH)

o Let G be a pairing parameter generator.

@ Let A be an adversary against the BDDH problem relative to G.

Game Expg‘}ﬁh'o(A)

proc Initialize(1¥)

(G» GT» P, é) & g(lk)

Return (G, g, A, B, C, Z)
proc Finalize(5')
Return (8’ =1)

i s
a@Z;;A%ga a(iZ:;;
b& 7y, B gb b&zy

R %
c&Z;;Cegb c—Zy;
z<« abc mod p; Z + é(g,g)* &7

Game Eprddh HA)

proc Initialize(1%)
(G’ GT’ P, é) <i g(lk)

A<+ g?
B<—gb
C« gb
Z < &g g)*

Return (G, g,A,B,C,2Z)
proc Finalize(8’)
Return (B’ =1)

The advantage of A in solving the BDDH problem is defined as

Advg?fh(A) =Pr Eprddlh 0(A) = true} —Pr [Eprddlh LA) = true}
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Outline

e IBE schemes
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Boneh-Boyen IBE scheme (BB1)

Setup(1%): Enc(mpk, id, m):
(G,Gr, p, &) & G(1%) t &2y G gt
g&G G « (B9H)
alZ,, Acg? K < é(A,B)t
b& 7,; B« gb Gem-K

h & Zy: He g return (G, G, G3)
mpk — (g7A7BaH7G7GT7p7 é)

msk + g2b

return (mpk, msk)

KeyDer(msk, id): Dec(usk, C):
r& 7, parse usk as (usky, usky)
usky < g" parse C as (Cy, G, G3)
usky + msk - (BH)" K’ « &(uskz, C1)/é(usk1, &)
return (usky, uskz) m' «— G/K'
return m’
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Correctness of BB1 IBE scheme

For a valid ciphertext, we have:

K' = é(usky, C1)/é(usky, G)
msk (BIdH) t)/e( (Bld ) )
ga (B/dH) )/é\(gr7 (BIdH) )

&(
(ms
(
(8".8") - &((B¥H)",g")/é(g", (B H)")
(g
&(
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Il
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BDDH security of BB1 IBE scheme

Let
@ BB1 refer to the Boneh-Boyen IBE scheme described above,
@ G be a pairing parameter generator, and

o A be an adversary against IND-sID-CPA security of BB1, making at
most a single query to the LR procedure.

Then, there exists an adversary B against the BDDH problem relative to
G, whose running time is that of A and such that

Adv’EerP (k) < 2 Advg ™ (B).
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Security proof of BB1 scheme

Proof will define a sequence of five games (Go, ..., Ga).

For simplicity, we assume that mpk = (g, A, B, H) and omit the other
values. We also omit the pairing parameter generation in procedure
Initialize.

Go This game is the real attack game against BB1.

Gi We change the computation of H so that B H = g for a
random a.

G2 We change the simulation of the key derivation procedure
KeyDer so that the game answers these queries without the
knowledge of the master secret key.

G3 We change the simulation of the LR procedure so that
G = ;. That is, we don't need to know t to compute it.

Ga We change the simulation of the LR procedure so that K is
chosen uniformly at random.
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Game G3!

proc Initialize(k, id™)

B+ {0,1}

g& G

alZ,, Avg?
b& Zp; B+ gb
h& 7, H gh
mpk < (g, A, B, H)
msk < g2

Return mpk

proc Finalize(3')

Return (8’ = B)

proc LR(m§, m})

t & Zp; Cf < gt
Cs « (B H)t

K « é(A,B)t

G —my- K
Return (Cy, G5, C3)

proc KeyDer(id)

R
r =2y ; usk1<—.gr
usky < g2 - (B H)"
Return (usky, usks)
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Game G}
prc:c Initialize(k, id™) proc LR(mj, m?)
A {01} t& 7, G gt
g G Cs « (B H)t
ascLp;, A+ g° K « &(A, B)t
b&7,; B« gb G« m;-K

a L Zp c H o« B—id*ga Return (Cikv C2*7 Cg)
mpk < (g,A, B, H)

msk — g proc KeyDer(id)
Return mpk r& 7, usky —g
proc Finalize(5') usks < g* - (BH)"
Return (5’ = 5) Return (usky, uskz)
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Game G3!

proc LR(m§, m})

proc Initialize(k, id™)

5 (0. AT heLd
- ’ C*(—(Bid*H)t
g+ G 2
RZ A a K(—é(A,B)t
a(: P <—gb Cg‘emz-K
b<7Zy,; B+ g Return (G, G5, G5)

ad Zp; H <+ B*’Id*ga

mpk < (g, A, B, H) proc KeyDer(id)

msk < g2

Return mpk P&y usky < g" AT/ id=id")
proc Finalize(3’) usko +— A—e/(d=id") . (gid j1)F
Return (5" = §) Return (usky, usky)
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Game G3'
proc Initialize(k, id*) proc LR(m§, m})
B < {0,1} t&Z,; G+ gt
alZ,, Acg? K + é(A, B)t
b& 7Z,; B+ gb G+ my-K

a& 2, He B4 g | Return (¢, GG, G3)
mpk + (g,A, B, H)

msk « g proc KeyDer(id)

Return mpk ' Z,: usky — gFA—l/(id—id*)
proc Finalize(j3') usky < A=e/(d=id") . (Bid ()7
Return (8’ = B) Return (usky, usky)
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Game G;!
proc Initialize(k, id*) proc LR(m§, m})
B £ 40,1} t& 7y G gt
el G« a”
adl Zp; A< g?
b& 7Z,; B« gb G —my-K

a& Z,; He B4 g | Return (Cf, G5, G5)
mpk + (g,A, B, H)

msk g proc KeyDer(id)
Return mpk FE Ty usky < g" AT/ id=id")
proc Finalize(5’) usky «— A—a/(id=id") . (B H)

Return (8’ = ) Return (usky, uskz)
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Probability analysis

Claim 1 Advjfg%_fpa(k) =2-Pr[Gy' =true] — 1

Claim 2 Pr [GA = true] = Pr [GA = true |

Claim 3 Pr [Gé4 = true] = Pr [G{l4 = true]

Claim 4 Pr [Gg;4 = true] = Pr [Gé4 = true |

Claim 5 |Pr [Gf = true| — Pr [G§4 = true]| < Advgfl,?h(B)
Claim 6 Pr [Gj;4 =true| =1/2

It's straightforward to verify that the security theorem follows from the
claims above.

Michel Abdalla (ENS & CNRS) Identity-based encryption 28 / 43



Proof of Claims 1, 2, 4, and 6

Claim 1 follows the security definition.
Claim 2 follows from the fact that H is still uniformly distributed in G.

Claim 4 follows from the fact that C; is still being correctly computed.
G = (BUH)
_ (Bid* B*id*ga)t
— gcxt
=

Claim 6 follows from the fact that A has no information about 3 in
Gg.
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Proof of Claim 3

Claim 3 follows from the fact that (uski, usk2) is still a valid random
secret key for user id, where r is being implicitly set to 7 — a/(id — id*).

usk; = gr _ gF—a/(id—id*)
_ giga/lid=id")
= gfAY(id—id")
usky = g®*(BYH)"

— gab(BidH)fa/(idfid*)(BidH)F

_ gab(BidB—id*ga)—a/(id—id*)(BidH)F
— gab(gb(id—id*)ga)—a/(id—id*)(BidH)F
— gabgfabgfaa/(idfid*)(BidH)F
_ A—a/(id—id*)(BidH)F
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Proof of Claim 5

In order to prove Claim 5, we need to build an adversary B against the
BDDH problem.

o Let (G, g,A, B, C,Z) be the input of B.

@ To simulate procedure Initialize, B chooses « at random, sets
H = B=@" g and returns mpk = (g, A, B, H) as the public key.

o When simulating procedure LR, B sets ¢ = C, & = (¢, and
K=Z2.

@ B simulates procedures KeyDer and Finalize exactly as in Gs.

@ When B is being executed in Game Expg"i,?h'o(l’)’), B simulates G3 to
A. That is, Pr[G3' = true] = Pr [ Expg"*(B) = true].

@ When B is being executed in Game Expgfl,?h'l(B), B simulates G4 to
A. Thatis, Pr [Gf = true| = Pr [Expgfl,?h'l(l’j’) = true].

@ The claim follows.
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Boneh-Franklin Basicldent IBE scheme

o Let G be a pairing parameter generator.
o Let H:{0,1}* — G* be a random oracle.

Setup(1¥): KeyDer(msk, id):
(G, G, p, &) < G(1%) Qg < H(id)
gl G, s&7; Seg° usk < Qs
msk < s return (usk)

mpk < ((G,Gr, p, €),S, H)
return (mpk, msk)

Enc(mpk, id, m): Dec(usk, C):
r& Zp: G+ g" parse C as (C1, (3)
Qu + H(id) ; K + (&S, Qu))" K « &(Gy, usk)
G+—m-K m/<_C2/K
return (G, G) return m’
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BDDH security of Boneh-Franklin Basicldent IBE scheme

Theorem

Let

o BF refer to the Boneh-Franklin Basicldent IBE scheme in the previous
slide,

@ G be a pairing parameter generator, and

o A be an adversary against IND-ID-CPA security of BF, making at
most qy queries to the random oracle H and at most a single query
to the LR procedure.

Then, there exists an adversary B against the BDDH problem relative to
G, whose running time is that of A and such that

Adv'{ TP (k) < 2 qn - Advg " (B).
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Security proof of BF scheme

Proof will define a sequence of five games (Go, ..., Ga).
For simplicity, we assume that mpk = S and omit the other values. We
also omit the pairing parameter generation in procedure Initialize.

Go This game is the real attack game against BF.

G1 We guess the hash query involved in the challenge query and
abort if the guess is incorrect, returning a random output for
the game.

G, We change the simulation of the random oracle procedure H
so that the game knows the discrete log of H(id) for any
identity other than the challenge.

G3 We change the simulation of the key derivation procedure
KeyDer so that the game answers these queries without the
knowledge of the master secret key.

Ga In this game, we change the simulation of the LR procedure
so that K is chosen uniformly at random.
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proc Initialize(k)
B+ {01}

ANy <¢€; ctr<0
s& Zyp; S« g°
msk < s

mpk < S

Return mpk

proc KeyDer(id)

if (ctr,id,Y,y) & An, H(id)
usk < H(id)*

Return usk

Game G3!

proc H(id)

it (ctr,id,Y,y) € Ay, return Y
ctrectr+1; Y&EG

Ay < AgU{(ctr,id,Y,y)}
Return (G5, &)

proc LR(id*, m§, my)

r& 7, G g
K « &(S, H(id"))"
G+ m-K
Return (Cy, C3)

proc Finalize(5')

Return (8’ = B)
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Game Gf‘
Initialize( k
prc:?c nitialize(k) proc H(id)
5= 1{0.1} if (ctr,id,Y,y) € Ay, return Y
= R

i —A{1,...,qn} ctrectr+1: Y&G
AHR(* e; ctr<0 ‘if i* = ctr and id # id*, abort ‘
s« Zy; S« g° Ay Ny U{(ctr,id,Y,y)}
msk < s Return (Cf, C)
mpk < S e w
Return mpk proRc LR(id”, mg. m;)

) r<%7Z,; ¢f < g
proc KeyDer(id) K o ép(S I-}(id*)g)’
if (ctr,id,Y,y) & Ay, H(id) G m;g’. K

" S

usk + H(id) Return (G}, C5)
Return usk
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Game G§4
proc Initialize(k) proc H(id)
= proe 7\V4)
p {01} if (ctr,id,Y,y) € Ay, return Y

AL qu)
Ay<¢c; ctr+ 0

S(iZ:;; S« g°

ctr < ctr+1; y@Zp; Y +—g¥
if i* = ctr and id # id*, abort
/\H<—/\HU{(Ct"7 Id7 Yay)}

Z;’;:‘; Return (Cf, G3)
Return mpk proc LR(id*, m§, m})
proc KeyDer(id) ré& ZAp Gy ig’

if (ctr,id, Y, y) & A, H(id) | K < &, H(id™))’
usk < H(id)® G —ms-K

Return usk Return (7, G3)
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Game Gf
proc Initialize(k)
gL 0,1} proc H(id)
&1, gy} if (ctr,id,Y,y) € Ay, return Y
Ay e ctr<0 ctrectr+1; y&Z,; Y+ g
sELy S g if i* = ctr and id # id*, abort
msk < s Ay — Ay U{(ctr,id,Y,y)}
mpk < S Return (Cf, &)

Return mpk proc LR(id", m§, m})

proc KeyDer(id)

. - ' r& Zp; G —g"
if (ctr,id,Y,y) & Au, H(id) | K « &(S, H(id"))"

read (ctr,id,Y,y) € Ay \ G« mj- K
USk «— Sy Return (Cf, C2*)
Return usk
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Game Gf

proc Initialize(k)
B {0,1}

&AL qu)
Ay <¢c; ctr+ 0

R
seZ;; S« g°
msk < s

proc H(id)

if (ctr,id,Y,y) € Ay, return Y
ctr < ctr+1: y@ZP; Y g7
if i* = ctr and id # id*, abort
Ay <~ Ay U {(ctr, id, Y7y)}
Return (Cy, C3)

mpk < S

Return mpk proc LR(id", mg, m)
proc KeyDer(id) r&Zy; G g

if (ctr,id,Y,y) & Aw, H(id) | | K & Gt

read (ctr,id, Y,y) € Ay G+ ms-K

usk < 57 Return (G}, C)
Return wusk
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Probability analysis

Claim 1 Advijﬂ;,ﬁpa(k) =2-Pr[Gyl =true] — 1

Claim 2 Pr[Gf' =true] = (1 —1/qn)-1/2+1/qy - Pr [ Gg' = true]
Claim 3 Pr [Gé4 = true] = Pr [G{l4 = true]

Claim 4 Pr [Gg;4 = true] = Pr [Gé4 = true |

Claim 5 |Pr [Gf = true| — Pr [G§4 = true]| < Advgfl,?h(B)

Claim 6 Pr [Gj;4 =true| =1/2

It's straightforward to verify that the security theorem follows from the
claims above.
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Proof of claims

@ Claim 1 follows the security definition.

@ Claims 3 and 4 are true because the changes made to the games do
not affect their outcome.

@ Claims 2 follows from the fact that the output of the game is chosen
uniformly at random when aborting.

Pr [G“l4 = true]
= Pr [G“fl = true A abort | + Pr [G“fl = true A abort |
= Pr [G’fl = truelabort |Pr[abort ]+

Pr [Gfl = truelabort |Pr [abort |
= 1/2-(1—-1/qy)+ Pr [G“l4 = truelabort | -1/qy
= 1/2-(1-1/qn) + Pr[Gg' =true] - 1/qy
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Proof of claims (cont.)

@ In order to prove Claim 5, we need to build an adversary B against
the BDDH problem.
o Let (G,g,A, B, C,Z) be the input of B.
o Bsets mpk = A, Ci =B, H(id") = C, and K = Z. Everything else in
the simulation is performed as in Gs.

o When B is being executed in Game Eprddh %(B), B simulates Gs to
A. That is, Pr {G3 = true} =Pr [Eprddh %B) = true}

e When B is being executed in Game Eprddh Y(B), B simulates G, to
A. That is, Pr {G4 = true} =Pr [Eprddh Y(B) = true}

o The claim follows.

@ Claim 6 follows from the fact that A has no information about 3 in
G4 and that the output of the game is chosen uniformly at random
when aborting.
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