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|dentity-based encryption

Goal: Allow senders to encrypt messages based on the receiver's identity.
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Hierarchical identity-based encryption (HIBE)

D e
FOwW.OX

O & O O Level 3

ID = (I,,I1;)

o |dentities are vectors of the form (idy,...,id;),
where L is the HIBE depth.

o Hierarchical key derivation
Users with (id1, id2) can derive keys for any user whose identity is of
the form (idy,idy, *, ..., %)
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HIBE key derivation
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© HIBE definition
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Hierarchical Identity-based encryption (HIBE)

— Identity at level 1 < ¢ < L is a vector id = (id1,...,id;) € ID®.
— Root identity is represented by €.

An HIBE scheme is defined by four algorithms:

@ Setup(1X,L):
Outputs a master public key mpk for a HIBE of depth L along with master
secret key msk.

@ KeyDer(sk(i,.....idy); ide11):
Uses the secret key sk for identity id = (id4, ..., id;) to compute a secret
key skjq4 for the user with identity id.

@ Enc(mpk, id, m):
Generates a ciphertext C for identity id = (idy, ..., id;) and message m
using master public key mpk.

@ Dec(C, skiy):
Allows the user in possession of skjy for identity id = (idy, ..., id;) to
decrypt the ciphertext C and get back a message m.
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HIBE security notions

Just as in the IBE case, we can consider different attacks
(adaptive-identity vs. selective-identity) and goals (indistinguishability and
anonymity) for HIBE schemes.
o Indistinguishability
The adversary's goal is to distinguish Enc(mpk, id*, m§) from
Enc(mpk, id*, m}) for values id*, mg,mj of its choice.
o Anonymity
The adversary's goal is to distinguish Enc(mpk, idy, m*) from
Enc(mpk, id], m*) for values idg, id], m* of its choice.
o Adaptive-identity chosen-plaintext attacks
In this model, the adversary is allowed to choose the challenge
identity values at the time that it asks the challenge query.

o Selective-identity chosen-plaintext attacks
In this model, the adversary has to choose the challenge identity
values before seeing the public key.
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IND-HID-CPA: Indistinguishability under chosen-plaintext

attacks

@ Let HIBE = (Setup, KeyDer, Enc, Dec) be a hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the IND-HID-CPA security of HIBE.

Game Expyjige 70 (k)
proc Initialize(k, L) proc LR(id*, m§, m})
(mpk, msk) & Setup(1,L) | C* & Enc(mpk, id*, m3)
Return mpk Return C*
proc KeyDer(id) proc Finalize(5’)
skiq & KeyDer(msk, id) Return 3’
Return skjy

The advantage of A against the IND-HID-CPA security of HIBE is defined as
ind-cpa ind-cpa- ind-cpa~-
AdVHIBE,II)_,A(k) = Pr [EXPHIBE,IZ,.Al(k) = 1} —Pr [Epol(éE,II)_,AO(k)) = 1}
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IND-HID-CPA: An alternative definition

@ Let HIBE = (Setup, KeyDer, Enc, Dec) be a hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the IND-HID-CPA security of HIBE.

Game ExpL‘ﬁ‘é‘EC},'i"f (k)

proc Initialize(k, L)

proc LR(id*, m§, m})

< {0.1} — o
(mpk, msk) & Setup(1¥, L) Ig te Eg(*:(mpk, id”, m5)
Return mpk eturn

proc Finalize(3')

roc KeyDer(id
P yDer(id) Return (8’ = 5)

skiqg & KeyDer(msk, id)
Return skjy

The advantage of A against the IND-HID-CPA security of HIBE is defined as

ind-cpa ind-cpa
AdVHIBE,FI)_,A(k) =2. PI’ |:EpoIBE,II)_,A(k) —true| — 1
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IND-sHID-CPA: Indistinguishability under

selective-identity chosen-plaintext attacks

@ Let HIBE = (Setup, KeyDer, Enc, Dec) be a hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the IND-sHID-CPA security of HIBE.

Game Exp}ae 07" (k)
proc Initialize(k, L, id™) proc LR(m§, m})
(mpk, msk) & Setup(1,L) | C* & Enc(mpk, id*, m3)
Return mpk Return C*
proc KeyDer(id) proc Finalize(5’)
skiq & KeyDer(msk, id) Return 3’
Return skjy

The advantage of A against the IND-sHID-CPA security of HIBE is defined as
s-ind-cpa s-ind-cpa~ s-ind-cpa-
Ad"HlBE,L,I:ct(k) =Pr [EXPHIBS,L,I.JA l(k) = 1} —Pr |:EXpHIBE,L,Ij4 O(k)) = 1]
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IND-sHID-CPA: An alternative definition

o Let HIBE = (Setup, KeyDer, Enc, Dec) be a hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the IND-sHID-CPA security of HIBE.

-ind-cpalL.
Game Exp;jnd-epal]

proc Initialize(k, L, id")

proc LR(m§, m})

B < {0,1} ~ e
(mpk, msk) & Setup(1¥) Fi t<_ E(r;:(mpk, id”, mj)
Return mpk eturn

proc Finalize(3')

roc KeyDer(id
P yDer(id) Return (8’ = B)

skiq & KeyDer(msk, id)
Return skjg

The advantage of A against the IND-sHID-CPA security of HIBE is defined as

Ad":ﬁéﬁfﬁ(k) =2-Pr EXP:.ES_CW[L] = true] -1
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ANO-HID-CPA: Anonymity under chosen-plaintext

attacks

@ Let HIBE = (Setup, KeyDer, Enc, Dec) be a hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the ANO-HID-CPA security of HIBE.

Game Exp{jioe 7" (k)
proc Initialize(k, L) proc LR(idg, id}, m*)
(mpk, msk) & Setup(1%) | c* & Enc(mpk, id}, m*)
Return mpk Return C*
proc KeyDer(id) proc Finalize(3’)
skiq & KeyDer(msk, id) | Return '
Return skj4

The advantage of A against the ANO-HID-CPA security of HIBE is defined as
AdVEZET (k) = Pr | Expiise™! (k) = 1] = Pr | Expiige (k) = 1]
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ANO-sHID-CPA: Anonymity under selective-identity

chosen-plaintext attacks

@ Let HIBE = (Setup, KeyDer, Enc, Dec) be a hierarchical identity-based
encryption scheme of depth L.

@ Let A be an adversary against the ANO-sHID-CPA security of HIBE.

Game Expiye’; %" (k)

proc Initialize(k, L, idg, id7) | proc LR(m*)

(mpk, msk) & Setup(1%,L) | ¢+ & Enc(mpk, ids, m*)
Return mpk Return C*

proc KeyDer(id) proc Finalize(3')

skiq < KeyDer(msk, id) Return '

Return skjg

The advantage of A against the ANO-sHID-CPA security of HIBE is defined as
AV 1 (k) = Pr | Expiige i % (k) = 1| = Pr | Expiige %0 (k) = 1]
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© HIBE schemes

Michel Abdalla (ENS & CNRS) Hierarchical identity-based encryption



Boneh-Boyen HIBE scheme (BB)

Setup(1%, L): Enc(mpk, id, m):
(G,Gr, p, &) & G(1%) parse id as (id1, ..., ide)
g(i(G t<in;Q<—gt
a&ZﬁA(—ga fori=1,...,4do

, C i H-id"H,' t
b& 7, Begh Kié(A(é’S)f 1)
fori=1,...,L;, b=0,1do ’

C3 —~m-K

hip & Ly Hip < ghio
mpk — (g,A, B, Hl,O, ey HL,1, G, GT, p, é)
msk + g2
return (mpk, msk)

return (G, (G, - -, &), G3)

KeyDer(sk(iay,...,idg)s ide+1): Dec(sk, C):
parse sK(ia,,....id,) s (sko,...,ske) parse sK(ia,,....id,) as (sko, ..., sky)
re & Zp parse C as (Ci, G1, ..., G, G3)
: r a VRN
skg < sko - (H%m Hi1)™ K: — e(sko,/Cl)/ [T, é(ski, Co.i)
skiyy g1 m' + G/K
/
return (sko, sk, ..., ske, skyi1) return m
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Additional comments about the BB HIBE scheme

o The secret key skiqg, ...id,) = (Sko, - - -, skg) for identity (id1, ..., idy)
has the form:

° Sko ab HI l(Hld )r
° sk,-—gr' fori=1,.

@ The secret key outputted by KeyDer can be re-randomized via
Randomize(sk(idlwﬂidl)):

parse sk(jq,,...id,) as (Sko, ..., sk)
fori=1,...,¢do
ri (i Zp

skl < sk; - gr"
sk < sko - TTi—y(Hig Hia)"
return (skg, ski,. .. ,ske)
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Correctness of BB HIBE scheme

For a valid ciphertext, we have:

K/ = Sk(),Cl)/Hl 1 (Sk,,Cg,)
Pl (HG Hi1), g%)/ TTizy &7, (HiG Hia)®)

&(
é(g
= &g, ) [Ti-1 &((Hig Hia)", 8")/ TTizy &(87 (HiG Hia)")
(
(
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Michel Abdalla (ENS & CNRS)

Boneh-Boyen-Goh HIBE scheme (BBG-HIBE)

Setup:

gl,g2<iG; Ot(in

hi < gi"; ho < g5

u & Gfri=1,...,L

mpk — (gl,gz,hl,uo,.‘.,uL)

Sk()(*hz

Fori=1,...,L+1do
ski+1

msk < (sko, sk, . .

Return (mpk, msk)

.y SkL, SkL+1)

Enc(mpk, id, m):

Parse id as (idy, ..., id;)
r& Zp; CL+ g1

G+ (w0 Ty )"
G+ m- é(hl,gg)r
Return (Cl, Cz, C3)

KeyDer(sk(iay ,....id,), ides1):

Parse Sk(l‘dl,“.,l'dg) as (Sko, Sk4+17 ey SkL7 SkLJrl)
ret1 <i ZP )
sk < sko - sk'edﬁr1 - (uo e, u,’."”')r“1
Fori=4¢+2,...,Ldo

sk < sk - u;**!
sk 1 < skii1 - gttt

Return (sko, sky 2, .., Sk, skii1)

Dec(sk(idl,m,idg)v C):

Parse Sk(id1,<-<,id2) as (Sko, Skg+1, ey SkL+1)
Parse C as (G, G, G3)
m «— Cs- &(Ca,5ki11)

, &(Cy,sko)
Return m
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Waters HIBE scheme (Wa-HIBE)

Setup: KeyDer(sk(ig, ,....idy), idet1):
a,028G; adz, Parse sk(ia, ...,id,) as (sko, ..., ske)
hy < g ; h2 < g3 I’e+1<in
uj EGfori=1,..., L;j=0...n sko < sko - Fes1(ider1)™
mpk < (81,8, h1, t0,...,ULn) ki1 < &'
msk «— hy Return (skg, sk1, . .., ske, ski 1)

Return (mpk, msk)

Enc(mpk, id, m): Peclska..ian, C)
Parse id as (idy, ..., idy) Parse sk(ig,.....ia,) as (sko, ..., ske)
P E T G gl Parse C as (Gi, Go1, ..., Cope, G3)
e 15, &(sk;,Co.)
Fori=1,....¢ do m'— G- e
G,i + Fi(id)) Return m’

C3 — m- é(h],gQ)r
Return (Cl, Cqu, e Cz,g, C3)
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Outline

@ Security of the Boneh-Boyen HIBE scheme
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BDDH security of BB HIBE scheme

Let
o BB refer to the Boneh-Boyen HIBE scheme described above,
@ G be a pairing parameter generator, and

o A be an adversary against IND-sHID-CPA security of BB, making at
most a single query to the LR procedure.

Then, there exists an adversary B against the BDDH problem relative to
G, whose running time is that of A and such that

s-ind-cpa
Advig', P (k) <2 Advgi™(B).
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Security proof of BB scheme

— Proof will define a sequence of five games (Go, ..., Ga).

— For simplicity, we omit the pairing parameter generation in Initialize.
— We assume that id* has length L.

— j denotes the smallest index such that id; # idj in LR procedure.

Go: This game is the real attack game against BB.

: idl* .

G1: We change the computation of H; ; so that H;,o' Hi1 =g fora
random «;.

Gy: We change the simulation of the key derivation procedure
KeyDer so that the game answers these queries without the
knowledge of the master secret key.

G3: We change the simulation of the LR procedure so that
G ;= G, That is, we don't need to know t to compute it.

G4: We change the simulation of the LR procedure so that K is
chosen uniformly at random.
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proc Initialize(k, L, id™)
B & {0,1}

g@G

ad Zp; A+ g?

b& 7, B+ gb
fori=1,...,

hip & Zp; Hip < g"e
mpk + (g, A, B, Hi,...
msk + g
Return mpk

proc Finalize(3')
Return (8’ = B)

Game Gg'

Ly b=0,1do

) HL,l)

proc LR(mg, m7)

e e
parse id* as (id7, ...,

t & Zp; G+ gt
fori=1,. é do
CQ, < (HIO H )t
K « 8(A, B)"
G +—m;-K
Return (Cl,(C2,1,...
proc KeyDer(id)
parse id as (idy,...,
fori=1,...,4do

id})

, Goe), G3)

ide)

r,&Zp,sk —gh

sko %gab H, 1(Hld
Return (sko, ..., sk¢)

)r
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proc Initialize(k, L, id™)

B {0,1}
g(iG

alZ,;, Avg?
b& 7, B+—gb
fori=1,...,L; do

Game Gi*

R !
Oz; < Zp ) H,‘7o «— B%i

R . —id*
i Zp; Hi1 <+ g*B idj e

’
i

mpk < (g, A, B, Hio,..
msk < g
Return mpk

proc Finalize(')
Return (8’ = B)

. HL,l)

proc LR(mg, m7)

parse id* as (id7, ..., id})
t (i Zp  CL gt
fori=1,...,4do

Cz,,' — (Hllfio’* H,',l)t
K «+ &(A, B)t
G +—ms-K

Return (G, (G, -+, Gope), G3)

proc KeyDer(id)

parse id as (id1, ..

fori=1,...,4do
nd& Zp; ski+— g"

sko < g™ T1i_y(H G Hin)"

Return (sko, ..., ske)

. idy)
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proc Initialize(k, L, id*)
B+ {0,1}
g Ea
alZ,; A g?
b& 7, B+—gh
fori=1,...,L; do

ot £ 7, Hig + B

o & Zp; Hix g""'B*"d;Fa'{
mpk + (g,A,B,Hi0,...,Hi 1)
msk + g
Return mpk

proc Finalize(3')
Return (8 = )

Game G3'
proc LR(mg, m7)
parse id* as (id7,...,id})
t & Zp; Ci+ gt
fori=1,...,4do

G + (H,-if Hiq)t
K < &(A, B)t
G +—mp-K

Return (C1, (Czyl, e, C2,g), C3)
proc KeyDer(id)
parse id as (id1, ..., idg)

fori=1,...,j—1,j+1,...,¢do
ri & Ly ski < g

’

1 & Ly ski gAY/

sko « A=/ UGN TTE (1% ;1)

Return (sko, ..., sk¢)
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proc Initialize(k, L, id*)
B+ {0,1}
g e
ad Zp; A< g°
b& Zy,; B+ gb
fori=1,...,L; do

ot £ 7,0 Hig + B

o & Zp; Hii <+ g""'B*"di*o"{
mpk < (g'7 A, B, H170, ey HL’1)
msk g
Return mpk

proc Finalize(3')
Return (8 = )

Game Gi'

proc LR(mg, m7)

parse id* as (id7, ..

t & Zp; Ci+ gt

fori=1,...,¢do

CQ,,' < Cl*ﬂi

K + &(A, B)'

G +—mp-K

Return (Cl, (C271, e C2,[), C3)

proc KeyDer(id)

parse id as (id1, ..., idg)

fori=1,...,j—1,j+1,...,4do
& Ly ski g

6 & 7y, ski g A=Y/ (e —id]))

sko AT [T (H )

Return (sko, ..., sk¢)

L id})
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proc Initialize(k, L, id*)
B+ {0,1}
g e
ad Zp; A< g°
b& Zy,; B+ gb
fori=1,...,L; do

ot £ 7,0 Hig + B

o & Zp; Hii <+ g""'B*"di*o"{
mpk < (g'7 A, B, H170, ey HL’1)
msk g
Return mpk

proc Finalize(3')
Return (8 = )

Game Gj

proc LR(mg, my)

parse id* as (id7,...,id})
t& 7, G« g
fori=1,...,4do

Cz,,' — Cl*ai
G +—mj-K

Return (C1, (C2’1, . CQJ{), C3)

proc KeyDer(id)

parse id as (idy, ..., ide)

fori=1,...,j—1,j+1,...,¢do
& Ly ski— g

1 & Ty ski gl AT 5=

sko « A/ CHUG—ID [TE (H% H, 1)

Return (sko, ..., sk¢)
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Probability analysis

Claim 1 AdeB_éIj?’_jpa(k) =2-Pr[Gy' =true] — 1

Claim 2 Pr [GA = true] = Pr [GA = true |

Claim 3 Pr [Gé4 = true] = Pr [G{l4 = true]

Claim 4 Pr [Gg;4 = true] = Pr [Gé4 = true |

Claim 5 |Pr [Gf = true| — Pr [G§4 = true]| < Advgfl,?h(B)
Claim 6 Pr [Gj;4 =true| =1/2

It's straightforward to verify that the security theorem follows from the
claims above.
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Proof of Claims 1, 2, 4, and 6

o Claim 1 follows the security definition.

@ Claim 2 follows from the fact that H; 4 is still uniformly distributed in
G.

@ Claim 4 follows from the fact that (5 is still being correctly computed.
* id !
Gi = (HigHin)
— ((Bai)idi ga,-Bfidfai)t
— gOé,'t
=

@ Claim 6 follows from the fact that A has no information about 3 in
Gs.
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Proof of Claim 3

Claim 3 follows from the fact that (sko, ..., sky) is still a valid random
secret key for user id = (id1, ..., ids), where F; = r; — a/(c(id; — id})) is
the randomness being used to generate sk;.

ok = g = gn—aled—id)
—a/( ;(idj—id))
A1/ (e(idj—id}))
(H3H;0)? THZ (G Hi)" Tz 2 (HIG Hin)"
g*((B a) 9 g B} o) =2/ (e (id; =i ) T2 1(H'd Hi1)"
— go((g ) g g i of)~a/ eid;—id; ))H_1(H,'do Hi)"
g(g

ab( baj(idj—bid} )g ) a/(aj(idj—id7)) H;:1(H;L3Hi1)n

= g'g

"J
Sko — gab

= g% (g ETED T (H Hia)"
= AN TTE (HH, 1)
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Proof of Claim 5

In order to prove Claim 5, we need to build an adversary BB against the
BDDH problem.

o Let (G,g,A, B, C,Z) be the input of 5.

@ To simulate procedure Initialize, B sets H; g = B and
Hii = g% B~} for random aj, o and returns
mpk = (g, A, B,H1,...,HL1) as the public key.

@ When simulating procedure LR, B sets (i = C, C2*,,- = (™, and
K="/Z.

@ B simulates procedures KeyDer and Finalize exactly as in Gs.

@ When B is being executed in Game Expg?,?h'o(B), B simulates G3 to
A. That is, Pr[G3' = true] = Pr [ Expg"*(B) = true].

@ When B is being executed in Game Expgii,?h'l(B), B simulates G4 to
A. That is, Pr [ G3' = true] = Pr [ Expg"™(B) = true].

@ The claim follows.
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