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Introduction

We propose a unifying framework to design
e automatic,
e sound,
e approximate,
e decidable,
semantics to abstract the properties of mobile systems.

Our framework is model-independent:
—> We use a META-language to encode mobility models,
—> we design analyses at the META-language level.

We use the Abstract Interpretation theory.
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Overview

1. Standard semantics

2. Non-standard semantics
3. META-language

4. Encodings

5. Context encoding
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n-calculus: syntax

Name : infinite set of channel names,
Label : infinite set of labels,

P ::= action.P . i
action ::= c!‘[x1, ..., xnl
(P|P) v
(v x)P | c! [?q,...,xn]
; | *c?x1, ..., xn]

wheren > 0, ¢, X1, ..., Xn, X, € Name , 1 € Label.

v and ? are the only name binders.
fv(P): free variables in P,
bn(P): bound names in P.

g
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Transition semantics

A reduction relation and a congruence relation give the semantics of the -
calculus:

e the reduction relation specifies the result of computations:

-

)

o | EP 2 Qg —x | P
«c?glQ | cV[x]P b Qx| #c?[ylQ | P
P—-Q P=PP-Q0Q=Q" PP
(vx)P — (v x)Q P/ Q' PIQ—=P|Q

=5
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Congruence relation

e the congruence relation reveals redexes:

1. some rules make process move inside the syntactic tree
(commutativity, associativity of |)

2. some rules handle channel names
(x-conversion, extrusion)

£
-3
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Example: syntax

S = (v port)(v gen)
(Server | Client | gen!®[])

where
Server := xport?'[info ,add ](add !“[info ])
Client = xgen?’[] ((v data) (v email )

(port!*[data, email] | gen!®[]))

i
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Example: computation

(v port)(v gen)
(Server | Client | gen!®[])

28 (v port)(v gen)(v data;)(v email;)
(Server | Client | gen!’[] | port!*[data;,email;])

= (v port)(v gen)(v data;)(v email;)
(Server | Client | gen![] | email;!?[data;])

>3 (v port)(v gen)(v datay)(v email;)(v data,)(v email,)
(Server | Client| gen![] | email;!’[data;] | port!*[datay,email,])

4 (v port)(v gen)(v data;)(v email;)(v data,)(v email,)
(Server | Client | gen!®[]| email;!’[data;] | email,!?[data,])

i
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x-conversion

x-conversion destroys the link between names and processes which have
declared them:
(v port)(v gen)(v data;)(v email;)
(v datay)(v email,)
(Server | Client| gen! ][]

| email;¥[data;] | email,"[data,]) . 0O

(v port)(v gen)(v data,) (v email;) Resource Serve

(v data;) (v email,)
(Server | Client | gen’ O

| email;!*[data,] | email,!*[data;])

~

x
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Mobile ambients

Ambients are named boxes containing other ambients (and/or) some agents.

Agents:

e provide capabilities to their surrounding ambients for local migration and
other ambient dissolution;

e dynamically create new ambients, names and agents;
e cOommunicate names to each others.

Jérome Feret, LIENS A2 12 10/03/2005



client generator
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An ftp-server
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Syntax

Let Name be an infinite countable set of ambient names and Label an infi-

nite countable set of labels.

n € Name (ambient name)
l € Label (label)
P,Q = (vn)P (restriction)
0 (inactivity)

P|Q (composition)

n'{P] (ambient)

M (capability action)

0 (input/output action)

o

fes
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Capability and actions

in' n.P (can enter an ambient named n)

out' n.P  (can exit an ambient named n)

open' n.P (can open an ambient named n)
lopen! n.P (can open several ambients named n)

(n)L.P (input action)
I(n)L.P (input action with replication)
(n)! (async output action)

The only name binders are (v ), (_)and !(_).

£3
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Ambient Migration
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Ambient Dissolution

..........................................................................

L — - vopen m.P|P|Q|R
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Communication

...........................................................

..................................................................
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An ftp-server

S :=(vPub)(S | !(x)".C | (make)?")
where
Pub :=(v request)(v make)(v server)(v duplicate) (v instance)(v answer),
C:=(v q)(v p)p"Cs | C; | C5] | (make)®,
C; :=request’’[(q)'¥], C, :=open'’instance,
C; :=in'®server.duplicate' [out'®p.(p) '],

S :=server'[S; | SJ], S; :=lopen?duplicate, S, :=!(k)3.instance’[l],

| :=in’k.open‘request.(rep)’(I; | 1), I, :=answerd[({rep)’], I, :=out'°server.

S

5
Jérdme Feret, LIENS ﬁg»@ 19 10/03/2005



(vPub)(S | I(x)".C | (make)?")

_)
1(x)".C | (make)?°| server'[S; | S;] |
(vPub) 12| request™[(q1)"] | C; |
v a) v pi)ps in'®server.duplicate'’[out'®p;.(p;) ']
_)

(vPub)(v q1)(v p1)
13 14
(!(x)”.C | (make)®°| server! [81 'S, | Pﬂz[ (rjequlfiiztt <F 3 ‘ C<2p‘1>19] ” )
-
(vPub) (v q1)(v p1)

“ ' : 17 19
(!(x)”.C | (make)2 serveﬂ[!Open duplicate | S; | duplicate " [(p;)"”] ])

p1'2[request™[(q;)"] | C;]

L
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(vPub)(v g1)(v p1)

(!(x)”.C | (make)?°| server1[

.
(vPub)(v g1)(v p1)

lopenduplicate | S, | duplicate'’[(p;)"]
p1'?request®[{q;)"] | C;]

(!(x)”.c (make)™| server [ S | (k) nstancell] | (p1)"” ] )

_)
(vPub)(v g1)(v p1)

(!(x)”.C | (make)?°| server1[

_)
(vPub)(v g1)(v p1)

1(x)".C| (make)?°| server’

o

R =
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|
p1'2[request™[(q;)"] | C)]

S |S, | pi"2[request’[(q)"] | Cil |

ElEA

. 12[ request™[(q;)"] | openinstance |

instance*[opentrequest.(rep)’(l;|12)] ]

21
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(vPub)(v q1)(v p1) i
S11S:]

1(x)'".C| (make)®| server'|  ,| request®[(q;)"] | open'3instance |
instance*[open®request.(rep)’(1;]1,)]

- -/

_

(vPub)(v qi1)(v p1)

137/, \14

(o s 228822 ]
s

(vPub)(v qi1)(v p1)

(1(x)".C | (make)?| server'[S; | S, | p1'2[answer?[(q;)?] | out'’server]])
_

(vPub)(v q1)(v p1)
(!(x)".C | (make)?°| server'[S; | Sy] | pi'*[answer®[(q7)"]])
_)>l<
(vPub) (v g1)(v p1) (v q2) (v p2) (1(x)".C | (make)°| server'[S; | S;]
) | p1"*[answer®[(q:)°]] | p2'*[answer®[(q2)7]])

R =
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x-conversion

I 1 I 1
1 P | Y |
| I | I
1 | answer I 1 |answer [
| I | I
1 || data ! | || data !
| I | I
| I | I
I I il I I
| I | I
1D I NO) '
| I | I
1 |answer | 1| answer I
| I | I
1 || data ! 1 || data !
I I

I I I I
e e e e e — - - ! e e e e e — - !

Jérdme Feret, LIENS M 23 10/03/2005




Overview

1. Standard semantics

2. Non-standard semantics
3. META-language

4. Encodings

5. Context encoding
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Non-standard semantics

A refined semantics where:

e each recursive instance of processes is identified with an unambiguous
marker,

e each name iIs stamped with the marker of the process which has de-
clared this name.
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Example: non-standard configuration

(Server | Client | genl®[] | email;!’[data;] | email,!’[data,])

)
(1,5,{port H(port,e)>
{gen H(gen,e))

3, ¢,

( port +— (port,¢)
J (2.id! < _add ) (emall.,ldﬂ
>|nfo — (data, idy)
add +— (email,id,)
— (data, id;)

~

info

\ (5 idz,{gen . (gen,a))
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Marker properties

1. Marker allocation must be consistent:

Two instances of the same process cannot be associated to the same
marker during a computation sequence.

2. Marker allocation should be robust:

Marker allocation should not depend on the interleaving order.
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Extraction function

An extraction function calculates the set of the thread instances spawned at
the beginning of the system execution or after a computation step.

B((vn)Pid,E) = B (P,id, (E[n — (n,id)]))
3(0,id,E) = ()

B(P1Q,id,E) = B(P,Id E) U B(Q,Id, E)
B(y?lg P, |C>E) - {(U P id EH: ( ?i _]P))}
ﬁ(*y?l.lj:-R id,E) = {(*U?I P, id E‘f (+y?'[y). p))}

B(xV[x.Pid, E) = {(xV[x].P,id Eizp))

28 10/03/2005



Transition system

CO(S) — B(S) g, Q))

Eo(y) = Ei(x)

} Y (CUB(P,idy, Eslus — Ei(x)]) U B(Q, idy, Ey))

(y‘ﬂ[ ]P ld?,E?)
Cu { (xIXIQ, id: E))

: R
cu{(*g‘[’g v b, }a C UB(P,N((L,), 1d., 1dy), Exfus = Ey(x:))
(XXQ,id, B UR(Q,id, Ey)

where N is the tree constructor.
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Non-standard semantics for mobile

ambients

top_____._

P l

(p12 1,ido, (top, ), [p — (p,ido)])  |answer |
(p'2le], ich, (top, €), [p = (p, )]} ||data |
(answer8 1,id}, (12,ido), 0) E !
| (answer®[e],id}, (12,id;), D) = !
((rep)?,idy, (8,id}), [rep — (data, idy)]) ' Tanswer | 1
(<rep> id{, (8,id}), [rep — (data, id;)]) ' | data |
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In migration

(A= (nife],idy, locy, Ey)

= (m[e],idy, locy, E,) ,

= (in“o0.P,ids, locs, E3)

Ioc1 =loc,, locs = (i,id;y), Ex(m) = E3(0), A # .

7\

CUM e} " (CU W) U (nife],idy, (5,id2), E1) U B (P, ids, locs, Exyp ) -
o
O B R
: n m : —
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out migration

AA

o] id;, locy, E1)

o] ids, Iocz,Ez) ,

1|) (Outko.P, ids, locs, E3)

|loc; = (i,1dy), locs = (j,id;), Ei(m) = E3(0)

7\

CUA ) °““’k (CU{A) U (nle],idz, loct, E2) U B (P,ids, locs, Esjryep)) -
O
: o)
S 1 1
n m n
outmP|[Q |R|S : R P1Q S
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Dissolution

(A = (open‘m.P,id;, locy, E+)

H = (nJ [.]) idZ) |0C2> EZ) )
_loc; =loc;, Ei(m) = Ex(n),

\\

open(i,j)

CUu =" (CNA)UA’UB (P,idy,locy, Eyyp) )

where A ={(q, "_j> loc,E) € C| I_oc = _(J, idy)}
A’ :{(Cl, |d>|OC2>E) ‘ (Cl, Id) (j>|d2)>E) S C}

RS
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Overview

1. Standard semantics

2. Non-standard semantics
3. META-language

4. Encodings

5. Context encoding

i
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Toward a unifying framework

Several models depending on the application field:
e 7r-calculus (implicit mobility)
e join-calculus (locality)
e spi-calculus (cryptographic primitives)
e ambient-calculus (explicit mobility)
e BlO-ambients (biological systems)

Key-idea : Propose a META-language and design reachability analyses at the
META-language level.
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Advantages of the META-language

1. each analysis at the META-language level provides an analysis for each
encoded model;
2. the META-language avoids the use of congruence and x-conversion:

Fresh names are allocated according to the local history of each pro-
cess.

3. names contain useful information:
This allows the inference of:

e more complex properties;

e some simple properties the proof of which uses complex proper-
ties.
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META-language: intuition
In the 7t-calculus :
e each program point a?[y]P is associated with a partial interaction:

(in, [al, [y], label(P))

e each program point b![x|Q is associated with a partial interaction:

(out, [b, x], ], label(Q))

e The generic transition rule:
((in, 0ut), [X{ = Xi1, [Y] & X3])

describes communication steps.
Some rules are more complex (e.g. ambient opening).

Plozin
==
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META-syntax: Generic partial interactions

Let A be a set of generic partial interaction names.
For each partial interaction name pi € A:

e a type type(pi) € {computation;replication; migration}
specifies the behavior of the threads that compute partial interactions;

e a number of parameters n-args(pi) € N:
the number of the names that are relevant in the global interaction;

e a number of variables n-vars(pi) € N:

the number of the variables bound when computing the partial interac-
tion.

For instance, in the mt-calculus:
e Outy: type(out,) = computation, n-args(out,) = 3, n-vars(out;) = 0.
e fetch,: type(fetch,) = replication, n-args(fetch;) = 1, n-vars(fetch,) = 2.
e Mmove: type(move) = migration, n-args(move) = 2, n-vars(move) = 1.

RS
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META-syntax: Interacting components

A rule is given by a tuple:
R = (n, components, compatibility, v-passing, broadcast),

where:

o nc N,

n denotes the number of the components that are involved in the global
Interaction;

e components € [I;n] — A,
components(k) is the name of the partial interaction that is computed
by the k-th component.

Only the first component may be of type replication, in such a case the second
component is of type computation.

Jérdme Feret, LIENS j@q 39 10/03/2005



META-Syntax:
Formal rules: Symbolic variables

We introduce some sets of variables:
1. VL ={I*|1 <k <nl},
[, denotes the identity of the k-th interacting component;

2 PX _ {X‘f | 1 <k<n,1<1<n-args(components(k)) }
Xy denotes the value of the 1-th argument of the k-th component;
3. V7Yz — {Y{< | 1 <k<n,1<1<n-vars(components(k)) }

Y{ denotes the 1-th variable that is bound in the k-th component.
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Example

In the case of the 7t-calculus,
e two program points: a?’'[x].P and b!"2[y].Q,
e two threads: t; = (p;,id;, Eq) and t; = (p»,id;, Ey),
e t; Is associated with the sequences:

- of arguments [a],
— of new variables [x];

e 1, IS associated with the sequences:

- of arguments [b; y],
— of new variables |[;

o I' — (ps,idy), 12— (p2,idy),
o X! Ei(a); X2 — Ea(b), X2 = Ex(y);
° Y]] — X.

Jérome Feret, LIENS A%,
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META-syntax: Formal rules:
Synchronization, communication

A rule is given by a tuple:
R = (n, components, compatibility, v-passing, broadcast),

where:
o compatibility € p (Vi UVY)
compatibility encodes synchronization constraints,
ex: Xj = X7 means Eq(a) = Ey(b);
e v-passing € Vj, — Vi, UV,
V-passing encodes name passing,
ex: [Y] — X3] means that the variable x is bound to E,(y) in P;

e broadcast € V, — Vi, UV%,
broadcast encodes re-addressing,

2
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System syntax
Labeling

Label: a finite set of labels.

Label,: a subset of Label.

Elements in Label, tag program points.
Elements in Label \ Label, tag values.

)V Is a set of variables.

Each program point is associated with an interface:

I:Label, — p(V)

Jérdme Feret, LIENS A2, 43
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System syntax: Continuation

A thread in a continuation is described by:
e a program point p € Label,,
e a partial map mapping some variables v € V' into value labels | € Label.
this map describes fresh values (new ambients, restricted names,. . .)

A potential continuation is described by an element in

p(Label, x (V — Label)).

The set of the potential continuations is described by an element In:
p(p(Label, x (V — Label)))

to model internal non-determinism.

i
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System syntax: Partial interaction

pi = (s, (parameter;), (bound;), constraints, continuation)

where

s Is a partial interaction name in A;

(parameter,) € Y"args(s),

variables that are bound to insightful values;

(bound;) € Yrvarsls),

variables that are bound during the computation step;
constraints C [vov' | (v,v') € V2, o € [=#],

positive and negative matchings.

continuation € p(p(Label, x (V — Label))).
a description of the potential continuations.

azin
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System syntax

The syntax of the system is defined by a triple:
(I, init, interaction)

where
1. I: Label, — o(V) maps each program point to their interface;
2. init € p(p(Label, x (V — Label))) describes initial states;
3. interaction maps each program point to a set of partial interaction.

We have some constraints about variable usage.
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System configuration

A system is a set of threads.

Each thread is a triple (p,id, E):
e p € Label, is a program point;
e id is a marker in M,
e £ cI(p) — Label x M is an environment.

M is the set of trees the leaves of which are ¢ and the n-ary nodes of which
are in Label .

=1
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Operational semantics

Here are the different steps of an interaction:
e Interaction enabling:

— matching guards,
— checking interface compatibility;

e interaction computation:

- removing threads;
— computing dynamic data:
(markers, name passing, fresh variables);

e readdressing: applying the broadcast substitution to the whole system.

G
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Operational semantics:
Exhibited action

A thread (p,id, E) may compute any partial interaction
(s, (parameter. ), (bound;), constraints, continuation)

If and only If:

e (s, (parameter;), (bound,), constraints, continuation) € interaction(p),
(The thread contains the partial interaction);

e V(aob) e constraints, E(a) ¢ E(b),
(Matching constraints are satisfied).

=

=1
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Operational semantics:
Global synchronizations

e R = (n,components, compatibility, v-passing, broadcast)
o (t5id" EN)
e (paramy)

Threads may synchronize their computation if and only if:
Va, b € compatibility, o(a) = o(b),

X¥  +— EX(paramy)

where o :
0 {Ik s (P id").

Jérdme Feret, LIENS I@ﬁ 50
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Operational semantics:
Marker computation

e R = (n,components, compatibility, v-passing, broadcast)
o (tid",EY)

The marker of the first component is updated if and only if it computes a
partial interaction of type replication .

The new marker is:
((t',....tY),id", ... id").
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Operational semantics:
Removing threads

Threads that compute partial interactions of type computation or migration
are removed.
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Operational semantics:
Shared environment

Given:

e ic [1;n]: anindex;

o (t%)1cxen = (P, id" EX) orn: interacting threads;

e (bd,);: sequence of variables (will be bound in the i-th thread);

e (paramy)y: thread parameters;

e communications € V), — V% U V5, name-passing formal description;
We define the environment

Et = E'[bd; — o(communications(Y;))],

X{ — EX(paramy)

where o =
° {Ik sy (pkid9).
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Operational semantics:
Launching a continuation

Given:

e id € M: a marker,

e £, € V4 — Label x M: an environment,

e (q,Es) € Label, x (V — Label): a continuation thread;
We update the environment definition:

(Vd U Dom(V,) — Label x M

. (Es(x),id) if x € Vi
Eq(x) if x € Vg \ V..

al
I

X

\
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Operational semantics:
Broadcast value passing

Given:

o (t%)1-xn = (p¥,id" EX): interacting threads;

e (paramy)y : thread parameters;

e broadcast € V;, — V5 U V7, substitution formal description;
We define the support D of the substitution:

D = {(p%,id") | Ik, I* € Dom(broadcast)!.

We compute the substitution T € Label x M — Label x M such that:

1. Vx € (Label x M)\ D, t(x) =x;
2. Vx € D, 1(x) € {o(broadcast(X})) | x = (p*,id“)},
I (p¥,id")

XK' — E¥(paramk).

where o : {

Jérome Feret, LIENS A2, 55
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Marker consistency

The META-language does not guarantee marker consistency.
We give some sufficient conditions that ensure marker consistency.

Plozin
==
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Conditions about partial interactions

1. replication partial interactions:
In (n, components, compatibility, v-passing, broadcast),
If:
type(components(i)) = replication,

then:

i=1
{type(components(Z)) = computation;

2. migration partial interactions:

In (s, (parameter;,), (bound;), constraints, continuation),
If:
type(s) = migration;

Then:
VC € continuation, C matches {(p, 0).
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Syntactic forest

We define ~ over Label, as the strongest equivalence relation that satisfies:
a ~ b as soon as there exists a partial interaction

(s, (parameter. ), (bound;), constraints, continuation) € interaction(a),

such that both type(s) = migration and {(b, )} € continuation.

We require that:
1. In each continuation choice, there is at most one computation thread
per equivalence class,

2. The equivalence class of initial threads are unreachable with a compu-
tation or a replication partial interaction,

3. There is at most one equivalence class from which we can reach a given
equivalence class with a computation or a replication partial interaction.
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Fresh values

A label never occurs in continuations of distinct program points.
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Overview

1. Standard semantics

2. Non-standard semantics
3. META-language

4. Encodings

5. Context encoding

e
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EXpressiveness

We encode:
e 7r-calculus (implicit mobility)
e join-calculus (locality)
e sSpi-calculus (cryptographic primitives)
e ambient-calculus (explicit mobility)
e BlO-ambients (biological systems)
We deal with:
¢ Iinternal choices/external choices,
e guarded replication/recursive definition,
¢ |location, migration, and dissolution,
e term construction and term destruction,
e safe migration and channeled communication across boundaries.
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Ambients encoding: Partial interaction

Partial interaction names:

{input; fetch; output; in; out; open; ropen; mov-ambient; dis-ambient};

(.
input

fetch

output

In

(type, n-args, n-vars) : < out

open

ropen
mov-ambient
dis-ambient
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computation, 1, 1)
replication, 1, 1)
computation, 2, 0)
computation, 2, 0)
computation, 2, 0)
computation, 2, 0)
replication, 2, 0)
migration, 2, 1)
computation, 2,0);
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Ambients encoding: In migration

in = (3, component, synchronization, communication, global)

where

(1 — mov-ambient

1. component = < 2 — mov-ambient

|3 I

2. synchronization = {X! = X% X3 = 1'; X3 = X3};
3. communication = [Y] « I°];

4. global = 0.
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Ambients encoding: out migration

out = (3, component, synchronization, communication, global)

where

(1 — mov-ambient

1. component = < 2 — mov-ambient

| 3 — out

2. synchronization = {X! = 1%, X3 = 1", X2 = X3};
3. communication = [Y] « X?I;

4. global = 0.
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Ambients encoding: dissolution

open = (2, component, synchronization, communication, global)

where
1 — open

1. component = _ _
2 — dis-ambient

2. synchronization = {X! = X%; X] = X3};
3. communication = {;
4. global = [I* — X7].
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Ambients encoding: communication

com = (2, component, synchronization, communication, global)

where
1 — input

1. component =
2 — output

2. synchronization = {X! = X?};
3. communication = [Y] — X3I;
4. global = 0.

Jérdme Feret, LIENS A2, 66 10/03/2005



Ambients encoding: Continuations

B(n'[P],Es) = B(P, Eslloc — i]) U{(i, Es)}
B(P|Q,Es) = B(P,Es) UB(Q, Es)
B((vin)P,Es) = B(P, Esin — 1))
B(M>Es) — {(M>Es)}
B(io,Es) = {(i0, Es)}
5(0>Es) =0
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Ambients encoding: Program points

(1(1) = {loc: n}
e n![P]: ¢

interaction(1) — { (mov-ambient, [loc;n], [loc], @, {(1,0)}}); }

(dis-ambient, [loc;n], 1, 0, {0})

\

1 _{I(l):{loc;n}u(fv(P))
e INnan.P: < .
interaction(1) = {(a, [loc;n], 1,0, {B(P,0)};

e In (n)L.P(act = input) or !(n)'.P(act = fetch):
I(1) ={loc}U fv(P) \ {n}
interaction(1) = {(act, [loc], [n], 0, {3 (P, D))},

e In ()t I(1) = {loc;n}
~ | interaction(1) = {(output, [loc;n], [I, ®, {0})}.

3=
Jérdme Feret, LIENS qéﬁlfﬂ& 68 10/03/2005



Encoding choices

1. External choices may be encoded:
(each program point is associated with a set of partial interactions).

2. Internal choices may be encoded:
(each partial interaction is associated with a set of continuation choice).
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Explicit recursion

(type, n-args, n-vars) : rec — (replication, 1, 1), unfold — (computation, 2,0);

rec = (2, component, synchronization, communication, global)

where
1. component = {1 — rec, 2 — unfold;
2. synchronization = {X] = X3};
3. communication = [Y] — X?J;
4. global = 0.
e AP: I(p) ={loc; A} and interaction(p) = {unfold, [loc; A], [, @, {0}},
)

o let’ A*=QinP: I(p) = [A}U (fv(Q))
and interaction(p) = {rec, [A], [loc], 0, 3(Q, 0)}.
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Term handling

We use a heap modelisation:

e We associate a thread that may compute a migration partial interaction
to each subterm;

e the term constructor is given by the name of the partial interaction;
e children subterms are given by the partial interaction parameters;
e We do not consume the thread when computing the partial interaction.
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Overview

1. Standard semantics

2. Non-standard semantics
3. META-language

4. Encodings

5. Context encoding
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Context independent semantics

Analyzing interaction between a system and its unknown context.

The context may
Context

e spy the system, by listening to message
on unsafe channel names;

e spoil the system, by sending message
via unsafe channel names.
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Nasty context

Context ;= (v unsafe) (new

SpYo | ... | SPyn
| spoily | ... | spoily,)
where
new .= (x(v channel)xunsafe![channel])
spoily = (xunsafe?[c]unsafe?[x]...unsafe?[x;]c![x1,...,xk])
SPYx .= (xunsafe?[c]c?[x1,...,xx] ((xunsafe![x:]) | ... | (xunsafe![xy])))

i
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Context instance

i
- Pl -
=/
Pl computatio
Spy
pick
pavailable
------------------------------------------------------------------ UNRSAT@ oo
pic L
migration
. replication
Pl
—-
release
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Coherence

1. This context encoding is sound for any encoding model,
2. This context encoding is complete for the 7t-calculus.

Incompleteness

The approach is incomplete.
1. In mobile ambients:

(vUsecret)(vla) (vB3b)(a'[b?[in’c.(secret)?] | c’[in°a.open’b])
2. in the spi-calculus:

(v*secret)c' (M).let* x = getmessage(M) in let® y = th*(M) in test (secre
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Future Works
Enriching the META-language

e symmetric communication (fusion calculus),
— theoretical problem;

e term defined up to an equational theory (applied pi),
—> analyzing cryptographic protocols with XOR;

e higher order communication;
—> agents may communicate running programs;
—> agents may duplicate running programs.
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To be continued

We focus on reachability properties.
We distinguish between recursive instances of components.

We design three families of analyses:

1. environment analyses capture dynamic topology properties
(non-uniform control flow analysis, secrecy, confinement, .. .)

2. occurrence counting captures concurrency properties
(mutual exclusion, non exhaustion of resources)

3. thread partitioning mixes both dynamic topology and concurrency prop-
erties

(absence of race conditions, authentication, ...).

Jérome Feret, LIENS A2 77 10/03/2005



