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Abstract

We propose an Abstract Interpretation-based context-free analysis for mobile sys-
tems written in the w-calculus. Our analysis automatically captures a sound — but
not complete — description of the potential behavior of a mobile system interacting
with an unknown context. It focuses on both the control flow and the occurrence
number of agents during computation sequences.

Control flow analysis detects all the possible interactions between the agents of a
system, but also the potential interactions with the context. In order to deal with
dynamic creation of both names and agents which is an inherent feature of mobility,
our analysis distinguishes between recursive instances of the same agent. This way,
we are able to prove the integrity of an fip-server used by an unbounded number
of clients. Occurrence counting analysis just consists in abstracting the occurrence
number of instances of agents. Our abstraction is relational; this makes us able to
detect both quickly and precisely mutual exclusion and non-exhaustion of resources.

Key words: mobility, m-calculus, static analysis, abstract interpretation, control
flow analysis, occurrence counting analysis, worst case analysis.

1 Introduction

The development of large scale communicating distributed systems demands
the design of methods for analyzing mobile systems. In such systems, agent
distribution dynamically changes during computation, making their analysis a
very difficult task. Furthermore, the size of these systems, such as the Internet
for instance, is large enough to prevent a single person from knowing the
whole system. This is why we are interested in validating properties on a
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mobile system which belongs to a bigger one, called its context, without having
precise knowledge of this context. We propose a fully automatic Abstract
Interpretation-based analysis for detecting and proving some properties of
such mobile systems.

In this study, we focus on mobile systems described in the 7-calculus [22, 23]
which is a formalism well suited for understanding the problems related to mo-
bility. The m-calculus describes systems of agents which may interact via the
communication of channel names through channels. When receiving a channel
name, an agent gets some control over this name: it can communicate with
other agents sharing this name or even communicate this name to other agents.
The expressive power of the m-calculus also follows from a replication mecha-
nism, which allows the spawning of number of instances of a same agent. Thus,
each instance of each agent opens its own channels and can then communi-
cate their names to other agents. The semantics of the m-calculus is usually
described up to a congruence relation. This relation allows agents to interact
by solving conflict between channel names and making the agents move in the
syntactic description of the system. Nevertheless, because of this congruence
relation, it would be very difficult to derive an abstraction of the usual se-
mantics of the m-calculus. To solve this problem, we introduce a non-standard
semantics. This non-standard semantics is fully operational (i. e. it requires
no congruence relation). It uses a fresh name allocation scheme, in order to
provide fresh names to opened channels, and describes configurations as sets
of agents, so that the congruence relation is no longer required. Moreover, this
fresh name allocation scheme allows us to encode some interesting properties
in the semantics, such as the fact that two channels have been opened by the
same instance of an agent, or by two successive instances of an agent.

Having chosen the appropriate semantics, we use the Abstract Interpretation
framework to design decidable analyses of the m-calculus. This framework is
highly generic: it can be applied to various analyses, provided some abstract
primitives are given. Moreover, it is extensible: it allows us to build the (ap-
proximated reduced) product of several analyses expressed in this framework.
We then use our framework to address two orthogonal issues: the control flow
and the occurrence counting. Control flow analysis consists in detecting the
set of agent instances that can receive the names of the channels opened by a
given instance of an agent. This analysis is context-free: it will detect which
channel names can be communicated to the context. It is also non-uniform
in the sense that it distinguishes between recursive instances of agents. It can
prove, for instance, that a name can be communicated to only one other in-
stance of an agent, and not to the other ones. In the case of the ftp-server,
it detects that the server can return a query only to the correct client even
in the case where an unbounded number of clients are created. Occurrence
counting analysis consists in abstracting the occurrence number of instances
of agents during computation sequences. It is especially useful to detect mu-



tual exclusion. It also helps in discovering a bound to the number of agents
during computation sequences, so that we can verify that some part of the
systems will not exceed physical limits imposed by the implementation of the
system. In the case of the ftp-server, we can automatically infer the maximum
number of simultaneous client sessions. Our approach relies on the use of a
reduced product between a non-relational and a relational domain. Complex-
ity problems are solved by using approximated algorithms for calculating a
reduction between these two domains.

As a result we get a polynomial analysis which has been implemented in
OcAML. The corresponding prototype can be used on the web at:

http://www.di.ens.fr/"feret/prototypes/prototypes.html.en
Some examples and a short tutorial are also provided.

Related works are discussed in Sect. 2. The standard semantics of the -
calculus is given in Sect. 3. It is first refined in Sect. 4 and extended to open
systems in Sect. 5. A generic abstract analysis is designed in Sect. 6. It is
instantiated in both Sect. 7 and Sect. 8 to get, respectively, a control flow and
an occurrence counting analysis. Complexity results and analysis times are
given in Sect. 9.

2 Related work

Flow analysis. Control flow analyses focus on the explicit flow of information.
Nielson et al. use abstract interpretation in [1-3] to infer a uniform descrip-
tion of the interactions between agents and apply Seidl’s solver to get a cubic
implementation of their analysis in [25]. Hennessy and Riely have designed a
type-based analysis with the same expressive power in [19]. These analyses use
explicit information flow to detect whether some security constraints specified
using a security level cannot be violated. Nevertheless, these analyzes are uni-
form (or mono-variant). They cannot distinguish between distinct instances
of the same agent. For example, it is impossible to give distinct security levels
to distinct instances of the same agent. System specification could be rewrit-
ten so that several instances of a given agent are syntacticly distinguished
from the others. Therefore, this requires a human intervention to guess which
replication have to be syntactically unfolded and how many instances have
to be distinguished. Our analysis requires no human analysis, and can find
interesting properties even if an arbitrary number of instances have to be
distinguished. Moreover, it is not obvious in many cases that there exists a
syntactic rewriting of the system so that several different recursive instances
can be distinguished on purely syntactic ground and where the security policy



is checkable using purely uniform analyses.

Cardelli et al. use group creation in [4] to assign dependent security levels
to channel names. A group can be associated with each recursive instance of
an agent, and can then be used to prevent names of channels from exiting
the scope of the instance which has opened these channels. Nevertheless, our
analysis is much more expressive: we can infer algebraic comparisons between
agent instances, which allows us to express the fact that an instance of an
agent can only communicate with the next instance of it or with the previous
one. As a consequence, we can prove that the name of a channel is sent back
to the instance which has previously opened this channel, even if this name is
not confined into the scope of this recursive instance.

Venet has already proposed a non-uniform analysis in [30,31]. This analysis
infers a sound non-uniform description of the topology of communications
between the agents of friendly systems [22], in which replication guards cannot
be nested and systems are closed. The main contributions with respect to
Venet’s work are:

(1) the extension of the non-uniform analysis to agents with nested replica-
tion guards;

(2) the extension to open systems acting in a possibly unknown context;

(3) the occurrence counting analysis.

Occurrence counting analysis. Only very few analyses for counting occur-
rences of agents have been published. Nevertheless, this problem is very close
to the problem of approximating the behavior of a Petri net, and of occur-
rence counting in mobile ambients. In [18], Nielson et al. propose an exponen-
tial analysis for counting occurrences of agents inside ambients. In [26], they
use context-dependent counts for inferring a more accurate description of the
internal structure of agents, at the expense of a higher time complexity (an
exponential number of agents are distinguished). These analyses rely on the
use of a non-relational domain to abstract the content of an ambient. Then,
they use disjunctive completion, and abstract the set of all the potential con-
tents of a syntactic ambient as the power set of this abstract domain. These
two analyses encounter the same problem: in the case that several instances
of the same agent may coexist, when one instance of this agent performs a
computation step, these analyses cannot decide whether only one or several
instances remain after this computation step, so they have to consider the two
possible cases, which leads to both a loss of precision and an exponential ex-
plosion in complexity. The use of an approximated reduced product between
a relational domain and a non-relational domain to globally abstract sets of
multi-sets of agents allows us to solve this problem efficiently. Thus we obtain
a very accurate analysis which is polynomial in the number of syntactic agents
(i.e. polynomial in the size of the initial system configuration).



Behavioral types. In [20], Kobayashi and Igarashi use CCS processes as types
for mobile systems and check some behavioral invariants expressed in modal
logic. Nevertheless, describing causality between actions leads to an explosion
of the size of the types. Another problem is that their type system cannot
express properties that deal with the dynamic creation of channel names.
Rajamani and Rehof have extended this type system in [28], so that it handles
dynamic name creation. But type checking is undecidable in general. So, they
will have to propose an approximation in future work.

Modular analysis. Context-free semantics is an important issue in static anal-
ysis. It allows the analysis of only a part of a system, without much knowledge
of its context. It can be used to abstract the behavior of an instance of an
agent, and detect which names may escape the scope of this part. This can be
used to detect dead code, for instance. Rajamani and Rehof propose a modular
analysis in [28]. Having abstracted the behavior of two modules, they can cal-
culate an approximation of the parallel composition of them. But this analysis
is very restrictive because module types must satisfy some assume-guarantee
properties.

Security analysis. In the Dolev-Yao’s model [13], a system is usually proved not
to be vulnerable to a given class of attackers. Such classes are then described
by a set of rules which explain how an attacker can interact with a system.
In our approach, the class of the attacker is actually any system expressed in
the m-calculus. The benefit is that our context-free analysis is complete with
respect to the model, so that we can use our results to analyze a module.
The main drawback of our approach is that we cannot express other attacks.
For instance, we could imagine that an attacker could guess some sensitive
information, by observing the time of execution of some agents.

3 m-calculus

We introduce in this section the m-calculus and a standard semantics for it.
The m-calculus is a formalism used to describe mobile systems. It describes
a system as a set of agents which exchange information over channels. These
communications enable agent synchronization, but also dynamic modification
of the system topology: agents can open new channels, they can also pass con-
trol over some channels to other agents, and they can even dynamically create
other agents. Here, we consider a lazy version of the synchronous polyadic 7-
calculus [22] with internal choice operator. In the polyadic m-calculus, agents
can communicate tuples of channel names. We use the lazy version of replica-
tion introduced in [29, Chap. 7]: agent creations are performed only when they
are required by a communication. This is not a limitation as full replication
can be encoded with lazy replication (Cf. [29, page:102]).



3.1  Syntax

Let NV be a countable set of channel names and £ a countable set of labels. The
syntax of agents is described in Fig. 1(a). Syntactic components are identified
by distinct labels in £. Input guard, replication guard and name restriction act
as name binders, i.e in the agents ¢?[xy, ..., x| P, *d?[yy, ..., y,]Q and (v z)R,
the occurrences of z1, ..., x, in P, 41, ..., yp in @ and z in R are bound. We
also assume that no name occurs twice in a whole system, as an argument of
an input guard, a replication guard or a name restriction. Usual rules about
scope, substitution and a-conversion apply. We denote by fn(P) the set of free
names in P, i.e names that are not under the scope of a binder, and by bn(P)
the set of bound names in P.

3.2 Semantics

We now informally introduce the semantics of the m-calculus. The agent aP
first computes the action a before launching the continuation P. The agent
(v )P opens a new channel, named z, the agent P can use this channel for
communicating, it can also send the name z to the other agents. In (P | Q), P
and @) are two concurrent agents which may behave independently, or interact
by communicating. The formula (P @ @) denotes an internal choice between
two agents. Either P or () is run, while the other fades away; the choice be-
tween P and () does not depend on the other agents. The agent 0 does nothing.
The agent c!’[zy, ..., z,] P sends a message via the channel named c, this mes-
sage is the tuple of channel names (1, ..., x,,). The agent c?[y, ..., y,| P waits
for a message on the channel named ¢, and binds the channel names y1,...,y, to
the received channel names. The agent *c?'[yy, ..., y,] P is a resource: it repli-
cates itself just before receiving a message: a new instance of P is launched
with yi,...,y, bound to the received channel names while *c?[yy, ..., y,| P waits
for the next message.

The operational semantics is given by both a congruence relation in Fig. 1(b)
and a reduction relation in Fig. 1(c). The congruence relation allows agents
to interact, while the reduction relation describes agent computations. Some
rules in the congruence relation make agents move inside the syntactic tree:
they assert the associativity and commutativity of the parallel composition.
Some others extend the scope of names to the agents they are communicated
to: a-conversion solves conflicts between names, swapping selects the name the
scope of which we wish to extend, and extrusion extends its scope to another
agent. The reduction relation describes agents’ communications. A communi-
cation is allowed when there are two concurrent agents, such that the first one
sends a message on a channel, while the second one waits for a message on



(action)
(name restriction)
(parallel composition)
(internal choice)
0 (nil)
a == cVYxy,...,z,]  (output guard )
| ?[zy,...,z,]  (input guard)
| *¢?[xy,...,xz,] (replication guard)

where ¢, z,...,x,, v €N, 1,7 €L andn >0

(a) Syntax
(va)P = (vy)Plr—vy] ifyé&f(P) (a-conversion)
PlQ = Q|P (commutativity)
P|(QIR) = (P|Q)|R (associativity)
PO = P (end of an agent)
(rz)0 = 0 (garbage collecting)
o) vy = (wywa)P (swapping)
(v0)P)|Q = wo)P|Q) iagfm(Q) (extrusion)

where z, y € N.

(b) Congruence relation

Ay, oy @ P | iyt e Q 2 P Q

(comm.)
AMxy, oy, P | %y, s Yn) Q @9 p | Q | %c?[y1, ..., yn]@ (replication)
(

PeQ-% P left choice)
PeQ-%Q (right choice)

P2 Q P=pP P~ Q Q=0 P2 P
(Vx)PL(Vx)Q P, Q' P|Qi> P Q

where ¢, T, 1, ..., Tp, Y1, s Yn EN, 0, j € L, A€ {D}U(L x L),
and Q = Q[yl X1y ey Yn xn]

(¢) Reduction relation

Fig. 1. Standard operational semantics



the same channel (we also request that both messages have the same arity).
The results of such a communication are obtained by applying the substitu-
tion of the A-calculus in the continuation of the message receiver. When the
receiver is a resource, it is just syntactically replicated before performing the
communication; this way the resource is still available after the communica-
tion. We have labelled each choice reduction step with the symbol & and each
communication reduction step with the labels of both agents involved in the
communication: this will allow us to relate the state of a system to the history
of the computation steps that have led to this state.

3.8  Eramples

We now propose some examples to illustrate both this semantics and the kind
of properties we are interested in. We will find that the semantics we have
considered is not precise enough to handle the properties we are interested in.

Example 1 An ftp-server can be described by the system given in Fig. 2.
The first resource repeatedly creates a new client which sends a query to a
server. This query is composed of a query request, and an address address.
The client sends its query again in the case that it receives a failure report de-
noted by the agent address![]. The second resource describes the server. When
this one receives a query, it replicates itself. Then, either it uses an available
port and computes the query or it reports a failure to the client by spawn-
ing the agent address![]. Available ports are denoted by agents port![]. Data
processing just consists in a communication between two agents of the server,
through the channel the name of which is deal: most computational features
are abstracted away. After this communication, the port is released, while the
answer is sent back to the client. An instance of the agent emaill[rep| is left
as a trace of the session.

Our analysis will prove both the integrity and the non-exhaustion of this sys-
tem: it will discover that each time an agent email ![rep] is spawned, the
names ematl and rep are respectively bound to the names of two channels
opened by the restrictions (v address) and (v request) of the same instance
of a resource, and so the server returns its computed answer to the correct
client; it also captures the fact that no more than three instances of the syn-
tactic agent deal![data] can occur simultaneously, which means that no more
than three simultaneous sessions can be active in the same time.

Example 2 We propose in Fig. 3 a mobile system which creates a ring of
processes, with a token passed around this ring. The names of the channels
opened by name restrictions (v 1left0) and (v right) denote the processes of
the ring. The first part of the system describes the ring creation. The first pro-



((v make)(v server)(v port)
((*make?!(](v address)(v request)

(

(xaddress 7*[|server!®|address, request])

address!*]

make!®|]

| )

(xserver?®[email, data)(v deal)
(
port??[|(deal'®[data) | deal?®[rep](email!*®[rep] | port!*]]))
S
email!'?[]

Fig. 2. An ftp-server

((v make) (v mon)(v left0)

(
( (xmake?![left)(v right)(mon!?[left, right] | make!3[right]))
| (xmake?*[left] (mon!®[left, left0]))
| make!®[left0])

|
((*mon?"[prev, nex]

(xprev?®[|(v crit)(crit?[|? next I*0[]
[ eritt )
| left0!'2[]))

)

Fig. 3. A ring of processes



cess is created by the restriction (v left0). An agent mon![v1; v2| denotes a
connection between two processes. Then, each time the first resource is repli-
cated, a mew process is created and linked to the previous process, which has
been passed as an argument of the replication. The second resource replication
closes the ring by linking the last created process to the first created process.
The second part of the system describes the execution of the processes: an ad-
ditional resource spawns a resource for each process of the ring. Then a token
1s put into the ring of processes: the token is denoted by syntactic copies of
the agents next!]] and leftO![]. The name of this agent describes the token
location. When the token is available, the corresponding process can replicate
its resource, and as a result the process enters its critical section. The critical
section is exited when the two agents crit!]] and crit?[] have interacted; the
token is then passed to the next process.

Our analysis can prove both the integrity and the non-erhaustion of this sys-
tem: it discovers that each time an agent mon![left;right] is spawned, either
the name left is linked to the channel opened by the restriction (v left0), or
both names left and right are linked to two channels opened by instances of
the restriction (v right), but the channel linked to the name left has been
opened by the previous instance of it, which means that a process of the ring
can only be connected to either the first one or to the next one; it captures
the fact that only one simultaneous instance of the syntactic agent crit!]] can
exist. That is to say, that only one process of the ring can enter its critical
section at a given time.

Remark 3 The standard semantics is not well suited to express and capture
integrity properties, because the link between agent instances and the names
of the channel they have opened is not encoded explicitly. For instance, if we
think about the example of the ftp-server and if we cleverly choose the names
of opened channels by indexing them with the instance number of the client
resource, we obtain after two sessions of the server a system of the following
form? :

(v ©)(v address,)(v request;)(v addressy)(v requests)

(S| address|)"*°[request,] | addressy!*°[requests]).

It appears explicitly that request answers are returned at good addresses. How-
ever, we could have chosen the names differently and obtained the following
a-equivalent configuration:

(v ©)(v addressy) (v requesty)(v address; ) (v requests)
(S| addressy!*[request,] | address!*°[request))

2 This term only shows explicitly the information we are interested in. The variable
S’ denotes the rest of the system and the notation (v ¢) denotes a sequence of
restrictions for all implicit names.

10



in which this property s lost.

The link between the recursive instances of an agent and the names of the
channels they have opened could be easily hard-coded: it would be enough to
open a new channel named p for each recursive instance of an agent, and then
encoding the relation that this instance has opened a given channel name n
by spawning an agent has_opened!![p; n], where has_opened is the name of
a channel opened at the beginning of the system computation. Nevertheless, it
would be very difficult to abstract this relation. All the more so since we are
also interested in more complex properties, such as whether two channels have
to be opened by two successive instances of an agent. Moreover, we do not
know statically which complex properties are required to prove easier ones.

The purpose of the next section is to design a semantics in which channel
name origin is carefully traced and can easily be abstracted.

4 Refining the semantics

The non-standard semantics is a refined semantics which aims at explicitly
specifying the links between the channels and the instances of agents which
have opened them. Any instance of an agent is identified unambiguously by a
marker in order to distinguish that instance from all others. Each time a chan-
nel is opened, the name of this channel is tagged with the marker of the agent
instance which has opened this channel, so that the origin of channel names
is easily traced. Venet, in [31], has presented such a non-standard semantics,
but it applies only to a small part of the m-calculus, called the friendly sys-
tems [22]. In particular, it requires replication guards not to be nested, and
the system to be closed. We propose here a new non-standard semantics in
order to relax those restrictions.

This section will be organized as follows: we first describe our marker allocation
scheme, then we propose a naive fully operational semantics for describing the
behavior of closed mobile systems, and we finally improve this semantics in
order to reduce the number of computation steps. We deal with open systems
in the next section.

4.1 Fresh name allocation

As explained before, a-conversion prevents expressing the link between recur-
sive instances and the names of the channels they have opened. To avoid the
use of a-conversion, we propose a name allocation scheme which ensures the

11



freshness of allocated names. Such a scheme has already been proposed by
De Bruijn in [11]. Nevertheless, our requirement is quite different. De Bruijn’s
naming scheme allows a-conversion to be avoided, in order to simplify some
manual proofs. We also expect our scheme to allow us to express some in-
tegrity properties. For instance, we would like to express in our semantics the
fact that two names are denoting channels which have been opened by the
same instance of a given agent. Furthermore, as we want to make static anal-
yses, we want to capture invariants on allocated markers. For that purpose,
we want the scheme not to depend on the interleaving order. To solve that
problem, we propose to tag each instance of agent by a marker which encodes
the history of the replications which have led to its creation. Each name will
then be tagged with the marker of the agent which has opened the channel
denoted by this name.

We denote by M the set of all binary trees the leaves of which are all labelled
with e and the nodes of which are labelled with pairs (7, j) where both i and
j are in L. The tree having a node labelled with a, a left sibling ¢; and a right
one ty is denoted by N(a,t1,t2). Markers are binary trees in M. Initial agent
instances are tagged with the marker ¢, while the marker of each new agent
instance is calculated recursively from the marker of the agent instances the
computation of which has lead to its creation:

e when a computation step does not involve replicating a resource, the marker
of the computed agent is just passed to its continuation;

e when a resource is replicated, a new marker is deterministically allocated
to the spawned instance: it is given by N((4, j), id;, id;) where ¢ is the label
of the resource, id; is the marker of the resource, j is the label of the agent
instance which replicates the resource and id; is the marker of this agent
instance.

Marker allocation consistency is expressed by the following proposition:

Proposition 4 During each computation sequence, two distinct instances of
the same agent are always tagged with distinct markers.

PROOF. The proof of Prop. 4 can be made by induction on the length of the
computation sequence. It relies on the fact that each tagged agent instance
contains explicitly both the label and the markers of an agent instance which
has necessarily been consumed to spawn this instance. a

Moreover, in accordance with the following proposition, we can simplify the
shape of the markers without losing marker allocation consistency:

12



Proposition 5 Let ¢ and ¢ be the two following functions:

M — (L M —  L*
¢1:4 N(a,b,c) — ¢1(c).a ¢2:9 N((i,7),b,¢) — ¢a(c).j
€ — € 5 — e

Marker allocation remains consistent when replacing each marker by its image

by ¢1 or ¢s.

Such simplifications allow us to reduce the cost of our analysis, but also lead
to a loss of accuracy, since they merge information related to distinct compu-
tation sequences of the system.

Example 6 Coming back to the example of the ftp-server, with this allocation
scheme, the first instance of the client resource will be tagged with the marker
idy = N((1,16), ¢, ), while the second instance will be tagged with the marker
idy = N((1,5),¢, N((1,16),¢,€)). So that the configuration reached after two
sessions of the server will be of the following form:

(v ©)(v address;q, ) (v requestq, ) (v addressq, ) (v request;q,)
110

(S| address;q, " [requestq,] | address;q,"[requestia,]),
where the names are indexed by the marker of the threads which have opened
the channels they denote. We did not indicate the marker of agent instances
which depends on the number of attempts required to establish the connection
with the server. It appears explicitly that the names address;q, and request;q,
communicated to an instance of the agent labelled 10 denote two channels
opened by the same recursive instance of an agent.

4.2 Naive semantics

We now propose a fully operational semantics of the m-calculus, in which the
channel names are allocated in accordance to the previously proposed fresh
name allocation scheme. Furthermore, we get rid of the congruence relation
by orienting it, and simulating it by additional operational rules.

4.2.1 Definition

Let us first consider the case of a closed mobile system S in the w-calculus.
The subset of £ used in labeling S is denoted by Lysq. A non-standard con-
figuration is a set of thread instances, where a thread instance is a triplet
composed of a syntactic component, a marker and an environment. The syn-
tactic component is a copy of a sub-term of S, the marker is calculated at

13



the creation of the thread and the environment specifies the semantic value
of each free name of the syntactic component: it maps each free name of the
syntactic component to a pair (x, id), where z is a bound name of § and id is
a marker. Intuitively, (z, id) refers to the name of the channel opened by the
instance of the restriction (v z) tagged with the marker id. While threads are
running, environments are calculated in order to mimic the standard seman-
tics. The translation of a labelled system S into a set of initial threads and
non-standard computation rules are given in Fig. 4.

Roughly speaking, the initial configuration contains only one thread: the sys-
tem itself, tagged with the marker of the initial thread, €. Since the system is
closed, its environment is empty. Structural rules mimic and orient the congru-
ence relation. A thread the syntactic component of which is composed of two
concurrent agents can be replaced by the two corresponding threads. Name
restriction consists in opening a channel denoted by a fresh name, and binding
the corresponding variable to this name in the environment of the continua-
tion. The fresh name is obtained by tagging the name used in the restriction
by the marker of the agent which has opened the corresponding channel. A
thread the syntactic component of which is the empty agent can be removed.
Choice rules mimic choice reduction rules. A thread the syntactic component
of which is a choice between two agents can be replaced by a thread corre-
sponding to one of these agents. Communication rules mimic communication
reduction rules. The synchronization condition is checked in the environment
of the communicating threads. Name passing is described by explicit substitu-
tion in environments. In the case that a resource is replicated, a fresh marker
is inferred in accordance with our marker allocation scheme.

Example 7 We consider the following system:
(v a)(xa?' [ ((v D)(B*[B]0 | al’[0)) | al*[]0),

and propose a computation sequence for it in the naive non-standard semantics
in Fig. 5. The initial state Cy is just a single thread the syntactic component
of which is the system, the marker of which is € and the environment of which
is empty. The first computation step Cy — , O consists in opening a new
channel, named (a, ), since it is opened using the restriction (v a) of a thread
the marker of which is €. The second computation step C; —— , Co consists
in decomposing the thread into two concurrent threads; thus the marker of

the single thread is just passed to both threads. The third computation step
Cy ay . C3 is a communication between the two threads. Since the first

one 1s a resource, it is still available after the communication. The thread
which has sent the message is consumed and new threads, corresponding to
the continuation of the communicating threads are spawned. The continuation
of the resource is tagged with a new marker N((1,4),e,¢) obtained from both
the labels and the markers of both communicating threads, while the marker

14



C(I)l(S) - (87 g, ®>

(a) Initial configuration

CU{(P|Q,id E)} —n CU{(P,id, Ejpr)); (Q, id, Eyu(@))}
CU{((v2)P,id, E)} ——, CU{(P,id E[x — (z, id)] pp) }
Cu{(0,id,E)} —, C

(b) Structural rules
CU{P®Q,id E} >, CU{(P,id, Ejpp))}
CU{P&Q,id E} ==, CU{(Q,id, Ejmq)}

(c¢) Choice rules

Er(y) = Bi(z)
cu { (y?' [P, ids, Er); } @) oy { (P idy, Bx[§ — E\()] ) }

(zV[Z)Q, id), Ey) (Q, idi, Eypq))

Ex(y) = E\(z), id. = N((i, j), idy, 1d))

xy ' [Y| P, idy, E);

(
(*y?z[ ]P Zd?,Er;) (i.5)
cu —5, CUR (P, id,, E;]y — E ;
{ (zV[T]Q, idy, EY) } ( Erly — E\(Z )]|fn(P))

( Zdl El‘fn(Q))

(d) Communication rules

Fig. 4. Naive semantics
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Co—> Cl—> 02(1—4> C'3—> C'4—> C'5—> Cﬁ—> Cr— 1 Cs

where

Co={((v a)((xa?[|(v b)(b2[]0 | al[J0)) | al*[]0), e, 0)}

Cr={((+a?[J(v b)(B*[b]0 | al*[J0)) | a*(]0, ¢, [a = (a,)])}
*a”lﬂ( b)(

b2[8]0 | al’[0), <, [a @@m}

e, [ (a,9)))

wa?![J( B)(B2[8J0 | al[0), &, [a > (a,£)]):

(v B)(B2[B]0 | al[0), N((1,4),,e), [a > (a,)]);

=
=~

(
(
(
(
(0,
(+a?! (v B)(B2[B]0 | al%[0), <, [a — (a,)]); }
((v B)(B2[B]0 | al?[0), N((1,4),2,2), [a — (a,2)))
(+a?' | (v B)(BZ(B0 | a[J0). &, [a — (a,2))); }
((B2[8]0 | at*[J0), N(1,4), 2, ), [a > (a, ), b (b, N((1,4),2,2))))
(+a?' (| (v B)(B2(B0 | a[J0). &, [a — (a,)));
Co=1 (B[]0, N((1,4), 2, 2), [b > (b, N((1,4),&,2))]);
(al[0, N((L,4), £, ), [a > (a,2)])
(xa?' | (v B)(BZ(B0 | aP[0), &, [a — (a,)));
(B2[5J0, N((1,4),&,2), [b— (b, N(L,4),,))));
((v B)(B2[5)0 | al[J0), N(1,3),, M(1,4),&,2)), [a — (a,2)]);
(
(
(3
(b
(

Cr=

sa? [ (v b)(B12[B]0 | al?[]0), &, [a > (a, €)]);
10, N((1,4),,¢€), [b— (b, N((1,4), ¢, 2))]);
0,

N((1,3),8,N((1,4),&,€)), [b— (b, N((1,3),&,N((1, 4), ¢, €)))]);
al’[0, M((1,3),&, N((1,4),¢,¢)), [a — (a,£)])

Fig. 5. A computation sequence in the naive semantics
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of the thread which has sent the message is just passed to its continuation.
The next computation step, Cy —,, C4, s a garbage collection: it consists in
removing the thread corresponding to the empty agent. The fifth computation
step Cy — , Cs opens a channel. Its name is given by (b, N((1,4),¢,¢))
since it is opened by the restriction (v b) of a thread the marker of which is
N((1,4),e,¢). Then in the computation step Cs —, Cs a single thread is cut
into two concurrent threads, which allows us to go on with the recursion: the

computation step Cg &3 o C7 allows the system to spawn another instance
of the resource with the fresh marker N((1,3),e, N((1,4),e,¢)). There is no
confusion between recursive instances and the names of the channels they have
opened: we can notice that in each thread corresponding to the agent labelled
b12[b], the marker of the thread and the marker of the name communicated to
the variable b are the same. a

4.2.2  Correspondence

The correspondence between the standard and the naive non-standard seman-
tics is established by a translation function IT. We define the translation II(C)
of a non-standard configuration C' as follows:

I(C) = (v er)...(v ex) (E(t)] ... |[E(t))

where {¢; | i € [L;E]} = {E(x) | (P,id,E) € C, x € fa(P)}, C ={t; | i €
[1;1]} and E is the function which substitutes each free name of an agent
by its image in the environment. The system II(C') is well defined thanks to
associativity, commutativity, and swapping rules. We have also assumed ® that

N x M was a subset of NV.

The standard and the non-standard semantics are in weak bisimulation, as
expressed by the following theorem:

Theorem 8 We have S = I1(Cy(S)), and for any non-standard configurations
C and for any word u € (L?> U {e;®})* such that C}(S) — 1 C, we have:

(1) C =, ¢ = TI(C) = 11(C");
(2) VA€ L2U{a}, C 25, ¢ = TI(C) 2 TI(C");
C D2 F

(3) VA€ L2U{a}, II(C) 2 P = 3D, 3E, {H<E> i

The proof of Thm. 8 is shown in appendix A.

3 We consider in fact that a tagged name is a name, since there exists a bijection
between the set of the tagged names and the set of the names.
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4.8 Efficient semantics

We now propose to reduce the number of reduction steps in order to make
analysis design easier, and also to obtain a more efficient analysis. We will first
consider a semantics in where all structural steps are automatically performed.
Then we will introduce another semantics in where choice steps are also dealt
in the same way.

4.8.1 Strongly bisimilar semantics

The binary relation ——,, is noetherian and locally confluent. So, it is confluent
[12], and we can define its limit |} as follows:

a L b if and only if a ==} b and Pec, b ——, c.

We now express explicitly this limit by designing an extraction function '
which performs all structural rules in parallel. The definition of 3! is given in
Fig. 6.

B (v n)P,id, E) = ' (P, id, (E[n + (n, id)]))
3(0,id, E) = 0)
B(P|Q,id E) = 3P, id, E)JB(Q, id, E)
(P ® Qid,E)={(P & Q,id, Empreq)}
B(aP;id, E) = {(aP, id, Ejfmap))}

Fig. 6. Extraction function

Proposition 9 For any non-standard configuration C, we have C' || U ().
teC

The proof of Prop. 9 is shown in the appendix B.

We define the intermediate semantics as the transition system ({C}(S)}, — ),
where the set of the initial states {C}(S)} and the computation rule —; are
given as follows:

o Co(S) = B (C5(S)),
e VA€e (L2U{®}),a 2. bif and only if 3¢, a ==, ¢ and ¢ | b.

Example 10 We come back to the previously given system:

(v @)(xa? [|((v H)(B[2]0 | a*[J0)) | al*[J0),

18



(1,4)

—i Dy 03)

Dy —i Dy

wa? [[(v B)(B2[BI0 | a[0), 2, [a — (a, e>J>;}
a0, e fa s (a,)])

bI2[]0, N((1,4),¢,¢),[b+— (b, N((1,4),¢,¢))])
A),e6), [ (5, N((L,4),e,2)))

,3),6, N((1,4),¢,¢)), [b— (b, N(1,3), ¢, M(1,4),¢,¢)))])
al’[0, N((1,3),, N((1,4),¢,¢)), [ar— (a,€)])

Fig. 7. A computation sequence in the intermediate semantics

and give a computation sequence for it in Fig. 7. It appears explicitly that struc-
tural computation steps are not described anymore. They are all performed im-
plicitly at the beginning of the system, and after each communication or choice
computation step: this way, the initial state Dqy is equal to the state Co while

the whole computation sequence Cy — , C1 — , Cy becomes implicit, then
the single computation step Dy 4 . Dy encodes the computation sequence

C, a4 W Cy =, Cy =, Cy =, Cs, and the smgle computation step

D, a8, i D3 encodes the computation sequence Cg @3 n Cr — 3k Ok,

The standard and the intermediate semantics are in strong bisimilation (up
to =), as expressed by the following theorem:

Theorem 11 We have S = TI(C}(S)), and for all non-standard configurations
C and for all word u € (L> U {e;®})* such that Ci(S) —% C, we have:

(1) VA e L2u{a}, C 25, ¢ = TI(C) =2 TI(CY);

C 2. D

(2) YA e £2u{e}, (C) 2 P = 3D, {H(D)EP‘

The proof of Thm. 11 is shown in appendix B.

19



4.83.2  Efficient semantics

We propose to focus on communication rules and also to factor choice rules.
To do this, we have to restrict the set of the traces: to make things easier, we
propose to consider only the traces in which communications are delayed until
no choices can be made. 4

We denote by --+ the binary relation —— , U -2, . The reduction relation
--+ is ncetherian, but not locally confluent. We define the relation =— as
follows:

a = bifand only ifa --3 b and Be, b --» c.

Since --» is not confluent, = is not deterministic. We now express explicitly
its action by designing an extraction function § which computes the set of all
the successors of a given configuration. The definition of 3 is given in Fig. 8(a).

Proposition 12 For any non standard configuration C, we have:

{v| C = b}z{UCon?ﬂVtEC’, Contteﬂ(t)}.

The proof of Prop. 12 is shown in appendix C.

Intuitively, 3 gives the set of all the choices when spawning a continuation.
To spawn a continuation for a thread the syntactic component of which is a
choice (P ® @), we either spawn a continuation choice for P or a continuation
choice for (). Spawning a continuation for a thread the syntactic component
of which is a parallel composition (P | @), consists in choosing a continuation
for P, choosing a continuation for (), and spawning concurrently these two
continuations.

We now define the efficient semantics as the transition system (C§(S), — ):

o C5(S) = p(S,e.0)
e VAeL2a Ab if and only if e, a2, candc = b.

An explicit definition of (C§(S), —. ) is given in Fig. 8.

The following theorem establishes the correspondence between the standard
and the efficient semantics:

Theorem 13 For any initial non-standard configuration Cy € C§(S), there

4 We have also considered in [14, Sect. 3.3] restricting the set of the traces to those
for which choices are made only when necessary, which comes down considering
external choices instead of internal ones.
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B((v x)P,id, E
£(0,id, E) = {0}

) = B (P, id, (Elx + (z, id)]))
)=

B(P ® Q,id E) = B(P,id, E) U 3(Q, id, E)
)
)=

B(P|Q,id,E)={AUB| A€ p(P,id E), Bep(Q,id E)}
B(aP,id, E) = {{(aP,id, Ejfm@p))}}

(a) Extraction function

CS(S) = 6(8’ €, @)

(b) Initial configurations

CtpeB(P,idy, Erly; — Ei(x;))),
CtoefB(Q,idy, Ey)
Cu { (y?'[g) P, ids, E»),
(2V[T]Q, id), Ey)

{E?(y) = Ei(z),

} B9, (€U Ctp U Ctg)

CtpeB(P, N((i,7), id,,id)), E.[y; — Ey(x;)]),

{E*(?/) = Fi(z),
CtQGﬂ(Q idv, E!)

oL { (g7 [ P, id,, L),

} 9 (O Uy P id.. E)} U Ctio U Ci)
(‘T!][‘T]QaZd!aE!)

(¢c) Communication rules

Fig. 8. Efficient semantics
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exists k € N such that S oA I1(Cy) and for all non-standard configurations
C and for all word u € (£?)* such that Cy —% C, we have:

(1) VAe L2 ¢ 2. ¢ = JkeN, 3P, I(C) 2 P 2 11(0Y);

C-2.D
(2) YA € £2, TI(C) 2> P = 3D, S I P 2+ (D)
or P =T11(D).

The proof of Thm. 13 is shown in appendix C.

Remark 14 There is no bisimulation between the standard and the efficient
semantics. We have restricted both the set of traces to those where choices are
always performed before communications, and the set of states to those where
no choice appears at the top level. Therefore, these restrictions do not change
the properties we want to observe on mobile systems.

5 Context-free semantics

5.1 Construction

We now extend our non-standard semantics to open systems. An open system
S is a part of a bigger closed system, the rest of which is called its context.
The context is a set of agents, concurrently running with S. We represent
this context by the set of channel names it shares with the system S, we call
such names the unsafe names, and approximate its behavior as if it was an
intruder who was able to compose any possible agent working on these channel
names. An interaction between the system S and its context may only consist
in a communication between an agent ps of the first and an agent pcon; of
the second, via a channel the name of which is unsafe. This communication is
called spying when peone is the receiver, and spoiling when peont is the message
sender. When spying, the context listens to obtain new channel names which
become unsafe. When spoiling, the context may pass any name to S, either
an unsafe name denoting a channel opened by a binder of the system S or a
name denoting a channel opened by the context itself; as a consequence, we
have to introduce an infinite set of unsafe names for the channels that the
context may have opened. Eventually, spoiling may lead to the replication of
a resource, which requires the allocation of an unambiguous marker, otherwise
the consistency of the semantics would not be preserved.

Since a-conversion allows us to choose the names of the new channels opened
by the context, we may assume that those channels have been declared by
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recursive instances of a single agent. By choosing conty, conty € L\ Lyseq and
ext € N'\ bn(S), such channels will be seen as if they had been created by the
restriction (v ext) of a recursive instance of an agent the marker of which is
t,, where t,, is recursively defined as follows:

{ to = N((cont;,conty), g, €)
t

nt1 = N((conty, cont),e,ty).

Thus the set of the names of the channel opened by the context can be chosen
as the set {(ext,t,) | n € N}, which we denote by en. We also assume that
all spoiling messages are recursive instances of a single agent the first action
of which is labelled with 0 € £\ (Luseq U {contz; conti}). The coherence of our
semantics mainly relies on the fact that during a computation sequence, there
cannot be two different instances of a single agent with the same marker. We
guarantee this property by associating to each spoiling message a fresh marker
in the set {t, | n € N}.

A non-standard configuration is now a triple (C,U, F'), where C is a set of
threads, U is a set of channel names, and F' is a set of markers. The set C
contains the running threads. The set U contains all the name (a,id) such
that the channel opened by the restriction (v a) of the agent instance tagged
with the marker id is unsafe. The set F' contains fresh markers which have not
been used as markers for spoiling message. At the beginning of the system,
free names have to be chosen among the set of initial unsafe names. We make
no assumptions about the past of the system, so that distinct free names can
be bound to the same unsafe name. This is especially useful when analyzing an
instance of a resource without any knowledge of the relations between channel
names that have been communicated to it.

The transition relation % takes into account the computations inside the
mobile system S, as well as the computations involving the system S and its
context. Initial non-standard configurations and computation rules are given
in Fig. 9.

5.2 Coherence

We propose to establish a relation between the non-standard semantics of
closed and open systems. Let Si(x1,...,z,) be an open system the set of the
free names of which are exactly the set {z; | i € [1;n]}. We want to construct
a projection function II,, such that:

e any non-standard computation sequence 7 of a closed system of the form
(v c1)...(v c)(Si(eys o ciy) | Selcyys -cj,)), is mapped to a non-standard
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Ci(S) = {(Ct, en,{t, | n € N})
E € (fn(S) — en)

Cte B(S,e, B), }

(a) Initial configurations

c -2,
(C,U,F) & (C',U,F)

(b) Internal interactions

t = (xV[zy,..2,)P,id, E), E(x) € U, Cte B(P,id, E)
CU{thUF) & (CUCLUULE@) | ke [1:n]}, F)

(¢) Spied communication

t = (y?z[yl, yn]P, Zd, E),
E(y) €U, ¢1,...,c, €U,
Ct € B(P,id, Elyy — ci))

(CUfthU,F) % (CcucLu, F)

(d) Spoiled communication

t = (xy?"y1, .. yn) P, id, E),
E(y),c1,...,cn €U,

id) € F,

id, = N((7,0), id, idy),

Ct e B(P,id., Elyx — ci))

(CU{y, U F) %S (CUf}UCLU, F\ {id})

(e) Spoiled resource replication

Fig. 9. Context-free non-standard semantics
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computation sequence of the open system Sy;
e reciprocally for any non-standard computation sequence 7’ of the open sys-
tem S, there exists a computation sequence 7 of a closed system of the form

(ver)...(vep) (Silcys i) | Se(eyy, --.cj,)), such that 7/ = I1(7).

Let £; € L be the subset of the labels occurring in & and N; € N be
the subset of the names used in name restrictions of &;. The function lab
maps each syntactic component beginning with an action to the label of this
action. We introduce two one-to-one functions in order to interpret names and
agents created by the context of Sy: let @ be a one-to-one map from the set
(L x M) into the set {t,, | n € N}, and @, be a one-to-one function from the
set (N x M) into the set en. We now define the projection IT. (S, P, Do)
which transforms each computation sequence of a closed mobile system & =
(v ©)(Si(ciyy i) | Selcjy,...c;,)) into a computation sequence of the part
Sp of the system S. We assume without any loss of generality that fn(Sp) =
{ci, | k € [1;n]}, and that no name occurs twice as an argument of a name
binder.

We first project each syntactic component label, by replacing each label which
does not occur in S; by the unique label of the context, that is to say the 0
label.

Definition 15 The projection I1i(1) of a syntactic component label | € L is
defined as follows:

(1) =

0 otherwise.

{z ifl € Ly

We then apply the syntactic component label projection pair-wise on transi-
tion labels.

Definition 16 The projection 11 (4, j) of transition label (i, ) € L? is defined
as follows:

Next, we project the instance markers of the syntactic components of Si.
In such a marker, only the right sibling can be the marker of a syntactic
component of the context, as we know that the replicated resource necessarily
belongs to S;. When a resource is replicated by a message of the context, we

replace its syntactic component, and calculate a coherent marker according to
D .
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Definition 17 Marker projection is defined as follows:

N((iaj>7t17t2> = (HA(LJ.)?H%(M(tl)?H?\)/IM(w)) ij € EI
I Q N((3,5), b, t2) = NN, 5), IR (1), Daa (G, 22))) if 5 & Lo

= .

We now project channel names. For a channel having been opened by a name
restriction of Sy, we just project the marker. For those having been opened by
the context, we replace the name restriction by the unique restriction (v ext)
of the context, and calculate the coherent marker according to ®,.

Definition 18 Channel name projection is defined as follows:

(z, I (id,))  if z € M

A% (2, 4d,) =
N (=, id,) {CDN(x, id,) otherwise.

We can easily project an instance of a syntactic component of Sy by projecting
its marker, and each channel inside its environment.

Definition 19 Thread projection is defined as follows:

PN (Pid, B) = (P, TIM (id), [z — T2 (E(x)))).

Then, we can project a configuration by projecting all the threads the syntactic
component of which is a sub-term of S, and removing the other threads:

Definition 20 Configuration projection is defined as follows:

MM ™ (C) = {TIP¥™ (P, id, E) | (P,id, E) € C, lab(P) € Lr}.

We can now define the projection of a computation sequence. At each com-
putation step, we obtain the set of the threads by projecting all the instances
of syntactic components of Sy, and throwing away instances of syntactic com-
ponents of the context. Unfortunately, the set of unsafe names, and the set of
fresh markers, cannot be constructed without any knowledge of the previous
computation steps, so we construct them incrementally: at each computation
step, we insert spied names into the set of unsafe names, and remove the used
markers from the set of fresh markers. We also ignore all computation steps
only involving the context.

Definition 21 Computation sequence projection is then defined as follows:

Let 7 = C R o e A, o Cp be a non-standard computation sequence, with

26



Co € C§(S). We define the projection of T, 11 (St, @, Pur)(7) as the non-
standard computation sequence:

M(hay)  Ma(Aap)
(Ao, Up, Fo) = ... = (A4, U,F)

of the open system Sy, where
® ay,...,a, is the strictly ascending sequence of the elements of the set {i €
[Lin] | A € £2\ (L L1)*};
e the initial configuration (Ao, Uy, Fy) is the following triple:
(I (Co), en, {tn | n € N});

e fork € [1;p], the configuration (Ay, Uk, Fy) is then defined as follows:
- Ap =™ (C),

I Ui_1 iffst()\ak) € Ly,
U, =
U1 U{TIA®Y (BE(x,)) | 7 € [1;n]} otherwise,
where, in the last case, t = (xV[zy,...,x,|P,1d, E) denotes the unique

thread in C,,_, \ Ca, which matches this notation;
Aa
Fi—1 if snd(\,,) € Ly or if & . is not a resource replication,

. Fk’ e
Fre i\ {®m(snd(Ay,),d) | (P,id, E) € Cy, -1\ Cy, } otherwise.

We establish the relation between the non-standard semantics of closed and
open systems, as follows:

Theorem 22 (Soundness) Let 7 = Cy...C,, be a non-standard computation
sequence of the following closed system.:

(vcr)...(vep)(Siciys oo cin) | Selcjys-ooc))),
with Cy € C§(S). Then IL(S1, Par, @) (T) = (Ao, Uo, Fo)...(Ap, Uy, F) is a
non-standard computation sequence of the open system Sy and (Ag, Uy, Fy) €

Co(S)-

Theorem 23 (Completeness) Let 7' be the non-standard computation se-
quence of an open system Sy, that we denote by:

(41,51)
(Co,Uo, Fo) &

Y (€U R,
where (Co, Uy, Fo) S 68(81)

Then there exists:

o a closed system S, = (v ¢)(Si(csy, .., Ci) | Selcyy,s --cj,)),
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e two one-to-one functions ®r and Py,
e a non-standard computation sequence T of the system S,

such that I1.(S1, P g, Pur) (1) = 7.

Soundness is ensured by construction. Completeness relies on the existence of
a most general context which can be used in simulating any context. It is given
in Fig. 10. It uses a global channel, named unsafe via which unsafe names
are sent an arbitrary amount of times. It is made off four kinds of resources.
The resource new opens a new unsafe channel; the resource repli is used to
replicates the information that a channel name is unsafe, so that a context
may use each unsafe name an arbitrary number of time; the resource spy;
collects an unsafe channel ¢, and receive through this channel a message of
arity k; the resource spoily collects an unsafe channel ¢, and k unsafe names,
and sends the k& names through the channel c. Resources spy, and spoil
only enforce some synchronization with the system. In Fig. 10, n denotes the
greatest arity of the messages occurring in the system part we analyze. Thus
the closed system can be chosen as the following one:

S, = (v unsafe)(v x1)...(v x,)
(unsafe![z] |...| unsafe![z,] | Si(z4, ..., zi,) | Sc(unsafe)).

The non-standard computation sequence is obtained by mimicking spied and
spoiled computation steps in S.. The full proof of Thms. 22 and 23 is shown
in appendix D.

S. =(v new)
( new | repli

| sPYo |--| sPY«x
| spoily | ... | spoil,
| new!(]
)
where

e new := xnew?[|((v channel)(unsafe![channel] | new![]))

e repli := sunsafe?|x](unsafe![x] | unsafe![z])

e spy; := xunsafe?[c|c?[yy, ..., y;](unsafel[y;] | ... | unsafe![y,])
e spoil; := xunsafe?|cJunsafe?[z]...unsafe?|x;]c![z1, ..., x;]

Fig. 10. The most general context
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6 Abstract Interpretation

Abstract Interpretation is a theory of the approximation of semantics. It for-
malizes the idea that the semantics can be more or less precise according to
the considered level of observation. In static analysis, abstract interpretation
is used to derive a decidable semantics from a concrete one. Because of the
upper-approximation, the result is not complete: this means that not all the
properties of the program are discovered, nevertheless, the result is sound: this
means that all the captured properties are correct.

In this section, we introduce a generic abstraction to approximate the behav-
ior of a mobile system. It could apply indeed to any transition system. This
abstraction does not yet depend on the abstracted properties: they are left
as a parameter of our analysis. Hence, our framework is highly generic, and
we can make a reduced product between several analyses. We will use this
framework to derive an analysis of the control flow in Sect. 7, and an analysis
of the occurrence number of the agents in Sect. 8.

6.1 Generic abstraction

We denote by C the set of the non-standard configurations and by ¥ the set
of the transition labels. We are actually interested in the set C(S) of all the
configurations that a system may take during a finite sequence of computation
steps. This is given by its collecting semantics, which is defined in [6]. It can
be expressed as the least fixpoint of a U-complete endomorphism F on the
complete lattice p(X* x C) defined as follows:

F(X) = ({e} x C3(S)) U {(u.)\,O’) ‘ 3CeC, (u,C) € X and C ¢ c’}.

This least fixpoint is usually not decidable, so we use the Abstract Interpre-
tation framework [7] to compute a sound — but not necessarily complete —
approximation of it. More precisely, we use the relaxed version of Abstract In-
terpretation [8], in which the abstract domain is not supposed to be complete
under least upper bound; furthermore, no abstraction function is required.

Definition 24 An abstraction is a tuple (Cﬁ,gﬁ,l_lﬁ,J_ﬁ,%Cg,W,V) which
satisfies:

(1) (C*,CF) is a pre-order;

(2) LIF: Ofinite(CF) — C* is such that VA* € @pnie(C*), Vab € AF) o* CF LI (A%);
(3) L* € C* satisfies Va* € CF, 1% C¥ af;
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(4) v : C* — o(X* x C) is a monotonic map;

(5) CLe Ctis such that {e} x C(S) C ~(CE);

(6) ~~€ p(C* x ¥ x C*) is an abstract deterministic labelled transition relation
over C* such that : YC* € C*, V(u,C) € v(C*), VA € X, VC €C,

Cd T— 30 ect, (' T and (ur,0) € v(TH);

(7) V : C* x C* — C* is a widening operator which satisfies:
o VC! Che(t CFCtCIVCE and CLC CIVCE,
N
o V(Ch)nen € (Cﬁ) , the sequence (CY )nen defined as

n

cy =t
Cnv—i-l = Onvvcg—i-l

15 ultimately stationary.

The set C* is an abstract domain. It captures the properties we are inter-
ested in, and abstracts away the other properties. The pre-order C* describes
the amount of information which is known about the properties that we ap-
proximate. We only use a pre-order to allow some concrete properties to be
described by several unrelated abstract elements. The abstract union | is
used to gather the information described by several abstract elements. For the
sake of generality, it does not necessarily compute the least upper bound of
a finite set of abstract elements (this least bound may not even exist). The
abstract element L* denotes the empty set and it provides the basis for our
abstract iteration. The function v is a concretization function which maps
each abstract property to the set of the concrete elements which satisfy this
property. The abstract element 03 describes the properties satisfied by the
system initial configurations. The relation ~~ is used to mimic the concrete
transition system in the abstract domain and the operator V is used to ensure
the convergence of the analysis in finitely many iterations.

Given an abstraction (C*, C%, |, L, ~, C8, ~m, V), the abstract counterpart F*
to F defined as:

F(C%) = | [ ({Uﬁ ey, ¢ D 6”} U{CE: cﬁ}) .
satisfies the soundness condition VC* € C*, F o y(C*) C o F*(C*). Since F is

monotonic, we have Vn € N,VC* € C*, F" o v(C*) C v o F*"(C*). On the other
hand, since F is a U-complete endomorphism, we have [fpy F = | F"(0). As
neN

a consequence, we obtain the soundness of our analysis:

Theorem 25 Ifpy F C U [7 oFﬁ"} (LF).
neN
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Following [6], we compute a sound and decidable approximation of our abstract
semantics by using the widening operator V:

Theorem 26 The abstract iteration [8, 9] of F* defined as follows:

IE‘OV = |t

o [E {FF(FY) O B

n+1 \v4 f (v .
FYVF{FY) otherwise

is ultimately stationary and its limit FY satisfies C(S) C (FY).
6.2 Abstraction algebra

Our framework is highly extensible. We now give some operations over ab-
stractions to compose them.

Proposition 27 (PrOdUCt) Let (C§7 Eg? |_|§7 Lﬁu T, Cgp M vl) and (Cg7 Egu
|_|ﬁ2, 15 7, 082, ~9, Va) be two abstractions.

The following tuple (C*,C¥, LI, J_ﬁ,%Cg, ~. V) where

o C'=Clx (L
o Cf |, L% and V are defined pair-wise;
C* — p(¥* x C)
R O A t 5.
{(ab ay) — 7(ay) N2(a3);
« C§ = (C§,.CL,):
o ~~ is defined by:

(ay,as) 2 (b1, ba) if and only if ay 3‘»1 by and as 4\92 by
1s also an abstraction.

Proposition 28 (Reduction) Let (C*, CF, |, 1%, v, C’g, ~+, V) be an abstrac-
tion, and p be a reduction operator® p : C* — C* which satisfies:

vat € CF, y(df) Cv(p(a?)).

The following tuple (C*,C%, LF, J_ﬁ,%Cgp, ~p, V) where

o Cf =p(Ch):
o ~, is defined by:
a ~, ¢ if and only if there exists b € C*, such that p(a) ~ b and ¢ = p(b)

5 p simplifies the properties obtained in the abstract domain.
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18 also an abstraction.

Furthermore, p can also be used to simplify the final result of the abstract
iteration.

The proof of Prop. 27 and Prop. 28 is shown in appendix E.

7 Control flow analysis

We now use this framework to derive an analysis of the control flow. This
analysis requires an abstract domain for describing sets of marker tuples. In
the first subsection, we introduce the generic control flow analysis, indepen-
dently of the chosen abstract domain. In the next subsection, we propose three
different choices of abstract domains, so that we get three different analyses.

7.1 Generic control flow analysis

We propose to compute a description of both the potential interactions be-
tween the agents of a mobile system, and the potential interactions between
its agents and a hostile context. For that purpose, we will compute for each
syntactic name restriction an approximation of the set of the syntactic agents
that may receive the name of a channel opened by an instance of this name
restriction. As we want a non-uniform description, we will also compute a
comparison between the markers of the agents which have opened channels
and the ones of the agents to which the names of those channels have been
communicated. Due to the approximation, some of the discovered interactions
may be ineffective. But the analyzer detects all the interactions. So, if the an-
alyzer does not detect an interaction between two components, there cannot
be any interaction between them.

The main difficulty is to synthesize comparisons between markers throughout
computation steps. We use the marker of the agent instance to which channel
names are communicated as a pivot to synthesize the comparison between the
markers of the agent instances which have opened these channels. Further-
more, we use synchronization conditions on the channel names via which the
communication is performed to establish a comparison between the markers
of all the involved agent instances. Our main strategy is easy: we first gather
all the information we have about the marker pairs (this means we will ab-
stract sets of marker tuples). Then, synchronization conditions give equality
relations between some tuple components. If these equality relations are sat-
isfiable, the abstract computation step is enabled and we compute, for each
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new agent instance, the comparison between the marker of the new instance
and the markers of the instances which had opened the channels.

We introduce for each n € N an abstract pre-order (Id?, C,,) to represent sets of
n-tuples of thread markers. Thus, each Id? is related to p(M™) by a monotonic
concretization function ~,. We introduce some abstract primitives to handle
these domains: a representation of the empty set L a representation of the
initial marker %, an abstraction of the set of the context markers tf, an abstract
union | |,, a widening operator V,,, an associative abstract concatenation e
that is a correct abstraction of tuple concatenation, an abstract join sync to
enforce synchronization conditions, an abstract projection Il and an abstract

push operator push which is used to calculate the abstraction of the set of the
new markers when replicating a resource. These primitives shall satisfy the
following properties:

(1) Ya(Lh) =0

(2) € € m(eh;

(3) {tn | n € N} Cm(th);

(4) VA € pgnite(1d?), L, (A) € Id} and Va* € A, o* C,, |,(A);
(5) V, : (Id%)? — Id} is a widening operator;

(6) Ya € Id:, b e Idt,, (aeb) € Id,,, and

(idi)z‘e[u;n]] € ’Yn(aﬁ),

(idﬁ+n)i€ﬂ1ﬂnﬂ € Wﬁn(bﬁ>
(7) Va* € Id?, VA € p([1;n]?), sync(A,a*) € Id} and
{(id)iepny | (idi) € 7u(a¥), Y(k,1) € A, idy = id)} C v (sync(A, a));
(8) Va* € Id:, Vp € N, V(sk)repyp) € [1; n]I'?l one-to-one sequence,
11 (0] € 1 anct {(id Jction | (i)t € 62)} € (11 (08

(sk Sk
(9) Va* € Id}, push(a?) € Id, and
(4,9
{(N((@, 1), idy, idy), ids) | (idy, idy, ids) € 73(a*)} C w(p(us)h(aw
7’7.]

(idi)iE[[l;n-i-m]] - %H—m(a i b),

Moreover we define the operator dpush € (Id} — Id) by:
Va € Id}, dpush(a) = sync({(1,2)},a e a).
The operator dpush satisfies the following property:
Va € Id}, {(id, id) | id € v1(a)} C va(dpush(a)).
We denote by P the set of syntactic components of S. We introduce vn(S) as
the set of the syntactic names used in name restrictions, including the name

ext. We then denote by I the set {(p,z,y) | p € P, = € fn(p), y € vn(S)}.
I is the set of the possible interactions between agents of S. In the case that
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y # ext, the interaction (p,x,y) denotes the fact that the variable x of an
instance of the agent p may be linked to the name of a channel opened by the
restriction (v y); the interaction (p, x, ext) denotes the fact that the variable x
of an instance of the agent p may be linked to the name of a channel opened
by the context.

In this way, our abstraction (C*, C¥, |, L¥, ~, C’g, ~efa, V) s defined as follows:

o C' = ((I — i) x (vn(S) — idh));

o T | [, V are defined component-wise and pair-wise respectively from (Cs,
C1), (L2, L) and (Va, Vy);

e 1% is given by the pair of functions which relate any elements respectively
to J_ﬁz and J_’i;

e the concretization y(f, g) is the set (X* x A) where A is the set of configu-
rations (C, U, F') which satisfy:

(1) (P,idp, E) € C,x € fn(P), E(x) = (y,id,) = (idp, id;) € Y f(P,z,y)),

(2) (z,id) € U —> id € 1 (g(x)

° 03 and ~v.g, are given in Figs. 12-14.

An abstract configuration is given by two functions. The first one maps each
interaction (P, x,y) to the description of the set of marker pairs (idp,id,)
such that, in the instance of P tagged with the marker idp, the variable x
may be linked to the name of the channel opened by the instance of the name
restriction (v y) tagged with the marker id,. The second one maps each name
x to a description of the set of the markers id such that a channel opened by
the instance of the name restriction (v x) tagged with the marker id may be
communicated to the context. Abstract transition rules just mimic the non-
standard ones. Their definition uses an abstract extraction function 3* defined
in Fig. 11.

B ((v n)P,id*, E*) = B*(P,id*, E*[(n,n) — dpush(id®)])

340, 4d*, E*) = 1*
GHP @ Q,id", B*) = UH{G*(P, id*, EF); 6%(Q, id*, E*)}
GH(P | Q,id?, EF) = LG (P, id?, EF); 3(Q, id*, E¥)}
B*(aP,id*, E*) = ([(aP,m,n) — E*(m,n),Ym € fn(aP),n € vn(S)],0)

Fig. 11. Abstract semantics: abstract extraction

The function (4 is an abstract counterpart to . It calculates all the inter-
actions obtained by spawning a continuation having a description of both its
marker and its environment: given P € P, id* € Id} and E* € ((bn(S) x

vn(S)) — Id%), the element *(P,id!, E*) belongs to the abstract domain C*
and satisfies the following soundness property:
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Cl = LGS, €, [(n, ext) — ¢ o t* Vn € fn(S)]): {0, [ext — t¥]}}

Fig. 12. Abstract semantics: initial configurations

Let (ff., f%.) be an abstract configuration,

if there are A = y?[yy, ...,yn]P, p=zVxy, ..., 1,]Q,

it o {A(u) | u € vn(8)} # L4,

then (fcarn fesc) cfa Uﬁ {(fcan’ fesc) 6ﬁ(P 7;dP’ Eﬁ ) 6“@7 ng)? EE))} Where

. A( ) = sync({2,4}, fhn(Ny,u) o fE (1, 2, u)),
° zdP = |_|1{H A(u)) | u € vn(S)},

(
° ZdQ = |_|1{H(A( ) | u€vn(S)},
)

o Eb=[(m,n) — L{Ip(m,n,u) | u e vn(S)},¥m € fu(P),n € vn(S)]

H Sync({3’5}7A( ) fcan(#?xian)) me =Y
where Ip(m,n,u) = { *9 _
(Ll%)sync({l, 5h, A(u) e fi_(X\,m,n)) otherwise,
o Ef=[(m,n) = U{Ig(m,n,u) | u € vn(S)},Ym € fa(Q),n € vn(S)]
where Ig(m,n,u) = (g)sync({B, 5}, A(u) e f5 (11, m,n)).

(a) Abstract communication

Let (ff.,, f%.) be an abstract configuration,

if there are A = *y?[yy, ...,ynﬁ]P, p=azVxy, ..., 1,]Q,

if UsfA(u) [ u € vn(S)} # L,

then (fyn, fhe)eta U {(Fhan: fac): 0°(P. idh, EL): 5°(Q, idfy, Ef)} where
. A( ) = sync({2, 4}, fan(N y, ) @ fhn (1,2, 1)),

o idp = Ul{H(pUSh( L (A@))) [u € vn(S)},

° ZdQ = |_|1{H(A( )) | u€vn(S)},
o EL = [(m,n) — U{Ip(m,n,u) | u € vn(S)},VYm € fa(P),n € vn(S)]

where

pU’Sh( II SyTLC({?), 5}7 A(U) Can(:u’v L, n))) me =Y

(i.g) (1,3,6)

p(g;s)h( (L sume({1, 5}, A(u) o

o Egg = [(m,n) — {Ig(m,n,u) | u € vn(S)},Vm € fm(Q),n € vn(S)]
where Ig(m,n,u) = (g)sync({3,5},A(u) fE o (p,myn)).

[P(m> n, U) =

ft(\,m,n))) otherwise,

(b) Abstract resource replication

Fig. 13. Abstract semantics: internal interactions
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Let (ff., f%.) be an abstract configuration,

if there is p = 2V [z, ..., xn]Q,

if Us{A(u) | u € vn(S)} # L4,

then (fén, fhe)~eta U {(f an’fesc) BH(Q, idf, Ep); (0, Escape?)} where
o Afu) = syne({(2,3)}, Flan(p,m,u) @ (),

° ZdQ = |_|1{H( (w) | u € vn(S)},

. EQ = [(m,n) Ly {Io(m,n,u) | w € bn(S)},Vm € fn(Q),n € vn(S)]
where Ig(m,n,u) = (g)sync({1,4},A(u) fEu(u,m,n)),

o Escape’ = [m — E(m), Vm € vn(S)]
where £(m) = Lh {I1 (sync({(1, 4)}, A(w) & (foan (s, 21, m)))) | 1 < b < ).

(a) Abstract spied communication

Let (2., f&.) be an abstract configuration,

if there is A = y?[yy, ..., yn]P,

if Us{A(u) | u € vn(8)} # L,

then (Fh, fho)eta U {(Fhun f10); FF(P, idh, )} where
o Aw) = sync({(2,3)}, fo 0y, 1) @ fLc(w),

o idp = Ui {IT(A(w)) [ u € vn(S)},

o B = [(m,n) — Us{Ip(m,n,u) | u € vn(S)},Ym € fn(P),n € vn(S)]

idp o (fi.(n)) if m =y
where ]P(m7 n, U) = (IHS)SynC({l, 4}7 A(u) fcan(>\ m n)) otherwise.

(b) Abstract spoiled communication

Let (ff., f%.) be an abstract configuration,

if there is A = *y?[yy, ..., yn]P,

if Ls{A(u) | w € vn} # 15,

then (fcarn fesc) ~efa Uﬁ {(fcam fesc) 6ﬁ(P7 Zdlﬁ% ElﬁD)} Where

. A( ) = sync({(2,3)}, fln (X y,u) @ féc(u),
o idp = Li{ I (push((TT(A(u))) e the Ti) [ u € vn(S)},

(4,0)
. Eﬁ = [(m,n) — U{Ip(m,n,u) | u € vn(S)},Vm € fn(P),n € vn(S)]
(idp » fic(n)) if m = yx

= {p“8h<<<11§5§ync<{1,4},A( Jo fh(h,m, m)ot4))) otheruise.
(4,0) ]

can
(c) Abstract spoiled resource replication

Fig. 14. Abstract semantics: external interactions
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Proposition 29 VP € P, Vid € v,(id*), VE € (fn(P) — (vn(S) x M)) such
that Ym € fn(P), Vn € vn(S), Vid, € M, [E(m) = (n,id,) = (id,id,) €
Yo(E*(m,n))], we have:

S x (B(P,id, E) x {0} x p({ta | n € N})) C y(F*(P, id?, E)).

The proof of Prop. 29 is shown in appendix F.

We now give some intuition about the abstract transition rules. For the sake
of brevity, we focus on abstract communication. Abstract communication be-
tween two syntactic components A and p simulates all the possible commu-
nications between instances of both A and p. These communications are first
quantified by the channel used by the communication, and more precisely, by
the name restriction (v u) used in opening this channel. So, for each u € vn(S),
we compute an abstraction A(u) of the 4-tuples of markers (idy, id,, id,, id))
such that idy, id, may be simultaneously the markers of an instance of A
and p while id, and id, may be the markers of the instance that has opened
the channel named u. We obviously enforce the synchronization condition be-
tween the second and the fourth components of those tuples, which allows us
to detect relations between the first and the third ones. The abstract commu-
nication is allowed only if the set of 4-tuples is not empty. In that case, we
add the new interactions caused by the continuation of both A and u. These
continuations are calculated using the abstract extraction 3*. Continuation
marker descriptions are obtained by projecting A(u) onto, respectively, its
first and its third components. To calculate abstract environments, we have to
deal with interaction communication. An interaction is communicated by ab-
stractly concatenating it with each A(u), enforcing the synchronization with
the good agent marker, and then projecting the result in accordance with the
marker of the agent it is passed to. New open channels are dealt automatically
by the abstract extraction.

Theorem 30 (Cf,C! |, J_ﬁ,%Cg, ~efa, V) 18 an abstraction.

The proof of Thm. 30 is shown in appendix F.

7.2  Abstract domains

Various domains can be used to instantiate the family of parametric domains
(Id?),en, depending on the expected complexity and accuracy. We propose
three particular instantiations. The first one abstracts away the information
about markers. The result is a uniform control flow analysis. The second one
keeps only the equality relations among markers, and gives an analysis which
has similar behavior to with group creation [4]. The third one allows algebraic
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comparisons of markers which is, to the best of our knowledge, beyond the
scope of the analyses previously presented in the literature.

7.2.1  Uniform control flow analysis

Uniform control flow analysis consists in detecting the potential interactions
between syntactic components, without keeping any information about mark-
ers. For each name restriction (v x), it will capture an upper-approximation of
the set of the syntactic components to which the names of the channels opened
by this restriction may be communicated. Such an analysis can easily be ob-
tained by instantiating all the elements of the family (1d?),cy with the lattice
({L, T}, ). The domain {1, T} is related to p(Id™) by the concretization
function 7, defined by 7,(L) = 0 and ~,(T) = Id™.

The abstract primitives are then defined as follows:

ot =T,
o tF =T
1L ifT&A
o VAEp({LT)), Un(4) = -
T  otherwise,
e since there is no infinite sequence in {1; T} we can use the abstract union
as a widening operator;
L ifa=Lorb=_1
o Vabe {1, Th (aeh) =4 TOT L
T dfa=T and b= T;
o Vaec{L T}, sync(A, a) = a, 1;{[(&) = a and push(a) = a.

(:9)

The resulting analysis is always at least as precise as the analysis proposed
in [1,3]. Nielson et al.’s analysis computes the least element of a Moore family
defined as the solution set of a constraint system. Since our abstract union
is exact, and we do not use widening operator, the result of our abstract
semantics is the least fixpoint of the abstract endomorphism induced by 03
and ~-g,. This least fixpoint is also the least element of a Moore family defined
as the solution set of a constraint system. Then, comparing the constraints
involved in both analyses, it turns out that our constraint system is implied
by Nielson et al.’s one. So, any solution of Nielson et al.’s system is also a
solution of our system and the least solution of ours is more precise than
Nielson et al.’s one. Roughly speaking, Nielson et al.’s analysis does not take
into account action sequentiality: the constructed system only depends on the
syntactic action set. Furthermore, it cannot infer distinct interaction sets for
two distinct occurrences of the same channel name.
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7.2.2  Confinement

We now focus on the equality relations between markers. This allows us to
analyze whether or not the name of a channel can be communicated only to
the recursive instance which has opened this channel.

For that purpose, we use a graph-based domain to represent equality rela-
tions between components of tuples. Each vertex describes a component; a
path between two vertices expresses the fact that the two related components
are always equal. We then lift that domain with an extra element in order
to represent a non-satisfiable property. We first define the set G, of all the
undirected graphs having vertices in [1;n]. The transitive closure of a graph
(G, ) is denoted by (G, ~*). The pre-order, the concretization function and
the abstract primitives are defined on G,, as follows:

V i, i€ p([Lin]?), ([Ln], ) Ea ([Ln], ne) <= meCr,
V([L;n], ~) € Gn, W([1in], ) = {(id)icpiyny | E 1 = idy = id}};
we also use | ],, as a widening operator since G,, is height bounded;
ef = ({1},0);
th = ({1},0);
VA € p(gn)v I—ln(A) = ([[1;”]]; mU)

where i Ny J<=Y([1;n], ) € Aji A g
Va=([1;n], ~a) € Gn,b=([1;m], ~p) € G, (a@b) = ([1;n+ m], )
i~ Jifi, g € [1n]
(t—n) vy (j—n) ifi,j € [n+ 1;n+ m];
V([1;n], ~) €Ga, Acp([15n]?), sync(A, ([1;1], ~)) = ([1;n], AU ~);
Va = ([1;n], ~a) € Gn, U(a) = ([1;p], ~)

where s = (sp)keqip) and @ vy j<=i,j € [1;p], si N s
Va € Gs, push(a) = ([1;2],0);

(4,5)

where i N, j<=

Roughly speaking, the partial order is the opposite of the constraint set inclu-
sion because, the more constraints, the fewer solutions. The concretization of
a graph is the set of all the tuples the components of which satisfy the equal-
ity relations described by the edges of this graph. The representation of the
empty word is just a graph with one vertex. So is the set representation of the
context markers. Gathering some abstract elements consists in intersecting the
constraint sets they are described with. Abstract concatenation is just a non-
relational union of two graphs, after a renaming of the vertices of the second
one. Synchronization consists in adding new constraints. Projection consists in
restricting the set of the vertices, keeping equality relations on the remaining
vertices. When replicating a resource, we know that the new instance marker
is fresh, but we can get no information of this fact. Before applying union and
projection, we must close graphs, if not we may lose information.
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We then lift each G, by adding an extra element 1,. This element 1, is
the least element of (G, U{L,}). The concretization of L, is the empty set.
Abstract union is lifted as follows:

L, (0) = Ln
U (AU{Ln}) = L (A).

All other abstract primitives are lifted to be strict, which means that they
return the good element in (L;);eny with respect to their image domain as
soon as one of their arguments is in (L;);en.

As in [4], this analysis can only prove that the name of a channel is confined
inside the scope of the recursive instance which has opened this channel. It
is unable to prove that the name of a channel which first exits the scope of
the agent instance which has opened it, can then only be sent back to the
recursive instance which has opened it. The main problem is that we can only
propagate equality relations. When the name of a channel is communicated to
an agent having a distinct marker than the one of the agent which has opened
this channel, we have no information anymore. Then, if the channel name is
returned to the agent which has previously opened the channel, we cannot
infer the right relation. In order to do that we need an algebraic comparison
between markers.

7.2.3  Non-uniform analysis with algebraic comparisons

We now propose an abstract domain which deals with abstract algebraic com-
parisons between markers. Following Prop. 5, we only abstract the right comb
of each tree. We choose m € {1;2}, in accordance with the chosen simplifica-
tion function ¢; or ¢, ¢. We introduce ¥,, as the alphabet £™ of the letters
occurring in markers. We use a reduced product between two abstractions.
Our first abstraction consists in abstracting component-wise the shape of the
markers associated to threads. The second one infers a comparison between
the Parikh vectors of the markers.

7.2.3.1 Regular approximation. We approximate the marker shape in
regular languages. For the sake of efficiency, we only use the regular languages
which can be described by a set of initial letters, a set of last letters and a
succession relation between letters. The result is an efficient abstract domain
of languages, the height of which is quadratic in the cardinal of the alphabet
Y, and abstract primitives can be computed with a O(|%,,|?) worst-case time
cost.

6 Both functions have been introduced in Sect. 4, Prop. 5.
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We introduce the set Id®°® of tuples (i, f,t,b) such that i, f € @(X,,), t €
(X — (X)) and b € {0;1}. Each element (i, f,¢,b) € IdR® is related to a
language on ¥, via a concretization function v defined as follows:

lu| >0 = wu, €1
|u|>0 - U|u‘€f
Vi€ [L; |ull, |ulis € t(us)
lu=0 = b=1.

u € YREB(i, f 1, b) <=

Roughly speaking, ¢ is the set of the initial letters of the language words,
f is the set of the final letters. The set t(a) is the set of letters which may
immediately follow an occurrence of the letter a. The boolean b is equal to 1
if the empty word belongs to the language.

The abstract domain Id®°® is then fitted with a complete lattice structure
(IdRes, | Ree CReg NReg |JReg | Reg TRes) a9 follows:

o LR =(0.0,[\— 0],0);

o CRez | JRee and NBe® are defined component-wise from the usual set opera-
tions C, U and ;

o TR = (¥ %, A2, 1).

Furthermore, the language containing only the empty word is described by
(0,0,[\ = 0],1) and is denoted by eR°. At last, we can define the primitive
push®°8 . [dRe& x 3 — [d*°8 which adds a letter at the end of all the words
of a language by push®8((i, f,t,b),\) = (¢, f',t',b') where:

iU{A} ifb=1

1 otherwise;

ifb=1ori#(
otherwise;
= 0.

’/

{ a)U{A\} ifaef ]

otherwise;

The emptiness test is given by the following equivalence:

{CLQ €1, a, € f,

yRee t,b) # 0 <= b=1 or Ja, ...,
(6, /,4,6) # or o VEk € [0;n], a1 € tag).

We then introduce the set IdR°8 of the n-tuples of Id®%. Tt is related to p(Id™)
by the following concretization function:

'Yn((Ai)iE[[l;n]]) = {(idi)iE[[l;n]] | Vi € [1;n], ¢m(id;) € 'YReg(Ai)}-
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Then the associated abstract primitives are defined as follows:

o cf = gRes.

o tf= ({am}’ {am}>tm> 0)>
{x —{an} ifzx=a,
where a; = conty, as = (conty, conty) and t,,, = )
x— 0 otherwise;
e |, applies UR®® component-wisely;
e II (resp. o) is the classical projection (resp. concatenation) of tuples;
e sync(A, Q) = N™2{Q; | (i,) in the reflexive and transitive closure of A};
e since there is no infinite ascending sequences, we define our widening oper-
ator V,, to be ||";
o push(a, b, c) = push®&(b, \).
A

7.2.3.2 Numerical approximation. Our second abstraction captures re-
lational comparisons between the occurrence number of each pattern inside
sets of marker pairs. For each n € N, we introduce a set V,, of distinct vari-
ables {z} | i € [1;n], A € ¥,,}. The abstract domain p(N"") is related to
©(Id™) by the monotonic map ~,:

Yn(A) = {(id:)iequsny | Ie)eev, € A, Vai € Vo, ngx = |om(id;)]5}-

The power set p(NV") is then related to a numerical domain. Many relational
numerical domains have been introduced in the literature [10,17,21,24]. We
propose two choices in accordance with the expected trade-off between com-
plexity and accuracy. They both use the complete lattice of affine equality
systems among a set of variables. This domain is described with its lattice
operations in [21]. Given a set of variables V, we denote by Ky, the domain of
the affine equality systems among the elements of V.

7.2.3.2.1 Component-wise affine comparison

The first choice for abstracting a set of word tuples consists in abstracting the
affine relations between the occurrence number of A in each tuple component,
for each X in ¥,,. This way, we introduce Id*°' as the complete lattice (X, —
Ktz | icfiingy) defined point-wise.

We then define abstract primitives as follows:

e < maps each letter in ¥,, to the system composed of the only constraint
T = 0,

e t maps each letter in ¥, to the system composed of the only constraint
x1 = 0, except the letter a,, which is mapped to the system that contains
no constraint, where a; = conty and ay = (cont;, conty);

e ||, applies the affine hull point-wise;

42



‘ IT (f)(X\) is obtained by using Gaussian elimination to collect all the
11,..,0p
constraints involving only the variables {z;, } in the system f()), and then

by renaming each variable x;, into the variable xy;

Vf e Idi, g e Id}, fegmaps each letter X € ¥, to the system composed
of the constraints in f(\) and those in g(\), where each occurrence of a
variable matching x; in the constraints of g(\) is replaced by the variable
Litp;

for each A € X,,,, sync({(i1,71), .., (ip, Jp) }, f)(A) is obtained by inserting all
the constraints of the form x;, = z;,, for k € [1;p], in the system f(\);
since there is no infinite ascending sequence, we define our widening operator
V., to be |,;

p’tf\sh( f) is obtained by first replacing each occurrence of the variable z,

in the constraints of the system f(A) by the expression xo — 1, and then
applying the abstract projection (2H .

)

7.2.3.2.2 Global affine comparison

The second choice consists in abstracting globally all constraints. Roughly
speaking, the variable 27} denotes the occurrence number of A in the i-th
component of marker tuples. We introduce Id®¢ as the complete lattice Ky,
of affine equality systems on the set of variables V,. Lattice operations are
described in [21]. We describe the remaining primitives as follows:

ef is given by the system {27 =0, VA € ¥;

t# is given by the system {xi\ =0, VA e X\ {an},

where a; = conty and ay = (cont;, conty);

given K € [dpRe1 and K' € [dqRel, we obtain the abstract concatenation of K

and K', by renaming each variable 7 to xf‘ﬂj in K’, and gathering all the

constraints of the two systems;

sync({(i1, 1), -, (%p, Jp) }, K) corresponds to inserting all the constraints of

the form z; = x;‘k, Vk € [1;p], A € ¥ in K

0 g )(K ) corresponds to collecting all the constraints involving only the

11,..,0p

variables {7 } and then renaming each variable z;' into the variable x;;

push(K) is obtained by replacing first in each constraint each occurrence of

(4.5)

the variable 257 by the expression 25’ — 1 and then applying the abstract
jecti IT .

projection a

)

Remark 31 The global affine comparison domain has not been implemented
yet.
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7.2.4  Ezramples

We now describe results obtained on our examples. All these results are ob-
tained by setting m = 2. In the description of these results, we make no
distinction between a marker and its abstraction by ®s.

Example 32 In the ftp-server example , the analyzer proves that the name of
a channel opened by the restriction (v address) can only be communicated to
the variable emasl or to the variable address, and that the name of a channel
opened by the restriction (v request) can only be communicated to the vari-
able request, to the variable data or to the variable rep. More specifically, it
discovers that each time an agent email!|rep| is spawned, there exist p,q in N
such that the agent marker is (1,16).(1,5)7.((2,4).(6,3).(2,12))%.(2,4).(6, 3);
the variable email is linked to the name of a channel opened by the restric-
tion (v address) of the instance the marker of which was (1,16).(1,5)?; and
the variable rep is linked to the name of a channel opened by the restriction
(v request) of the instance the marker of which was (1,16).(1,5)P. This is
enough to prove that both variables email and data are linked to names of
channels opened by the same instance of the client resource and so the answer
to a query can only be sent back to the correct client.

Example 33 In the token-ring example, the analyzer discovers that in each
instance of an agent mon![left, right], the variable left is either bound to the
name of a channel opened by an instance of the (v right) restriction or to the
name of a channel opened by an instance of the (v left0) restriction, and the
variable right is always bound to the name of a channel opened by an instance
of the (v right) restriction. More specifically, in the case where the variable
left is bound to the name of a channel opened by an instance of the (v right)
restriction, it discovers that there exists n € N such that the instance marker
of monl![left, right] is (1,6)(1,3)™; the variable left is linked to the name
of a channel opened by the restriction (v right) of the instance the marker
of which was (1,6)(1,3)"; and the variable right is linked to the name of
a channel opened by the restriction (v right) of the instance the marker of
which was (1,6)(1,3)*Y. This is enough to prove that each process can only
be linked to either the next one or to the first one.

Remark 34 Our confinement analysis is not simply an abstraction of our
non-uniform analysis since two distinct markers may be recognized by the same
automaton while containing the same occurrence number of each pattern (i.e
having the same Parikh vector [27]). The equality of the Parikh vectors implies
the equality of the markers if they are recognized by an automaton that contains
only one acyclic path between an initial and a final state, without embedded
cycle, and such that the set of the Parikh vectors of the cycles of this automaton
are linearly independent. Nevertheless, we may use a reduced product of both
our confinement analysis and our non-uniform control flow analysis to solve
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this problem.

Remark 35 The uniform analysis is not complete with respect to the non-
uniform one, this means, that computing the non-uniform analysis and then
abstracting the result in order to ignore marker information can give more
accurate results than directly computing the result of the uniform analysis.
This is illustrated in example 36.

Example 36 We consider the following mobile system.:

v (v B)(w )
(xz? [ ((v t) 2 [H]#13]7])
| * repli?*[|21%]d]
| * repli?®[|2!7[b]
| * a?8[i]i?°[j)trace!'°[j]

This system is composed of four resources. The second and the third ones allow
the spawning of an unbounded number of agents either of the form x!%[a] or
of the form x!\"[b]. The first resource can be replicated by an agent either of
the form x!5[a] or of the form x!"[b], nevertheless the behavior of the spawned
instance is deeply bound to which kind of agent has replicated the resource:

o when the resource is replicated with an agent of the form x!°[a]: a channel
1s opened; its name t is sent via the channel named a, so that t can be
send to an instance of the fourth resource; this instance can then receive the
name a via the channel denoted by t; then the instance of the first resource
can send the name a via the channel named t, so that the instance of the
fourth resource can receive the name a via the channel named t and send it
through the channel named trace; then an intruder can get the name a, by
spying the channel named trace;

e when the resource is replicated with an agent of the form x7[b]: a channel is
opened, its name t is sent via the channel named b, but cannot be received,
so the instance is stuck, and no intruder can get the name b.

The non-uniform analysis captures the fact that the name b cannot be spied
by an intruder, while the uniform does not. Roughly speaking, the main reason
1s that the non-uniform analysis relates the names communicated to an agent
with the history of the replications which have led to the creation of this agent,
while the uniform analysis abstracts this information away.
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8 Occurrence counting analysis

We now propose to count the occurrence number of agents during computa-
tion sequences. We first abstract away any information about markers and
environments. This way, a configuration is just seen as a multi-set of syntac-
tic agents. In order to capture many more properties, we relate occurrence
number of agents to the number of performed transitions. In this section, we
are not interested in channels and markers, so we will denote a configuration

(C,U, F) by its set of threads C.

Our abstraction requires an abstract domain to describe natural number fam-
ilies. In the first subsection, we introduce a generic analysis, independently of
this domain. In the next subsection, we propose a well-suited abstract domain.

8.1 Generic analysis

We denote by P the set of syntactic components of S and choose a set 7 of
variables used to count performed transitions. Since the number of transition
labels is quadratic, we may want to quotient this set into equivalence classes,
in order to deal with fewer variables. The set (Lysq U{0})? is related to 7 by
an onto map . We propose three natural choices for 7 and v in accordance
with the expected trade-off between accuracy and efficiency:

(1) we can use one extra variable by assigning

T ={0} and Vi, j € Lysea U{0},9(i,5) =0,
(2) we can use a linear number of extra variables by assigning

T = {(Ovj) | j € Eused U {0}} and V’L,j € Eused U {0}7 ¢(7'7.7> - (07.]>7
(3) we can use a quadratic number of extra variables by assigning

T = (Eused U {O})2 and VZ,] € ['used U {0}7 ¢(Z>]) = (273)

Let V' be the set P U 7. We introduce an abstraction IIyv which maps each
concrete configuration (u,C) in ¥* x C(S) to a family of natural numbers
indexed by the set V', as follows:

Card{(P,id,E) € C' | P =v}) ifveP
v (0, C)o =9 5, ifveT.
Aey—t(v)

Proposition 37 Let (uy, C1) and (ug, C2) be two configurations such that C1N
Cy =0, then for any v € V, we have Iy (uy.uz, C1 UCs), = (yv (u1, C1)), +
(HNV (UQ, Cg))v.

We then consider p(NV), the complete lattice of sets of natural number families
indexed by V. The power set p(NV) is related to our concrete domain p(X* x
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C(S)) via a concretization function ~yyv, where VA* yyv(A*) is defined as
follows:

{(n,C) € " x C(S) | Ty (u,C) € A%}

We then introduce a generic pre-order (Ny, Ty, ) to represent sets of natural
number families indexed by V. Tt is related to p(NY) via a monotonic con-
cretization 7y, . Furthermore, we introduce several generic primitives: a repre-
sentation 1, of the empty set, an abstract union Uy, , a widening operator
V., an abstract counterpart + to the addition, an abstract counterpart —
to the subtraction, an abstract synchronization syncy, . We also require the
abstraction of some elementary family: an abstract element Oy, to represent
the singleton containing the 0 family which associates 0 to each element in V',
and Vv € V, an abstract element 1y, (v) to represent the singleton containing
the family 0” which associates 1 to the element v and 0 to any other elements.

These primitives should satisfy the following properties:

(1) ’YNV(J_NV) = @7
(2) Va € Ny, Iay Eny a,
(3) VA e pﬁnite(./\/v), UNV(A) eNyandVa € A, a Iy UNV(A),
(4) V., satisfies Def. 24.(7),
(5) Va*, b* € Ny, (a* +bF) € Ny and
{(av + bv)UEV | a € YNy (aﬁ)> be VNV(bﬁ)} - VNV(aﬁ + bﬁ)a
(6) Va*, b* € Ny, (a* —b*) € Ny and
{(av=bv)vev | @ € v, (a%),b € Y, (1), Yo €V, ay = by} C s, (a*—b7),
(7) Va* € Ny, I € (L), syncy, (I,a") € Ny and
{a]ae w\/v(aﬁ),w €l,a >1} C VNV(syncNV(I,aﬁ)),
(8) On, € Ny and (O)iev € 'VNV(ONV)’
(9) Yo €V, 1p;, (v) € Ny and (07)iev € Y (Iag, (0)).

Roughly speaking, + is an abstract counterpart to the component-wise addi-
tion, — is an abstract counterpart to the component-wise subtraction, syncys,
is used to extract from an abstract value the representation of the configura-
tions which simultaneously contain all the agents required by a computation
step.

We define an abstract transition system (C4V,~w, ) in Fig. 15. It uses an
abstract extraction function By, which computes an approximation of the
syntactic agents which are spawned at the beginning of the system or when
launching a continuation. Internal choice @ and parallel composition | are just
abstracted by their respective abstract counterparts Uy, and +.

Proposition 38 VP € P, Vid e M, VE € (fn(P) — (vn(S) x M)), we have
Cont € 3(P, id, E) = (g, Cont) € (v © ) (B (P))-
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The proof of Prop. 38 is shown in appendix G.

The initial abstract configuration is obtained by applying By, to the initial
system. An abstract communication between two syntactic components la-
belled i and j from an abstract state C* first consists in computing a descrip-
tion of the set of the configurations described in C* in which both syntactic
components may occur simultaneously. If this set is empty, the components
are mutually exclusive and the abstract communication is disabled. Other-
wise, the result of the communication is obtained by translation: decreasing
the occurrence number of the communicating agents which are not resources,
and adding the description of both continuations. External interactions are
dealt with in the same way, but only one agent is involved. We do not bother
about the control flow, since we use a reduced product between this analysis
and one of our control flow analyses.

Theorem 39 (Ny,Cas, Unis Lai, Inv 00 C’é\/", ~ws VN5 ) i an abstrac-
tion.

The proof of Thm. 39 is shown in appendix G.
8.2  Abstract domain

We only need to define an abstract domain to approximate sets of indexed
family of natural numbers in which abstract primitives can be precisely and
efficiently implemented. On the one hand, the primitive syncy;, needs to ex-
press the property that several variables may simultaneously be greater than
one, which is a relational information. On the other hand, the shape of the
abstract computation rule suggests that the domain should be closed under
addition. This problem is very similar to abstracting the occurrence number
of ambients [18,26], or even approximating the collecting semantics of a Petri
net. We reject the use of usual numerical domains. We are unlikely to design
a precise primitive synca,, in non-relational domains. Disjunctive completion
can be used to lift a non-relational domain into a relational one: each configu-
ration is abstracted in a finite non-relational domain, and then the abstraction
of a configuration set is given by the collection of all the abstractions of its
elements. Nevertheless, disjunctive completion often leads to a lack of accu-
racy and an exponential explosion. We cannot afford the domain of linear
inequalities among a finite set of variables [10] because we deal with too many
variables.

We propose the use of a reduced product between two domains: the interval
lattice and the linear equalities lattice described in [21]. The first domain is
based on the use of the interval lattice and is used for expressing properties
of interest. This domain can represent all the properties we need to express
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By (v n)P) = B, (P)
ﬁf\fv (0) = ONV
By (P © Q) = B (P) Uny, s (Q)
Bry (P | Q) = Bas (P) + Bay (Q)
By (aP) = 1p, (aP)

(a) Abstract extraction

CoY = B (S)

(b) Initial configuration

Let v* be an abstract configuration,

if there are 4, j € Lygea U {0},

such that syncy, ({agent(l) | 1 € {i, 5} \ {0}},0%) # Las,

then

o', (synews, (Lagent(l) | 1 € {i, A0}, v)+Act(i)+ Act(i)+ Las, (4, 5)),
where

o Vi € Lisa \ {0}, agent(l) € P C V is the syntactic agent labelled with [,

Onr ifl=0

if agent(l) = aP
Act(l) = P)—1 P
> Acll) O (P) = 1as (aP) and a matches y?'[y] or z!'[z]

B, (P) if agent(l) matches *y?'[y]P.

(¢) Abstract transition rule

Fig. 15. Occurrence counting analysis

non-exhaustion of resources, but it cannot calculate them precisely without
being refined. The second domain is based on the use of linear equalities be-
tween variables [21] and is used for expressing more complex properties, such
as mutual exclusion, which allows for more precise calculations in the first do-
main. The power of our analysis directly comes from the use of an inexpensive
algorithm, straightforwardly adapted from Linear Constraint Programming,
to calculate an approximated reduction between these two domains.
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8.2.1 Interval domain

The complete lattice (Z,Cz, |z, Lz,Mz, T7) is the functional domain of nat-
ural number intervals, where lattice operations are defined point-wisely. The
abstract domain Z is related to p(NV) via the monotonic map ~7 defined by:

11(f) ={ueN" [VieV, ui e f(i)}.
A family (V%) of widening operators on Z is defined as follows:
[fVzgl(z) = f(2)V"g()

[min{a; c}; +ool| if d > maz{b;n}

h 0]V e; d] =
where [a; b]V"[c; d] {ﬂmm{a;c};mal‘{b;d}ﬂ otherwise.

We can easily define abstract primitives in Z as follows:

o (f+zg) =z — flx)+g(z)],
o (f—z9)=lr— (f(x) = g(x)) N[0; +-o0[ ],

_ J@) N +ool ifw el
° Syncz(], f) = (33) otherWiSe] )
° OI: [I’_> H0,0]] ]7
)= [11] ifr=w
o 17(v) = z — [0;0] otherwise] '

8.2.2 Linear equalities domain

The complete lattice (IC, T, Ux, Tx, Nk, Lx) of linear equality systems be-
tween the finite set of variables V is described with its lattice operations
in [21]. This domain uses Gaussian elimination in order to normalize systems.
It is related to the domain p(NY) via the monotonic function vx which maps
each system to the set of its solutions. Moreover, since there is no infinite
ascending chain [21], we can choose Uy as a widening operator. To define the
addition +x and the subtraction —x of two systems, we compute a partlcular
solution of each system O; and O,, and a linear direction o, 1 and H2 Then
we use the following equalities:

(O1 + Hy) +x (O + Hy) = (O + O03) + (le
—)

(01 + Hy) —x (O3 + Hy) = (01 — Oy) + (Hy U
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Such a decomposition can be extracted from the normal form in linear time,
so the cost of affine addition and subtraction is cubic.
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Other primitives are defined as follows:

o synce(l,K) =K,
e Ok ={z=0,Vx eV,
r=1ifz=v

[ ] 1&(’0) =
x = 0 otherwise.

Roughly speaking, synchronization cannot be directly checked in K. So we
define it as the identity. Linear constraints will therefore be used to prove that
synchronization interval constraints are incompatible, by reduction. Other
primitive definitions are straightforward.

8.2.3 Approximated reduced product

Our numerical domain is the product (Z x K). It is partially ordered by the
pair-wise order C7 x Cy. It is related to p(NY') by the concretization function
Yy, Where Y, (4, s) is defined as y7(7) Ny (s). Generic primitives are expressed
as follows:

° Ly Uni, Va, +, Cans Ony s 1oy, are defined pair-wisely,
o syncny, (4, (i, 8)) = p(i', ),

i'(z) =i(x) N [1;4+o00|[ Vze A

i'(z) = i(x) Vo e P\ A,

and p satisfies Va € T x IC, ya, (@) Eng YAy (p(@)).

where

The definition of syncy, uses a reduction operator p which satisfies the fol-
lowing property:

Va € I X K, v (a) Cay Yy (p(@)).

Roughly speaking, the operator p is a reduction, it simplifies constraints with-
out losing any solution. We now present a reduction p between Z and /C. It
consists in taking into account linear constraints in order to narrow interval
ranges. For instance, the system of constraints {x +y = 12, z € [3;15], y €
[4;19] can be reduced to the system {x+y =12, x € [3;8], y € [4;9]. Linear
constraints are likely to be combined, via Gaussian elimination, in order to
give new linear constraints which will allow for further reductions. Therefore,
generating the whole set of such combinations is likely to require an exponen-
tial time of execution.

We propose a two-step polynomial algorithm for computing an approximate
solution to this problem. The first step aims at narrowing infinite intervals into
finite ones. It uses Gaussian elimination to obtain a positive representation of
systems of linear equalities, that is to say, an equivalent system of equations
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such that if a variable occurs with a strictly negative coefficient in an equation,
then this variable occurs with a negative coefficient in each equation. Positive
representations contain only a few undefined forms”, which allows narrowing
most of the infinite intervals into finite ones with a O(|V]?) worst-case. The
second step is inspired by [5]: it consists in obtaining a triangular system of
constraints of the form ay.xy + ... + a,.2, € I where I is an interval. This
system is then used to propagate unidirectionally intervals from non-diagonal
to diagonal variables. The result is a good reduction with a O(|V[*) worst-
case. In the case that the algorithm discovers an unsatisfiable constrain, the
result of the reduction is set to Ly, .

8.2.3.1 Solving undefined forms Let Vi be a subset of V and K a
finite system of linear constraints on the variables V. We denote by K the
system of equations:

{Z al.v="b;,Vie[l;n].

veV

We first define a positive form with respect to Vi, as follows:

Definition 40 K is in positive form with respect to Viye iof and only if Yv €
V, Jiy, iz € [1;n] such that af <0 < a}, = v & Viy.

This way, the variables which may occur in the matrix describing K with both
a positive and a negative coefficient are known to be bounded®. Such a form
can be computed by using the Gaussian elimination with a O(|V|*) worst-
case time cost. A positive form contains only few undefined forms. For each
constraint in which all variables with an infinite range occur with the same
sign, we can narrow the range of variables that occurs in this constraint into

finite intervals. A dynamic resolution of such a system leads to a reduction
step in O(|V]?).

8.2.3.2 Narrowing finite intervals The second step is inspired by [5]:
it consists in obtaining a triangular system of constraints of the form a;.z1 +
.. +a,.x, € I where [ is an interval. This system is then used to propagate
unidirectionally intervals from non-diagonal to diagonal variables. The result
is a good reduction with a O(|V[*) worst-case time cost.

We use three kinds of reductions:

7 An undefined form is a subtraction between two unbounded intervals
8 Vi denotes the set of the variables which are not proved to be bounded.
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(1) Gaussian elimination:

rT+y+t=2

r+y+z=1 r+y+z=1
{ y :{t y

(2) interval propagation:

rT+yt+z=3 r+y+z=3
x € [0;5] . z € [0;3]
y € [0;6] y € [0;6]
z € [0;8] z € [0; 8],

(3) redundancy introduction:

r+y—2z=3

r+y—z=3

= qy—=z€[1;2]
x € [1;2|]
x € [1;2].

We first use Gaussian elimination to get a normal form of the linear constraint
system, we then use interval propagation to narrow the range of the interval
of the pivot of each constraint. Then, we forget about the pivot using redun-
dancy introduction. We then get a new system involving only variables which
were not a pivot of a constraint in the previous one. We then proceed recur-
sively with it until constraints contain some variables. We then consider all
the constraints we have computed which form a triangular system. We prop-
agate the information we have collected on the interval ranges backward, by
applying interval propagation from non-diagonal variables to diagonal ones,
starting from the last constraint and ending with the first one.

8.2.4 FExamples

We now describe some examples of mobile systems analyzed with our pro-
totype. For the sake of brevity and simplicity, we do not present linear con-
straints. They are not of interest when considering the result as they are used
internally to improve the interval information. Interval constraints are tagged
with the actions of syntactic agents.

Example 41 We give in Fig. 16 the result of occurrence analysis of the ftp-
server. This result ensures that no more than three syntactic instances of the
syntactic agent deal![data] can simultaneously occur. So we can conclude that
no more than three sessions can be active at the same time. This constraint is
proved using the linear constraint which proves that the sum of the number of
available ports port!|] and activated sessions deal![data] is always equal to
three.

23



Example 42 We give in Fig. 17 the occurrence analysis result for the token-
ring. This result ensures that only one syntactic instance of the agent crit!]|
may occur at any time. So only one process can proceed its critical section at
the same time.

Remark 43 The analysis cannot succeed in proving that the occurrence num-
ber of the syntactic agent mon![left, left0] is less than or equal to 1 without
counting the number of performed transitions. On the other hand, only a linear
number of extra variables are required to prove this property.

9 Complexity and benchmarks

9.1 About the complexity of our analyses

We briefly describe the complexity in the worst case of our analyses in Figs. 18
and 19. We denote by n the number of syntactic components in the initial sys-
tem. The first line denotes the cost to scan all the possible labels of transition
steps. The second line denotes the maximum number of stages in one abstract
iteration. The third line denotes the cost to perform an abstract transition,
it includes both abstract operation cost and information propagation. The
worst-case time complexity of an analysis is then the product of those three
partial worst-case time complexities.

In the third column of Fig. 18, m is a parameter of our analysis which denotes
analysis precision. We have m € {1;2} and in the case when m = 1 each tran-
sition label is abstracted by its second component, while the two components
are kept when m = 2. In Fig. 19, 7 is also a parameter of our analysis such
that the number of variables is in O(n'). It is equal to 0 when no occurrence
analysis is done; it is equal to 1 when only syntactic agents are counted; it is
also equal to 1 when we also count the number of sent messages; it is equal to
2 when we count performed transitions.

To obtain the worst-case time complexity of the product of two analyzes, we
add pair-wise the complexities due to transition label scanning, the maximum
number of iterations, and the cost of an abstract transition and then make
the product of these three complexities. So, for instance, the analysis obtained
as the product between our non-uniform global analysis with m = 2 and our
occurrence counting analysis with ¢ = 2, has a O(n? x n” x n!?) worst-case
time cost.
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((v make)(v server)(v port)
((*make?![)(v address)(v request)

(

(xaddress 2+ [|server!l%+>l[qddress, request])

address 1%+[]

make![%1[]
| )
(xserver?![email, data)(v deal)
port? [0+l
deal! %3] data]

deal 1% [rep| (email 1%l [rep] | port!I%3l[])

)
@
email |10l ]

)
[ porti01]
| port!I%1]]
| port! ]
| make! %))
)

Fig. 16. The ftp-server occurrence analysis

((v make) (v mon)(v left0)

(
( (*make?![left](v right)(mon![[o”roo[[[left, right] | make![[o”roo[[[right]))
| (¥make?*[left] (mon!l%[left, left0]))
| make!l%!left0])

|
((*mon?! [prev, next]

(xprev ?10Fol]] (v cm’t)‘(cm't ?gg?ﬂg H ;z)e;xt! [os117)
crit Y
 Teft0011)))

Fig. 17. The token-ring occurrence analysis
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0-CFA | confinement | non-uniform | non-uniform
comp.-wise global
m e {1;2} | me {1;2}
label scan O(n?) O(n?) O(n?) O(n?)
iteration height O(n?) O(n?) O(n2xm+3) O(n2xm+3)
transition complexity | O(n?) O(n*) O(n2xm+4) | O(n3xm+t)
total cost O(n?) O(n?) O(nPm+9) | O(ps*m+9)

Fig. 18. Control flow analysis complexity

occurrence counting analysis
i€ {0;1;2}
scan O(n?)
iteration height O((n")?)
transition complexity O((nh)%)
total cost O(n®*2)

Fig. 19. Occurrence counting analysis complexity

ftp-server 0-CFA | non-uniform | non-uniform
comp.-wise | comp.-wise
n =16 m=1 m =2
i=0,]V]=0 0.03s 0.22s 0.21s
i=1,V]=n 0.44s 0.71s 0.71s
i=1,|V|=2xn | 1.40s 2.16s 2.13s
i=2,|V|=n>+n| 1.42s 2.17s 2.15s

Fig. 20. The ftp-server analysis time

9.2 Analysis time

We report in Figs. 20 and 21 CPU-time used in analyzing our examples on
a PeENTIUM III, 500 MHz CPU with 128 MB RAM. We write the time in
boldface when the analysis has succeeded in proving all the properties we were

interested in.
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Token-ring 0-CFA | non-uniform | non-uniform
comp.-wise | comp.-wise
n=12 m=1 m =2
i=0,V]=0 0.03s 0.15s 0.14s
i=1,|V|=n 0.24s 0.43s 0.44s
i=1,|V|=2xn | 0.68s 0.86s 0.88s
i=2,|Vl=n*+n| 0.79s 1.01s 1.04s

Fig. 21. The token ring analysis time

10 Conclusion

We have proposed a parametric framework for automatically inferring the
properties of mobile systems. We have first introduced a powerful non-standard
semantics which explicitly encodes the link between agents and the channels
they have opened. This non-standard semantics handles the full 7-calculus
and allows us to describe the behavior of a system part, abstracting away the
behavior of its context. We have proved both the soundness and the complete-
ness of this abstraction. This means that our semantics takes into account the
behavior of any context specified in the m-calculus and that each behavior
described by our semantics can effectively be obtained by choosing an appro-
priate context written in the m-calculus.

We have then proposed a generic decidable approximation of this non-standard
semantics. As an example, we proposed to focus on the properties which rely
on both control flow and agent occurrence number. Our control flow analysis
has successfully detected and proved some complex integrity properties: we
have proved that in the case of an ftp-server used by an unbounded number
of clients, the server always returns each query to the correct client and that,
in the case of a token ring, each process of the ring can only pass the token to
the next or to the first process of the ring. We can also capture information
about causality, since our analysis captures comparison between the history
of the replications that have led to the creation of agents. The analysis of the
agent occurrence number has successfully detected and proved non-exhaustion
of resources and mutual exclusion: in the case of the ftp-server, the analysis
has discovered that the server can only run three simultaneous sessions, while
in the case of the token ring, the analysis has proved that only one process of
the ring can be in its critical section at a given time.

In this framework, we only capture properties about configurations. We plan
to use our analyses to provide partitioning criteria, so that we can capture
decidable approximations of system traces. This way we will be able to check
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behavioral properties, in which channel instances are distinguished. Because
of the approximation, we will only consider the properties such that the set of
the traces that satisfies these properties are closed under inclusion. Moreover,
our framework can very likely apply to other formalisms as well as to real
languages. It may be a great challenge to infer the same kind of properties
when agent dynamic creation is also controlled by complex data properties.
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A Correspondence between the standard and the naive semantics

In this section we give the proof of Thm. 8, which formalizes the relation
between the standard and the naive semantics.

Theorem 8 We have S = I1(Cy(S)), and for any non-standard configurations
C and for any word u € (L2 U {e;®})* such that C3(S) — 1 C, we have:

(1) C =, C' = TI(C) = 1I(C");
(2) VA€ L2U{a}, C 25, C' = TI(C) 2 TI(C");
C-:D 2 F

(3) VA e £L2U{a}, TI(C) 2 P = 3D, 3E, {H<E> i

PROOF. We have C}(S) = (S,¢,0), then II(C5(S)) = S. Let C be a non-
standard configuration and u a word in (£L2U{e; ®})* such that C3(S) —} C,

(1) let C” be a non-standard configuration such that C' ——, C’, we want to

prove that I1(C') = II(C’) by case analysis on C' —, C":

(a) in the case that €' — , C' consists in decomposing a thread into
two concurrent threads, we have II(C) = II(C”) thanks to the asso-
ciativity and commutativity congruence rules;

(b) in the case that C' ——,, C’ consists in removing a thread the syntactic
component of which is the empty agent, we have II(C) = II(C")
thanks to the “end of an agent” congruence rule;
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(2)

(c) in the case that C — , C’ consists in opening a channel, we have
II(C) = II(C") thanks to the extrusion rule, the swapping rule, and
the consistency of the marker allocation scheme (Cf. Prop. 4).

let C" be a non-standard configuration such that C' SN » O, we have

n(c) 2 II(C"): in the case that C' only contains the threads involved
in the non-standard computation step, the property is true by definition
of the two relations and thanks to the fact that a standard computa-
tion step can be performed inside name restriction; then we use the fact
that a standard computation step can be performed both within parallel

composition and within name restriction to prove it in the general case.

let P be a standard configuration such that II(C) 2, P. The binary

relation — , is neetherian and locally confluent. So, following [12], we
can take a non-standard configuration D such that C' —— ¥ D and such

that for any configuration E, D -/, E. In accordance with Thm. 8.(1),

we have II(C) = TI(D), then since — is compatible with =, we get
that II(D) =~ P. Besides, we can deduce from the fact that D cannot
be reduced by a computation step labelled with e, that the syntactic
component of every thread of D is either of the form P & @ or of the
form aP. So the computation step I1(D) 2, P can be lifted in the non-
standard semantics, so that we can choose a non-standard configuration

E such that D =, E and II(E) = P. O

Correspondence between the standard and the intermediate se-
mantics

In this section we give the proof of Thm. 11, which formalizes the relation
between the standard and the intermediate semantics.

Proposition 9 For any non-standard configuration C', we have C || U Si(t).

teC

PROOF. Since the relation 3' separately acts on each thread, it is enough to
prove the property in the case that C' is a singleton {(P, id, E')}. This is done
by induction on the syntax of P:

in the case that P =0,

we have {(0,id, E)} —, 0 and 3'(0, id, E) = 0,
so {(0,4d, E)} || 810, id, E);

in the case that P = (v n)Q, we have {(P,id, E)} — , {(Q,id, E[n

(n, id)])}, |
and by induction {(Q, id, E[n — (n,id)])} | 8(Q, id, E[n — (n,id)]),
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since (P, id, E) = #(Q, id, E[n v (n, id)),
we obtain {(P,id, E)} | B\ (P,id, E);
e in the case that P = (P, | P),
we have {(Pl | Py, id, E)} L)n {(Pb i, E\fn(Pl)); (P_Q’ ud, E\fn(P2))}>
and by induction Vi € {1;2}, {(FP;, id, E\fn(ﬂ))} I 5P, id, E\fn(Pi))a
SinC€9 ﬂl(Pl ‘ P27 Zd? E) - ﬁl(Plu Zdu E\fn(Pﬂ) U ﬂl(P% Zd7 E\fn(Pg))a
we obtain {(P1 | PQ, Zd, E)} U ﬂl(Pl | PQ, Zd, E),
e otherwise we have §'(P, id, E) = {(P, id, Ej(p))},
and {(P, id, Epp)) } I {(P, id, Ejgn(p))},
so {(P,id, E)} I B(P, id, E). 0

Theorem 11 We have S = I(C(S)), and for all non-standard configurations
C and for all word u € (L?>U {e;®})* such that C}(S) —% C, we have:

(1) VA e L2u{a}, C 25, ¢ = II(C) 2 TI(CY);
C 2. D

(2) Y\ € L2U{a®}, TI(C) = P = 3D, {H(D) b

PROOF. The proof of these properties mainly relies on Thm. 8 and the fact

that LH is defined as the composition of 2, . and {: in accordance with
Thm. 8, we know that S = TI(C3(S)), then by definition of C(S), we have
C3(S) —%Ci(S), and so we can deduce from Thm. 8.(1) that S = I1(C}(S).
Then let us take a non-standard configuration C' and word u € (L2 U {&; ®})*
such that Ci(S) —% C,

(1) let C’ be a non-standard configuration such that C' —; ¢, there exists
another non-standard configuration D such that C Ln D =% (', we
obtain from Thm. 8.(2) that II(C') = II(D) and from Thm. 8.(1) that
TI(D) = T1(C"), so TI(C) =2 TI(C);

(2) let P be a standard configuration such that II(C') 2, P, following
Thm. 8.(3), there exists two non-standard configurations D and E, such
that C —>% D, D -5, E and II(E) = P, moreover, since C3(S) —% C,
we know that for any non-standard configuration D’ we have C' 7EL>H D',

this means that D = C, so we have €' -, E and II(E) = P, then we
introduce the non-standard configuration F' such that E |} F, we know

from Thm. 8.(1) that II(E) = II(F), and by definition of 25, that
C 25, F, so we can conclude that P =TII(F) and C —>; F. O

9 We use the property that 8'(R,id, E) = B'(R,id, Ejn(ry) which can be easily
proved for all agents R by induction on the syntax of R.
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C Correspondence between the standard and the efficient seman-

tics

In this section we give the proof of Thm. 13, which formalizes the relation
between the standard and the efficient semantics.

Proposition 12 For any non standard configuration C, we have:

{v| C = b}z{UCon?ﬂWEC’, Contteﬂ(t)}.

PROOF. Since the ( relation separately acts on each thread, it is enough to
prove the property in the case that C' is a singleton {(P, id, E')}. This is done
by induction on the syntax of P:

in the case that P = 0, only the garbage collection rule applies to the
thread (P, id, E) and no rule applies on the empty set, so we conclude that
{01{(0,id, E)} = b} = {0} = B(0, id, E);

in the case that P = (v n)@, only the name restriction rule can apply:
we have {(P,id, E)} — . {(Q,id, E[n — (n,id)])}, {b | {Q,id, E[n
(n,id)]} = b} = B(Q,id, En — (n,id)]) (by the induction hypothesis),
and B(P,id, E) = 3(Q, id, E[n — (n,id)]),

so we obtain {b | {(P,id, E)} = b} = (P, id, E);

in the case that P = (P, | P,), only the rule which decomposes the thread
can apply: we have {(P, | Py, id, E)} ——,{(P}, id, Epy); (Pasid, Egyp,yy)
so, since --» separately acts on each thread, we obtain {b | {(P,id, E)} =
b} = {byUby | Vi € {1;2}, {(P;,id,E)} = b;}; moreover by induction
we know that for ¢ in the set {1;2}, we have {b; | {(P;, id, Ejp(p,))} =
b} = B(P;, id, Ejfa(p,)), then by definition of G(Py | P, id, E), we obtain*
1 {(Py | Poid, E)} — b} = B(Py | Py,id, E);

in the case that P = (P, @ P,), only the two choice rules can apply: we have
either {(P, @ Py, id, B)} ~2, {(Py, id, Ejjupy))} or {(P1 ® Py, id, B)}-2,

{(P2> ud, E\fn(Pz))}’ S0 {b ‘ {(Pl@P% i, E)} = b} = Ui€{1§2}{b ‘ {(Pw i, E)}
= b}; moreover by induction we know that for ¢ in the set {1;2}, we
have that {b; | {(P;,id, Eyppy))} = b} = B(Pi,id, Ejpyp,), so since'”
B(P® Py, id, E) = B( P, id, E|fn(pl))Uﬁ(P2, id, E|fn(p2)), we obtain {b | {(P®
Py, id, E)} - b} = ﬂ(Pl b Py, d, E')7

otherwise we have (P, id, E) = {{(P, id, Eifmp))}},

and Vb, {(P,id, Eppy)} -7+ b, 50 {b | {(P,id, E)} = b} =p3(P,id, E).

Theorem 13 For any initial non-standard configuration Cy € C§(S), there

10'We use the property that 3(R, id, E) = B(R, id, E\n(ry) which can be easily proved
for all agents R by induction on the syntax of R.
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exists k € N such that S oA I1(Cy) and for all non-standard configurations
C and for all word u € (£?)* such that Cy —% C, we have:

(1) YA€ L2 C 2.0 = JkeN, 3P, [I(C) 2 P Zx 11(07);

C-2.D

(2) YA€ £2, TI(C) 2> P — 3D, o {Hk >0, P 25 (D)

or P =T11(D).

PROOF. Let Cy € C§(S) be an initial configuration, since C§(S) = (S, ¢, 0),
we obtain that C}(S) --+* Cp, then by definition of --» and thanks to

Thm. 8.(1) and Thm. 8.(2), there exists £ € N such that II(C}(S)) & I1(Cy),

since S = II(C3(S)) we get that S & I1(Cp). Then let us take a non-standard
configuration C' and a word u € (£2?)* such that Cy — C,

(1)

let C’ be a non-standard configuration such that C' 2.0 , by definition
of 25, , there exists another non-standard configuration D such that
we have C' -, D --»* C’; moreover, we obtain from Thm. 8.(2) that

I(C) 2> II(D) and we deduce from Thm. 8.(1) and Thm. 8.(2) that

there exists k € N, such that I1(D) O I(c";

let P be a standard configuration such that II(C) =~ P, following
Thm. 8.(3), there exist two non-standard configurations D and E which
satisfy C =% D, D =, E and II(E) = P; since C}(S) -5 ¢ C, we
know that for any non-standard configuration D', we have C' /-» D', this

means that D = C' and A # &, so we have C 2, FEand [I(E) = P, then
we introduce the non-standard configuration F' such that £ = F, by
definition of Le , we have C' Le F: moreover we have either £ —} F
and thanks to Thm. 8.(1) II(E) = II(F), or E --% F' =5 E" —-% F,
and thanks to Thm. 8.(1) and Thm. 8.(2), there exists £ > 0 such that

(E) 25 1(F). O

Correspondence between the semantics of closed and open sys-
tems

In this section we give the proof of Thms. 22 and 23, which formalize the
relation between the semantics of closed and open systems.

We first recall Def. 21:

Definition 21 Computation sequence projection is then defined as follows:
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Let 7 = C) R 0 e An, o Cn be a non-standard computation sequence, with

Co € C§(S). We define the projection of T, IL.(St, P, Par)(7) as the non-
standard computation sequence:

)\ (Xa;) I\ (Aap)
(Ao, U, Fy) & ... > (A, U, Fy)

of the open system Sy, where

® ay,...,a, is the strictly ascending sequence of the elements of the set {i €
[Lin] | X € L2\ (LN L1)*};
e the initial configuration (Ao, Uy, Fy) is the following triple:

(HgM@N(CO% en, {tn ‘ ne N})§
o fork € [1;p], the configuration (A, Uk, Fy) is then defined as follows:
- Ay =TI (C,),
Uk’—l foSt()\ak) S 'Cla
Up_y U{IIVM™N (BE(x,)) | r € [1;n]} otherwise,

where, in the last case, t = (xV[xy,...,x,|P,id, E) denotes the unique
thread in C,,_, \ C,, which matches this notation;

ap—1

.Uk:

Aa . . .
Fi—1 if snd(\a,) € Ly or if —% . is not a resource replication,

Fiooa \{®m(snd(Ag,),id) | (P, id, E) € Cy—1 \ Co, } otherwise.

. F, =

Then we introduce some lemma to help proving the correspondence.

The following lemma shows that the extraction function § and the configura-
tion projection commute:

Lemma 44 Let (P,id, E) be a thread such that P is a sub-term of S, then
we have:

B(P, T (id), [x — I ™ (B(x)]) = T ™ (B(P, id, E)).

PROQOF. This lemma can easily by proved by induction on the syntax of P.
We use the fact that each sub-term of a sub-term of St is also a sub-term of

Sr. O

The following lemma establishes the fact that communications between two
threads of the context leave the threads of the system S; unchanged:

Lemma 45 Let 7 = Cy M, o .- An, o C, be a non-standard computation

sequence, with Cy € C§(S); we denote by (Ao, Uy, Fp)...(Ap, Uy, Fp) the compu-
tation sequence T1,(Sp, ® g, Par)(T), then we have TIGM™N (C,) = A,.
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PROOF. We prove Lem. 45 by induction over the integer n — a,.

(1) in the case that n = a,, we have TIZM®V(C,) = A, by Def. 21;

(2) we now suppose that there exists my € N such that Lem. 45 is satisfied
provided that n —a, < mg, we now prove it in the case that n —a, = mg:
we know from the induction hypothesis that IIgM*¥(C,,_,) = A,, then
we have \,, € (L£\ L;)?, so we can conclude that both the set C,,_;\ C,, and
the set C), \ C,,_1 only contain threads the label of which is in £\ £;, thus
with respect with Def. 21, we obtain that TIZM® (C,) = TIEM ™Y (C,_y),
since TG ™Y (C,,_1) = A,, we conclude that IIZM*Y(C,) = A,. O

The following lemma establishes some soundness conditions:
Lemma 46 Let 7 = Cy M, o .- An, o C, be a non-standard computation
sequence, with Cy € C§(S). We consider the following computation sequence:

HT(SI,(I)M,(I)N’)(T) == (AO>UOaFO)-'-(Aap>UapaFap)-
Then, ¥(P, id, E) € C,, with lab(P) & L:

(1) Yz € fn(P), we have @y (E(x)) € Uy;
(2) ®pi(lab(P), id) € F,.

PROOF. These two properties are easily proved by induction on n.

(1) (a) in the case that n = 0, we have p = 0; let (P, id, E) be a thread in
Co with lab(P) ¢ Ly; we have Cy € C§(S), let x be a free name in
P; since lab(P) ¢ L, we have x & Nj; then E(z) = IIM™ (z,¢) =
Dpr(z,e) € en = Up;
(b) we suppose that there exists ny € N such that Prop. 46.(1) is satisfied
for any n smaller than ny. We now prove this property for n = ng+1:
let (P, id, ) in Cy,11 with lab(P) ¢ L1, and x be a free name in P;
we denote (y, id,) = E(z);

e in the case that there exists j smaller than ng such that (P, id, F)
in Cj: by the induction hypothesis, there exists o smaller than
p such that O (E(x)) € U, C Uy;

e in the case that y & Nj, we have Oy (E(x)) € en= Uy C Up;

e otherwise we necessarily have A, 11 € ((£L\ £y) x L;), and there
exists a thread ¢ = (2V ][z, ..., 2,| P, idy, E}) € Cpy \ Cryr1 such
that E(z) € {Ei(z) |l € [1;n]}, so by definition of U,, we get
that ®p(E(z)) € U,.

(2) (a) in the case that n = 0, we have p =0 and F, = {t,, | n € N},
so ®({(lab(P),id) | (P,id, E) € Cy, lab(P) & L1}) C Fy;
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(b) we suppose that there exists ny € N such that Prop. 46.(2) is satisfied
for any n smaller than ny. We now prove this property for n = ng+1:
let (P, id, E) in C,,+1 with lab(P) & Ly;

e in the case that (P, id, E) € C,, and \,,41 € (£ \ £1)* we have
D (lab(P), id) € F,, by the induction hypothesis;

e in the case that (P,id, F) € C,, and \,,11 & (L£\ L1)*: we know
by the induction hypothesis that ®x(lab(P),id) € F,_;, then
the marker @ (lab(P), id) is also in F},, otherwise we would have
(P,id, E) € Cp, \ Cpy1, which is absurd;

e in the case that (P,id, E) ¢ C,,, we have ®p(lab(P),id) €
F,, otherwise there would exist an integer ¢ < p such that
O (lab(P),id) € F; \ Fi41, and so there would exist an inte-
ger j < mg + 1 such that (P,id, F) € C; \ C;+; which is in
contradiction with the fact that (P, id, F) € C,,+1 thanks to
Prop. 4.

So in any case, we have ®(lab(P), id) € F),. O

Theorem 22 (Soundness) Let 7 = Cy...C), be a non-standard computation
sequence of the following closed system.:

(v cr)...(vep)(Siciys oo cin) | Selcjys-ooc))),

with Cy € C§(S). Then IL(S1, Par, @) (T) = (Ao, U, Fo)...(Ap, Uy, F,) is a
non-standard computation sequence of the open system S; and (Ao, Uy, Fy) €

co(S).

PROOF. Soundness is ensured by construction: we prove Thm. 22 by induc-
tion on the length of the computation sequences:

(1)

We first prove that (Ao, Uy, Fy) € C§(S): we have Cy € C§(S); so Cy €
B(S, e, 0); so by definition of 3, we have Cy € {AUB | A € 5(S1, ¢, [, —
(¢ip,€)]), B € B(Se, e, [cj, — (¢j,,€)]) }; then we decompose Cy into AUB
with A € §(S1, ¢, [¢), — (ci,,¢)]) and with B € 8(S., ¢, ¢, — (¢j.,€)])-
Moreover, we have Ay = IEMPN(Cy) = HgM Y (A) U TIEM *N (B); since
MY (B) = 0, we have Ay = IgM®V(A). Thanks to Lem. 44, since
A € B(Sie e, — (ciy,€)]), we obtain Ay € B(Sy, I (id), [¢;, +—
Pp(ciy,€)]); so, since Dy @ (N x M — en), we obtain the fact that
Ay € U{B(S1,¢,E) | E € fn(P) — en}; then since Uy = en and Fy =
{t, | n € N}, we obtain, by definition of Cf, that (Ao, Uy, Fy) € CJ(S).

We now assume that Thm. 22 is satisfied for any non-standard compu-
tation sequence 7 containing at most n computation steps, and we prove

that it is also satisfied for any non-standard computation sequence 7 of
containing n + 1 computation steps: let 7 = Cy...C, 2, e Chy1 be a

non-standard computation sequence of length n + 1; by the induction
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hypothesis I (Sy, P g, Par)(Co...C) is a non-standard computation se-
quence of the open system Sy, which we can denote:

(Ao, Up, Fp)...(Aq,, Us,, F)

then we discuss several cases depending of A\ = (3, j):

(a) in the case that A € (£ \ L)% by definition of TL(Si, @, D),
HT(SI, (I)./\/la (I)N’)(T) = HT(SI, (I)Ma (I)N)((Co, UQ, FO)(OH, Un, Fn)), SO
IL (81, Paq, Por)(7) is a non-standard computation sequence of the
open system Sy;

(b) in the case that A € L} and 2, is a communication rule: there exist
two threads t; = (y?'[y| P, idy, E;) and t) = (zV[z], id, E)) in C,, which
satisfy that Eq(y) = Ei(z) and A = (4,7), and two continuations
Cont, € B(P,idy, Er]y; — x;]) and Conty € ((Q,idy, Ey) such that
Cri1 = (Cy \ {t2; t1}) U Conty; U Conty; we have:

(Ix(t2), Ha(t1)) € (A,)? (thanks to Lem. 45 and since (i,7) € £?),
™ (Br(y)) = I ™ (Bi(2)) (since Ex(y) = Ei(«)),
17 *N (Conty) € B(P, 1% (idy), E4) (thanks to Lem. 44),
where E} = [z +— H(I)M N (Byy — Ey(zp)](2))]
I (Conty) € B(Q, T (idy), [+ I ™ (Ey(x))]),
(thanks to Lem. 44);

50 (A, Up, Fy) & (A, \ [TIP45 (1), TIH (1) JUTIE N ( Conty)U
174 *N (Conty), Uy, F,); then since ITy(A\) = A, we can conclude that

Iy ()
(Ap> Upv Fp) T+ (HgM@N(CnH)a Upa Fp)%

(c) in the case that A € £? and 2, isa replication rule: there exist two
threads t, = (xy?'[y ]P idy, E») and t, = (zV[z], id), Ey) in C, which
satisfy that E;(y) = Ei(z) and A = (4,7), and two continuations
Cont; € B(P, N((i,7),ids, idy), E¢[y; — x;]) and Cont, € B(Q, idy, Ey)
such that C,,; = (C,, \ {t}) U Cont, U Conty; since (i,7) € L}, we
have TINM(N((4, 5), idy, idy)) = N((i, 7), T3 (idy ), T34 (idy)); then:

(ITx(2), I\ (t1)) € (A,)? (thanks to Lem. 45 and since (i, j) € £?),
I3 (B (y) = T3 (B (2) (since Bx(y) = By(a)
17 (Conty) € B(P, id,, E,) (thanks to Lem. 44),
where id, = N((4,7), I (idy), T2 (idy))
and B, = [z — I (B fyy — Ey(a)] (@),
L™ (Conty) € B(Q, TR (id), [+ LA™ (By(x))])
(thanks to Lem. 44);
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(f)

so we have (A4,,U,, F},) s (A, \ {TITMPV (1)} U TIEM PN (Conty) U

17" (Conty), Uy, F,); then since ITy(A\) = A, we can conclude that

X (N)
(Azm Upv Fp) T+ (HgM@N(CnH)a Upa Fp)%

in the case that i € Ly, 7 € Ly and A, e 1S a communication rule:
there exist two threads t; = (y?'[y|P, idy, E7) and t, = (x¥(7], id), E))
in C, which satisfy that E»(y) = Ei(z) and A = (i,7), and two
continuations Cont, € (P, idy, E»[y; — x;]) and Conty € 5(Q, idy, Ey)
such that C,,.1 = (C, \ {t2;t1}) U Cont; U Conty; we have:

II\(t2) € A, (thanks to Lem. 45 and since ¢ € £y),
LA™Y (B (y)) = T (Ei(x)) € U, (since Ex(y) = Ei(z),
and thanks to Lem. 46.(1)),
1740 ®N (Conty) € B(P, 1154 (ids), E4) (thanks to Lem. 44),
where E} = [z — MY (B [y, — Bi(a)](2))]
{TIA™ (Ey(21,))} C U, (thanks to Lem. 46.(1));

(i,0)
50 (A, Up, ) & (A, \ {0V ()} U IFV (Conty), Uy, F);

I, (M
since IL(A) = (1,0), (4, Uy Fy) &5 (3™ (Con), Uy, Fy):

in the case that i € Ly, 7 € L1 and Le is a replication rule: there
exist two threads ¢, = (xy?'[y| P, idy, E;) and t, = (x¥[7],id), E)) in
C,, which satisfy that E.(y) = Ei(x) and A = (i,7), and two con-
tinuations Cont; € (P, N((i,7), idy, id), E+]y; — z;]) and Conty €
B(Q, idy, Ey) such that C,,,1 = (C,, \ {t:}) U Cont; U Conty; we have:

II\(t2) € A, (thanks to Lem. 45 and since i € L),
32V (By(y)) = IV (By(a)) € U, (since Ex(y) = B(x)
and thanks to Lem. 46.(1)),

[IPMPN (Conty) € B(P, id,, E,), (thanks to Lem. 44),

where id, = N((i,0), I\ (ids), P rq(4, id)))

and B, = [z — I (Brlye — Ey(an))(2))),
{13 (Ey(24))} C U, (thanks to Lem. 46.(1)),
D (g, idy) € F, (thanks to the Lem. 46.(2));

2,0
s (A), Uy, Fy) 52 (A, UM (Conty), Uy, Fy\ {®p(j, id))}): then

M, (A
since we gave IIy(A) = (¢,0), we can conclude that (A,, U,, F}) Y

(HgM@N(Cn-i-l)’ Up’ Fp \ {(I)M(j> Zdl)});
in the case that ¢ ¢ Ly, j € L; and A, o 18 a communication rule:
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there exist two threads t, = (y?'[y| P, id», E») and t, = (zV[7], id), Ey)
in C,, which satisfy that E-(y) = Ei(z) and A = (4,7), and two
continuations Cont, € (P, idy, E»[y; — x;]) and Conty € 5(Q, idy, E))
such that C,, 1 = (C, \ {t2;t1}) U Cont; U Conty; we have:

II,\(t) € A, (thanks to Lem. 45 and since j € L),

™ (Ei(y)) = T3 ™ (Ba(x)) € U, (since Ex(y) = Ei(x)
and thanks to Lem. 46.(1)),

e PN (Conty) € B(Q, TIN (id)), [x — LMY (Ei(2))),
(thanks to Lem. 44);

(0,9)

50 (Ap, Up, F,) &5 (A, \ {TIEMN (1)} UTIEM®N (Conty), U, U
{TINM*N (By(24)) Y, F); since TIy(A) = (0, 7), we can conclude that:

Iy (A)
(A, Uy, Fy) & (TSN (C ), U, U {TISM Y (By(24)) ), F);

(g) in the case that ¢ & Ly, j € L1 and 2. is a replication rule: there
exist two threads t, = (xy?'[y] P, idy, F) and t, = (zV[Z],id, E)) in
C,, which satisfy that E(y) = Ei(z) and A\ = (4,7), and two con-
tinuations Cont, € B(P, N((i,]), ids, idy), E»[y; — x;]) and Conty €
B(Q, idy, Ey) such that C,, 11 = (C,,\ {t+;t1}) U Cont, U Conty; we have:

II\(t) € A, (thanks to Lem. 45 and since j € L),

LA™ (Eily)) = T (Br(2)) € Uy, (since Br(y) = F(x)
and thanks to Lem. 46.(1)),

™ (Conty) € BQ, TR (idy), [+ TIA ™ (Ey(x))]),
(thanks to Lem. 44);

s (Ay, Uy, B)) 92 (A, \ (I (1)} U TIPS (Conty), U, U
{Hq’M ¢N(Eu (xk))} F,); since IT\(A) = (0, j), we get (A4,, Uy, F},) Hﬁg)
(Aps1, Up U {TIM N (Ey(2)) }, F). D

Lemma 47 Let S, be a closed system of the following form:

(v ) (SiCiys -y i) | Selcjys o ciy))s

we denote by Ly the set of the label occurring in S;. Let 7 = Cy — & C,, be
a non-standard computation sequence, with Cy € C§(S) and Ppq : L X M —
{t, | n € N} and p: N X M — en be two one-to-one maps, then:
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(1) for any marker id occurring in a state of the computation sequence T such
that id matches N((i,7), ids, id)), we have:

either id, = ¢,

or id, matches N((i', "), id%, id}) where i’ € Ly;

either id, = ¢,

or idy matches N((i',7"), id?%,idi) where i' € Ly;

(2) let idy and idy be two markers occurring in a state of the computation
sequence T such that TIy (idy) = TN (idy), then idy = idy;

(3) let c; and ¢y be two names in N' x M occurring in a state of the compu-

tation sequence T such that Hf/M@N (c1) = jl\)/M’qW (cg), then c; = cs.

e il —

.je,cl —

PROOF.

(1) Prop. (1) can be proved using both the fact that:
(a) if the label i of a thread t is in the set Ly, then either its marker is
g, or there exists a marker ' such that the syntactic agent labelled
with i’ contains the sub-term labelled with ¢, and that the marker of
the thread ¢ is necessarily of the form N((i', j), id,, id)) where i' € L,
(b) a marker of the form N((i,7),ids, id)) can be created only when a
thread the label of which is 7 and the marker of which is id> interacts
with a thread the label of which is j and the marker of which is id);
(2) Prop. (2) can be proved by induction over the height of the markers; this
induction only uses Prop. (1) and the fact that the subtree of a marker
occurring in a state of 7 necessarily occurs in a previous state of 7;
(3) Prop. (3) follows from Prop. (2) and the fact that whenever a channel
name has been opened by a restriction in Sy, its marker is also the marker
of a former thread the label of which is in L. O

Theorem 23 (Completeness) Let 7' be the non-standard computation se-
quence of an open system Sy, that we denote by:

) (in,jn)

(Co, U, F) & 8 (U, F,
where (Co, Uy, Fy) € C3(Sr).
Then there exists:
e a closed system S, = (v ¢)(Si(c4y, .., Cin) | Selcyy,s --cj,)),

e two one-to-one functions ®n and Dy,
e a non-standard computation sequence T of the system S,

such that I1.(S1, ®aq, Par)(T) = 7.

We will prove the following stronger result:
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Proposition 48 Let 7' be the non-standard computation sequence of an open
system Sy, defined as follows:

(ilyjl) (ZTL’]TL)

(A07U0aF0) G- .. (AnaUnaFn)a

where (Ao, Uy, Fy) € C§(S1). Let L1 C L be the subset of the labels occurring
in St and N1 C N be the subset of the names occurring in name restrictions

Of SI-
Then there exists:
e a closed system of the form:

S. = (v unsafe)(v x1)...(v )

(unsafelxy] |...| unsafellx,] | Si(ziy, ... zi,) | Sc(unsafe))

where
S. =(v new)

( new | repli

| sPYo |...| sPYn

| spoily | ... | spoil,

| new!|]

)
and

- new := xnew![|((v channel)(unsafe![channel] | newl|]))
- repli := xunsafe?|x](unsafel|x] | unsafe![x])
- spy; := *unsafe?[c|c? |y, ..., yi](unsafely1] | ... | unsafel|y;])
- spoil; := xunsafe?[clunsafe?|xy]...unsafe?[x;]N [z, ..., z;]
e a non-standard computation sequence T of the closed system S,
e two into maps Py and Py, such that:
Ly €M, (P id E) € UG, lab(P) € Ly,
- Dy (y7 ng) —
30 € fo(P), E(z) = (3, idy)
S (P, N((,0), idy, id), E) € UC;, ot |ne N},
lab(P) € L;

such that:

(1) T (St, @pa, Q) (1) = 7' 1

' we make abusively no distinction neither between ® and any one-to-one exten-

sion of it defined over the set N'x M, nor between ® 4 and any one-to-one extension
of it defined over the set M
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(2) for any unsafe name (x,id,) € U,, thalt occurs in a state of 7', there
exists a thread in the last state of T of the form (unsafelly|, id, E) with
A" (E(y)) = (@, idy).

PROOF. We prove Prop. 48 by induction on the length of the computation
sequence 7':

(1) in the case that 7" is of the form (A, Uy, Fy) € C§(S1), there exists E €
fn(S1) — en such that Ay € B(Si,¢, E); we also have Uy = en and
Fo={t,|neN}
we take ®p 1 0 — {t, | n € N}; we denote by ey,...,e, the elements
of the set {E(x) | x € fn(S1)}, we take Opr @ {c;, | k € [Liu]} — en,
such that for any k € [1;u], we have ®x(c;, ) = e;; thanks to Lem. 44,
we have 3(Sy, e, E) = HgM*M (B(S,, e, &3 o E)); so we can choose Cy €
B(S.,e, Pt o E) such that Ay = TIEM ™ (Cy);

e we have (Ag, Uy, Fy) = IL.(S1, g, D) (Co);

e for any unsafe name (x, id,) € Uy occurring in Ay, there exists by con-
struction a thread of the form (unsafe![y], id, E) with IIyM ™ (E(y)) =
(x,id,);

(2) in the case that 7’ is of the form (Ag, Uy, Fo)...(Ap—1,Up_1, Fp—1) qA_>
(Ap, Uy, F,); we assume by the induction hypothesis that there exist:

e a non-standard computation sequence 7 = Cy...C,, of the closed system
S. such that Cy € C§(S.),

e two into maps ®, and P4, such that:

- Dp i 9 (y,idy) | lab(P) € Ly, — en,
Jz € fn(P), E(x) = (y, idy)
o {Zd (P, N((i,0), idy, id:), B) € UC;,

} — {tn ‘ n e N};

lab(P) € L;

such that:

L] HT(SI, (I)M, (I)_/\/')(T) = (A(), U(), F())...(Ap_l, Up—lu Fp—l);

e for any unsafe name (x,id,) € U, that occurs in a state of 7/, there
exists a thread in the last state of 7 of the form (unsafe![y|, id, ') with
I3 (B(y)) = (v, id,).

We proceed by case analysis in accordance with the kind of the next

computation step:

(a) in the case that (A,_1,Up_1, Fp—1) Qb (A, Uy, F,) is a communi-
cation rule: there exist two threads ¢, = (y?'[y|P, idy, ;) and t
(zV[7]Q, idy, E)) with E,(y) = FEi(x), two continuations Cont,
B(P, idy, Erly; — Ei(x;)]) and Conty € B(Q, id, Ey) such that A,
(Ap—1 \ {t2;t1}) U Cont, U Cont;; moreover, we have HgM’q’N(C’n)

mm 1l
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Ap_1, so by definition of HgM’q’N the state C,, contains two threads
th = (y?'[g|P, idy, BY) and t; = (29 [z]Q, id,, E}) with T4 (idy) = idy,
3 (idy) = idy, TINM® o By = Ey and T3 o E| = Ey; thanks
to Lem. 44, there also exist Cont, € [(P,id,, E5[yr — E{(zg)])
and Cont, € B(Q,id;, E]) such that IIgM®N (Cont,) = Cont; and
M *N (Cont;) = Conty;
we set Crp1 = (Cn \ {th; 11}) U Cont, U Conty;

e thanks to Lem. 47.(3), since E»(y) = Ei(z), we have Fj(y) =

El(x); so we have C), Le C),11; moreover HgM’éN(CnH) = Ay
50 T (Sp, ® pg, D) (Co...Chp =0 Choyr) = 7'

e the last computation step of 7/ does not involve unsafe name
and the computation step C, 2, e Chy1 does not consume
any thread of the form (unsafel[y], id, E'); so by the induction
hypothesis, we get that for any unsafe name (z,id,) € U, oc-

curring in a state of 7/, there exists a thread in the last state of
7 of the form (unsafe![y], id, E) with I\ (E(y)) = (, id,);

in the case that (A,_1,U,—1,F,_1) i (Ap, Uy, F,) is a resource
replication; there are two threads ¢, = (xy?'[y|P, idy, E») and #, =
(xV[7)Q, id), E)) with F;(y) = E(z), two continuations Cont; €
B(P, N((i,7), ids, idy), Er[y; — Ey(z;)]) and Conty € 5(Q, id), E;) such
that A, = (A,_1\{t:})UCont,UConti; moreover, we have HgM’q)N(C’n)
= Ap_1, so by definition of HgM’q’N there exist two threads t, =
(xy?'[9) P, idy, B}) and t| = (x2V[7]|Q, id;, E) in C, with I3} (id;) =
ido, I (id) = idy, TINV*Y o By = Ey and IM™ o E| = E);
moreover we have I (N((i, ), idy, id)) = N((i,7), ids, idy); thanks
to Lem. 44, there also exist two continuations Cont; € 3(Q, id), EY)
and Cont, € B(P, N((i,7),id;, id), E5[yx — E{(xx)]) such that the
properties IIgM ™Y (Conty) = Conty and TIgM*Y (Cont)) = Cont, are
satisfied;

we set Cpp1 = (Cn \ {t1}) U Cont, U Conty:

e thanks to Lem. 47.(3), since E7(y) = Ei(x), we have Ej(y) =
El(z); so we have C,, =, Cl41; moreover oM ¥V (1) = Ay
so IL-(S1, D ag, Pp) (Co...C 2 Cpi1) =75

e the last computation step of 7" does not involve unsafe name
and the computation step C, 2, e Chy1 does not consume
any thread of the form (unsafel[y], id, E'); so by the induction
hypothesis, we get that for any unsafe name (x,1id,) € U, oc-

curring in a state of 7/, there exists a thread in the last state of

7 of the form (unsafe![y], id, E) with TI\M*Y (E(y)) = (z, id,);
in the case that (4,1, Up_1, F—1) q); (Ap, Uy, F,) is a spied commu-
nication: there is a thread ¢, = (xV[x1, ..., 2] Q, id), Ey) with FE\(x) €
U,—1, a continuation Cont, € [(Q, id, Ey) such that A, = (A,_1 \
{t})U Conty, and U, = U,_1U{E\(x;) | i € [1;k]}; moreover, we have
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MY (C,) = A,y s0 there exists a thread t) = (zV[7]Q, id;, EY) in
C, with TI(id}) = idy and TI\M* o E| = E); thanks to Lem. 44,
there also exists Cont, € 3(Q,id, E/) such that IIgM* (Cont)) =
Conty; thanks to the induction hypothesis, there exists a thread t. =
(unsafelld], id,, E,) in C,, such that IIY**V(E.(c)) = E\(z); we first
use the resource repli to replicate the thread t.: we obtain a configu-
ration Cp, 11 = C, \ {t.}U{t.; t!} where ¢/ matches (unsafel|c], id}., E.)
and t matches (unsafe!lc],id!, EY) with E!(c) = E”(c) = E.(c); we
then replicate the resource spy; by consuming the thread t., and
obtain the configuration Cy 4o = Cypy1 \ {t.} U{ts}, where ¢, matches
(?yry - yr|(unsafellya] | ... | unsafellyy)), ids, Es) with Es(c)= E.(c);
we have TIWMV (B (c)) = TIyM*Y (E{(x)); so thanks to Lem. 47.(3),
we deduce that Es(c) = Ej(z); thus we perform the communication
between the thread ¢| and ¢, to obtain the configuration C, 3 =
(Craa \ {ts;t1}) U C’ont’ u{t,, | @ € [1;k]}, where each t; matches
(unsafel[y;], id;, E!) with E’(yz) E| (xz)
e the computation sequence C,, — & C’n+2 does not involve any
thread of Si; by Lem. 45, we have I P ® N(Crao) = Ap 1; we

conclude that qu ®n (Cpss) = Ap; moreover Cpyo 2y Cris

with @ & L1: 50 T (St, @t Pa) (CorrCrnva L0 Crvg) = 7.
e let (u, id,) be an unsafe name occurring in a state of 7:

- in the case that (u,id,) = E\(z), t/ is a thread of C,, ;3 and
matches (unsafe![y], id, F') with H‘I’M *N(E(y)) = Ey(x);

- in the case that (u, id,) = Ei(x;), t,, is a thread of C), 3 and
matches (unsafe![y,], id, E) which satisfies TI\M* (E(y;)) =
TN (Bl (2,)); s0 LN (B(y)) = Bi(e,);

- otherwise there is necessarlly a thread in C), which matches
(unsafe![y], id, E) with II\M* (E(y)) = (z,id,) and this
thread is still in C), 3.

in the case that (A,_1,Up_1, Fp_1) qﬁ (A,, Uy, F,) is a spoilt commu-
nication: there is a thread t; = (y?'[y1, ..., y] P, idy, E7) with Ey(y) €
U,—1 (we set (uo,idy) = E-(y)), there is a channel name (u;, id;) €
U, for each i € [1; k], and a continuation Cont, € B(P, idy, Er[y; —
(wi, 1d;)]) such that A, = (A,—1 \ t») U Cont,, and U, = U,_;; more-
over, we have IIgM DS (Cy) = A,_q, so there exists a thread t, =
(y?[g) P, idy, B) in C,, with TI3%(id)) = id, and TI3M*Y o By =
E>; we first deal with the names that the context sends into the
system S for the first time: for each element (u;, id;) of the set
{(u;,id;) | i € [1;k]} that does not occur in any state of 7, we create
a new unsafe name using the resource new, as the result we get a
fresh name (channel, id.pqn,) and, since (u;, id;) is necessarily in en,
we extend the definition of @, with O (channel, idepan,) = (u;, id;);
we obtain a state C,,; and an updated into map ®,r, such that

75



there exists a thread t., = (unsafel[c], id.,, E.,) in the state Cj41
such that TI\M*Y (B, (c)) = (us,4d;), for each i € [0;k]; we then
use the resource repli to replicate the threads t., until we obtain
a configuration Cyo = (Chpr \ {te, | 7 € [0;k]}) U{t, | i €
[0; K]} U {t: | 0 € [1;k]} where ¢, matches (unsafe![c], id, , E[. ) and
tv. matches (unsafel[c], id, , E!) with E] (c) = E!(c) = E,(c) such
that the threads t, and t are all distinct from each other; we then
replicate the resource spoﬂk by consuming the thread t; , and ob-
tain the configuration C,13 = (Cpy2\ {t,,}) U{ts}, where ¢, matches
(unsafe?([xq]...unsafe?[xg]c[T], ids, E5) with Es(c) = Eq(c); we then
use successively the threads ¢ to obtain a configuration C, 4 =
(Crp2 \ {t. | i € [0;K]}) U {tm} where t,,, matches (zo![Z], idy,, Fyy)
with E,,(z;) = E!(c), for each i € [0;k]; moreover the thread
th = (yP[g| P, idy, E4) is in Cyyq with TIN (idy) = idy, TINM®Y o B =
E», and II\M QN(E”( )) = (uy,1d;), for each i € [1; k:]] thanks to
Lem. 44, there also exists Cont, € B(P,idy, Eyly; — E (c)]) such
that H%M"I’N (Conty) = Conty; thus we perform the communication
between the thread ¢, and t,, to obtain the configuration C, 5 =
Cria \ {th; tm} U Cont,.

e the computation sequence C,, —¢ C), 4 does not involve thread

of &1, by Lem. 45, we have HgM’éN(CnH) = A, 1 then we
conclude that H%M"I’N (Cpys) = Ap; moreover Chyy 2 Cois

with j' & L1; 50 IL(Sp, @ty Oar)(Co...Copa W00 Cois) = 7.
e let (u,id,) be an unsafe name occurring in a state of 7:

- in the case that (u,id,) = (u; id;) with ¢ € [0;K], ¢
is a thread of C,;5 and matches (unsafel|c],id, E) with
I ™ (E(e) = (u;, idy);

- otherwise there is necessarily a thread in C), which matches
(unsafe![y], id, E) with TI\M ™ (E(y)) = (z,id,) and this
thread is still in C), 5.

in the case that (A,_1,U,—1, F,—1) qA_> (Ap, Uy, F,) is a spoilt replica-
tion: there is a thread t, = (xy?[y1, ..., yp] P, ido, E7) with E»(y) €
Uy—1 (we set (uo,idy) = E»(y)), there are several channel names
(wi, id;) € Up_q, for i € [1;k], a marker id € F,, and a continua-
tion Cont, € B(P, N((7,0), idy, idy), E2y; — (u;, id;)]), such that A, =
A, 1 U Conty, U, = U,y and F, = F,_; \ {id}; moreover, we have
MY (C,) = A,y so there exists a thread ) = (xy?/[g] P, idy, Eb)
in C, with I3 (idy) = id, and IIy* o B} = Ey; we first deal
with the names that the context sends into the system &y for the first
time: for each element (u;,id;) of the set {(u;,id;) | i € [1;k]} that
does not occur in any state of 7, we create a new unsafe name using
the resource new, as the result we get a fresh name (channel, id.pqap, )
and, since (u;, id;) is necessarily in en, we extend the definition of
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O, with ®pr(channel, idepan, ) = (u;, id;); we obtain a state Cy, 41 and
an updated into map P,, such that there exists a thread t. =
(unsafel[d], id,,, E.,) in the state C,4; such that T\ (E,,(c)) =
(u;, id;), for each i € [[0; k]; we then use the resource repli to repli-
cate the threads t., until we obtain a configuration Cy o = (Cpyq \
{to | i€ [OAI) UL, | i € K} Ut | 0 € [1A]} where
t.. matches (unsafel(c], id;,, £, ) and t! matches (unsafel|c|, id?,, E! )
with E] (c) = E(c) = E,(c), such that the threads t and t! are
all distinct from each other; we then replicate the resource spoil, by
consuming the thread t;, , and obtain the configuration C, 3 = Cy 42\
{t.,} U {ts}, where t, matches (unsafe?[x1]...unsafe?|xy|c![T], ids, Ej)
with Eg(c) = E.,(c); we then use successively the threads ¢, to ob-
tain a configuration Cy,14 = (Cpi2\{te, | € [0; k] }) U{tn } where £,,
matches (xo!°* [T, idy,, E,,) with E,,(x ) EY (c), for all 7 € [0; k]; by
Prop. 4 it is the first time this syntactic component is tagged with the
marker id,,; so we extend the definition of ® with ® (s, idy,) =
idy); thus we have I3 (N((, s ), idb, idy,)) = N((i,0), idy, id;); more-
over the thread t) = (y?/[g]| P, idy, E}) is in Chyy with IIy*Y o B =
E», and Hf/M’q’N(Eé’i(c)) = (uy, 1d;), for each ¢ € [1;k]; by Lem. 44,
there also exists Cont; € B(P, N((i, 5¢), idy, idyy,), Esly; +— Ef (c))])
such that IIgM®Y(Cont,) = Conty; thus we perform the commu-
nication between the thread ¢, and t¢,, to obtain the configuration
Cn+5 == Cn+4 \ {tm} U CO’/LZL,{;
e the computation sequence C,, — S C),;4 does not involves
thread of S, by Lem. 45, we have HgM’QN(CnH) = A, 1; we

conclude that qu N (Cpys) = Ap; moreover Chyy LEN e Cris
with j° & Ly; so I (St, P, Par)(Co...Cria (Z’—]l)>e Crys) =T
e let (u, id,) be an unsafe name occurring in a state of 7:
- in the case that (u,id,) = (c;,id.,, for i € [0;k], t is
a thread of the state C, 5 and matches (unsafe!|c], id, F)
where TIVM*Y (E(c)) = (u;, id;);
. otherw1se there is necessarily a thread in C,, which matches
(unsafe![y], id, E) with TI\M® (E(y)) = (z,id,) and this
thread is still in C), 5. O

E Abstract Interpretation framework

In this section we give the proof of Props. 27 and 28 which provide generic
tools to compose abstractions.

Prop051t10n 27 (Product) Let (C/, T4, LI, L%,%,C’gl, 1, V1) and (C, C5,
LA, L5, 7o, C’OQ, ~9, Va) be two abstractions.
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The following tuple (C*, C%, LF, J_ﬁ,v,Cg, ~+, V) where

Ct = Cf x C};
C% LF, L* and V are defined pair-wise;
et — p(ZF % C)
- | (ais ad) = m(ad) Nra(ad);
Ci=(Ch, C3)
~ 15 defined by:

(a17a2) o (51752) if and only if ay 3*1 b1 and ay 3\*2 by

18 also an abstraction.

PROOF. The tuple (C* C¥ |F, L%, 7, CF, ~, V) satisfies Def. 24:

e Props. (1),(2),(3),(7) are usual properties of the Cartesian product;
e Prop. (4) is satisfied, since both ~; and v, are monotonic;
e Prop. (5) holds because we have both y(C§) = 71(031) N 72(082) and Vi €

{12}, {e} x C§(S) € %(CE);

Prop. (6) is satisfied:

let C* = (a1, az) be an abstract element in C¥, (u,C') be a concrete element
which satisfies (u, C') € y(C*), X be a transition label in ¥ and C a concrete
state such that C q>l> C, we need to construct an abstract element ' e ct
such that C* <5 T and (u.\, T) € 7(C): in accordance with Def. 24.6, for
all i € {1;2}, we can choose b; € C¥, such that g, A, by and (u.\, C) € v(by);
so, by definition of ~», we have (aj,as) 23 (b1, by) and, since ~y(by,by) =
Y1(b1) N 72(by), we obtain that (u.\,C) € ~y(b1,ba); so (by,b) is a valid
candidate. O

Proposition 28 (Reduction) Let (C*, CF, |, 1% ~, 03, ~+, V) be an abstrac-
tion, and p be a reduction operator'? p : C* — C* which satisfies:

va* € CF, y(d¥) € v(p(a?)).

The following tuple (C*, C%, LF, J_ﬁ,v,Cgp, ~ 5, V) where

G5, = p(Ch);
~, 15 defined by:
a ~, c if and only if there exists b € C*, such that p(a) ~ b and ¢ = p(b)

18 also an abstraction.

12 5 simplifies the properties obtained in the abstract domain.
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Furthermore, p can also be used to simplify the final result of the abstract
iteration.

PROOF. The tuple (C*, C¥ LF, L+, C’gp, ~,, V) satisfies Def. 24:

e Props. (1),(2),(3),(4),(7) hold because (C¥, Eﬁ,l_lﬁ,J_ﬁ,%Cg,W,V) is an ab-
straction;
e Prop. (5) is satisfied because we have:
Ale,co) | co € Co(S8)} T ~(CE) (since (CH T LE, LE v, Ch~s, V) is an
abstraction),
- (Ch) € 7%/)(03)) (by definition of p),
. ng = p(C§) (by definition of ng),
so {e} x C3(S) € v(CF) € v(p(CE)) = 7(C§,);
e Prop. (6) is satisfied:
let @ be an element of C*, (u,C) be a concrete element which satisfies
(u,C) € 7(a), X be a transition label in ¥ and C a concrete state such

P _
that C' 9 C, we need to construct an abstract element b € C* such that

— — — A —
C* 3»,) b and (u.\, C) € v(b): we have (u,C) € y(a) C y(p(a)) and C + C,
so in accordance with Def. 24.6, we can choose b € C* such that p(a) 2 b

and (u.\,C) € ~(b); then, by definition of 4\»,), we have a 3‘»,) p(b), and,
since v(b) C v(p(b)), we obtain that (u.)\,C) € v(p(b)); so p(b) is a valid
candidate. O

F Control flow analysis

In this section we give the proof of Thm. 30 which establishes the soundness
of our control flow analysis.

Proposition 29 VP € P, Vid € v,(id*), VE € (fn(P) — (vn(S) x M)) such
that Ym € fn(P), Vn € vn(S), Vid, € M, [E(m) = (n,id,) = (id,id,) €
Yo (E*(m,n))], we have:

S x (B(P,id, B) x {8} x p({t. | n € N})) € 1(BH(P, id?, Y)).

PROOF. By definition of 7 and since x € () implies anything, we only have to
prove the following proposition Prop(P): given id* € Id? and E* € ((bn(S) x
vn(S)) — Id3), given a marker id € M and an environment E € (fn(P) —
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(vn(S) x M)) such that:

{z’d € 71 (id)
Ym € fa(P), [E(m) = (n, idy) = (id, idy,) € v2( E*(m, n))]

then for any thread (Q,idg, Eg) € UB(P,id, E), and any free name z of @,
we have:

{ﬁﬁ(P, EE)=(19) (o, id) € (f(Q, 1.1))

Eq(z) = (y, idy)
for any sub-term P € P.

We prove VP € P, Prop(P) by induction on the syntax of P: let P € P be
a sub-term, id € v,(id*) be a marker, E € (fn(P) — (vn(S) x M)) be an
environment such that for all m free names of P, for all n € vn(S), for all
marker id, € M, we have [E(m) = (n,id,) = (id,id,) € y2(E*(m,n))]:

e if sub-term P matches 0,
we have 3(P, id, E) = (), so the property is trivial;
e if sub-term P matches aQ),

we have B(P,id, E) = {{aQ,id, Ejpuq)}}, let © be a free name of a@,

we denote E(z) = (y,id,) and B*(P,id, E*) = (f,g), by assumption we

have (id, id,) € y2(E*(x,v)), besides we have $*(P, id, E*) = ([(P,m,n) —

Ef(m,n),Ym € fn(P),n € vn(S)],0), so f(aQ,z,y) = E*(x,y), and we

obtain (id, id,) € vo(f(aQ, z,v));

e if sub-term P matches (v n)Q,

- we first prove that we can apply the induction hypothesis: we have id €
71 (id*); let m be a free name of Q; in the case that m = n we have E[n —
(n,id)](m) = (n,id) and (id, id) € v2(E*[(n,n) — dpush(id*)](n,n)); oth-
erwise we denote E[n +— (n, id)](m) by (o, idy,), since Eln — (n, id)|(m) =
E(m), we have E(m) = (o, id,,) and by assumption we get that (id, id,,) €
Y2(E*(m, 0)), then since E*[(n,n) — dpush(id)](m,o0) = E*(m, o), we get
that (id, id,,) € yo(E*[(n,n) — dpush(id*)](m, 0)); thus in both cases, the
assertion E[n — (n,id)|(m) = (o, id,,) implies the fact that (id, id,,) €
1o (B {(n, m) > dpush(ich)](m, o))

- let Tr = (R, idg, ERr) be a thread in U B((v n)Q, id, E),
we have G((v n)@Q,id, E) = B(Q, id, Eln — (n, id)]) so Tk is also a thread
in UB(Q,id, E[n — (n,id)]), so by the induction hypothesis, we obtain
that for any free name z of R, we have:

# 1 f ; (I o
OHQ idk, E¥[(n, n) > dpush(id?)]) = (f ) (idn. idy) el (R )
Elni— (n, idg)|(z) = (y, idy)
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then since 3(Q, id*, E*|(n,n) — dpush(id*)]) = 3*((v n)Q, id*, E*) we can
conclude that for any free name x of R, we have:
B (v n)Q, id, EF) = (f', ') o :

e if sub-term P matches ()1 | Q2 or with Q1 & Qo,
- we first prove that we can apply the induction hypothesis on both (); and
Q2: let i be either 1 or 2: we have id € v,(id); let m be a free name in
Q;, we know that m is also a free name in P so by assumption we have
[E(m) = (n,idy,) = (id, idy,) € y2(E*(m,n))];
- let T'= (R, id, E') be a thread in U S(P, id, F),
we know that UB(P,id, F) = (UB(Q1,id, E)) U (UB(Q2,id, E)), so T
is either a thread in U 3(Q1,d, E), or a thread in U 3(Qs, id, E), let us
assume by symmetry that 7" is a thread of U 3(Q1, id, E); let x be a free
name of R, we know by the induction hypothesis that:
B(Qu i, E) = (£, ) . ,
— (udg, id, R.xz,y));
{E(@ S (i ids) € 1/ (R, ,9)

then, since we have 34(P, idt, E*) = | F{5(Q, id*, E*); 3*(Qa, id*, E*)}, we
get that B%(Qy,id*, E) C* 3%(P, id*, E), so we conclude that:

BHP,id, EF) = (f', ) . :

{E@ o = (i i) € (R, ).

Theorem 30 (C!, C*, | F, J_ﬁ,v,Cg, ~>cfay V) 18 an abstraction.

PROOF. The tuple (C* C¥ |F, L%, 7, C2 et V) satisfies Def. 24:

e Props. (1)(2)(3)(4)(7) follow from usual properties of both component-wise
and pair-wise extension;

e Prop. (5) is satisfied: we denote 3*(S, ¥, [(n, ext) —c* o t# Vn € fn(S)]) by
(f,g), let E' be an environment in (fn(S) — en) and C be a configuration in
3(S, ¢, E), we want to prove that (¢, (C, en, {t, | n € N})) € v(CE):

- we have ¢ € v,(e); let m be a free name in S: by definition of en, there
exists ¢ € N such that E(m) = (ezt, t;); since {e} x {t, | n € N} C
vh(et @ 1), we obtain that (,t;) € ~o([(n, ext) — &t o t1](m, ext)); so by
Prop. 29, we obtain that:

XX (B(S, e, B) x {0} x p({tn | n € N})) € 4((f, 9)-
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this proves that for all thread (P, idp, Ep) in C, for all free name x in P
such that F(z) = (y, id,), we have (idp,id,) € y2(f(P,x,y));
- we have en = {ext} x {t, | n € N}, and for all n in N we have t,, € v, (#),
so for all (z,id) € en, we have id € v;([ext — t*](x)), which means that
id € m(g(z));
e Prop. (6) is satisfied: let C* = (f,g) be an abstract configuration, (u,C)
be in the concretization v(C*), A be a transition label and C' be another

configuration such that C q>l> C, we must construct C" such that (u\,C) €
+(C*) and C* 5 T,

(1) In the case that C &> T is a communication transition: we denote
C = (AU, F); there exist two syntactic components Py and g, such
that Py matches y?'[y]P and Qo matches z![Z]Q, such that there exists
two threads (P, ids, E?) and (Qo, idy, Er) in A with Eq(y) = Ei(z), two
continuations Cont, € B(P,idy, E-[y; — E(z;)]) and Conty € 5(Q, id), Ey)
such that C is ((A\ {(Py, ids, E?); (Qo, idy, Ey)}) U Cont, U Conty, U, F);
we denote Ey(x) = (c,id.), since (u,C) € ~(C¥), we have (idy,id.) €
Y2(f(Po,y,c)) and (idy,id.) € vo(f(Qo,x,c)); then we can deduce that
(ide, 1d,., idy, id.) € ya(sync({2,4}, f(Po,y,c)e f(Qo, x,c))); since 74 is strict
we obtain that [ |,{sync({2,4}, f(Po,y,u) ® f(Qo,x,u) | u € vn(S))} #
1% 50 we can introduce C' = (f',¢)) such that C* ", we denote
C = (A, U, F), and introduce for each name u € vn(S), the abstract ele-
ment A(u) = sync({2,4}, f(Po,y,u) @ f(Qo,x,u)), we also introduce two
abstract markers z'dup and idg and two abstract environments E?; and Eg
as follows:

idf, = |_|{H ) | uewvn(S)},
El = [(m,n) | KIp(m,n,u) | uevn(S)},Vm € fn(P),n € vn(S)]

2
where

11_[6)sync({3, 5}, A(u) @ f(Qo,zi,n)) if m=uy;

IP(m7 n, u) = o
(g)sync({lﬁ},A(u) o f(Py,m,n)) otherwise.

idgy) = |_|{H ) | wevn(S)},

Eg = [(m,n |?|{IQ(m,n,u) | u € vn(S)},Vm € f(Q),n € vn(S)]

where Tg(m,n,u) = { [Lsyne({3.5}, A(u) « f(@o,m,m).

We now prove that (u.\, C) € v(C"):
(a) let Tr = (R,idg, Er) be a thread of A, z a free name of R and
(y, id,) such that Eg(z) = (v, id,), we need to prove that (idg, id,) €
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72(f,(R7x7y>>: o
(i) if Tx is a thread of A: we have (u,C) € v(C), so (idg,id,) €
Y2 (f(R,z,y)), then (f,g) C (f',¢) and v is monotonic, so
(idg, id,) € v2(f' (R, z,y));
(i) if Tg is a thread of UB(P, idy, E-|y; — FEi(x;)]): we know that
(idy, id,, idy, id,) € v4(A(c)); this implies that id, € ~1(idb); let
us take m be a free name in P, we denote E»[y; — E(z;)](m) =
(n, idy,); in the case that m matches y;, we have (n, id,) = Ei(x;);
since (Qo, idy, Ey) is a thread of A and (A,U, F) € ~(f,g); we
know that (id, id,) € v(f(Qo,xi,n)) and (ide, id,,id, id.) €
v4(A(c)), so (idy, id., id), id,, id, id,) € v6(A(c) ® f(Qo,zi,n)),
then since idy = idy, we conclude that (ids, idy) € vo(E%(m, n));
in the other case, m is a free name of y?*[y] P; since (P, idy, E-) is
athread of A, and (A, U, F) € v(f, g), we obtain that (id, id,) €
Y2(f(A,m,n)); then since (idp, id., idg, id.) € v1(A(c)), we get
that (idy, id., idy, id,, idy, id,) € ~s(A(c) o fi (P, m,n)); then
since idy = idy, we conclude that (ids, id,) € y2(E5(m,n)); so in
any case, we have (idy, id,) € yo(E%S(m,n)); we can then deduce
from Prop. 29 that for any free name m of Tr, Er = (n,id,)
implies that (idg, id,) € Y(f (R,m,n));
(iii) if Tg is a thread of UB(Q, id, E\): we have (ids, id,, id), id.) €
~v1(A(c)), so id, € yl(idé); let m be a free name in @, we
denote Ey(m) = (n,id,); since (Qo, id), Ey) is a thread of A,
and (A, U, F) € v(f,g), we have (id,id,) € v(f(Qo,m,n));
then (ide, id.., idy, id., id), id,) € v6(A(c)® f(Qo, m,n)); then since
idy = idy, we conclude that (id,id,) € VQ(Eg(m, n)); then, we
can deduce from Prop. 29 that for any free name m of Tk,
Egr = (n, id,) implies that (idg, id,) € v(f'(R,m,n));
so in any case, for any name x free in Ty, we have Ep = (y, id,)
implies that (idg, idy) € v2(f' (R, x,v));
(b) let (x,id) be an element in U, we have (A,U, F) € v((f,qg)) so id €
71(g(x)), since g = ¢’ we obtain id € v1(g'(x)).
So, in accordance with the definition of «, we obtain that (A',U, F) €
().
In the case that C q>l> C'is a resource replication: we denote C' = (A4, U, F),
there exist two syntactic components Py and (g, such that Py matches
xy?[y] P and Qg matches with zV[Z]Q, such that there exist two threads
(Py, ide, E7) and (Qy, idy, F)) in A with E»(y) = Ey(z), two continuations
Cont, € B(P, N((i,7), idr, id)), Erly; — Ei(z;)]) and Conty € 5(Q, id, Ey)
such that C is ((A\ {(Qo,id, E\)}) U Cont, U Conty,U, F); we denote
Ei(z) = (c,id.); since (u,C) € v(C*), we have (ids, id,) € vo(f(Po,y,c))
and (idy, id.) € v2(f(Qo,x,c)); so we can deduce that (idy,id,,id,id.) €
va(sync({2,4}, f(Po,y,c) ® f(Qo,x,c))); since 74 is strict we obtain that
Us{syne({2,4}, f(Po,y,u) o f(Qo,z,u)) | w € vn(S)} # Li; so we can
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introduce C° = (f',g') such that C* % 6ﬁ; we denote C = (A, U, F),
and introduce for each name u € vn(S), the abstract element A(u) =
sync({2,4}, f(Po,y,u) e f(Qo, z,u)), we also introduce two abstract mark-
ers z’df; and idg and two abstract environments Eﬁg and EﬁQ as follows:

idf, = I_I{H) (US)h((lgI4)(A(U)))) | uevn(S)},

E% = [(m,n) — |?|{Ip(m, n,u) | u € vn(S)},Vm € fn(P),n € vn(S)]

where
push( 11 sync({3,5}, A(u) @ f(Qo,xi,n))) if m =y
Ip(m,n,u) ={ @7 (.30
o push((llg_lﬁ)sync({l, 5}, A(u) e f(Py,m,n))) otherwise.
(4.4) =
idgy = |_|{H ) | uwewvn(S)},

Eg = [(m,n |?|{IQ(m,n,u) | u € vn(S)},Vm € f(Q),n € vn(S)]

where Tg(m, n,u) = { [Lsyne({3.5}, A(u) o f (@0, m,m).

We now prove that (u.)\,C) € v(éﬁ):

(a) let T = (R, idr, Er) be a thread of A, x a free name of R and
(y, id,) such that Er(x) = (y, id,), we need to prove that (idg, id,) €
72(f,(R7 Jf,y))l o

(i) if Tx is a thread of A: we have (u,C) € v(C), so (idg,id,) €
Y (f(R,z,y)), then (f,g) C (f',¢) and v is monotonic, so
(idg, id;) € y2(f' (R, z,9));

(i) if Tx is a thread of UB(P, N((i,7), ids, id)), Eqly; — Ei(x;)]):
we know that (idy,id,,id),id.) € Y4(A(c)); so (ids,idy,id.) €
75( 11, A€) and (M ), idy idh), i) 672(10%}1((134)( (©)));

(1,3, )

then we conclude that N((1, ), idy, id)) € 71 (idb); let us take m
a free name in P, we denote £ [yZ — Ey(z;)](m) = (n,id,); in

the case that m matches y;, we have (n,id,) = Ei(x;), since
(Qo, id), Ey) is a thread of A and (A,U, F) € v(f,g), we know
that (id,id,) € v2(f(Qo,x;,n)); then since (idy,id,,id,id.) €
v1(A(c)), we obtain that (ids, id., id, id,., id), id,) € ~vs(A(c) e
f(Qo,x;,n)); this way (ids, id), id,) € 73((113_16)8ync({3; 5}, Ac) e

f(Qo,x;,n))); so we can conclude that (N((4,7), idy, id)), id.) €
Yo(E%L(m,n)); in the other case, m is a free name of *y?[7] P;
since (Py, idy, E7) is a thread of A, and (A, U, F) € v(f, g), we get
that (idq, id,) € Yo f(Py,m,n)); then since (idy,id,, id,id.) €
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v1(A(c)), we obtain that (idy, id,,id, id., ids, id,) € ~6(A(c) o
f(Py,m,n))); since id, = idy, we can deduce that (ids, id), id,) €

’}/3((113_[6)(83;716({1,5},14(6) e f(Py,m,n)))); so we can conclude

that (N((4, ), idy, idy), id;) € 72(EH(m,n)); so in any case, we
have (N((4, §), idy, idy), idy) € ~y2(E%(m,n)); we can then deduce
from Prop. 29 that for any free name m of T, Er = (n,id,)
implies that (idg, id,) € o f'(R,m,n));

(iii) if Tx is a thread of UB(Q,id, E\): we have (ids, id,, id), id.) €
v4(A(c)), so id € wl(z'dé); let us take m a free name in Q;
we denote Ej(m) = (n,id,); since (Qo, id, Ey) is a thread of
A, and (A, U, F) € v(f,g), we have (id, id,) € y2(f(Qo,m,n));
then (idy, id,, idy, id., id), id,) € v6(A(c)® f(Qo, m,n)); then since
idy = idy, we conclude that (idy,id,) € WQ(Eé(m,n)); we can
then deduce from Prop. 29 that for any free name m of Tk,
Er = (n,id,) implies that (idg, id,) € v(f' (R, m,n));

so in any case, for any name z free in Ty, we have Ep = (y, id,)

implies that (idg, id,) € (' (R, z,v));

(b) let (x,id) be an element in U, we have (A,U, F) € v((f,g)) so id €

7 (g(x)), since g = g’ we obtain id € v,(¢'(x)).

So in accordance with the definition of v, we obtain that (A", U, F) € .

In the case that C q>l> C is a spied communication transition: we de-
note C' = (A, U, F), there exists a syntactic component @)y, such that Qg
matches zV [z, ..., 2,]Q, such that there exists a thread (Qo, id), Ey) in A
with Fj(z) € U and a continuation Cont; € 3(Q, idy, E)) which satisfy C =
((A\{(Qo, id\, Ex) })U Conty, UU{ E\(z;) | i € [1;n]}, F); we denote Ey(z) =
(c,id,); since (u, C) € v(C¥), we have (idy, id,) € vo(f(Qo, ,¢)) and (id,) €
71(g(c)); then (idy,id.,id.) € vs(sync({2,3}, f(Qo,x,c) ® g(c))); since 3
is strict, we can conclude that | |s{sync({2,3}, f(Qo,z,u) ® g(u)) | u €
vn(8)} # L% so we can introduce C' = (f, ') such that C* <5 C%; we
denote C = (A,U, F), and introduce for each name u € vn(S), the ab-
stract element A(u) = sync({2,3}, f(Qo, z,u) ® g(u)), we also introduce
an abstract marker z'dg) and an abstract environment Eg as follows:

iy = | [{IH(A@W) [ € vn(S)},
Eg = [(m,n) — |?|{IQ(m,n,u) | u € vn(S)},Vm € f(Q),n € vn(S)]

where Ig(m,n,u) = {(lﬂs)sync({l,4},A(u) o f(Qo,m,n)).
we now prove that (u.\,C) € v(CY):

(a) let Tr = (R,idgr, Er) be a thread of A, z be a free name in R,
we denote Fgr(r) = (y,id,), we need to prove that (idg,id,) €

P(f'(R,x,y)):
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(i) if Tg is a thread of A: we have (u,C) € ~(C), so (idg, id,) €
Y2 (f(R,z,y)), then (f,g) C (f',¢') and -, is monotonic, so
(idf% de) S 72(f,(R7 €, y)))

(i) if Tx is a thread of U B(Q, id), Ey): since (id), id., id.) € v3(A(c)),
we have that id) € wl(z'dg)); let us take m a free name in Q; we
denote Ey(m) = (n, id,); since (Qo, id;, £y) is a thread of A, and
(A,U,F) € v(f,g), we obtain that (id, id,) € v(f(Qo, m,n));
then (id, id., id., id, id,) € ~v5(A(c) ® f(Qo, m,n)); then since
idy = 1idy, we conclude that (id,id,) € vg(EﬁQ(m, n)); we can
then deduce from Prop. 29 that for any free name m of Tk,
Egr = (n, id,) implies that (idg, id,) € v f'(R,m,n));

so in any case, for any name m free in Tg, the fact Er = (n,id,)
implies that (idg, id,) € o f'(R,m,n));
(b) let (u,id) be an element in U; we need to prove that id € v;(g(u)):

(i) in the case that (u,id) € U, we have C € v(C*), C* C* C" and
7 is monotonic, then C' € 7(6% and id € 1(¢'(u));

(i) otherwise we have (u, id) = E(x}), so since C' € v(C*), we obtain
that (idy, id., id., idy, id) € sync({(1,4)}, A(c) e (f(Qo, xx,u))), so
id € 11(g'(w)); B

so in any case, for any (u,id) € U, we have id € v1(g'(u)).
So in accordance with the definition of «, we obtain that (A, U, F) € '

In the case that C qi C is a spoiled communication. We denote C' =
(A,U, F), there exists a syntactic component Py, such that P, matches
y?'[g] P, such that there exists one thread (P, idy, E») in A with F;(y) €
U, some elements c1,...,¢,, in U and a continuation Conté& 3(P, idy, E-[y; —
c;]) that C = ((A\{(Py, ids, E7)})UCont, U, F); we denote E»(y) = (c, id,);
we have (u,C) € v(C¥), so (idy, id.) € va(f(Po,y,¢)) and (id,) € 1(g(c));
then (idy, id., id.) € ~v3(sync({2,3}, f(FPo,y,c) @ g(c))); since 73 is strict we
obtain that |s{sync({2,3}, f(Po,y,c) ® g(c)) | u € vn(S)} # 151); so we
can introduce O = (f', ') such that C* 2 C% we denote C = (AU F),
and introduce for each name u € vn(S), the abstract element A(u) =
sync({2,3}, f(Py,y,u) ® g(u)), we also introduce an abstract marker idb
and an abstract environment E?; as follows:

idj, = |T|{(1})(A(U)) | uevn(S)},
EL = [(m,n) — | KIp(m,n,u) | uevn(S)},Vm € fn(P),n € vn(S)]

2
where

id% e g(n) if m=y;
Ip(m,n,u) = (E,)Sync({l’4}’ A(u) e f(Py,m,n)) otherwise.

We now prove that (u.)\,C) € v(éﬁ):
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(a) let Tr = (R, idg, Er) be a thread of A, z a free name of R and
(y, id,) such that Er(x) = (y, id,), we need to prove that (idg, id,) €
72(f,(R7x7y>>: _

(i) if Tg is a thread of A: we have (u,C) € v(C), so (idg,id,) €
Y2 (f(R,z,y)), then (f,g) C (f',¢) and v is monotonic, so
(idf% de) S 72(f,(R7 Z, y)))

(ii) if Tk is a thread of U B(P, idy, F»[y; — cx)): since (idy, id,, id,) €
v3(A(c)), we deduce that id, € v (idb); let us take m be a free
name in P; we denote E-[y; — FEi(z;)](m) = (n,id,); in the
case that m matches y;, we have (n,id,) = ¢; since ¢; € U and
(A,U,F) € v(f,g), we know that id, € ~1(g(n)); then since
idy € v1(idb), we get that (idy,id,) € y2(id% e g(c)); then we
conclude that (idy, id,) € vo(E%(m,n)); in the other case, m is
a free name of y?'[y] P; since (P, idy, ) is a thread of A, and
(AU, F) € v(f,g), we obtain that (idy,id,) € vo(f(Fo,m,n));
s0, since (idy, id., id.) € v3(A(c)), we have (idy, id,, id., ids, id,) €
v5(A(c) o (f(Py,m,n))); then since id, = idy, we conclude that
(idy, idy) € Yo(E%(m,n)); so in any case, we have (idy, id,) €
'yg(E?g(m, n)); we can then deduce from Prop. 29 that for any
free name m of Tr, Er = (n,id,) implies that (idg,id,) €
(R, m,n));

so in any case, for any name m free in Tx, we have Er = (n,id,)
implies that (idg, id,) € o f'(R,m,n));

(b) let (x,id) be an element in U, we have (A,U, F) € v((f,g)) so id €
7 (g(x)), since g = g’ we obtain id € v,(¢'(x)).

So in accordance with the definition of v, we obtain that (A", U, F) € '

In the case that C' ql C is a spoiled resource replication. We denote C' =
(A,U, F), there exists a syntactic component Py, such that P, matches
xy?[y] P, such that there exists one thread (P, id;, F7) in A such that
Eq(y) € U, some elements cy,...,c, in U, a fresh marker idy € F' and a
continuation Cont € 3(P, idy, E»[y; — ¢;]) that C = ((C\{(Fy, idz, E7)})U
Cont, U, F \ {id}); we denote E+(y) = (c, id.), since (u,C) € v(C*¥), we
have (idy,id.) € vo(f(Py,y,c)) and (id.) € v1(g(c)), so we deduce that
(idy, id,, id.) € v3(sync({2,3}, f(FPo,y,c) ® g(c))), and since s is strict we
obtain that [s{sync({2,3}, f(Po,y.c) ® g(c)) | u € vn(S)} # LL}); so we
can introduce O = (f',4') such that C* 2 éﬁ; we denote C' = (A4,U, F),
and introduce for each name u € vn(S), the abstract element A(u) =
sync({2, 3}, f(Po,y,u) @ g(u)), we also introduce an abstract marker idlﬁa
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and an abstract environment E?D as follows:

idp = ITI{(llT)(p(ztg)h(((fll)(A(U))) otf o Ti)) | uevn(S)},

EL = [(m,n) — | {Zp(m,n,u) | u € vn(S)},Vm € fn(P),n € vn(S)]

2
where
idlﬁg e g(n) if m =y,
Tl 1 4) = push( 11 syne({1. 4}, A(u) o f(Po,m,n) o ) otherwise.
@i,0) (16,

We now prove that (u.\,C) € v(C"):

(a) let T = (R, idr, Er) be a thread of A, x a free name of R and
(y, id,) such that Eg(z) = (v, id;), we need to prove that (idg, id,) €
72(f,(R7 ]J,y))l o

(i) if Tx is a thread of A: we have (u,C) € v(C), so (idg,id,) €
Y (f(R,z,y)), then (f,g) C (f',¢') and v is monotonic, so
(idg, id,) € y2(f' (R, ,y));

(i) if T is a thread of U (P, N((4,0), ide, idy), E7|y; — cx]): we know
that (ids,id.,id.) € v3(A(c)); so id, € 71((%(14(0)); moreover

we have idy € t*; then for all id € M, we have (ids, id, id) €
’}/3((1;[)(/1(0)) ot’ e Th ) s0 N((i,0), idy, idy) € v1(idb); let us take

m be a free name in P; we denote E»[y; — E\(z;)](m) = (n, id,);
in the case that m matches y;, we have (n, id,) = ¢;; since ¢; € U
and (A, U, F) € v(f,g9), we know that id, € ~1(g(n)); since
N((i,0), idy, id)) € 1 (idb), we get that (N((i,0), idy, idy), id,,) €
salidh o g(0)); s0 (N(,0).ids, i), idy) € ~o(E(m. m)): in the
other case, m is a free name of y?'[y|P; since (Py,idy, E7) is a
thread of A, and (A, U, F) € v(f, g); we obtain that (id,, id,) €
Y2(f(A,m,n)); since (ide, id.,id.) € v3(A(c)), we can deduce
that (ide, id., id., ids, id,) € v5(A(c) ® (f(FPy,m,n))); since id, =
idy, we can conclude that (N((i,0), idy, idy), id,) € ~a(ES(m,n));
so in any case, we have (N((,0), idy, id)), id,) € vo(E%(m,n));
we can then deduce from Prop. 29 that for any free name m of
Tgr, Er = (n, id,) implies that (idg, id,) € v(f (R, m,n));
so in any case, for any name m free in Tx, we have Er = (n,id,)
implies that (idg, id,) € o f'(R,m,n));
(b) let (x,id) be an element in U, we have (A,U, F) € v((f,g)) so id €
7 (g(x)), since g = g’ we obtain id € v,(¢'(x)).
So in accordance with the definition of v, we obtain that (A", U, F) € .
O
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G Occurrence counting abstraction

In this section we give the proof of Thm. 39 which establishes the soundness
of our occurrence counting analysis.

Proposition 38 VP € P, Vid e M, VE € (fn(P) — (vn(S) x M)), we have
Cont € 3(P,id, E) = (&, Cont) € (v © ) (Bai (P)).

PROOF. Prop. 38 is proved by induction on the syntax of P: let P be a
sub-term in P, id be a marker in M, E be an environment in (fn(P) —
(vn(S) x M)) and Cont be a continuation in (P, id, F):

e in the case that P matches 0, we have §(P, id, E) = {0}; so Cont = 0;
then Iyv (e, Cont) = (0)ev; since (0)yev € Yan, (On, ) and Bas, (P) = (0)yev,
we obtain that (¢,0) € (yyv oy ) (Bay, (P));

e in the case that P matches (v n)Q, since B(P,id, E) = [(Q, id, En
(n,id)]), we have (g, Cont) € (yyv © Yy )(Bay (Q)) (by the induction hy-
pothesis); since OBu,, (P) = fn, (Q), we obtain that (e, Cont) € (yyv o
i) (B (P));

e in the case that P matches a@), we have §(P,id, E) = {{(P,id, E)}}; so
Cont = {(P,id, E)}; then Ilyv (¢, Cont) = (§29),cv; we obtain (g, Cont) €
(v © i) (B (aP)), since (6%)ey € iy (Iag, (aP)) and By (aP) =
1NV (QP);

e in the case that P matches P, | Py, we have §(P,id, E) = {A; U Ay | A; €
B(P;,id, E)}; let us take (Conty, Conty) € (B( Py, id, E) x B(Ps,id, E)) such
that Cont = Cont; U Conty, by the induction hypothesis, we have for any
i in the set {1;2}, (g, Cont;) € (ynv o Y ) (Bay, (P)) (i.e. TIyv (g, Cont;) €
Wy (Bas, (F))); moreover since P € P is labelled with distinct labels, we
have Cont; N Conty = (; by applying Prop. 37, since Iyv (e, Cont) =
Iyv (g, Conty) + Iyv (g, Conty), we obtain Ilyv (e, Cont) € yai, (B, (P1) +
On, (P2)); since Sy, (P) = Oy, (P1) + B, (Py), we obtain (g, Cont) € (yyv o
i) (B (P));

e in the case that P matches P, @ Py, we have (P, @ Py, id, E) = B(Py,id, E)
UB(Ps, id, E); so let us take ¢ in the set {1;2} such that Cont € B(P;, id, E);
by the induction hypothesis, we have Cont € (v o Yas ) (Bny (F;)); since

Bniy (P) = Briy (P1) Uny, Bas (Pe), we get that Cont € (ywv o Yan, ) (Bas, (P)).
Od

Theorem 39 (Ny,Cas, Unis L, Iv 0 C’é\/", ~wis VN5 ) is an abstrac-
tion.

PROOF. The tuple (N, Cas Uns s Lo, v © v s CoV vy, Vi, ) satis-
fies Def. 24:
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e Props. (1)(2)(3)(7) are satisfied by our assumptions;

e Prop. (4) is satisfied since both yyv and 7, are monotonic;
e Prop. (5) is satisfied: we have C2(S) = (S, e,0) and C)V = Bniy (S), we

conclude by Prop. 38 that {e} x C2(S) C C4V;

Prop. (6) is satisfied: let v# be an abstract configuration, (u,C) be in the

concretization (yyv o yas )(v#), X be a transition label and C' be another

A — _
configuration such that C' = C, we must construct C* such that (uNC) €
+(C*) and Cty, T

(1)

in the case that C q/\_> C is a communication transition: there exist two
syntactic components Py and @, such that Py matches with y?'[y]P and
Qo matches with z/[Z]Q, such that there exist two threads (P, idy, E)
and (Qo, id), Ey) in C' with E;(y) = Ei(z), two continuations Cont, €
B(P,idy, Er[y; — Ei(x;)]) and Conty € 5(Q,id), Ey) such that C is ((C'\
{(Py, id7, E?); (Qo, idy, En)}) U Cont, U Conty); we have (u,C) € (yyv o
Y ) (09); so v (u, C) € Y, (vF); then since (Py, idy, E») and (Qo, id), E)
are two threads of C, we have (Ilyv(u,C))p, > 1 and (IIyv(u,C))g, >
1; then Iyv (u,C) € va, (synens, ({i, 5}, v*)); since yp;, is strict, we can
conclude that syncy, ({i,},v*) # La,; so we can introduce v* such that
Cﬁw’\wvéﬁ; we now prove that (u.\, C) € (ywvoyny, ) (T%): we have C' = ((C\
{(Py, idy, E?); (Qo, idy, Ey)})UCont;UConty); so Hyv (u.\, C) = Ty (u, C')—
((550)v€v + (5520)@6‘/) + v (g, Conty) + v (g, Conty) + (6YM)yev; then
we can deduce from Prop. 38 that Iyv(e, Contr) € yw(Bu, (P)) and that
[yv(g, Cont) € Yav(Buy (Q)); besides Hyv(u, C) € y (synens, ({i, 5}, v%)),
so we conclude that Hyv(u.\,C) € v, (syneny, ({4,7}, v%) — 1y, (Po) —
1Nv (QO) + 1Nv (iﬂ()\)) +ﬂ/\/v(P) + ﬂ/\/v (Q))7 S0 (U)‘7 C) € (VNV OVNV)(@ﬁ);

in the case that C' q); C is a resource replication: there exist two syn-
tactic components Py and @, such that Py matches xy?[y]P and Qq
matches with z/[Z]Q, such that there exist two threads (P, id;, ;) and
(Qo, id, Ey) in C with E»(y) = Ei(x), a marker id, € M, two continuations
Cont; € B(P,id., Fr|y; — FE\(z;)]) and Conty € 5(Q, id, Ey) such that C
is ((C\ {(Qo, idy, E1)}) U Cont; U Conty); we have (u, C') € (yav oy, ) (vF);
so Iyv (u, C) € yps, (vF); then since (Py, idy, E») and (Qo, id, Ey) are two
threads of C, we have (Ilyv(u,C))p, > 1 and (IIyv(u,C))g, > 1; so
we deduce that Tyv (u, C) € yny, (syncas, ({4, 7}, v%)); since 7y, is strict,
we get that syncay, ({i,7},v%) # Las; so we can introduce 7% such that
Cﬁw’\wvéﬁ; we now prove that (u.\,C) € (yyv © ) (¥%): we have C =
(C\ {(Qo,id, E))}) U Cont; U Conty); so Tlyv (u.\,C) = yv(u,C) —
(699) ey +Tyv (g, Conty) +Tlyv (g, Conty) +(6Y™M)cy-; then we deduce from
Prop. 38 that IIyv(e, Cont;) € ynyv(Bn, (P)) and that Iyv (e, Cont)) €
’YNV(BNV(Q»v we also have HNV(uv C) S ’YNV(SynCNV({ivj}vvﬁ»v and we
conclude that ITyv (u.\, C) € Ty (synens, ({4, 5} v!) =1 (Qo)+1ns (¥(N))
B0, (P) + By (Q)); 50 (A, ) € (v 09,) (o)
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(3)

in the case that C q/\_> C is a spied communication: there exists one
syntactic component @, such that @, matches zV[Z]Q, such that there
exists one thread (Qo, id), Ey) in C, a continuation Conty € (3(Q,id, E))
such that C is ((C \ {(Qo, id, E\)}) U Conty); we have (u,C) € (yyv o
Y ) (0F); so Tyv (u, C) € an, (vF); and since (Qo, id, Ey) is a thread of
C, we have (Ilyv (u, C))g, > 1; then Hyv(u,C) € Yy, (syncas, ({i}, v%));
since 7y, is strict, we can conclude that syncyy, ({i},v%) # Las; so we
can introduce o such that C’ﬁ«éwvﬁﬁ; we now prove that (u.\, C) € (v o
Y ) (@) we have C = ((C'\ {(Qou, idi, E1)}) U Conty); so Hyv (u.\, C) =
My (u, C)—(69°) yey +1Iyv (g, Conty)+(6Y™N)err; then we can deduce from
Prop. 38 that Ilyv (e, Cont)) € vy (Bny, (Q)); we also have Iyv (u,C) €
i (synens, ({3}, 0%)); so Ty (w.X, O) € g, (syneas, ({1}, v%) — 1, (Qo) +
Ia, (¥(N) + Bar, (P)); so we can conclude that (u.), C) € (ywv oyny, ) (0F);

in the case that C q/\_> C is a spoiled communication: there exists one
syntactic component Py, such that P, matches y?‘[y]P such that there
exists one thread (Fp, ids, E7) in C, and several tagged names ¢y, ..., ¢, €
N x M, a continuation Cont, € B(P, idy, E-[y; — ¢;]) such that C is ((C'\
{(Py, idy, E7)})U Conty); we have (u, C') € (yyv ovas, ) (vF); so Hyv (u, C) €
Y, (V9); then since (P, ids, E) is a thread of C', we have (Iyv (u, C))p, >
1; then Iyv(u,C) € yny (syncas, ({i},0%)); since v, is strict, we can
conclude that syncyy, ({i},v*) # Las; so we can introduce 7* such that
Ct2 T we now prove that (w.\, C) € (v o v, )(7): we have C =
(C\ {(Py, idy, E»)}) U Conts); so Iyv (u.\, C) = Iyv (u, C) — (620)ev +
yv (e, Conty) + (6¥ ™M) ey; we deduce from Prop. 38 that Iyv (s, Cont;) €
v (B, (P)); we have already proved yv (u, C) € va, (syncy, ({i}, v%));
s0 Ty (w2, C) € g (symen, ({i}, 0%) — Lag, (Po) + Ly (9(A) + By (P)):

so we can conclude that (u.\, C) € (yyv oy, ) (0F);

in the case that C' q/\_> C is a spoiled resource replication: there exists one
syntactic component Py, such that Py matches *y?[y]P such that there
exists one thread (Pp, ids, E7) in C, and several tagged names ¢y, ..., ¢, €
N x M, a marker id, € M, and a continuation Cont, € 5(P, id., E:[y; —
ci]) such that C is (C U Cont); we have (u,C) € (yv o Yay)(vF); so
My (v, C) € yu,, (v%); and since (Py,idy, E») is a thread of C, we have
(HNV(uv C>>P0 > 1; then HNV(uv C) S VNV(SynCNV({i}7Uﬁ>); since Yy, 18
strict, we can conclude that syncy, ({i},v*) # Las, ; so we can introduce v
such that C’ﬁ«éwvﬁﬁ; we now prove that (u.\, C) € (yyvovn, ) (@*): we have
C = (CUCont); so Hyv (u.\, C) = Iyv (u, C)+1Iyv (g, Conty)+(0¥N)yev;
we deduce from Prop. 38 that Iyv (e, Conty) € yyv (O, (P)); we also have
v (u, C) € Yy, (syneny, ({i}, v%)); so we can conclude that Tyv (u.\, C) €

Wy (symens, ({1}, v%) + Lag, ($(A) + B (P)); s0 (1.4, C) € (v 0, ) (7).
O

91



