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“Gen u in e„ Diffie- Hellm an  Key 
Exch an ge [DH76]

User 1 User 2

accept with k1 :=  X2
x1

common public input

G =  < g>

obtain X2

accept with k2 :=  X1
x2

obtain X1

k1 =  gx1x2 =  k2 

User 1 : X1 =  gx1 
User 2 : X2 =  gx2

 2- party key exchange protocol
 foundational for many group key exchange protocols[ITW82,SSDW88,BD94,…]

 computations are performed in the f in i te cycl ic group G
 g is the generator of G
 Discrete Logar i thm Prob lem  (given gx f ind x) is intractable in G
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„Referen ced “ Diffie- Hellm an  Key 
Exch an ge

User 1 User 2

X1

choose random x1 choose random x2

accept with k1 :=  (X2)x1 accept with k2 :=  (X1)x2

X2

X2 X1

X1 :=   gx1 X2 :=   gx2

 users choose own secret exponents during the protocol execution
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Group  Key Exchange (GKE)

User 1 User i User n

... ...

con1 con i conn
...
...
...

...

...

...
...
...
...

...

...

...
...
...
...

...

...

...

communication channel

several
communication

rounds

accepted group key

con i secret contribution of User i
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Security Threats  in  GKE

User 1 User i User n

... ...

...

...

...

eavesdrop
drop
delay
change order

con1 conn
...
...
...

...

...

...
as passive +  
replay
modify
inject

passive A

malicious participants
[KS05,CHB05]

(passive/ active) 
adversarial control 
of communication

[BR93,BCK98,CK01,KY03]

active A

honest participants
with revealed 
internal states

(strong corruptions)
[S99,BPR00,CK01,BCP02]

...

...

...
con2

...

...

...

...

...

...

asynchronous unreliable communication channel

no assumptions
about malicious 

participants

conn
...
...
...

...

...

...
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Secu r ity Rem arks  for  „Gen u in e“ DH- KE

User 1 User 2

accept with k1 :=  X2
x1

obtain X2

accept with k2 :=  X1
x2

obtain X1

 every new session results in the same key
 no key secrecy if other session keys are exposed (known- key security)[B94]

 long- term keys (x1,x 2) used directly to compute the key
 no key secrecy if (x 1,x 2) are exposed later (weak forward secrecy)[G89]

 long- term keys are linked to the users‘ identit ies
 adversary cannot act on behalf of the users (impersonation resilience)[BD94]

k1 =  gx1x2 =  k2 

–

–

+



09.07.07 GOCP 2007 7

User 1 User 2

X1

choose random x1 choose random x2

accept with k1 :=  (X2)x1 accept with k2 :=  (X1)x2

X2

X2 X1

 session keys are independent 
 known- key security is provided

 no long- term keys are used
 weak forward secrecy is provided, but
 impersonation attacks become possible

 ephemeral secrets (x 1,x 2) are used to compute the key
 no key secrecy if (x 1,x 2) are exposed later (strong forward 

secrecy)[BPR00,CK01]

X1 :=   gx1 X2 :=   gx2

–

–

+

+

Security Rem arks  for  „Reference“ DH- KE
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Ach ievin g St ron g Forward  Secrecy

User 1 User 2

X1

choose random x1 choose random x2

accept with k1

erase x2

X2

X2 X1

X1 :=   gx1 X2 :=   gx2

 Idea: erase ephemeral  secrets prior to acceptance, e.g., secure 
erasure[CFIJ99]

k1 :=  (X2)x1 k2 :=  (X1)x2

accept with k2

erase x1

   no long- term keys are used
  weak forward secrecy is provided,    
    but   impersonation attacks still  
possible
–
+

 ephemeral secrets used to 
compute the key are erased
 strong forward secrecy+
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Gen er ic Solu t ion  again s t  Act ive At tacks

passively secure
GKE Protocol

P

compiler for 
security against 

active attacks
CA

actively secure
GKE Protocol

P‘

Building Blocks
 digi tal  signature scheme (Gen, Sign, Verify)

 every User i holds a long- term key pair (sk i,pk i)  Gen

 every pk i is publicly known and linked to User i
 provides existent ial  unforgeabi l i t y and non- repudiat ion

Act ive Attacks
replay, modify, inject

Passive Attacks
drop, delay, change order[CK01]
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CA : Mod ified  Katz - Yu n g Com p iler [KY03]

User 1 User 2

σ1 =  Sign(sk1, m|sid1|pid1)
m|σ1

Verify(pk1, m|sid2|pid2, σ1)

P

m

k1

P
m

k2

accept with k1 accept with k2

pid1 =  User 1|User 2 =  pid2 

choose random r1

sid1 =  r1| r2

choose random r2

sid2 =  r1| r2

r1 r2

computation of the unique session id
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CA- com p iled  „Referen ced “ DH- KE

User 1 User 2

sid1 =  r1| r2 sid2 =  r1| r2

X1|σ1

X2|σ2

accept with k1

choose random x1

X1 :=   gx1

k1 :=  (X2)x1

erase x1

X2|σ2

X1|σ1

accept with k2

choose random x2

X2 :=   gx2

k2 :=  (X1)x2

erase x2

 Recall: malicious part icipants may deviate from the protocol 
specif ication and internal states of honest part icipants may be revealed
 malicious users can exclude cont r ibut ions of honest users upon computing 

k (key control [M98], contributiveness[AST98], key replication[K05]) 

asynchronous unreliable 
communication channel

–

computation of the unique session id
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Attack agains t  Con tr ibu t iveness

User 1 User 2

sid1 =  r1| r2 sid2 =  r1| r2

X1|σ1

X2|σ2

accept with k1 =  k*

x1 :=  x*/ x2

X1 :=   gx1

k1 :=  (X2)x1

erase x1

X2|σ2

X1|σ1

accept with k2 =  k*

choose random x2

X2 :=   gx2

k2 :=  (X1)x2

erase x2

asynchronous unreliable 
communication channel

 malicious User 1 wishes that User 2 accepts k* =  gx* for some chosen  
x*

 malicious User 1 succeeds for any choice of x 2 in any protocol session

reveal

wait
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Gen er ic Solu t ion  for  Con t r ibu t iven ess

actively secure
GKE Protocol

P‘

actively secure
contributory
GKE Protocol

P‘ ‘

Building Blocks
 col l ision- resistant  pseudo- random funct ion  f (s, v)

 s – uniformly chosen secret seed, v – (public) input value
 col l ision- resistance

for all s ≠ s‘ holds f(s,v) ≠ f(s‘,v)
 pseudo- randomness

v → f(s,v) indist inguishable from a random function
 one- way permutat ion  π

 given π(x) it  is infeasible to f ind x

compiler for
contributiveness

CCON
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Security Com p iler  CCON

User 1 User 2

P‘
k1

P‘
k2

common public input

v

actively secure GKE protocol

choose random r1

sid1 =  r1| r2

r1 r2

computation of the unique session id

choose random r2

sid2 =  r1| r2

accept with K1 accept with K2

iterative embedding of ri

no further communication is needed

ρ1 :=  f(k1 ⊕ π(r1), v)

ρ2 :=  f(ρ1⊕ π(r2), v)

K1 :=  ρ2 

erase k1, ρ1, ρ2

ρ1 :=  f(k2 ⊕ π(r1), v)

ρ2 :=  f(ρ1⊕ π(r2), v)

K2 :=  ρ2 

erase k1, ρ1, ρ2
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Why d o we need  π ?

User 1 User 2

P‘
k1

P‘
k2

common public input

v

choose random r1

sid1 =  r1| r2

r1

r2

wait

ρ1 =  f(k ⊕ r1, v)

r2 =  ρ ⊕ ρ1

accept with K1 =  K*

ρ1 :=  f(k1 ⊕ r1, v)

ρ2 :=  f(ρ1⊕ r2, v)

K1 :=  ρ2 

erase k1, ρ1, ρ2

 assume that ρi =  f(ρi- 1 ⊕ r i, v) with ρ0 =  k
 malicious User 2 chooses K* =  f(ρ, v) for some chosen  ρ

r1asynchronous unreliable 
communication channel

accept with K*
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Mutual Authen t icat ion  Security

User 1 User n

... ...

con1 conn
...
...
...

...

...

...

...

...

...
...
...
...

asynchronous unreliable communication channel

User i

 key confirmation[MOV96]: all honest users who accept [S99] hold ident ical  keys

 mutual authentication[BR93]: all honest users who accept [S99] are aware 
of each other part icipation in the protocol

internal state
corruptions

internal state
corruptions

no assumptions
about malicious 

participants
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Gen er ic Solu t ion  for  Mu tu al  Au th .

Building Blocks
 col l ision- resistant  pseudo- random funct ion  f (s, v)

 similar to CCON

 digi tal  signature scheme (Gen, Sign, Verify)
 similar to CA

actively secure
GKE Protocol

P‘

actively secure
contributory 
GKE Protocol 

with
mutual 

authentication
P‘ ‘

compiler for
contributiveness

CCON

compiler for
mutual 

authentication
CMA

CMACON
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Security Com p iler  CMACON

User 1 User 2

P‘
k1

accept with K1

P‘
k2

common public input

User 1 : pk1 
User 2 : pk2

v v1, v2

sid1 =  r1| r2 sid2 =  r1| r2computation of the unique session id

pid1 =  User 1 |User 2 =  pid2

accept with K2

K1

iterative embedding of riK1 :=  
ρ2 

K2 :=  ρ2 

K2

µ1 =  f(K1, v1)

σ1 =  Sign(sk1, µ1|pid1|sid1)

Verify(pk2, µ1|pid1|sid1, σ2)

K1 =  f(K1, v2)

σ1

σ2

µ2 =  f(K2, v1)

σ2 =  Sign(sk2, µ2|pid2|sid2)

Verify(pk1, µ2|pid2|sid2, σ1)

K2 =  f(K2, v2)

σ2

σ1

actively secure GKE protocol

CMA CMA

key confirmation tokens
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Sum m ary
 security- enhancing compiler CMACON  

 contributiveness, key control, key replication
 key confirmation, mutual authentication, unknown- key 

share
 considers malicious part icipants and strong corruptions

 extended version appears at ATC 2007

 in the full paper
 formalized security definit ions
 (game- based) security proofs

Thank You!


