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Generalizing DDH

DDH: (g,g%,87,8Y) ~ (g,8%,8”,8%)

@ From 2-party to multi-party key exchange: Group
Diffie-Hellman [Ste96, BCP02b]

o given glli% for up to n — 1 exponents, decide g*" > vs. g’

@ More general polynomials expressions [Kil01]
a,b)

o g? and g”, and a (single) challenge g
@ Other extensions:

o General Diffie-Hellman Exponent (GDHE) [BBGO05]
e Square Exponent [MW96, CS00, Shp02]
e Inverse Exponent [SS01]
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Our Generalization of DDH

@ Adversary sees some gP(1»2:%) \where p in a fixed set P of
power-free polynomials

e polynomials instead of monomials

@ Adversary receives challenges gd(x1>2:Xn) \where g in a fixed
set Q of power-free polynomials

e multiple challenges allowed
e can be interleaved with gP(aXe%n)

© Adversary must decide between challenges and random
elements
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The (P, Q@)-DDH Experiment

Public: G = (g), sets P and Q

b
|

Xy —Zg, A€[l,n]
rﬂiZq, TeQ

A info, peP
Several, Yp Yy, — gP(XLr-wer%n)
interleaved
queries
challenge, geQ@ gq(Xl,...,X,,) T
Y, Yq= . o
. g if b=0
!
b/
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Our Main Result

Theorem (Informal)

Under conditions on P and Q that we identify, the
(P, Q)-DDH problem is:

e either trivial
e or hard provided the DDH assumption holds in G

e or impossible (unconditionally hard)

More formally: Adv(P-Q)-PPH < A AdyDPPH

— loss factor A to be studied. ..
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Applications of our Result

Application to protocols security

Key exchange
e direct/better proofs for previous assumptions (GDDH)

@ “one-line” proof of Burmester-Desmedt

Computational Soundness
@ symbolic, mechanical reasoning about protocols

@ symbolically derived results imply cryptographic security

Extension of Abadi-Rogaway symbolic language |

@ incorporate DH-like keys (previously missing)

@ symbolic proofs of indistinguishability
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(Non)-Trivial Challenges

Sometimes (P, Q)-DDH is trivial:
@ eg, P={x1,x} and Q = {x1 + x}
@ We restrict to linearly independent P and @

Definition (Non-trivial challenge)

Challenge (P, Q) is non-trivial if Span(P) N Span(Q) = {0} and
polynomials in @ are linearly independent.
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Impossible Challenges

Other extreme: adversary has 0 advantage

@ eg, P={x1,x,x1x2} and Q = {x3}

Definition (Impossible challenge)

Challenge (P, Q) is impossible if for any adversary A,
Adv!@PPH — g

Intuitively: cannot “reach” polynomials in Q from those in P

@ We formally identify such condition in the paper
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Proving the “Main” Part of the Theorem

Use ¢ successive transformations from a non-trivial challenge
(P, Q) into an impossible one

If A succeeds in the original challenge significantly better than
in the final one, then DDH is easy

Let (P, Q) be a non-trivial challenge. Assume the adversary makes
at most N oracle queries. Then (P, Q)-DDH is (e, t)-hard, with

€ =20 - €EDDH and tppH =t + N - toracle
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Proving the Theorem — Strategies

Build a sequence of challenges (Po, Qo), - - -, (P, Q):

Q@ Start from (P, Q) = (Po, Q) on variables X, ..., X,

@ Obtain (P,'_|_1, Qi+1) out of (P,', Q,')Z
e select X, and X, occurring in a monomial m € mon(P U Q)
e merge them into a new variable X,

VA, 3B : Adv( ¥ PPH < o AdyBPH 4 Ady [+ @in)-DPH

@ (Py, Q) is an impossible challenge on variables Xi, ..., Xon
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Improving the Tightness

The Random Self-Reducibility (RSR) property comes into play:

All “independence” of variables allows to use a single DDH
challenge to deal with all the steps (X, X,.) at once

—details omitted

Limitation: in the worst case, the loss of security may be
exponential
@ a factor 27 ('bad” monomials)

Most often the set of “bad” elements is empty: linear loss!
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Application: Group Key Exchange
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Applications to Key Exchange Protocols

Group Diffie-Hellman (GDDH): challenge (P, Q):

o P={[[;ce Xi| E C[1,n]} thatis, P contains all the
monomials of order up to n—1

°o Q= {ngiani}

@ Span(P)NSpan(Q) = {0}

@ P and Q contain only monomials

The reduction is linear !
6, = 2([7 — 1)€DDH
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The Burmester-Desmedt Protocol [BD94, KY03]

Overview of the protocol:
@ Each U; broadcasts g%i
@ Each U; broadcasts gXiXit1—Xi-1Xi
© The common secret is gX1Xet+Xa X1,

Security analysis in the passive setting:
@ Adversary observe transcripts (Execute queries)
@ Adversary try to distinguish a key (Test query)

@ These queries can be interwined

This actually corresponds to (P, @)-DDH assumption

e P= {Xi}lgign U {X,'X,'_H — X,'_1X,'}1§,'§n2 broadcasted stuff

o Q={>_"_1 XiXi11}: the shared secret
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Proof for Burmester-Desmedt

Span(P) N'Span(Q) = {0}, |Q[ =1

Theorem gives ¢ = 2neppn

Not optimal: use Random Self-Reducibility

= Obtain improved bounds matching [BD94, KY03]
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Application: Computational
Soundness
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Application to Symbolic Logic

Symbolic
analysis
Soundness
Protocols
theorem
Computational
analysis

We propose a symbolic language that includes exponentiation
Allows automatic reasoning on indistinguishability of
distributions
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Computational Soundness — Motivation

Three-party protocol (F is an arbitrary expression):

E(F) - (gX17gX2agX37{F}h(gX1X2X3))

More sophisticated: Burmester-Desmedt

X1 o Xo X3 X3 X1—X1Xo XiXo—XoX3 [ XoX3—XzX
E(F):(gl,gQ,g3,g31 142 gf1Ae—r273 2432341

' 8
{K}h(gX1X2+X2X3+X3X1)7 {F}K)

For security it suffices to show that E(F) and
E(0) are “indistinguishable”
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Our Symbolic Syntax

Start from Keys, Nonce and Exponents
Let Poly := power-free polynomials on Exponents

Define Msg set of expressions: gF°V | (Msg, Msg) | {Msg}keys

Security is captured via a deduction relation - [DY83]

Rules: Additional rules:
Er-{mlxk EFK E-gP E g
. A€ ZLq
EFm E I~ ghrta
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Equivalence vs Associated Distributions

Each expression has a pattern = information revealed via the -
relation [AR0O, Mic05]

E1, E; symbolically equivalent: E; = E;, if same pattern

Defined inductively: pat((E’, E”)) = (pat(E’), pat(E")), etc.

Each expression E maps to a distribution E on bitstrings

@ Induced by sampling Keys, Nonce, Exponents in appropriate
space

e Computed in a inductive manner
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Soundness Theorem

Theorem (Symbolic equivalence implies indistinguishability)

Let E1 and E, be two arbitrary /egpres/s\ions. If (1 = E>
(symbolically equivalent), then Ey ~ E, (computationally
indistinguishable).

Polynomials however need more care. ..
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On the Equivalence Condition

Some subtleties in defining equivalence for expressions that
contain polynomials. ..

DDH: identify £; = (gX,g%2,g5%?) and E = (g%, g™,
g”3) by renaming polynomial X1 X> to X3

Renamings of polynomials are not all valid:

o E; and E3 = (g%, g%, gX11%X): distinguishable, should not
be made indistinguishable by a mapping X1 X5 to X1 + X
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Soundness Theorem

We define Equivalence up to Renaming (denoted E; = E;) as a
relaxed equivalence notion, in which linear dependency of
polynomials is preserved.

Theorem (Symbolic equivalence implies indistinguishability)

Let E1 and E, be acyclic expressions. If E1 = E,, then E S /EZ

Acyclic expressions: avoid encryptions in which plaintext and key are linearly
dependent, as in {gxl,gxﬁ)@}h(gxz)
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Soundness Theorem — lllustration

E(F)= (gX1’ gxz7 gX3, gX3X1—X1X2’ gX1X2—X2X37 gX2X3—X3X17
{K}h(gX1X2+X2X3+X3X1)7 {F}K)

with F an arbitrary expression.

It is now clear how to prove the security automatically:

@ Use the (P, Q)-DDH assumption to transform the
expression into a “equivalent-up-to-renaming” one

@ The obtained expression E’(F) is trivially equivalent to
E'(0)

@ Use the soundness theorem to go to the computational
world!
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Conclusion

In this paper we propose
e a significant generalization of the DDH problem
e essentially not harder than standard DDH

We offer two applications:
e simple and tight security proofs for key exchange protocols

@ a computational soundness theorem that deals with
exponentiation and Diffie-Hellman-like keys

In progress: how to extend this last result to the case of active
adversaries
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talk = question

answer  satisfaction
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