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Introduction

Introduction

Improve probability bounds in proofs by sequences of games:

@ Shoup’s lemma introduces constant factors in probabilities of success
of attacks.

o We show that these constant factors can be eliminated.

@ The definition of secrecy introduces a factor 2 in the probability that
an adversary breaks secrecy.

o We show that this factor can sometimes be partly eliminated.

@ Application to the password-based protocol OEKE (One-Encryption
Key Exchange).

o We show that the adversary can test at most one password per session
of the client or of the server (instead of 3 passwords per interaction
with the client or server in the initial paper).

@ Improvements implemented in CryptoVerif.
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Shoup’s lemma

Proofs by sequences of games

Proofs in the computational model are typically proofs by sequences of
games [Shoup, Bellare&Rogaway]:

@ The first game is the real protocol.

@ One goes from one game to the next by syntactic transformations or
by applying the definition of security of a cryptographic primitive.
The difference of probability between consecutive games is negligible.

@ The last game is “ideal”: the security property is obvious from the
form of the game.

(The advantage of the adversary is O for this game.)

— — —
Protocol P1 P2 T Pn Property
to prove [negligible negligible negligible opvious
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Shoup’s lemma

CryptoVerif background: Indistinguishability

@ The game G interacting with an adversary (evaluation context) C is
denoted C[G].
o C[G] may execute events, collected in a sequence £.
e A distinguisher D takes as input £ and returns true or false.
o Example: D.(€) = true if and only if e € £. D, is abbreviated e.

e Pr[C[G]: D] is the probability that C[G] executes & such that
D(E) = true.

Definition (Indistinguishability)

We write G zf‘,/ G’ when, for all evaluation contexts C acceptable for G
and G’ with public variables V and all distinguishers D,

| Pr[C[G] : D] — Pr[C[G'] : D]| < p(C, D).
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Shoup’s lemma

Properties of indistinguishability

Reflexivity: G =Y G.
Symmetry: NV is symmetric.

Transitivity: /fG V G' and G' ~ V G", then G [‘,/er G".

Application of context: if G N,‘,/ G’ and C is an evaluation context
acceptable for G and G’ with public variables V, then

C[G] =Y C[G'], where p'(C', D) = p(C'[C[]], D) and

V' C VUVar(C).

© 00O
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Shoup’s lemma

Shoup's lemma

Goal: bound Pr[C[G,] : ]

0 J
probability p
J
Pr[C[Gn+1] : €]
event e y
probability p’
events ey and e never executed y

Pr[C[Go] : &) < p+ Pr[C[Gnyi1] s ]+ p
<p+p+p
<p+2p
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Shoup’s lemma

Improved version of Shoup's lemma

Goal: bound Pr[C[Go] : eg].

J

1 probability p

J

1 differ only when e is executed

Gnt1 event e )
1 probability p’
events ey and e never executed y

Pr[C[Go] : e0] < p+ Pr[C[G,] : eo]
< p+Pr[C[Gpy1] : &0 V €]
<p+p +Pr[C[Gy]: eV €]
<p+p
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Shoup’s lemma

Improved Shoup’s lemma

Lemma

Let C be a context acceptable for G and G’ with public variables V .

© Improved Shoup’s lemma:
If G’ differs from G only when G’ executes event e, then
Pr[C[G] : D] < Pr[C[G'] : DV €].
Q@ If G~y G, then Pr[C[G] : D] < p(C, D) + Pr[C[G] : D.
© Pr[C[G]: DV D'l < Pr[C[G] : D] + Pr[C[G] : D'].
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Secrecy

Definition of secrecy

Definition (Secrecy)

Let x be a one-dimensional array.
Let Ry be a process that

@ chooses a bit b;

@ provides test queries that, on input u, return x[u] when b=1 and a

random value y[u] when b = 0;

@ expects a value b’ from the adversary and executes event S when
b =b.

Let C be a context acceptable for G | R, without public variables that
does not contain S.

AstGecrecy(X)(C) =2Pr[C[G|R]:S]—-1
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Secrecy

Proof of secrecy

Goal: secrecy of x in Gy

Go ‘ Ry J
1 probability p
secrecy proved: Pr[C[G, | R,]:S] =3

AV (C) = 2PrClGo | R+ ] -1
<2(p+Pr[C[G, | R :S]) -1
<2p
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Secrecy

Proof of secrecy with Shoup's lemma

goal: secrecy of x in G }

1 probability p

J
1 differ only when e is executed

1 probability p’

Gy | R« secrecy proved: Pr[C[G, | R]:S] = 3 }
1 probability p”

Gy | R event e never executed y

AdVET () < 2(p+ PrC[Gy | R : S]) — 1
<2(p+Pr[C[Gp+1 | R]:SVe])—1
<2(p+p +Pr[C[Gy | R]:SVe]) -1
<2p+p +Pr[C[Gy | R :€]) <2(p+p +p")
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Secrecy

Improved proof of secrecy with Shoup's lemma

Go | R« goal: secrecy of x in Gy )y
probability p

differ only when e is executed

event e J
1 probability p’

secrecy proved: Pr[C[Gy | R¢]:S] = 3 J

Gr | Rx event e is independent of S

1 probability p”
Gpr | R event e never executed )

AdvET () < 2p+ P+ PrIC[Gy [ R =S Ve]) — 1
1
<2p+p + 5 PrCIGy | R - el) < 2p+p) +
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Secrecy

Improved proof of secrecy with Shoup's lemma

If CryptoVerif proves the secrecy of x in game G, and e, ..., e, are events
introduced by Shoup’s lemma in previous steps of the proof, then

1 1
Pr[C[G|RX]:S\/elv---\/e,,]§§+§Pr[C[G|RX]:el\/---\/e,,].

Events ey, ..., e, are independent of S.

PriC[G| R :SVer V- Ve
=Pr[C[G | Rd] :S]+Pr[C[G | R]:SA(e1V---V e

:%—i—Pr[C[G | R(]: =S]Pr[C[G | R]:e1V -V e

1 1
:§+§Pr[C[G|RX]:el\/---\/e,,]
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OEKE: One-Encryption Key Exchange

OEKE [Bresson et al, CCS'03]

@ The client and the server initially share a password pw.
@ They establish a strong key by

e a Diffie-Hellman key exchange

e with one message encrypted under the password
@ Assumptions:

o Computational Diffie-Hellman assumption (CDH)
o Ideal cipher model
e Random oracle model
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Client U Server S

shared pw
x&1,q-1]
Xego 2% y &g
Y g
Y ¢« Dp(Y) 25 Y Ep(Y)
Ky « Y*

Auth + H1(U||S||X][| Y[|Ku)
sky < Ho(U||S|IX||Y||Ky) 242 K, X¥
if Auth=H1(U||S||X||Y]|Ks) then
sks < Ho(U[|S[|X]|Y|Ks)
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Notations

o dictionary size N

@ Ny client instances under active attack
@ Ns server instances under active attack

@ Np sessions under passive attack

@ gp hash queries

@ g. encryption queries asked by the adversary

gs < Ns + Np server instances

gs < ge + Ny + Ns + Np encryption/decryption queries
h = length of the output of H;

g = order of G
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Proof of OEKE

goal: semantic security of the key Adv3®(C) = 2Pr[C[Go] : S] — 1
e _ 9 gsqe _, 298193
1 probability py = 50 T ot T 251
differ only when Encrypt is executed
d event Encrypt )
1 probability 2 o

)

differ only when Auth’ is executed
event Auth’ y

differ only when AskH is executed
event AskH )y
Pr[C[G7] : S] = 1, S independent of Encrypt, Auth’, and AskH

Pr[C[G7] : Encrypt] < ¢, Pr[C[G7] : Auth] < N5,
Pr[C[G7] : AskH] < thUCCth( t'), t' < tc + (Ny + Ns + Np + g + 1)7g
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Standard computation of probabilities

Pr[C[Go] : 9]

< po + Pr[C[Ga] : Encrypt] +

< po+ 2 N -+ 2Pr[C[Gg] : Auth "1+ 2Pr[C[Gy] : AskH] + -

< po + 2% +2 <Pr[C[G7] : AskH] + N> + 2Pr[C[G7] : AskH] + % +

Ns Ny

<po+2,2V + 4Pr[C[G7] : AskH] +2—= + — +

Ns
<Po+22,

So

Adv ake(C) <
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+ 8q,SuccE™ (') + 2py + 4—
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2
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Improved computation of probabilities

Pr[C[Go] : S] < po + Pr[C[Gs] : 9]
< po + Pr[C[G4] : SV Encrypt]

N
< po+ 27? + Pr[C[Gs] : S V Encrypt]
N
< po+ 27? + Pr[C[Gg] : SV Encrypt VV Auth’]

N
< po+ 7 + PrIC[Gr] : S v Encrypt V Auth’ v AskH]

1 1
+-+= Pr[C[G—,] : Encrypt V Auth’ vV AskH]

2
1 Ny | Ns cdh
+2+2(N+N+qh5ucc (t)

Ns
S T

< Ns
Pot o

So

Ns + N Ns
%+qh5uccgj( )+2po+22,
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Impact on EKE: semantic security

@ Standard computation of probabilities:

4fV5-+—2fVU

ake
<
AdvE(C) < —

cdh(

+ 8qp x SuccE"(t') + collision terms

@ Improved computation of probabilities:

Ns + Ny

AdvEe(C) <
(C) < N

+ qp X Succhh( t') + collision terms

@ The adversary can test one password per session with the parties.
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Impact on EKE: one-way authentication

@ Standard computation of probabilities:

< 2Ns + Ny

Advg™(C) < —,

+ 3qp x Succ@" () + collision terms

@ Improved computation of probabilities:

Ns + Ny
N

cdh

Advaauth(c) < + gp x Succ@"(t") + collision terms

@ The adversary can test one password per session with the parties.
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Conclusion

Conclusion

@ We eliminate some constant factors in probabilities, when Shoup’s
lemma is applied.

@ (Minor) improvement in probability bounds.

@ Can be important for password-based protocols, for instance.

o Applied to OEKE: optimal bound of one tested password per session
under active attack.

@ Can be applied in manual proofs and implemented in CryptoVerif.
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