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Abstract tational model, cryptographic primitives are functions on
bitstrings and the adversary is a polynomial-time proba-
We present a new mechanized prover for showing cor-bilistic Turing machine. In this realistic model, proofsar
respondence assertions for cryptographic protocols in the usually manual. In the formal, Dolev-Yao model, crypto-
computational model. Correspondence assertions are use-graphic primitives are considered as perfect blackboxes re
ful in particular for establishing authentication. Our tec resented by function symbols, and the adversary is restrict
nigue produces proofs by sequences of games, as standartb compute with these blackboxes. There already exist sev-
in cryptography. These proofs are valid for a number of ses- eral techniques for proving correspondence assertions au-
sions polynomial in the security parameter, in the presencetomatically in this abstract model, e.g. [17, 36]. However,
of an active adversary. Our technique can handle a wide in general, these proofs are not sound with respect to the
variety of cryptographic primitives, including shared-can  computational model.
public-key encryption, signatures, message authentioati Since the seminal paper by Abadi and Rogaway [6],
codes, and hash functions. It has been implemented in thehere has been much interest in relating both models [4,
tool CryptoVerif and successfully tested on examples from11, 14, 30, 31, 38, 39, 48, 49], to show the soundness of the
the literature. Dolev-Yao model with respect to the computational model,
and thus obtain automatic proofs of protocols in the com-
putational model. However, this approach has limitations:
1. Introduction since the computational and Dolev-Yao models do not cor-
respond exactly, additional hypotheses are necessary in or
Correspondence assertions on cryptographic protocolsder to guarantee soundness. (For example, for symmetric
are properties of the form “if some events have been exe-encryption, key cycles have to be excluded, or a specific
cuted, then some other events have been executed”, whergecurity definition of encryption is needed [8].)
each event corresponds to a certain point in the protocol, In this paper, we adopt a different approach: our
possibly with arguments. An event can be formalized by tool proves correspondences directly in the computational
a special instructiorevent e(Mq, ..., M,,), which sim- model. In order to achieve such proofs, we extend our pre-
ply records that the event(M;, ..., M,,) has been exe- vious approach for secrecy [19, 20]. We produce proofs by
cuted. Woo and Lam [61] introduced correspondence as-sequences of games, as used by cryptographers [16, 55-57]:
sertions to express the authentication properties of cryp-the initial game represents the protocol, for which we want
tographic protocols, such as “iB terminates a run of to prove thatthe probability of breaking a certain correspo
the protocol, apparently witid, then A has started a run  dence is negligible; intermediate games are obtained each
of the protocol, apparently wittB.” This property can  from the previous one by transformations such that the dif-
be written more formally “ifevent Bterminates(A) has  ference of probability between consecutive games is neg-
been executed, thesvent Astarts(B) has been executed”, ligible; the final game is such that the desired probability
whereevent Bterminates(X) occurs at the point where can directly be shown to be negligible from the form of the
B terminates a run and he thinks he talks X and game. The desired probability is then negligible in the ini-
event Astarts(Y') occurs at the point wherd starts arun  tial game.
with Y. Correspondence assertions have become a standard In order to extend our approach to correspondence asser-
tool for reasoning on cryptographic protocols. tions, we slightly extend the calculus that we use to repre-
The main novelty of our work lies in the model in which sent games, so that it can specify events. The game trans-
we prove correspondence assertions. Indeed, there are twformations that we used for secrecy can also be used for
main models for cryptographic protocols. In the compu- correspondences, without change. However, we still need



to check that the correspondence holds on the final gameshares some limitations with the computational soundness
So, we introduce a rich language of correspondence asserresults, for instance the exclusion of key cycles and the fac
tions, and show how to check them automatically. This that symmetric encryption has to be authenticated. It re-
language allows one to specify both injective correspon- lates the computational model to a non-standard version of
dences (if some event has been executéithes, then some  the Dolev-Yao model, in which the length of messages is
other events have been executed at leatstnes) and non-  still present. It has been used for a computationally-sound
injective correspondences (if some events have been exemachine-checked proof of the Needham-Schroeder-Lowe
cuted, then some other events have been executed at leagtrotocol [58].
once), as well as properties of the form “if some events have  Canetti and Herzog [26] show how a Dolev-Yao-style
been executed, then some formula holds”. symbolic analysis can be used to prove security properties
Moreover, we also show how to use correspondences inof protocols (including authentication) within the frame-
order to prove mutual authentication and authenticated keywork of universal composability [24], for a restricted das
exchange. Mutual authentication is an immediate conse-of protocols using public-key encryption as only crypto-
guence of correspondences. The situation is more subtle foigraphic primitive. Then, they use the automatic Dolev-Yao
authenticated key exchange: intuitively, we need to prove verification tool ProVerif [18] for verifying protocols irhis
the secrecy of the key. Since the key is shared between twdramework.
participants of the protocol, the secrecy of the key is not  Canetti et al. [25] use the framework of time-
simply the secrecy of a single variable, as we could prove bounded task-PIOAs (Probabilistic Input/Output Autorhata
in [19,20]. However, we show that by combining corre- for proving cryptographic protocols in the computational
spondences with the secrecy of the variable that containsmodel. This framework allows them to combine probabilis-
the key for one of the participants of the protocol, we can tic and non-deterministic behaviors.
prove the standard notion of authenticated key exchange. Lincoln et al. [44, 45, 47, 50, 54] developed a probabilis-
The prover succeeds in a fully automatic way for many tic polynomial-time calculus for the analysis of security
examples. For delicate cases, our prover allows the user tqrotocols. This calculus comes with a notion of process
indicate the main game transformations to perform, such asequivalence, used in particular to prove authenticatioppr
applying the security of a certain cryptographic primitive erties in [45]. This calculus resembles ours in that both are
for a certain secret key. Importantly, the prover is always probabilistic polynomial-time variants of the pi calculus
sound, whatever indications the user gives. (The restriction chooses a fresh random number. The repli-
The verification of correspondences has been imple-cation is polynomially bounded.) However, it differs from
mented in our prover CryptoVerif (19200 lines of Ocaml for our calculus since it uses an explicit probabilistic sched-

version 1.06 of CryptoVerif), available #ittp://www. uler while, in our calculus, the adversary schedules the pro

di.ens.fr/ ~ blanchet/cryptoc-eng.html . cesses. Our calculus also adds arrays in order to store all
values of variables, which is key to our proofs, as we shall
see below.

Related Work Results that show the soundness of the ) .
Dolev-Yao model with respect to the computational model, ~ Datta et al. [32,33] have designed a computationally
e.g. [31, 39, 49], make it possible to use Dolev-Yao provers S0und logic that enables them to prove computational se-
in order to prove correspondences in the computational CUrity properties using a logical deduction system.
model. In particular, a tool [29] has been built based on[31] ~ Corin and Hartog [28] use a probabilistic Hoare-style
in order to make computational proofs using the Dolev-Yao logic for formalizing game-based cryptographic proofs.
prover AVISPA, for protocols that use public-key encryp- All these frameworks can be used to prove security prop-
tion and signatures. However, computational soundnesserties of protocols in the computational sense, but except
results have limitations, in particular in terms of allowed for [26] which relies on a Dolev-Yao prover and for the
cryptographic primitives (they must satisfy strong setyuri machine-checked proofs of [58], they have not been mech-
properties so that they correspond to Dolev-Yao style primi  anized up to now, as far as we know.
tives), and they require some restrictions on protocolsh{su Other works provide proofs in the computational model,
as the absence of key cycles). but only for secrecy. Laud [41] designed an automatic anal-
Several frameworks exist for formalizing proofs of pro- ysis for protocols using shared-key encryption, with pas-
tocols in the computational model. Backes, Pfitzmann, sive adversaries. He extended it to active adversaries, but
and Waidner [10-12] have designed an abstract crypto-with only one session of the protocol [42]. The type sys-
graphic library including symmetric and public-key encryp tem of [9, 43] handles shared-key and public-key encryp-
tion, message authentication codes, signatures, and :ioncdion, with an unbounded number of sessions. This system
and shown its soundness with respect to computationalrelies on the Backes-Pfitzmann-Waidner library.
primitives, under arbitrary active attacks. This framekvor Barthe, Cerderquist, and Tarento [13,59] have formal-



ized the generic model and the random oracle model in Go = ¢o(); new 1k 4 : keyseed; let pka = pkgen(rka) in
the interactive theorem prover Coq, and proved signature let sk = skgen(rka) in e1(pka); (Qa | Q)
schemes in this framework. In contrast to our specialized _ jia<n
prover, proofs in generic interactive theorem provers nequ -
a lot of human effort, to build a detailed enough proof for
the theorem prover to check it.

Halevi [37] explains that implementing an automatic
prover based on sequences of games would be useful, anB =
suggests ideas in this direction, but does not actuallyémpl
ment one.

calial(xn : nonce, xp : host);

event ea(pka,xp,TN);new r : seed;

cslial(sign(concat(pka, xp, xN), ska, 7))

15=<ney i) (zpn, : Phey); new N : nonce;

es[iB](N, B); cslip](s : signature);
if verify(concat(zpk,, B, N), Tpk,, S) then
if pr, = pka thenevent eg(zpi,, B, N)
Outline The next section recalls the process calculus that
we use to represent games and extends it with events. SecFhe process7, is assumed to run in interaction with an
tion 3 defines the correspondence assertions that we proveadversary, which also models the networky, first re-
Section 4 recalls the definition of observational equiveden ceives an empty message on chanfglsent by the ad-
and extends it with events. Section 5 illustrates on an exam-versary. Then, it chooses randomly with uniform proba-
ple the game transformations used in our proofs. Section 6bility a bitstringrk 4 in the typekeyseed, by the construct
details how we prove correspondences. Section 7 showswew rks : keyseed. A type T, such askeyseed, aims at
how to prove standard notions of authentication and authen-denoting a set of bitstrings. However, the considered set of
ticated key exchange using correspondences. Finally, Sechitstrings depends on the security parametewhich de-
tion 8 summarizes our experimental results and Section 9termines the length of keys. So, more precisely, a type
concludes. The long version of the paper [21] contains de-corresponds for each value gfto a set of bitstrings de-
tails on the semantics of the calculus, the proof engine wenoted byI, (7). Then,G, generates the public keyk 4
use for reasoning on games, the proofs of our results, andcorresponding to the coing: 4, by calling the public-key
our experiments. generation algorithnpkgen. Similarly, Gy generates the
secret keysk 4 by calling skgen. It outputs the public key
pk4 on channety, so that the adversary has this public key.
After outputting this message, the control passes to the
receiving process, which is part of the adversary. Several
In this section, we review the process calculus defined processes are then made available, which represent tise role
in [19, 20] in order to model games used in computational of A and B in the protocol: the proces3, | Q is the par-
security proofs. This calculus has been carefully designedg]je| composition ofQ 4, andQ z; it makes simultaneously
to make the automatic proof of cryptographic protocols eas- available the processes definedjn andQp. LetQ’, and
ler. We extend j[h_IS_ calculus with parametric events, which ", be such tha, = !"4=<"Q’, andQp = !"5<"Q/;.
serve in the definition of correspondences. The replication’4<"Q’, represents copies of the process
We illustrate this calculus on the following example, in- ', indexed by the replication index,. (The symboln
spired by the corrected Woo-Lam public key protocol [62]: corresponds to an integdy,(n) for each value of the se-
curity parameter); I, (n) is required to be a polynomially
bounded function of;).) The processy)’, begins with an
input on channets[i4]; the channel is indexed withy so
that the adversary can choose which copy of the pro@éss
receives the message by sending it on chaayjél ] for the

2. A Calculus for Games

B— A:(N,B)
A_’B:{pkA;BaN}SkA

This protocol is a simple nonce challengB: sends toA

a fresh noncéV and its identity. A replies by signing the
nonceN, B’s identity, andA’s public key (which we use
here instead ofl’s identity for simplicity: this avoids hav-

appropriate value of4. The situation is similar foR’;,
which expects a message on chann@lz]. The adversary
can then run each copy 6§/, or Q5 simply by sending a

ing to relate identities and keys; the prover can obviously message on the appropriate channls] or c¢4ip].

also handle the version with’s identity). The signatures

The process)’; first expects on channel[iz] a mes-

are assumed to be (existentially) unforgeable under chosersager,;, in the typepkey of public keys. This message is

message attacks (UF-CMA) [35], so, whé&nreceives the
signature,B is convinced thatd is present. The signature
cannot be a replay because the nontes signed.

In our calculus, this protocol is encoded by the following
proces<, explained below:

not really part of the protocol. It serves for starting a new
session of the protocol, in whicB interacts with the par-
ticipant of public keyz,, . For starting a session between
A and B, this message should & 4. Then,Q’; chooses
randomly with uniform probability a nonc#& in the type



nonce. The typenonce is large: a typeT’ is largewhen the
inverse of its cardin T 1S negligible, so that collisions

such indices are found, it executBsotherwise, it executes
P’. When several values of indices are possible, each possi-

between independent random numbers chosen uniformly inble value is chosen with the same probability. For example,

a large type have negligible probability. (The probability
f(n) is negligiblewhen for all polynomials;, there exists
no € N such that for ally > n, f(n) < ﬁ The prob-
ability f(n) is overwhelmingvhenl — f(n) is negligible.)
@’z sends the messag@#&/, B) on channets[iz]. The con-

find u < n suchthat defined(zy[u]) A zy[u] = N then P
looks for an indexu such that y[u] is defined and equal
to N. Here, thefind construct does not occur in the initial
game, but will be introduced by game transformations.
As detailed in [19, 20], we require somell-formedness

trol then passes to the receiving process, included in the ad invariantsto guarantee that bitstrings are of their expected
versary. This process is expected to forward this messagdyPe and that arrays are used properly (that each cell of an

(N, B) on channeksli4], but may proceed differently in
order to mount an attack against the protocol.

Upon receiving a messade v, zp) on channeks[ia],
where the bitstringe v is in the typenonce andzp in the
type host, the process)’, executes the evemly (pka,zp,

xzn). This event does not change the state of the system

Events just record that a certain program point has been®>: : 4 X _ ;
t_d|t|0nal details on this calculus and its semantics. Given

reached, with certain values of the arguments of the even
Then,@’, chooses randomly with uniform probability a bit-
stringr in the typeseed; this random bitstring is next used
as coins for the signature algorithm. Finally, outputs the
signed messagfpka, p, N sk, - (The functionconcat

concatenates its arguments, with information on the length
of these arguments, so that the arguments can be recoveretions-
from the concatenation.) The control then passes to the

array is assigned at most once during execution and that
variables are accessed only after being initialized).

All processes of our calculus run in probabilistic poly-
nomial time. The semantics of the calculus is defined by a
probabilistic reduction relation on semantic configunaio
C. We denote hyinitConfig(Q) the initial configuration

associated to procegs We refer the reader to [19] for ad-

a mappingp from variable names to bitstrings, we write
p, M || a when the termM (built from function sym-
bols and variables, without array accesses) evaluates-to bi
stringa. We denote byPr[@ ~~ ¢(a)] the probability that

@ outputs the bitstring: on channelk after some reduc-
We denote by a sequence of events of the form
ay), wheree is an event symbol and, ..., a,

e(ay,...,

receiving process, which should forward this message onare bitstrings. We denote tt[3(C, £), initConfig(Q) =

channekg[ip] if it wishes to run the protocol correctly.

Upon receiving a messageon cg[ig], Q’p verifies that
the signatures is correct and, itr,,, = pka, thatis, if B
runs a session with, it executes the eveng (zpx, , B, N).
Our goal is to prove that, if events is executed, then event
e 4 has also been executed. However, wiamuns a session
with a participant other thad, it is perfectly correct that
B terminates without event, being executed; that is why
eventep is executed only whem runs a session with.

In our calculus, all variables defined under a replication
are implicitly arrays. For example, the variahlg defined
under!’2 <" js implicitly an array indexed by the replication
indexi4: xy is an abbreviation fot 5 [i 4]. Similarly, z g is
an abbreviation forg[i 4], r for r[ia], zpk, for zpk, iz,
N for N[ig], ands for s[ig]. Using arrays allows us to

C A ¢(C, £)] the probability that there exists a sequence of
events€ and a semantic configuratidd such thatQ re-
duces toC, executing event§ on the trace, and the logi-
cal formulag(C, £) holds. We denote bPr[Q ~ &] =

Pr[3C, initConfig(Q) £, CAC does not redudehe prob-
ability that the proces§ executes exactly the sequence of
eventse, in the order of€. These probabilities depend on
the security parameter, we omit it to lighten notations.

We use arevaluation context' to represent the adver-
sary. An evaluation context is a process with a hole, of
one of the following forms: a holé], a process in par-
allel with an evaluation contex) | C, or a restriction
newChannel ¢; C, which limits the scope of the channel
to the contextC. We denote by”[Q] the process obtained
by replacing the hole of’ with Q. WhenV is a set of vari-

remember the values of the variables in each copy of theables defined i), an evaluation context is said to beac-
processes, so that the whole state of the system is availableceptablefor (Q, V') if and only if C' does not contain events,

In our calculus, arrays replace lists often used by cryptog-

raphers in their proofs. For example, during the proof, all
messages signed undet, would be stored in a list, and
by the unforgeability of signatures, when the verificatién o

the signature of a message succeeds, we would be sure thalhat thereplication indices atP arei;, .. .,

this message occurs in the list. In our calculus, we willestor

the common variables @f and@ are inV, andC'[Q)] satis-
fies the well-formedness invariants. The Betontains the
variables the context is allowed to access (using).
When P is under replicationg1<m  im<nm e say
im. We denote
by?a sequence of replication indicés. . . , i,,, and by]\7

messages in arrays instead. Arrays come with a lookup con-a sequence of term¥/y, . .., M,,,. We denote byc(P) the

struct: find u; < nq,..., Uy, < N, suchthat defined (M7,
..., M;) A M then P else P’ looks for indicesuy, ..
such thatdfq, ..., M, are defined and/ is true. When

'7um

set of free channels d?, and byvar(P) the set of variables
that occur inP. We also use the notatioar(-) for contexts,
terms, and formulas.



3. Definition of Correspondences

In this section, we define non-injective and injective cor-

respondences.

3.1. Non-injective Correspondences

A non-injective correspondence is a property of the form
“if some events have been executed, then some other events

Example 1 Referring to the examplé&, of Section 2, the
correspondence

event(ep(x,y, 2)) = event(ea(x,y, 2)) Q)

means that, with overwhelming probability, for ally, z,
if eg(x,y,z) has been executed, then(z, y, z) has been
executed.

The correspondence

have been executed at least once”. Here, we generalize oyent(e,(x)) A event(ez(z)) =

these correspondences to implications between logical for
mulaey = ¢, which may contain events. We use the fol-

lowing logical formulae:

¢ = formula
M term
event(e(My, ..., Mp,)) event
b1 N\ o conjunction
1V P2 disjunction
Terms M, M, ..., M,, in formulae must not contain ar-

ray accesses, and their variables are assumed to be distingt

from variables of processes. The formula holds when
M evaluates tarue. The formulaevent(e(My, ..., M,))
holds when the evert(My, ...

£ satisfies the formul@, in the environmenp that maps
variables to bitstrings. We define £ + ¢ as follows:

p, € M ifand only if p, M |} true
p, €+ event(e(My, ..., M,,)) if and only if

forall j <m, p,M; | a; ande(a,...,an) € €
p,EE 1 Ao ifandonlyif p, £+ ¢y andp, £ F ¢o
p,EE 1V goifandonlyifp, £ ¢y orp, EF po

Formulae denoted by are conjunctions of events.

Definition 1 The sequence of evenfssatisfies the corre-
spondence) = ¢, written £ + ¢ = ¢, if and only if for
all p defined onvar(t) such thatp, £ + ¢, there exists an
extensiory’ of p to var(¢) such thap’, £ + ¢.

Intuitively, a sequence of evenfssatisfies) = ¢ when,
if £ satisfiesy, then& satisfiesp. The variables of) are
universally quantified; those @f that do not occur in) are
existentially quantified.

Definition 2 The processy satisfies the correspondence

¥ = ¢ with public variablesV if and only if for all
evaluation context€ acceptable fofQ, V), Pr[3(C, &),

initConfig(C[Q]) < C A € I/ ¥ = 4] is negligible.

A process satisfieg = ¢ when the probability that it
generates a sequence of evehithat does not satisfy =

, M,,) has been executed.
The conjunction and disjunction are defined as usual. More
formally, we writep, £ + ¢ when the sequence of events

event(eg(x)) V (event(es(z,y)) A event(es(y, 2)))

means that, with overwhelming probability, for ai| if

e1(z) andes(z) have been executed, theg(z) has been
executed or there existg such that bothes(x,y) and
es(x,y) have been executed.

3.2. Injective Correspondences

Injective correspondences are properties of the form
If some event has been executedtimes, then some
other events have been executed at leadtmes”. In
order to model them in our logical formulae, we ex-
tend the grammar of formulae with injective events
inj-event(e(My, ..., M,,)). The formulay is a conjunc-
tion of (injective or non-injective) events. The condition
on the number of executions of events apply only to injec-
tive events.

The definition of formula satisfaction is also extended:
we indicate at which step each injective event has been exe-
cuted, by a “pseudo-formulas™ obtained from the formula
¢ by replacing terms and non-injective events withand
injective events with the stepat which they have been ex-
ecuted (that is, their indexin the sequence of evenf$ or
L when their execution is not required. For example, &
inj-event(ey(x)) A (inj-event(ez(x)) V inj-event(es(x))),
then¢” is of the formr; A (72 V 73) wherer is the ex-
ecution step ok, (x) and eitherr, is the execution step of
ea(x) Or 73 is the execution step @f(z). (One of the steps
5 andrs3 may be., but not both.) We define formula sat-
isfactionp, £ F¢" ¢ as follows:

p, € F+ M ifand only if p, M || true
p,& F+ event(e(My, ..., M,,)) if and only if

forall j <m, p,M; | a; ande(a,...,an) € €
p, € F7 inj-event(e(My, ..., My,)) ifand only if 7 # L,
forall j <m, p,M; | a;, ande(a1, ..., an) = E(T)

0, E FP11%3 1 A by if and only if
p,EF® ¢ andp, £ F2 ¢y

0, E FP1VO: ¢ v by if and only if
p,E F9T gy orp, € HP gy

¢ is negligible, in the presence of an adversary representedThis definition differs from the case of non-injective cor-

by the context”'.

respondences in that we propagate the pseudo-forgiula



and, in the case of injective events, we make sure that the3.3. Property

event has been executed at stepy requiring thatr # |
ande(ay, ..., am) = E(T).

Given a functionF that maps)™ to ¢7, theprojection f
of FF to the leaf at occurrenceof ¢ is such thaif (v7) is the
leaf at occurrence of F(v 7). For example, iff mapsy™ to
¢™ of the formr, A (72 V 73), thenF has three projections,
which mapy™ to 71, 72, andrs respectively. We say thét
is component-wise injectivghen each projectioff of IF is
such thatf (¢]) = f(¢3) # L impliesy] = 7. (Ignoring
the resultL, f is injective.)

Definition 3 The sequence of evenfssatisfies the corre-
spondence) = ¢, written& + ¢ = ¢, if and only if there
exists a component-wise injectifesuch that for allp de-

fined onvar(y), for all )™ such thap, £ ¥ v, there exists
an extension’ of p to var(¢) such thap’, £ FF¥7) ¢,

Intuitively, a sequence of evenfssatisfies) = ¢ when, if
£ satisfies) with execution steps defined by, then€ sat-
isfies¢ with execution steps defined (™). The injec-
tivity is guaranteed becaugeis component-wise injective.
Definition 2 is unchanged for injective correspondences.

Example 2 Referring to the examplé&y of Section 2, the
correspondence

inj-event(ep(x,y,2)) = inj-event(ea(z,y,2)) (2)
means that, with overwhelming probability, each execu-
tion of eg(z,y,2) corresponds to a distinct execution of
ea(z,y, z). In this casey™ is simply the execution step of
ep(z,y,z) and¢” the execution step of4(z,y,z). The
function F is an injective function that maps the execu-
tion step ofeg(z, y, z) to the execution step @f (z, y, 2).
(This step is nevet .)

The correspondence

event(ej(x)) A inj-event(ez(x)) = inj-event(es(z)) V
(inj-event(eq(z,y)) A inj-event(es(z,y)))

means that, with overwhelming probability, for all if
e1(x) has been executed, then each execution @f) cor-
responds to distinct executions«f{ ) or to distinct execu-
tions ofey4(x, y) andes(x, y). The functionF maps.L A o
to7s V (14 AT5), Wherers, 73, 74, 75 are the execution steps
of ea(z), e3(x), ea(x,y), es(x, y) respectively (eithers or
74 and7s may bel). The projections off map L A 7 to
T3, T4, andTs respectively.

When no injective event occurs ih = ¢, Definition 3
reduces to the definition of non-injective correspondences

The next lemma is straightforward. It shows that corre-
spondences are preserved by adding a context.

Lemma 1 If @ satisfies a correspondencewith public
variablesV and C' is an evaluation context acceptable for
(Q,V), then for allV' C V U (var(C) \ var(Q)), C[Q]
satisfies: with public variablesl”’.

4. Observational Equivalence

The notion of observational equivalence is key to proofs
by sequences of games. It can be seen as an adaptation
to the computational model of the notion of observational
equivalence used in the spi calculus [3] in the Dolev-Yao
model. We review the definition observational equivalence
and its properties, adapting them to the presence of events.

In the next definition, we use an evaluation contéxo
represent an algorithm that tries to distingu{@tirom Q’.

Definition 4 (Observational equivalence)Let @ and @’

be two processes that satisfy the well-formedness invari-
ants. LetV be a set of variables defined hand@’, with

the same types.

We say that) and Q' are observationally equivalent
with public variablesV/, written Q ~" @’, when for all
evaluation context§’ acceptable fof@, V) and (Q',V),
for all channelsc and bitstringsa, | Pr[C[Q] ~~ ¢(a)] —
Pr[C[Q'] ~» ©(a)]| is negligible and}_. |Pr[C[Q] ~
& — Pr[C[Q'] ~ £&]| is negligible.

This definition formalizes that the probability that an al-
gorithm C distinguishes the gamég and @’ is negligible.

The contextC' is allowed to access directly the variables in
V (usingfind). WhenV is empty, we writeQ ~ Q’.

This definition makes events observable, so that observa-
tionally equivalent processes execute the same events with
overwhelming probability.

The following lemma is straightforward:

Lemma?2 1. =Y is reflexive, symmetric, and transitive.

2. If Q =Y @ and C is an evaluation context ac-
ceptable for(Q,V) and (Q’, V), then for all V' C

VU (var(0) \ (var(Q) Uvar(Q"))), C[Q] =V C[Q'].

3. IfQ ~Y Q' andQ satisfies a correspondencewith
public variablesV, then so doe§)’.

The transitivity of~" and Property 3 of Lemma 2 are key
to performing proofs by sequences of games. Indeed, our
prover starts from a gam@, corresponding to the real pro-
tocol, and builds a sequence of observationally equivalent



gamesG, ~Y G, =V ... &Y G,,. By transitivity, we
conclude that?y, ~" G,,. By Property 3, ifG,, satisfies
a certain correspondence with public variablésthen so
doesGy. The sequencé&y ~Y G, =Y ... =&Y G, is

~

built by game transformations. Some of these transforma-

tions rely on security assumptions of cryptographic primi-
tives; others are syntactic transformations used to sfgnpli

equalitym[u] = concat(zpk,, B, N) can be replaced with
(Xpka = Pka) N (B =zplu]) A (N = zn[u]). (Recall that
the result of theconcat function contains enough informa-
tion to recover its arguments.) This transformation regac
the function symbolgkgen, skgen, sign, andverify with
primed function symbolgkgen’, skgen’, sign’, andverify’
respectively, to avoid repeated applications of the urdeorg

games. Since these transformations are the same for correability of signatures with the same key. (The unforgeapilit
spondences as for secrecy, we do not detail them here, anof signatures is applied only to unprimed symboils.)

refer the reader to [19,20]. (These transformations leave
events unchanged.) Next, we illustrate them on an exampleGy ~ G;.

5. A Proof by a Sequence of Games

In this section, we explain the transformations performed

on the proces&, of Section 2. By the unforgeability of sig-
natures, the signature verification with 4 succeeds only
for signatures generated witl: 4. So, when we verify that
the signature is correct, we can furthermore check thatit ha
been generated using 4. So, after game transformations
explained below, we obtain the following final game:

G1 = co();new k4 : keyseed;
let pk4 = pkgen'(rka) in T (pka); (Q1a | Qi)
Qia ="15"¢ylial(zn : nonce,xp : host);
event e (pka,xp,TN);
let m = concat(pka,zp,xN) in
new 7 : seed; c3[ia](sign’ (m, skgen’ (rk), 7))
Qi = ""="cy[ig)(xpn, : pkey);new N : nonce;
cs[ip](N, B); csli](s : signature);
find u < n suchthat defined(m[u], zg[u], zn[u])
A (@pr, =Dpka) AN (B =zplu]) A (N =zn(u])
A verify’ (concat(zpk , , B, N), Zpk ., 8) then
event eg(Zpi 4, B, N))

The assignmengk s = skgen(rk4) has been removed
andskgen(rk4) has been substituted fek 4, in order to
make the termsign(m, skgen(rk,), ) appear. This term is
needed for the security of the signature scheme to apply.

In Q1 .4, the signed message is stored in variableand
this variable is used when computing the signature.

The soundness of the game transformations shows that
We will prove thatG, satisfies the corre-
spondences (1) and (2) with any public variablés in
particular with V/ (. By Lemma 2, Property 3

also satisfies these correspondences with public variables
V = (. Let us sketch how the proof of correspondence (1)
for the gameG; will proceed. LetQ), and Q)5 such
thatQia = 1"4="Q}, andQip = !"?="Q} 5. Assume
that eventep is executed in the copy @} ; of indexig,

that is, ep(zpi, [iB], B, N[ig]) is executed. (Recall that
the variablesr,,,,, N, u, ... are implicitly arrays.) Then

the condition of theind aboveep holds, that isyn[ulig]],
zplulig]], andzy[ufip]] are definedz,,[ig] = pka,

B = zp[ulig]], andN[ig] = zn[u[ip]]. Moreover, since
m[ulig]] is defined, the assignment that definetias been
executed in the copy af} 4 of indexis = wulig]. Then

the eventes(pka,zp,zn), located above the definition

of m, must have been executed in that copyf,, that

is, ea(pka,xplulip]],xn[u[ip]]) has been executed. The
equalities in the condition of thiénd imply that this event is
alsoe(zpr,[in], B, N[ig]). To sum up, ifeg(zpr, i8],

B, N[ig]) has been executed, theq(z,x , [i5], B, N[ig])

has been executed, so we have the correspondence (1). This
reasoning is typical of the way the prover shows correspon-
dences. In particular, the conditions of array lookups are
key in these proofs, because they allow us to relate values
in processes that run in parallel (here, the processes that
representd and B), and interesting correspondences relate
events that occur in such processes. In the next section, we
detail and formalize this reasoning, both for non-injeetiv
and injective correspondences.

6. Proving Correspondences

In this section, we explain how our prover shows that a

Finally, using the unforgeability of signatures, the game satisfies a correspondence. We first sketch the tech-
signature verification has been replaced with an array hique we use for collecting properties of games, then we
lookup: the signature verification can succeed only when handle the simpler case of non-injective correspondences,
concat (., B, N) has been signed witkk 4, So we look before generalizing to injective correspondences.
for the messageoncat(z,,, B, N) in the arraym and
the eventep is executed only when this message is found. 6.1. Reasoning on Games
In other words, we look for an index < n such that
mu] is defined andn[u] = concat(z,y,, B, N). By def-
inition of m, mlu] = concat(pka,zplu],xn(u]), SO the

The proof of correspondences relies on two techniques
for reasoning on games. These techniques were already



used for simplifying games, so we summarize them briefly 6.2. Non-injective Correspondences
and refer the reader to [19] for details.

First, we collect facts that hold at each program point Intuitively, in order to prove that a proces, satisfies
in the game. We use the following facts: the tefm a non-injective correspondenge=- ¢, we collect all facts

means thatM/ is true, defined(M) means thatV/ is de- that hold at events i and show that these facts imply
fined, andevent(e(My,...,M,,)) means that the event using the equational prover.
e(M,...,M,,) has been executed. The set of true facts We collect facts that hold when the evefthas been

collected at program poin® is denoted byFp. We collect executed, as follows.
these facts as follows: o
Definition 5 (P follows F', Fr p) WhenF' = event(e(Mj,
e We take into account facts that come from assign- ---»Mm)) @nd P is such thatevent e(Mj, ..., My, ); P
ments and tests above. For example, in the process 0ccurs inQo, we say thatP follows F, and we define

if M then P, we haveM € Fp, sinceM istruewhen  Frp = 0'Fp U{0'M; = M; | j < m} where the sub-
P is executed. stitution ¢’ is a renaming of the replication indices &tto

_ ) distinct fresh replication indices.
In our running examples,, at the program poinf’

just after the eventp, Fp containsefined(mu[ig]]), Intuitively, when the evenk’ has been executed, it has been
defined(zg[ulig]]), defined(zn[ulinl]), Tpk,lin] = executed by some subprocessidf, so there exists a sub-
pka, B = zpulig]], andN[ig] = zn[u[ig]], be- processvent e(Mj, ..., M) ); Pin Qg such that, for some
cause the condition dfnd holds whenP is executed.  replication indices defined b/, the event(Mj,..., M],)

(Fp also contains other facts, which are useless for has been executed and it is equal to the evénhence
proving the desired correspondences, so we do not IistG’MJ’- = M; holds forj < m. Moreover, since the pro-
them.) gram pointP, which follows F’, has been reached!Fp
. holds. HenCEFF’p = 0FpU {Q/Mj/ = Mj | 7 < m}
e When we already know thafM] is defined af” (that ~ holds.

is, defined(M) € Fp andz[M] is a subterm of\f), Let # be a substitution equal to the identity on the vari-

some definition ofz[i] must have been executed, with ables ofy. This substitution gives values to existentially
7= M, so the facts that hold at all definitions of ~ duantified variables af. We say thal¥” |, ¢ when we can

also hold atP. fori — M- F{]T/f/?} € Fp. show thatF implies6¢. Formally, we define:

In the examp|eG1, we ha\/edefined(m[u[iB]]) c F ‘:>6 M if and only if FU {ﬁeM} erIdS a contradiction
Fp, and, whenmlis] is defined, event(e4(pka, FEgevent(e(My, ..., M,,)) if and only if there exist
xplial,xn[ia])) holds, soevent(ea(pka,zplial, M, ..., M/ suchthaevent(e(M;,..., M/} )) € F
xnlia])){ulig]/ia} € Fp, that is, event(ea(pka, andF U {\/;711 OM; # M;} yields a contradiction

xglulip]],zn[u[ig]])) € Fp. In order words, since F A by if and only if F and.F
m is defined at indexi[ip], evente4 has been exe- Fro @1/ 02 it and Iy i P 01 =002
cuted in the copy of)’ , of indexu[ip]. FgdrVezitandonlyifF s, ¢ or F iy 2

Termsf M are proved by contradiction, using the equational
prover. Event®F’ are proved by looking for some eveht
in 7 and showing by contradiction th&f' = F’, using the
equational prover.

Non-injective correspondences are proved as follows.

Second, we use an equational prover, inspired by the
Knuth-Bendix completion algorithm [40]. From a set of
facts F, it generates rewrite rules by orienting equalities
of F, and uses these rewrite rules to infer new facts from
the elements of-. It also takes into account that collisions
between uniformly distributed random elements of a large
type t@ve negﬂgible pArgbabfiﬂty, so it transforms an equal

ity 2[M] = «[M'] into M = M’ whenz is definedonlyby 1 """ tor everyp,, that followsF,,, there exists a substi-
restrictionsnew « : T"andT'is a large type. (If the indices 4o g equal to the identity on the variables ofand such

\évere défferent, (tjhe consut:i)ered ﬁells @f\Nq?Id clon.talr;llnl— that Fr, p, U...UFp, p, b, 6, thenQ, satisfies) = ¢
ependent random numbers chosen uniformly in the large, i, any public variables.

type T, so the probability of equality would be negligible.)

We say thafF yields a contradictionvhen the equational Intuitively, wheny = Fy A ... A F,, holds, Fp, p, U
prover can derivéalse from F (for example, wher# con- ...UFr, p, hold. For some& equal to the identity on
tains an inequality/; # Ms, rewritten by the rewrite rules ¢, Fpy, p, U ... U Fg, p, impliesf¢, sof¢ holds. Hence

mydm

into M # M, which is then rewritten intdalse). the correspondence is satisfied.

Proposition 1 Let ¢ = ¢ be a non-injective correspon-
dence, with) = F} A ... A F,,. If for everyP; that follows



Example 3 Let us prove that the exampl&, satisfies (1).
Fory = F = event(ep(z,y, 2)), the only proces® that
follows F' is the process aftevent eg (k. , , B, N), so this
event has been executed in some cop®bf, of indexi’s,
with z,., [i5] = =, B = y,N[i’z] = z. Then, whemny
holds, the facté’-'p,p = fp{i/B/iB}U{xpkA [23’3} =ux,B=
y,Ni’s] = z} hold for some value of};, where Fp has
been studied in Section 6.1 atfd= {i’; /ip}.

Furthermore, the substitutiod is the identity since
all variables of¢ also occur iny. Then we just have
to show thatFr p implies ¢ = event(ea(z,y,2)), that
is, FrpEgevent(ea(x,y,2)). Since event(ea(pka,
xplulip]],zn[u[ip]])) € Fp, we haveevent(es(pka,
zpluliz]], xn[ulis]])) € Frp, so the equational prover
just has to prove by contradiction that (pk 4, z[u[i’]],
zn([uliB]]) = ealx,y, 2), thatis,pka = z, xgluliz]] = v,
andzy[u[iz]] = 2. The proof succeeds using the follow-
ing equalities ofFp p: xp, (i3] = =, B =y, N[iz] = 2,
Loy lin] = pha, B'= wpulis]], andNlily] = oy [ufis]].

Hence, G, satisfies (1) with any public variableg:
if v = event(ep(z,y,2)) has been executed, then=
event(e4(x,y, z)) has been executed.

In the implementation, the substitutiéns initially de-
fined as the identity omar(s)). It is defined on other vari-
ables when checking” =, M by trying to find # such
that )M < F, and when checkingF |, event(e(M,

.., M,,)) by trying to find# such thaevent(e(My, ...,
M,,)) € F. When we do not manage to find the image
by 6 of all variables ofM, resp. M, ..., M,,, the check
fails. When there are several suitable faéfd < F or
Qevent(e(My,..., My,)) € F, the system tries all possibil-
ities.

6.3. Injective Correspondences

The addition of replication indices to events allows us to
distinguish executions of the same injective event: these e
ecutions always have distinct replication indices by the re
guirement of the previous paragraph.

We extend Definition 5 to injective events, with exactly
the same definition as for non-injective events. Wellet
be the image by’ of the tuple of replication indices ag,
wheref’ is the renaming defined in Definition 5.

The proof of injective correspondences extends that for
non-injective correspondences: for a correspondeinee
¢, we additionally prove that distinct executions of the in-
jective events of) correspond to distinct executions of each
injective event ofp, that is, if the injective events af have
different replication indices, then each injective evehto
has different replication indices. In order to achieve this
proof, we collect information on the replication indices of
events, for each injective event of

¢ the set of factsF that are known to hold, which will be
used to reason on replication indices of events;

e the replication indices of the considered injective event
of ¢, stored in a tuplé\/y; these indices are computed
when we prove that this event is executed,;

e the replication indices of the injective events ©f
stored as a mapping = {j — Ip, | F;is anin-
jective even}, wherey) = Fy A ... A F, andp; is the
process that executds, for j < m;

e the setV containing the replication indices i and
the variables of); these variables will be renamed to
fresh variables in order to avoid conflicts of variable
names between different events.

This information is stored in a sé&t which contains quadru-
ples (F, My, Z,V). We will show that, if the replication

Injective correspondences are more difficult to check indices of two executions of the injective eventsyofare

than non-injective ones, because they require distingugsh

different, then the replication indices of the correspond-

between several executions of the same event. We achievéng executions of the considered injective eventgore

that as follows.

also different. Formally, we considétF, My, Z,V) and

We require that in the initial game of the sequence, which (F', Mg, Z’,V’) in S. We rename the variablég’ of the

represents the real protocol, if the everis used as injec-
tive event in a correspondence, then two occurrencesbf
ways occur in different branches fifid or if. This property
is preserved by the game transformations, so the game

second element to fresh variables by a substitufiband
show that, ifZ # 0”7', thenM, # 6" M|, (knowing F and
6" F"). This property implies injectivity.

Since this reasoning is done for each injective event in

on which we test the correspondences satisfies this property®, we collect the associated selsn a pseudo-formuld,
This property guarantees that for each value of the replica-obtained by replacing each injective eventjofith a setS

tion indices, each injective event is executed at most once.

We add as first argument of every event@h the tu-
ple (i1, ...,4,) of replication indices at the program point

and all other leaves af with L.
We say that- C when for all non-bottom leavesS of C,
for all (F, My, Z,V), (F', M}, Z,V)in S, FUO'F U

at which the event is executed. We add as first argument{V;cpom(z) Z(J) # 6"Z'(j), Mo = 0" Mg} yields a con-

of every event imp = ¢ a fresh variable. Then the ini-
tial process satisfies the initial correspondence if angl ibnl

tradiction where the substitutioff’ is a renaming of vari-
ables in)’ to distinct fresh variables. As explained above,

the modified process satisfies the modified correspondencethe condition C guarantees injectivity.



We extend the definition ofF 5, ¢ used for non-

injective correspondences t& =2V ¢, which means

that F implies ¢ and C correctly collects the tuples
(F, My, Z,V) associated to this proof. Formally, we define:

F 2V M if and only if
F U {-6M} yields a contradiction
F YT event(e(i, My, ..., M,,)) if and only if
there existM{, M1, ..., M/, such that
event(e(M{, M{,...,M}.)) € FandF U
{0i # My v /i, 0M; # M} yields a contradiction
F eV inj-event(e(i, My, . . ., M,,)) if and only if
there existM{, M, ..., M/, such that
event(e(M{, My,...,M].)) € F,
FU{0i# My v\l 0M; # M;} yields a
contradiction, and.F, M{,Z,V) € S.
F gV % 4 A ¢y if and only if
FlgV " ¢randF B3 ¢
FlpV Ve ¢ v ¢, if and only if
FlgV " gror Fg ¢y

These formulae differ from the non-injective case in that

we propagate, V, C and, in the case of injective events,

we make sure that quadruplég, M, Z,V) are collected
correctly by requiring thatF, M}, Z,V) € S.
Injective correspondences are proved as follows.

Proposition 2 Letvy = ¢ be a correspondence, with =
FiN...N\Fp,.

Assume that, for all eventsused as injective events i
¥ = ¢, two occurrences of the eveatalways occur in
different branches dind or if in Q.

Assume that there exists such that- C and for ev-
ery P; that followsFi, ..., for everyP,, that followsF,,

n

there exists a substitutighequal to the identity on the vari-

ables ofy and such thatFp, p, U...UFp, p,, |:>§V’C 0]
whereZ = {j — Ip, | F} is an injective eventand
V =var(Ip)U...Uvar(Ip, ) Uvar(y).

ThenQ), satisfies) = ¢ with any public variabled’.

In the implementation, the value 6fis computed by adding
(F, M{,Z,V) to S when handling injective events during

the checking ofFg, p, U...UFF, P, pg,v,c &,

Example 4 Let us prove that the exampl&; satisfies (2).

After adding replication indices to events, the process con

tains eventg 4 (i4, pka, xp,zn) andeg(ip, Tpk,, B, N),
and we prove the correspondentes ¢ = inj-event(ep (%,
x,y,%)) = inj-event(es(i,x,y,2)). As in Section 6.1,

we compute the sefp of facts that hold at the program

point P just after evenkg. However,m is defined at in-
dexis = ufig] now implies thatevent(es (ulig], pka,
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xplulip]],zn[u[ip]])) € Fp. The processP follows
F = event(eg(i,z,y,2)) andF = Fpp = Fp{iy/ip} U
{ily = i, 2y, [if5) = 2, B = y, Nlilg] = 2}.

Similarly to the proof ofF |, event(es(z,y, 2)) in Ex-
ample 3, we can show that %g,v,c event(ex (?,z,y,2))
whereZ = {1 — i3} encodes the replication indices
of the events ofy, V = {i,i,z,y,2} contains the
replication indices ofF and the variables of), C =
S = {(F,u[i%),Z,V)}. (C = S because the formula
1 is reduced to a single eventy/) = ulip] contains
the replication indices of the evemty contained inF:
event(e(ulils), pha, e luli]], 2 [ulifs])) € F)

In order to prove injectivity, it remains to show thiat
C. Let0” = {i} Jils,i" [i,2" [x,y" |y, 2" /z}. We need to
show thatF U 0" F U {ils # i}, uli’s] = u[i’s]} yields a
contradiction, that is, if the replication indices of theeat
ep in ¢ are distinct {5 # 5), then the replication indices
of the eventk 4 in ¢ are also distincty[i’z] # u[i%]).

F contains N[is] = znu[is]], so 8”F contains
N[/5] = =zn[u[i}]]. These two equalities combined
with uli’z] = w[i%] imply that N[is] = an[ulik]] =

xn[uli’t]] = N[i5]. SinceN is defined by restrictions of
the large typenonce, N[is] = N[i’}] impliesiy = i}
with overwhelming probability, by eliminating collisions
This equality contradicts; # 5, so we obtain the desired
injectivity andG, satisfies (2) with any public variablés.

7. Authentication and Key Exchange

In this section, we show how correspondences can be
used to prove mutual authentication and authenticated key
exchange, as formalized in cryptography following the sem-
inal paper by Bellare and Rogaway [15] and more recent
formalizations [7, 27].

7.1. Mutual Authentication

For simplicity, we consider a protocol that includes two
roles, initiator and responder, played by two participafits
and B, respectively. Other participants are included in the
adversary. The protocol consists of a sequence of messages
exchanged alternatively from the initiator to the respande
and from the responder to the initiator. Such a configuration
can be represented by a process of the form

Qo = Init; (I'4="Q4 | 1'7="Qp | Qs)

where Init is an initialization process (creating keys 4f
and B for instance) @ 4 andQ 5 represent respectively the
initiator A and the respondeB, andQ s represents a pro-
cess that allows the adversary to register keys of other (pos
sibly dishonest) participants, so that they can take part in
sessions of the protocol with and B. The processe® 4
and@ g do not contain replications.



We assume that the protocol contains an odd number ofaccepts with4). The first condition is easy to check manu-
roundsr, so that the first and last messages of the protocolally, as already noticed in [15]: it expresses that the proito
are both from the initiator to the responder. (The other caseworks whenA and B interact without adversary. The last

can be handled similarly.) We assume that the proGess
stores the messages of the protocol in variables. ., x,
and thatQ g stores them in variableg,, ..., y,.. The ini-

two conditions mean that each sessiomotorresponds to
a distinct session aB, and conversely, with overwhelming

probability. They can be verified using correspondences, as

tiator process) 4 starts by receiving a message that is not shown by the following proposition.

really part of the protocol, and which contains the identity
Y of the responder with whicll is supposed to run a ses-
sion. The lastf{-th) message sent by procégs is assumed

to be a pair containing, in addition to the last message of

the protocolz,, eitheraccept 4(Y'), when the protocol ran
as expected, areject, when the protocol failed. The pro-
cess@kp is assumed to send(a + 1)-th message contain-
ing eitheraccept (X)) or reject just after B received and
checked the last message of the protocol, wheéres the
identity of its expected partner (inferred B/from the pro-
tocol messages). We designate ®¥ the copy ofQ 4 of
indexis = i and byQ?, the copy of@ g of indexip = i.
We say that)?, accepts withB when it sends.ccept 4 (B)
as second component of its last messagfg;accepts with
A when it sendsiccept 5(A) as(r + 1)-th message.

A session identifieis a functionsid of the protocol mes-
sages;sid(z1,...,x,) is typically a subsequence of the
messages, ..., x,, often the whole sequence. We also
define a partial session identifigr’ (1, ..., x,_1), useful
since the-th message is not available Bowhen A accepts.
We require thasid(zy,...,z,) = sid(y1,...,¥,) implies
Sid/(l'l, Ce ,%—1) = Sid/(yl, Ce ;yr—l)- We say thaQ%

Proposition 3 Let Q) be obtained fron®), by adding

e event part ,(Y,sid (z1,...,7,_1));event full ,(Y,
sid(z1, ..., z,)) Just befored sendse,., accept 4 (Y);

e event full (X, sid(yy,...
accept g (X);

,yr)) just before B sends

e event partp(X,sid (y1,...,y-—1)) just before B

sendsy, 1.

If Qo satisfies the first condition of Definition 6 aay, sat-
isfies the correspondences

3)
4)

inj-event(part 4 (B, x)) = inj-event(part 5 (A, z))
inj-event(full 5 (A, x)) = inj-event(full , (B, x))

with public variablesV = §, thenQ, is a secure mutual

authentication protocol with session identifiei§ andsid’.

The proof of this proposition is straightforward from the
definitions. Obviously, many other versions of authentica-

andQ’; are (real) partners when they have the same sessionion can be verified using correspondences, for example by

identifier: sid(z1[d], . . ., z,[¢]) = sid(y1[¢'], - . ., yr[¢']).
Definition 6 We say that), is asecure mutual authentica-
tion protocolwith session identifiersid andsid’ if:

1. if the adversary just sends to QY as first message
and relays messages faithfully betwe@h and Q%,
thenQ’, accepts with3 andQ’, accepts with4;

2. with overwhelming probability, there exists an in-
jective function that maps each indexof a pro-
cess QY that accepts withB to the indexi’ of
a processQiE; with expected partnerd such that
sid (z1[i], ..., 2p_1[d]) = sid" (y1[i'], - - ., yr_1 [']);

3. with overwhelming probability, there exists an injec-
tive function that maps each indéxof a procesQi,;
that accepts with4 to the indexi of a processQ’,
that accepts wittB such thatsid (x4 [i], ..., z,[i])

sid(yi[i'], . ., yr i)

In item 2,% has not accepted yet whé}i, accepts, so
we cannot require tha@g accepts with4; we only require
thatQiE; has expected partner (so that, if it accepts later, it
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requiring non-injective properties instead of injectivyees
or by requiring authentication in one direction only instea
of mutual authentication.

7.2. Authenticated Key Exchange

We adopt the same hypotheses as for mutual authenti-
cation. Furthermore, we assume tidat sends or receives
the j-th message of the protocol on channgl[i], and
similarly Qg on channeleg;[ig]. The channels: 4;[i]
andcp,[ip] are not used for other purposes. We assume
that, just befor&) 4 ends accepting, it stores the established
key in variablek 4 of typeT', and sends.., accept 4 (Y') on
channelca,[i4]. We assume that, just befofgs ends ac-
cepting, it stores the established key in variabjeof type
T and sendaccept g (X) on channet g, 11[ip].

We consider here the Real-Or-Random model [7]: the
adversary is allowed to ask several test queries, whickeith
all return the session key (real) or all return a random key
(random). Our goal is to show that the adversary has a negli-
gible probability of distinguishing these two situatiorss
shown in [7], the Real-Or-Random model is stronger than
the Find-Then-Guess model of [15]. When the test queries



return the real session key, they are defined by the proces®efinition 8 (Secrecy) Assumer of type T is defined inQ

Qr = Qra | Qrp, Where

Qra =""Ttest o[i](un);

if defined(kafua)) then testali](kalual)

andQrp is defined symmetrically. When the test queries
return a random key, they are defined by the procglss=

Q4 | Q. Where

Qra = "="Ttest Ali](un);

if defined(kalual,Y[ual) then

if Y[ua] # B then test 4[i](ka[ua]) else

find u < nyp suchthat defined(ua[u], 7alu]) A
uplu] = wn then test 4[] (rau]) else

find w < np suchthat defined(up[u], rg[ul,
xifual, .. e [ual, nfusull, ... yrluslu]]) A
sid(x[ual, ...,z [ual) = sid(y [up[u]], ...,
yr[up[u]]) then test A [i] (rp[u]) else

new ra : T;test li](ra)

andQ’-p is defined symmetrically. When the expected part-
ner of A is not B, the session is executed with a dishon-
est participant; then, the test quefy., returns the real

key. When the test querg)’., has already been asked

to the same copy of) 4 (of index uafu] = uga), or to
a copy of Qg with the same session identifier (of index
uplu] such thasid(xq[ual, ..., 2 [ua]) = sid(y1[up[u]],

L yrluslul])), Q4 returns the same result as in the pre-
vious test query. Otherwis&)’., returns a fresh random
keyra.

Definition 7 We say that), is asecure authenticated key
exchangeverT with session identifiersid andsid’ if Q is

a secure mutual authentication protocol with session ident
fierssid andsid’ and the following are true:

1. if the adversary just sendB to Q% as first mes-
sage and relays messages faithfully betwéénand
©, then Q, accepts withB, Q% accepts with4,
kali] = kg[i'], and this random variable is uniformly
distributed inT’;

2. Qo | Qr = Qo | Q.

The first point of this definition means that the protocol
works correctly whend and B interact without adversary.

The second point expresses the indistinguishability when

the real key (returned bg);) and a random key (returned
by Q7).

As shown in [19, 20], our prover can prove the secrecy

of a variabler, defined as follows:

12

under a single replicatiod=". Let Q' be obtained front)
by removing events. The proce&spreserves the secrecy
of z whenQ’ | R, =~ Q' | R.,, where
. [1,n)); if defined(x[u]) then c[i] ([u])

U

HE ol (
: [1,n)); if defined(x[u]) then

=7 ol (u

R, =
R, =
find u’ < n' suchthat defined (y[u'], u[u']) A u[u'] = u

]
then c[i](y[u']) else new y : T’ c[i](y)
¢ ¢ fc(Q'), andu, v’y ¢ var(Q’).

Intuitively, this definition means that the adversary can-
not distinguish the array from an array of uniformly dis-
tributed random values by performing several test queries
represented byr,, and R!,, with non-negligible probability.

Proposition 4 Let @, be obtained fromy), by replacing
Carlia) (., accept 4(Y)) with

event part o (Y, sid (x1,...,2,_1));
event full 4 (Y, ka,sid(x1,...,2,.));
if Y = B then
let &y = ka in cap[ia](z,,accept 4(Y))

else

carlial(z,,accept o (Y)); cak[ia](); cax[ia](ka)
andcp,+1[ig](accept g (X)) with

event fullg(X, kp,sid(y1, . ..
if X = A then

S Yr));

cpri1[in](accept 5 (X))
else

cpr1lipl(accept 5(X)); epklin](); cpk [ipl(kp)

and addingevent part 5 (X, sid (y1,...,yr_1)) just before

Qp sendsy, 1.

If Qo satisfies the first condition of Definition @, pre-
serves the secrecy éf,, and Q) satisfies the correspon-
dences

inj-event(part 4 (B, x)) = inj-event(part g (A4,z))  (5)
inj-event(full g (A, k,x)) = inj-event(full , (B, k,z)) (6)
event(full g(A, k,z)) A event(full ,(B, k', x)) = k = k'

@)

with public variables{k’,}, then@Q, is a secure authenti-
cated key exchange with session identifigdsandsid’.

The procesg);, adds events as for mutual authentication,
except that the exchanged key is added to the evahts



and full ;. Furthermore, whem runs a session wittB, 9. Conclusion
it stores the key in the variablg,. When A runs a session

withY 7& B, it allows the adversary to obtain the eXChanged We have presented the first t00| for proving Correspon_
key, by sending a messagea@fy, and symmetrically when  dences by sequences of games, in the computational model.
B runs a session witlX' # A. (The test queries also allow  Thijs tool works with no or very little help from the user,
the adversary to get the key in this case.) As for Proposi- handles a wide variety of cryptographic primitives, and-pro
tion 3, the first condition of Definition 7 is easy to check yces proofs valid for a polynomial number of sessions in
manually. The first two correspondences imply mutual au- the presence of an active adversary.

thentication. The equivalene®, | Qr ~ Qo | Q7 is ob- Although this tool can prove complex correspondences,
tained by combining the last two correspondences with theyith conjunctions and disjunctions, our examples use rathe
secrecy oft’,. Intuitively, the correspondences allow us to  sjmple ones. Complex correspondences proved useful in
show that each element 6f; in a session witi! is in fact case studies [1, 2] in the Dolev-Yao model; we plan to use
also an element df), (which we can find by looking for the  them in similar situations in the computational model. Our
same session identifier), so showing thgtcannot be dis-  too| can also be used to analyze protocols or combinations
tinguished from an array of independent random numbersqf primitives that are outside the scope of the Dolev-Yao
is sufficient to show the secrecy of the key. The correspon-model. For example, in [22], in collaboration with David
dences must be true with public variablgs, }, so thatthe  pgintcheval, we have used it to prove the Full Domain Hash

context is allowed to access,: in the proof, the process  signature scheme. We plan to consider other such examples
Q) is put in a context that implements the test queries by in the future.

calling the processeR), or R;, of Definition 8, which
A A
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