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Constraints from the studied cases
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@ Some unavoidable yet not so often modeled hardware imperfections :
» The clocks of the control units may de-synchronize
» The communications cannot always be considered instantaneous

» The communication delays cannot always be considered constant
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Introduction

Hypotheses for the semantics

o Imperfect-synchrony :

» De-synchronization : the length of each clock cycle (period between

two clock ticks) belongs to [, g].
o
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> A clock c satisfies [a, 8] iff chy1 — cn € [, 5]

ime
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> A clock c satisfies [a, 8] iff chy1 — cn € [, 5]

ime

@ Serial transmissions between imperfectly synchronous systems

@ Blackboard at each unit inputs
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Verifying specifications

o Safety specifications

» for any behavior s, at any moment t, s(t) # true
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Introduction

Verifying specifications

o Safety specifications
» for any behavior s, at any moment t, s(t) # true

o Temporal specifications

» for any behavior s, there is no time ¢ such that :

for any t' € [t, t + o], s(t') = true

o Quantitative specifications

» The outputs of 2 redundant systems remain equal at least 75% of
the time during any time interval of width at least 4.
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Introduction

Typical system to verify : quantifying the hardware
imperfections
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Semantics

Which semantics?

Synchronous programs can be compiled to C

while true{
0 switch (global_state->current_state){
case 0O:
global_state->n = 0;
1 % — global_state->current_state = 1;
break;

case 1:
global_state->n = (global_state->n)+ 1;
[1.5;2.5] ms@lobal_state->current_state = 1;
break;}}

pre =

clock cycle :

@ In C, there is no notion of verifiable guarantee on execution-time (it
depends on hardware, optimizations...)
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Semantics

clock cycle : 1.5-2.5 ms
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Semantics

clock cycle : 1.5-2.5 ms
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Semantics

Toward a non-standard semantics ?

clock C cycle : 1.5-2.5 ms clock C' cycle :1.5-2.5 ms
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Semantics of non-temporal operators

Si 1
I'1
——, 01
— > >
I'2
o true
sor(t) = if siy(t) = true si o
! or sip(t) = true
o false else
501 £ \UUR(Sil, Sig)
501

Julien Bertrane (ECNU - ENS) September 23rd, 2009 11 /41



Semantics of temporal operators

1 0
— DI SCR ——

[0,B]

There exists a clock C of
parameter [a, ]
i.e.: Cht1 — Cn € [, O] such that

e false
_ if t < c(0) o so
soy(t) . s.il(Cn) T bbby '
if t € [cn, Crr1) G @ G GGG G
so1 = Wprseny, 4 (511) B_
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E———

1 U
—»| SHIFT [0 B] -~

There exists a clock C of
parameter [a, (]

i.e. : Cpy1 — Cn € [, (] such that

o false
if t < ¢(0)
lim sij(t)

t— cp

soi(t)=¢ ®

“time-continuous” semantics

Semantics of temporal operators

RN

t<cn

if t € [cn, Cnt1)

501 £ \USHIFT[aﬂ] (Sil)
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Semantics of temporal operators

1 Y1
— | DELAY [0, 0] > -
si g
There exists a function ¢
increasing bijection of R — R
of parameter [a, (] i.e. :
vVt € R,6(t) — t € [, 5] such that
S04

so1(0(t)) = si(t)

S01 = wDELAY[a’ﬁ](S"l)
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Temporal abstract domains Abstract constraints domain

Temporal abstract domains
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Temporal abstract domains Abstract constraints domain

1st abstract domain : constraints

) V<1, 2> true

true |

fal se

o the constraint J[a; b] : x asserts that the signals take the value x at
least once pendant [a; b].

o the constraint V(a; b) : x asserts that the signals take the value x
during any interval [a; b].
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Temporal abstract domains Abstract constraints domain

1st abstract domain : constraints

@ Allows the expression of numerous temporal properties

@ the signal s takes the value true during more than 3 seconds without
the alarm a being raised less than 1 second later :

s:V(8;0+3): True N a:V(6+3;0+4): False
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Temporal abstract domains Abstract constraints domain

Abstract Operators and Constraints : example

¢ [ """ 3 [;'_g'b'_'q'fx""]
DELAI[ . ] N ‘\a] m#DeI ay [of]

° W

DELAY[a,g](EI[a? bl:x)£3a—Bib—a]: x
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Temporal abstract domains Abstract constraints domain

Abstract Operators and Constraints : example

'

DELAY

[oB

TT—8 ‘\a Vel ay [a,f]

DELAY

[

8]

° W
o V¥
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DELAY[av, ]

DELAY[av,(]

(a; b] : x) = 3[a—B;b—a] : x
(V{(a;b) : x) 2V¥(a—a;b—f) : x
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Temporal abstract domains Abstract constraints domain

Abstract Operators and Constraints : example

v <a,b>:x

o W J[a;b] : x) £ 3[a—v; b] : x

DISCR[/.L v] (

o \UDISCR[/}, V](v<a b> ) /\ue[a b El[u — U, U] X
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Analysis inside the abstract domain of Constraints

@ Proving the following abstract property.

Jlt,t+2.5]: True
[0.;0.]
|
Po 1 P1for P2 |
DI SR, NOT SHIFTCp3>
C:009 1.1
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Analysis inside the abstract domain of Constraints

LP’\DT)/_\

V<t, t+2.5>: Fal se

[0.;0.]

Y
Po | P 2|
D|SCRc NOT SHIFTCp

C:0.9 1.1
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Analysis inside the abstract domain of Constraints

w
LI'DI S
V<t,t+2.5> True

[0.;0.]

|

Po L P1vor P2 |
D|SCRc NOT SHI FTC B
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Analysis inside the abstract domain of Constraints

-

YoeLay T A

J<t+1.1,t+2.5>; True
[0.;0.]

Po L P1vor P2 |
D|SCRc NOT SHI FTC B

C:0.9 1.1

Y

3
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Analysis inside the abstract domain of Constraints

-
qJSHI FT,
J<t+1.1,t+2.5>: true
|

[0.;0.]

Po L P1vor P2 |
D|SCRc NOT SHI FTC B

C:0.9 1.1

Y

3

Julien Bertrane (ECNU - ENS) September 23rd, 2009

20 / 41



Analysis inside the abstract domain of Constraints

J<t +0. 0,

t+2.5> True

[0.;0.]

=]
[

NOT

/
2 [SHFT

L

C:0.9, 1.1

At point po : 2 constraints have to be satisfied :

e V(t;t+2.5) : False
e d[t;t+2.5]: True

L _Cp

Y

3

which is impossible and thus invalidates the initial hypothesis

V(t; t +2.5) : False.

@ Thus J[t; t + 2.5] : True is certified.
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Temporal abstract domains Abstract constraints domain

Operations on constraints : abstract conjunction

I3
o
A

J
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Temporal abstract domains Abstract constraints domain

Operations on constraints : abstract conjunction

JE3 Jea
f N
A 33
I i 44
¢ 4 A é‘U’é
u Vf Z:ﬂx
Y e i \U, 3 B ox
¢ 4 M o4
2 goals :

@ An analysis that terminates! (without this C# ()% is not provable)

o A faster analysis, since the abstract conjunction is fast.
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Temporal abstract domains

Optimized conjunction on Constraints

o f
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Temporal abstract domains

Optimized conjunction on Constraints

E———71—t

m
Hid
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Temporal abstract domains

Optimized conjunction on Constraints

————F € L E g e
——t - N
£ =X £
£
=} = = E = DA
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Temporal abstract domains

Optimized conjunction on Constraints
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Temporal abstract domains

Optimized conjunction on Constraints
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Optimized conjunction on Constraints

¢ f <t _ It j
= Jt
>t . N
= BN £
£
o F = = £ DA
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Temporal abstract domains

Optimized conjunction on Constraints
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Optimized conjunction on Constraints
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Optimized conjunction on Constraints
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Optimized conjunction on Constraints

H
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Temporal abstract domains

Optimized conjunction on Constraints

H
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Optimized conjunction on Constraints

H

m

i
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Temporal abstract domains Changes counting domain

2nd Abstract Domain : Changes counting domain

wi dt h=5 wi dt h=5
# val ue chng <5 # value chng <5
true |
fal se7]
wi dt h=3
# value chng <5
| | | |

@ Allows the expression of “stability” specifications .
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A non-temporal abstract operator

2.1
<5 valu
changes

<3 valu
change

- AND

4.7
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A non-temporal abstract operator

thvalu
; c angei

2.1

2.1 —
—_ ////7?£ﬂ?g\\\\
<5 valu
changes
1 AND
| B >
<3 valu
change

2.1
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A temporal abstract operator

B
A I 4 4 }
S

a

@ [, (] parameter of clock C

_
° VA Vi, ,(A) 2 (< 10)
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A temporal abstract operator

__ 5
n val ue change

sil

1 DELAY o - \\
[a,B]
B

sol

Julien Bertrane (ECNU - ENS) September 23rd, 2009

27 / 41



A temporal abstract operator

o)
n val ue change

sil

DELAY _
[o,B] o

t >s0l(t+a)

W# (n,8) 2 (n,6— B +a)
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Temporal abstract domains Changes counting domain

Reduced Product Constraints - value changes counting

wi dt H=5
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Temporal abstract domains Changes counting domain

Reduced Product Constraints - value changes counting

: B L L R

wi dt h=0
A # value chng<l1

@. v X
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Temporal abstract domains
Linear Reduction

an example

(<6)
A local
- N
JE—" = JE—"""T=xVoux Yy &=
JE Ji= Y = JE—Tx V <>
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Temporal abstract domains Changes counting domain

Linear Reduction : an example

(<6)

A local
- N
JE—J=x JE—Jax Vou Ve x
JE Jow v = JE—Tx ¥ <o
N
~
(5)
A local

Julien Bertrane (ECNU - ENS) September 23rd, 2009 29 /41



Temporal abstract domains Changes counting domain

Linear Reduction : an example

(<5)

A local
- N
JE—J=x JE—Jax Vou Ve x
JE Jow v = JE—Tx ¥ <o
N
~
(<4)
A local
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Temporal abstract domains Changes counting domain

Linear Reduction : an example

(<4)

A local
- N
JE—J=x JE—Jax Vou Ve x
JE Jow v = JE—Tx ¥ <o
N
~
(<3)
A local
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Temporal abstract domains
Linear Reduction

an example

(<3)
A local
- N
JE—" = JE——"""TxVoux Yy &=
JE Ji= Y = JE—Tx Y <>
N
~
<)
A local
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Temporal abstract domains
Linear Reduction

an example

p
JE—3 =

N
JE——x Vo

(<2)
JE——"3=

A local

JE— T V¥ &
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Linear Reduction

Temporal abstract domains

an example
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Temporal abstract domains Temporal generators

Introducing generators

@ New systematic domain generators (optimized temporal disjunction)

IE—3= BT
3 E T

EH:ﬁx @Z—lx V H:x
! PR
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Temporal abstract domains Temporal generators

Common points of temporal domains

Temporal support

@ Outside of temporal support, an abstract element has no influence.
@ For example, for constraints :

3[ ]:x V‘r\ X
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Common points of temporal domains

Temporal support

@ Outside of temporal support, an abstract element has no influence.
@ For example, for constraints :

3’7 :}:x ‘:x

V(a;b) : x+— b
dla; b] : x

V{a;b) :x— a

right_border : { [a:b] : x — a

left_border : {
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Temporal abstract domains Temporal generators

Common points of temporal domains

Temporal support

@ For example, for constraints :
=)=

2 X

o1
%

<
Y

@ For example, for changes countings :
width=08 width=3
# value chng<5 # value chng< 5

1 2 3 4
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Common points of temporal domains
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Temporal abstract domains Temporal generators

Common points of temporal domains

Temporal slicing

o the slicing function provides weakened element but fitting in temporal

slices.

@ The slicing of changes counting (< 3,a», €4 b)y is
(£3,ap, 4c)y A (S 0,cp, 4 b)y)
V(< 2,ap, €4c)v A(< 1, cr, 4b)y)
V(S Ll,am, 4c)py A (< 2,cp, ab)y)
V(< 0,ap, 4c)y A(<3,cp, ab)y)

Julien Bertrane (ECNU - ENS) September 23rd, 2009

34 /41



Temporal abstract domains Temporal generators

Common points of temporal domains

Temporal interaction

@ The temporal interaction of two elements whose temporal support
overlap is an over-approximation of the result of their conjunction .

JE 3= JE =R
3 s
1 :x Simx KV &—ix
Y VRN
JE——d:=
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Common points of temporal domains
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Temporal abstract domains Temporal generators

Common points of temporal domains

@ Branching lists describe elements in a concise disjunctive way :

Cl1—C —C3—Cp

Cc3 Cl1—C —C— Cp
e
o \/\ / a G5 — Co
N/ v \
Cq Co V
a1V /<\/> Rcl—CQ—C3_C7/
\ Cs Cc7 Cl —C —C4 — Cp,
a G — 7
@ Temporal policy :
h
> fh= vV I then right limit(h) < left limit(/s)
]

> If h =k k5, then right limit(h) < left_limit(h) except if
existential and with same support and enforcing different values
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

Y N3¢
£ 3£
A
f[ -4 f
\% ANé——— t
- £
Temporal slicing
t
\Y £
£ =
A
f=5f AN
\% t
I £
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

t
\%
r Bl
[ 0
A
£ £
[
\'%
T S
[ T
t
\%
<r £
[ 0
A
£ _f
| E—
\Y t
\Y
I ‘\f
£ =
£ 3£

AN

Propagation
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements
t

£
“ ,

C

[an]

A

AS

\%
\%
t
£ of £
v I
A £ f A
\Y t
\&
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

t
£ o f £
[
\% - 4
A £ o f A
Y% t t
\%
%F £
£ 3
£ 3£

Temporal slicing

ﬁ(' ] o f £
0

v r
/V/\/)VL f[]f JA/\
\4

)
h

[l

m m
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

<
ﬁ(' £ ]f £
V - £
v/\/)vL f[ ]f - AA
v t t
X = =i
£ 3£
Interaction (L)
£
E 3£
’V/\/)V f[ ]f A(A
T t
Y £ =i
£ 3£
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

£
. o
‘v/\/)vL f[ - £ A(A
Y 3 t
X = =i
£ 3£
Interaction
£
f[ ]f
a AN
t t
Y E 3£
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

[uN]
H

m m

Temporal slicing

/ [ AA
t t

m m
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

/ £ NA
V 3 t

m m

Propagation

ANTAN

f p
\\ /\Q[ |
e
<Z\E £
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

£
fL ]f
/ AN
v [ /—F £
\\/\(\\[ B
Vo i
\<Z\‘t 3£ _
Temporal slicing
£
fL ]f
A(A
t t

/ <\
< \5
Als
i
S
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

£
fL ]f
/ AN
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

£
f[ ]f
/ AN
v € £ ¢
| = 3
V r ]f
<K[ 3£
Interaction
£

<\
et
h
Ll
>
>
(o
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

Temporal slicing

£
£ _f
3
/ AN
\% t _f i
/\ 7T —
Y E 3£
£
E[]F
A
4 t
£
A 3£
=

[RN)
&
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

£
E[ ]F
A
£ t
g 3 £
£ Je
Interaction
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£ t
V_ .f 3 £
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements
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Temporal abstract domains Temporal generators

Temporal domains : Conjunction

@ How to perform the conjunction of two elements

e

[N
Hh

£ £ -
£ - A
- + £
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r e pay
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Temporal abstract domains Temporal generators

Disjunctive Reduced Product Constraints-value changes
countings : an example

(<2,5.5)

]

Ml
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Temporal abstract domains Temporal generators

Disjunctive Reduced Product Constraints-value changes
countings : an example

-3

1

% s/‘th\*@t
o

(<2,5.5)
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Disjunctive Reduced Product Constraints-value changes
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t
5 f\v\

(>1,2.5) (=1,1.25) (<0,1.25)
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Temporal abstract domains Temporal generators

Disjunctive Reduced Product Constraints-value changes
countings : an example

Y

-5 t ¢ t
(=0, .5)
(=1,1.5) (=1,1.25) (<0,1.25)
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Temporal abstract domains Temporal generators

Disjunctive Reduced Product Constraints-value changes
countings : an example

<t é———g ot

(=1,1.5) (=1,1.25)(<0,1.25)

Julien Bertrane (ECNU - ENS) September 23rd, 2009 38 /41



Conclusion

Conclusion

Julien Bertrane (ECNU - ENS)



Conclusion

@ Communicating synchronous systems have imperfect clock and
non-instantaneous communication.

» Proofs of correctness much more difficult and have to consider
temporal aspects

Julien Bertrane (ECNU - ENS) September 23rd, 2009

40/ 41



Conclusion

@ Communicating synchronous systems have imperfect clock and
non-instantaneous communication.

» Proofs of correctness much more difficult and have to consider
temporal aspects
@ We define a continuous-time semantics

» The continuous-time semantics allows very fast and precise abstraction.
» We need new temporal abstract domains.

Julien Bertrane (ECNU - ENS) September 23rd, 2009 40 / 41



Conclusion

@ Communicating synchronous systems have imperfect clock and
non-instantaneous communication.

» Proofs of correctness much more difficult and have to consider
temporal aspects

@ We define a continuous-time semantics

» The continuous-time semantics allows very fast and precise abstraction.
» We need new temporal abstract domains.

@ Reduced product can be performed fast if the time is taken into
consideration.

Julien Bertrane (ECNU - ENS) September 23rd, 2009 40 / 41



Conclusion

@ Communicating synchronous systems have imperfect clock and
non-instantaneous communication.

» Proofs of correctness much more difficult and have to consider
temporal aspects

@ We define a continuous-time semantics
» The continuous-time semantics allows very fast and precise abstraction.
» We need new temporal abstract domains.
@ Reduced product can be performed fast if the time is taken into
consideration.
@ Systematic domain generators (like optimized temporal disjunction)
should also be temporal.

Julien Bertrane (ECNU - ENS) September 23rd, 2009 40 / 41



Conclusion

@ Communicating synchronous systems have imperfect clock and
non-instantaneous communication.

» Proofs of correctness much more difficult and have to consider
temporal aspects

@ We define a continuous-time semantics
» The continuous-time semantics allows very fast and precise abstraction.
» We need new temporal abstract domains.
@ Reduced product can be performed fast if the time is taken into
consideration.
@ Systematic domain generators (like optimized temporal disjunction)
should also be temporal.
@ Temporal domains should not be too expressive : trade-of between
precision and speed is achieved by defining a temporal policy.

Julien Bertrane (ECNU - ENS) September 23rd, 2009 40 / 41



Conclusion

Questions ?

Slides : www.di.ens.fr/~bertrane/
Contact : julien@sei.ecnu.edu.cn
Contact (France) : bertrane@di.ens.fr
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