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Private-Key and Public-Key Cryptography

Cryptography: Alice ¢ Bob
m — C

@ Secure information over an insecure channel
@ Ensure confidentiality, authenticity and data integrity

Private-Key Cryptography Public-Key Cryptography [DH76]
Alice — Bob Alice — Bob
K K (Pa; sa) (pB; sB)

Cryptanalysis in
public-key cryptography
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A Well-Known Public-Key Cryptosystem

Bob
RSA cryptosytem [RSA78]:
yptosy [ ] pe = (e, N)
@ Selection of two large primes p and q sg=d

@ Computation of N =pg and ¢(N)=(p—1)(g—1)
@ Selection of (e, d) such that

Encryption/Decryption process

Alice Bob

—

C=m°® modN Ci=m modN

Security: Breaking RSA & Factoring N
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Restriction to Easier Special Cases

Most public-key cryptosystems:

@ Based on hard mathematical problems
@ Easier special cases — cryptanalysis

Factoring N = pq
px.y)=xy -—N — p(x,y)=(p+x)(Q@+y)—-N
Bound v'N Bound v/N/|p|

Attacking RSA
p(x,y,z)=ex—-1-yz — p(x,y,z)=ex—1—yz
Full-size roots Smaller roots
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Finding Small Roots of Polynomial Equations

From py(x1, ..., X,) irreducible over Z[xy, . . ., Xn]
Recover (Xxo1, . . ., Xon) of Z"
° °

p1(Xo1,---,X%n) =0 mod N {P1(Xo1a---,X0n)=0
|X01|<X1,...,‘X0n|<Xn |X01‘<X1,...,‘X0n‘<xn

Rigorous methods

n=1 [Cop96b, HG9I7]
n=2 [Cop96a, Cor04, Cor07]

BUT MORE VARIABLES  Heuristic methods only
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Preliminaries

Coppersmith’s Method in Two
Variables




Coppersmith’s Method in Two Variables

Example: py(x,y) =a+ bx+cy
Xl < X, [yl <Y

Figure: Shape of p;

Goal: Construct p» such that p2(xg, yo) =0

{m(x,y)
pQ(va) =0

|
o

=

Strategy: Construction of a polynomial p, such that

p2 & (p1) and pa(xo, %) =0
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Coppersmith’s Method in Two Variables

pi(x,y) = a+bx+cy

4

@ Polynomials p1, xp; and yp; in M
@ If Qps in M then Q defined over S

0 1 2 X

Figure: S={1,x,y} and
M={1,x.y,xy.x?,y?}

Algebraic independence between p; and po

If p» has its monomials in M

Po linear combination

of P1, XpP1, Yp1

p2€(p) | &
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Coppersmith’s Method in Two Variables

L+ lattice generated by the rows of M

P1 Xp1 yp1
:) g s a 0o 1
X ; b ao X
Y c 0 a y
M = 1 0 b0 X2
4 0 0 c b Xy
XY 2
0 0 & vwoe y
ro = (1,X0, Yo, X5, Xo¥0. ¥3) — So = roMy € L;
So = (17%7%7(%)27%7(%)270)070)
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Coppersmith’s Method in Two Variables
L+ lattice generated by the rows of Nj

X X 10 0

N1 010
X X 0O 0 1

= X 000 }

: : 0 0O L
: Nio : 1
X X 000

S = (1’X7)(()’}/7YO,(X7)(())2’%7(}/70)270’070)
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Coppersmith’s Method in Two Variables

(solby) =0 —  pa2(X0,Y0) =0

Every vector u € L
such that

UJ-{ VP1 9 VXP1 ’ V.VP1}

Algebraic independence between p; and po

Otherwise p» € (py)

Vjp, linear combination of Vp, , Vyp,, Vjp, } IMPOSSIBLE
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Problems when Generalizing
with More Variables




Problem with Three Variables

p1(Xo, ¥0,20) = 0
Ixo| < X, |yl < VY,|20] <Z

Try to create (P2, P3)
= p2(x0,¥0,20) =0
p3(X07y07zO) =0

Coppersmith’s method
With x, y, z

PROBLEM: heuristic method

P2 from py BUT (p1, p2, p3)
and not necessarily
P3 from p4 independent
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Algebraic Independence is a Usual Assumption

Generalizing Coppersmith’s methods for more than:

@ One variable (modular) e %Oltynomials
u

@ Two variables (integer) No GUARANTEE of independence

One has to assume the algebraic independence

@ Classical assumption [BD00, EJMdWO05, SKKOO06]
@ Assumption satisfied for many applications

{ Artificial counter-examples [Cop01, NSO1]
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Experimental Validity of the Assumption

More and more BD’s attack with X-shifts only [BMO1]
Indep. Problems Hinek reports [Hin04, Hin05]

@ Attack on RSA knowing a part of secret key [EJMdWO05]

Missing bits 23 25|28 |30 |33|34 |35
Independence (%) || 98 | 92 | 95 | 92 | 80 | 77 | 76

@ Unsuccessful attack on RSA

! = —(p+9)/2

ed =1+ k%M _
with { A= (N+1)/2
ed=1+k(A+5)
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A real Case where the Heuristic Fails

Wiener 1990 | 6 <0.25 | e/Aand k/d are very near
Boneh-Durfee | 2000 | § < 0.292 | Use of 1 + y(A+ z) mod e

d = (xdo + ydi)
k = (xko + yk1)
Which would imply § < 0.34

By mixing
the methods

Interesting result but ...

Q (p1, P2, p3) never independent (see also [Suk02])
© Max 23 polynomials (dim 50), all are multiples of py

Heuristic Failure
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Toward a Rigorous Variation of
Coppersmith’s Algorithm in
Three Variables




Working with Three Variables over the Integers

p1(X, y, Z) irreducible

(X0, Yo, Zo) ToOt } Need three independent polynomials
0, Y0, 20

First step: Construction of po

Coppersmith’s method or variant
py and po independent

I = (p1,p2)

Second step: Construction of ps(x, y, z) such that

° PS(XO;YO»ZO) =0
@ Polynomials py, p» and ps3 algebraically independent
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Notion of Independence

Definition of independence

P1, P2, p3 algebraically independent if
P(p1,p2,p3) =0 = P=0

If I = (p1, p2) prime
(1) is prime = A b
P i) TS
In case | = (p1, p2) is not prime:
@ / primary: replace it by /1 Primary Decomposition

@ /nonprimary: [=/nN---N|
replace it by /; (or /I) such that (xo, yo, 20) € V(1))

PhD Defense 19/30



Translation in Term of Linear Independence

Need relation

Algebraic indep. < Linear indep.

If p> has monomials in M

pz€(p1) |

of p1, Xp1, yp1

PhD Defense

ps € (p1,p2) | &

of {y..., It




Grébner Basis Computation

Let (g1,...,qr) be a Grobner basis of the ideal /:

ps € (p1,p2) | &

Definition domain of the P;

Polynomials ry, ...,
BUT
Depend on the shape M

If ps not a linear

combination of the ri’s | ‘ (P1, P2, ps) independent ‘
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Generalized Coppersmith’s Method
L, lattice generated by the rows of M,

n ... n
10 0
Lyl 1
0 % X
1
" ] 4
1
vz O -
0 0 % z
b = (17%7}/70" 7%’(270)270""’0)
fuecl :
ULV Vi) = (p1, p2, p3) independent
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Computing the Bounds X,Y and Z

@ In general
Conditions hard to determine
Difficulty to evaluate
the determinant of a sublattice
@ However

For a particular shape of {ry,...,r}
Known conditions on X, Y, Z
Rigorous success
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Cryptographic Applications




Application to a Partial Key Exposure Attack on RSA

@ Known part of the secret key [EJMdWO05]

ed =1+ k¢(N) N pi(x,y,z) =ex—yN+yz+ R
with R =ed — 1

Finding small roots of polynomial equation

@ Root (xo, Yo, 20) = (do, K, p+q—1)
@ Conditions on the bounds X, Y and Z

Heuristic N = 256 l_)lts
attack - d ~ 90 bits
100 % Independence
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Making Rigorous a Heuristic Attack

Boneh-Durfee’s attack on RSA with small private key [BD0O0]

ed+ k(A+s)=1 N f(x,y)=x(A+y)—1 mode

ld| < N° Modular root (K, S)
Well-chosen lattice Bound on the private key
p1(x,y) = § < 0.292

p2(x,y) Best bound ever obtained

NO GUARANTEE
Heuristic method
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Making Rigorous a Heuristic Attack (step 1)

Starting from py(Xx,y,z) = ez+ x(A+y) — 1

© BD’s attack:

Bivariate polynomial
pZ(Xv y) 0 tl y

© Properties of I = (p1, p2)

System {py, po} Groébner basis The ideal [ is prime

Q[vaa Z]/I = Q[Xay]/(p2)

po irreducible

in(py) = ez

in(ps) = AxayP } coprime
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Making Rigorous a Heuristic Attack (step 2)

Construction of p3(x, y, z)

Definition of
A correct set

Want to construct
pS(X7 Y, Z)

such that | p3 & I = (p1, p2)

Translate into linear independence

Linear combination of
nH,..., I

pscl=(p1,p2) &
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Making Rigorous a Heuristic Attack (step 3)

System {ps, P2 } _. | P=0Qipi+ Qp>
is a Grobner basis Q) defined over S

Polynomial Qx(x, y)
| \ Qopo € My
y
Mz&\\ Geometrical
considerations

mpz € M

Construction of ps under the conditions

No additional N Rigorous method
constraint on § for 6 < 0.292
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Conclusion

o e Counter-example highlighting heuristic failure
e Rigorous construction on three variables
e Promising applications of the method

o

Determine conditions on the bounds X, Y and Z

Potential adaptability for modular equations

Improve Boneh-Durfee’s bound on RSA
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Experiments: Easy Case

Bits % Indep. % Indep. | % Pb
23 98 100 0
. 25 92 100 0
N = 256 bits o8 95 100 0
30 92 100 0
d ~ 90 bits 33 80 100 0
33 86 100 0
34 77 100 0
34 71 100 0
35 76 100 0
35 71 100 0
36 73 100 0
36 55 100 0
37 60 100 0
37 56 100 0
38 47 100 0

PhD Defense 32/30



Experiments: Harder Case

Bits % Indep. % Indep. [ % Pb.
35 100 100 0
: 38 97 100 0
N = 256 bits 40 97 100 0
43 82 100 1
d ~ 77 bits 46 60 100 8
46 47 100 13
47 47 100 &
47 33 100 26
48 18 100 36
48 16 100 50
49 6 100 79
49 0 100 100
50 0 100 100
50 0 100 100
51 0 100 100
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Analysis of a Bad Case

p1 = 9450886190201x + ((z — 155155341747587)y
+72582805940743679)
(Xo = 233, yp = 482, 2y = 25517171)
(X = 496, Y = 18080, Z = 37368409)

g1 = xz—39521501447/12x + 46079/6z + 6785552382017/12
g = y-—12/197x —92158/197

As go2(xo0, Yo, Z0) = 0 then xo = 36 mod 197

@ We can recover xg after 2 tests: 36,233
@ Two polynomials sufficient to recover the root
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Construction of F

Truncated Grobner basis related to
Gm =1{Gi,,--.,q;} such that forall j € {1,...,/},q,). eM

Construction of F = {ry,..., r}
@ Multiply each gj by monomials: product remains in M

@ If p € I and defined over M, then p = "L, \iri, A € Z.
@ Complexity: O(rm?)

Can still be done in practice.
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A criterion that guarantees rigorous success

Shape of the set F
Assume F = {{x'y/zkp1} (i) )es} P2}

When the pair (M, <) compatible: Link with Grobner basis

Gu = {p1, p2}
+
no multiples of pp € M

When Gy = {p1, p2}, high probability p, on the boundary

If the first criterion is satisfied, then the second is too.
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