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x, X = gx

y, Y = gy

Alice Bob

Alice, X

Bob, Y

SK = gxy = Xy = Yx
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SK=H(Alice, Bob, X, Y, K)

x, X=gx

X ← Dπ(X’ )
y, Y=gy

K=Xy

Alice Bob

X’ = Eπ(Alice, X)

Y’ = Eπ(Bob,Y)

Password π

Y ← Dπ(Y’ )
K=Yx
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x, X=gx

X = Dπ(X’ )
y, Y=gy

K=Xy

Alice Bob

Alice, X’ = Eπ(X)

Bob, Y’ = Eπ(Y)

SK=H(Alice, Bob, X, Y, K)

Password π

Y = Dπ(Y’ )
K=Yx
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According to the function f, this scheme can be
either secure or totally insecure

If f is a random function (random oracle)
onto the whole group <g>: provably secure

[MacKenzie 2001]
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x, X'=f(π)x

y, Y=f(π)y

K=Xy

Alice Bob

Alice, X

Bob, Y

SK=H(Alice, Bob, X, Y, K)

Password π

K=Yx

���������	��
�����
������
���
���������
�������������
����������������

����# �
��������*�������	�
��E
π
(X) = X H(�)

If H is a random function (random oracle)
onto the whole group <g>: provably secure
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x, X=gx

X = X' / H(π)
y, Y=gy

K=Xy

Alice Bob

Alice, X’ = X H(π)

Bob, Y’ = Y H(π)

SK=H(Alice, Bob, π, X, Y, K)

Password π

Y = Y' / H(π)
K=Yx
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π
(X) = X Uπ

No random function onto groups

Just two fixed elements U, V in <g>

Non-concurrent executions: provably secure
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x, X=gx

X = X' / Uπ

y, Y=gy

K=Xy

Alice Bob

Alice, X’ = X Uπ

Bob, Y’ = Y Vπ

SK=H(Alice, Bob, X, Y, K)

Password π

Y = Y' / Vπ

K=Yx
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sk, pk

pk = Dπ(pk’ )
r, c=E

pk
(r)

Alice Bob

Alice, pk’ = Eπ(pk)

Bob, c’ = Eπ(c)

SK=H(Alice, Bob, pk', c', r)

Password π

c = Dπ(c’ )
r = D

sk
(c)
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sk, pk

r, c=Epk(r)
kcorrect ?

Alice Bob

Alice, pk

Bob, c' = Eπ(c)

SK=H(Alice, Bob, pk, c', r)

Password π

c=Dπ(c'), r=Dsk(c)
k=H'(Alice,Bob,r) k
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f
pk

isomorphism from F
pk

onto the group (G
pk

,�'

:���	
�trapdoor “hard-to-invert”

sk, pk

r∈Μ
pk

, c=fpk(r)

kcorrect ?

Alice Bob

Alice, pk

Bob, c' = c�G(π)

SK=H(Alice, Bob, pk, c', π, r)

Password π

c=c'�G(π), r=gsk(c)
k=H'(Alice,Bob,r) k
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x, X=gx

X = Dπ(X’ )
y, Y=gy

K=Xy

Alice Bob

Alice, X’ = Eπ(X)

Bob, Y’ = Eπ(Y)

SK=H(Alice, Bob, X, Y, K)

Password π

Y = Dπ(Y’ )
K=Yx
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x, X=gx

X = X' / H(π)
y, Y=gy

K=Xy

Alice Bob

Alice, X’ = X H(π)

Bob, Y’ = Y H(π)

SK=H(Alice, Bob, π, X, Y, K)

Password π

Y = Y' / H(π)
K=Yx
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�“simple EKE”

No full-domain function: easy to implement

Apply to any prime sub-group: quite efficient

But: restricted to non-concurrent executions
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k1=H1(Alice,Bob,SK)

Alice Bob

AKE (X,Y)

k
1
correct?

k2=H2(Alice,Bob,SK)

k
1

sk=H(Alice, Bob, X, Y, SK)

k
2 k2 correct?

SK SK
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